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Equivalence Checking
between FBDs and C Programs using HW-CBMC
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« Safety-critical systems often use function block diagrams (FBDs) to design
embedded software

« The design is implemented using programming language e.g. C language
« The implementation must have same behavior with the design

Design Implementation

15 B

Function block diagram C language program
SAFECOMP 2011, Naples, Italy 3
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« POSAFE-Q Software Engineering Tool (pSET)
— Korea Nuclear Instrumentation & Control System R&D Center (KNICS)

« FBD and Ladder Diagram (LD) to design a software of POSAFE-Q
Programmable Logic Controller (PLC)

* ANSI-C language to implement the design

ool i
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Proposed Equivalence Checking technique between FBDs and ANSI-C program

 FBDs translated into Verilog using a part of FBDVerifier*
— Translating FBDs to Verilog is proved in our previous work

' : Inputl
L Automatic ANSI-C Program P

Code Generator (Implementation)

Equivalence
Checking
(HW-CBMC)

Translator
(FBDtoVerilog)

Verilog Program

Proved

*FBDVerifier : Interactive and Visual Analysis of Counterexample in Formal Verification
of Function Block Diagram, JRPIT 2010

SAFECOMP 2011, Naples, Italy 5
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Function Block Diagram (FBD)

 |EC 61131-3 standard declared 5 programming languages for PLC
— ST, LD, IL, SFC, FBD

« Sequential interconnections between function blocks

« PSET uses FBD and LD to design KNICS RPS software
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Translation FBDs into Verilog

 FBDtoVerilog 1.0 CASE tool*
— Standard XML format of FBD
— PLCopen

« Translation rules
— Unit FBD (Function Block)
— Component FBD
— System FBD

File View Information _Help
LS CHE

Hierachy Window
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NuSCRtoFBD

a8 O Yh

2CTable { Combined 2CTable (Preprocessing part F80 { Output part FBD (State variable part FBD ijal FED
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¥ il Root
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th_HLLOG_POWER_Pur}
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Description Window (=]

¥ [ 1_HI_LOG_POWER_Val Out
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» [ Input
| » Emoupu
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Local Clock Variable
Previous State Variable
Memoriazable Variable Of Ex

ann FBDtoVerilog
File Help
(WLOGSEL_ = (inl == 1) 7in3 :in2;
end
endfunction
endmodule

module f_HI_LOG_POWER_Op_Byp_Init(clk
f_HI_LOG_POWER_Opb_Perm_In,

i odf_HI_LOG_POWER_Opb_Rqst_RSR,
f_HI_LOG_POWER_Opb_Rgst_MCR,
f_HI_LOG_POWER_Op_Byp_Init);

ut clk:

ut f_HI_LOG_POWER_Opb_Perm_in:

input _HI_LOG_POWER_Opb_Rqst_RSR;

rHioginput f_HI_LOG_POWER_Opb_Rqst_MCR:

output f_HI_LOG_POWER_Op_Byp_Init:

wire cond_A

wire cond_B;

cond_B M1clk, f_HI_LOG_POWER_Opb_Rqst_RSR,

f_HI_LOG_POWER_Opb_Rgst_MCR, cond_BJ;

cond_A M2(clk, f HI_LOG_POWER_Opb_Perm_In, cond_A)

f_HI_LOG_POWER_Op_Byp_Init_Processing M3(clk, cond_A

cond_g, f_HI_LOG_POWER_Op_Byp.Init);
@iposedge clk) begin

alw

cond.C
cond 8

[eson|

AND2_B0DL
cond A

endmodule “ho
w
cona s | cond A { 11 L0G powen_pv —|

LHILOG_FOWER_PT_al

£HLLOC POWER AT V2l —|

Ready

*FBDtoVerilog: A Vendor-Independent Translation from
FBDs into Verilog Programs, SEKE 2011

SAFECOMP 2011, Naples, Italy
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HW-CBMC

« Extensive testing and debugging tool of any embedded software
— In particular the software which will be shipped with the circuit later on

« Verifying behavioral consistency between two implementations
— ANSI-C program written for simulation
— Register transfer level HDL (Verilog) which is an actual product
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UNIVERSITY

Existing Software Development Process

Verification and Validation

Model Checking ~ Test Field
Desian T Implementation T
Executable
FBDS Code ANSI-C compiler . Machine Code

Program Generator Program for PLCS
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Proposed Equivalence Checking Technique
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Existing Software Development Process
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Specific features of Verilog as an input of HW-CBMC

« A name of variable should be different from the name of module which
defines and uses it

- Every modules and variables must have different name
* Function calls are not allowed

- Every function calls must be translated into module calls
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Verilog program for HW-CBMC

module main_module(clk, IN, main_module); ransition 8->1
qarning: ignoring symhol
input clk; * type :
input [0:6] IN;

output main_module;

identifier: Uerilog:-:-th_|
ing: ignoring typecast

t ype : =TT IgTEN

wire Ge_int;

;alésign Ge_int= GE_INT(IN, 7'b0011110);
o Symbol and typecast warning occur
function GE_INT; . .
input [0:6] i1 if the names of module and variable
....... are same in Verilog program.

endfunction

Endmodule

Example. Verilog file translated by FBDtoVerilog 1.0
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Verilog program for HW-CBMC

module main_module(clk, IN, main_module);

input clk;
input [0:6] IN;
output main_module;

wire Ge_int;
assign Ge_int = GE_INT(IN, 7'b0011110);

%Jnction GE_INT;
input [0:6] in; Function calls in Verilog program are

endfunction not allowed.

ype—checking Uerilog: :TOF
Endmodule ype—checking Uerilog::imain

file th_H_Pretrip_tr_v4.v line 25: function call not allowed here
OHUERSION ERROR

Example. Verilog file translated by FBDtoVerilog 1.0
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module main_module(clk, IN, main_module_out); ? module main_module(clk, IN, main_module);
. ] input clk;
input clk; input [0:6] IN;

input [0:6] IN; output main_module;
output main_module out;

wire Ge_int;

wire M_GE_INT_OUT; assign Ge_int = GE_INT(IN, 7b0011110);

GE_INT = M_GE_INT(IN, 7'b0011110, M_GE_INT_OUT);
Endmodule
module GE_INT(intl, int2, OUT);

input [0:6] in1;

input [0:6] in2; function GE_INT;

output OUT, input [0:6] in;

inpgt [0:6] in2;

assign OUT = (inl >=in2); Pedn GE_INT = (in1 >= in2);

module end -
endfunction

SAFECOMP 2011, Naples, Italy 18
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between FBDs and C Programs using HW-CBMC

CASE STUDY
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* Function block diagram of th_X_Pretrip

* One of 18 shutdown logic program in APR-1400 RPS(prototype)
— Pretrip condition : input value which is over the specific value during a delay time
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Automatically translated

Verilog program Modified Verilog program

module th_X_Pretrip(clk, f_X, module th_X_ Pretrip(clk, f_X,
th_X Pretrip); th_ X Pretrip_OUT);
input clk; input clk;
input [0:6] f_X; input [0:6] f_X;
output th_ X Pretrip; output th_X Pretrip_OUT,;
Renaming

output argument
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Automatically translated
Verilog program
module th_X_Pretrip(clk, f_X, th_X_Pretrip); module th_X_Pretrip(clk, f_X, th_X_Pretrip);

Modified Verilog program

function GE_INT;

input [0:6] in1; endmodule

input [0:6] In2;

begin module GE_INT(in1, in2, OUT);

GE_INT = (inl >= in2); input [0:6] inl;

end input [0:6] in2;

Endfunction output OUT;
assign OUT = (inl1 >=in2),

endmodule endmodule

Function

. Module
definition J

definition and
argument
declaration
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Automatically translated

: Modified Verilog program
Verilog program

assign Ge_int = GE_INT(f_X, GE_INT M_GE_INT (f_X, 7'b0011110,

7'b0011110); M_GE_INT_OUT);
assign Le_int = LE_INT(f_X, Sub_int); LE _INT LE_INT(f_x, Sub_int,

M_LE_INT_OUT):

Function Calls Module calls

|
)
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Definition of the
variables that hold
the value of the
Verilog module

Condition

Assertion statement

A transition of
Verilog program
with function
next_timeframe()

e L3 DD

[Fel N O I e Sl el Sl R
b=l e E

-0 0e - M

DD 0e ~1 D Ul

C [N

les that holds the value of the Verilog module
_Pretrip th_X_Pretrip;

gned int f_X=0;
--- /{variable declaration
for(cycle=0; cycle<bound; cyvcle++)

f/synchronizing Inputs
f_X = nondet_int(); th_X_Pretrip.f_X = {_X; set_inputs ();

Cond_a_1

Cond_b_1

Pretrip_Hvs);
a_1)7th_Prev_X_Pretrip:

*retrip.th_X_Pretrip_OUT == th_X_Pretrip_OUT):

th_Prev_X_Pretrip = th_X_Pretrip_OUT;
switch(state) //control a state by conditions
|

1 a_1) state = 1;

state = 0

next_timeframe();

variable declaration

Synchronizing
Inputs

Counter

State

LABORATORY
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BN 22| AF Visual Studio 8 =ZE=E(2010)
Transition 11->12

Transition 12->13

Transition 13->14

Transition 14->15

Transition 15-2>16

Transition 16—>17

Transition 17->18

Transition 18->19

Transition 19-2>20

Running propositional reduction

Solving with MiniSAT2 without simplifier
32913 variables, 95522 clauses

SAT checker: negated claim is UNSATISFIABLE.
Runtime decision procedure: @.665s

UERIFICATION SUCCESSFUL

D:-#DSLABWCBMCHCBMC namualffexample >

i.e..

holds
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ONCLUSION AND FUTURE WORK
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« Equivalence checking approach between design written in FBDs and its
Implementation program written in ANSI-C using HW-CBMC

« The modification of Verilog program translated automatically by
FBDtoVerilog 1.0 is required to apply the technique

* The code generator is indirectly verified

« Translation rules of FBDtoVerilog will be modified
— Including Ladder Diagram (LD)

» Verification of equivalence between a design (FBD & LD) and its
automatically generated ANSI-C program by pSET

« Development assistant template of ANSI-C program to be appropriate for
HW-CBMC
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