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* Introduction
— Safety-Critical Software in Nuclear Power Plants
— Software Development Process (Existing vs. Proposed)

« Software Development Process for NPPs
— Development Process
— Verification Process
— Safety Analysis Process

 (Conclusion and Future Work



Introduction

1. Safety-Critical Software in Nuclear Power Plants
2. Software Development Process (Existing vs. Proposed)
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* RPS (Reactor Protection System)
« ESF-CCS (Engineering Safety Features Component Control System)
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: (Distributed Computing System)
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(Programmable Logic Controller)
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 For Most NPPs in Korea (e.g. Wolsung NPP)
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For KNICS RPS for APR-1400 [1] (http://www.knics.re.kr)

— APR-1400 : Next generation nuclear reactor being developed in Korea

Software

Lifecycle Requirements Analysis Design Implementation

R AUE AL G ault Tree AnalysiD G ault Tree AnalysiD
Process
U FTA Templates* FTA Templates*

:
NuSCR
- l . Executable
orma : .
Development : . Automatic Compiled into )| Machine Code
Process Specification Synthesis Programs for PLCs
. NuSCRtoFBD*
NuSRS 2.0
ll
Automatic | \, ops 5 o* Automatic | pop, yoifier 1.0%
Translation!

w

Verification Model Checking Model Checking Equlval?nce
Checking
Process
Cadence SMV VIS 2.0

Cadence SMV*
FBD Verifier 1.0

VIS Analyzer 1.0%

* : Our group’s effort



Software Development Process for NPPs

1. Development Process
2. Verification Process
3. Safety-Analysis Process



Development Process

1. Formal Requirements Specification
2. Automatic Design Synthesis

’_I:
NuSCR
Executable
Development Formal Automatic FBD Compiled into )| Machine Code
Process Specification || _ Synthesis Programs for PLCs
. NuSCRtoFBD*
NuSRS 2.0
ll
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1. Formal Requirements Specification
« NuSCR [3]

— Formal requirements specification language

— Customized SCR [2] for nuclear applications
» Listened to opinions offered by domain experts

— 4 constructs
« SDT (Structured Decision Table)
 FSM (Finite State Machine) Song b and not
« TTS (Timed Transition System) Fin X Tip =0
* FOD (Function Overview Diagram)

/th_X_Trip/= 1

Cond_a \

and not cond_d

Conditions
not cond_a
k= MM <=1 <= k_s W T F and not cond_d
Actions Cond_d
f_=_Mald =10 b /th_X_Trip =0 not Cond_d
f_><_|'-!‘al|d 1= I X /th_X_Trip =

TTS/FSM
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NuSRS (ver 2.0)
— CASE tool supporting
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() NuSRS Editor 2.0 - D:Research'(7) Miss Jee\NuSRS_2.0_2008_03_14'BP-20051019-FinalVerification.xmi

File Edit View Window Verification Help
e HD == 6

=& Hierarchy Window @

NuSCR specification
Self-Checking (on-going)

SMV program translation
(NuSCR > SMV)

SMV verification
(CTL Model Checking)

‘ ¢ [ Root
¢ g BP
& (£ 9_LO_SG1_LEVEL
¢ ] 9_VAR_OVER_PWR
[0) f_VAR_OVER_PWR_val_Out
[ h_VAR_OVER_PWR_Int_SP
[} f_VAR_OVER_PWR_Trip_SP
[} f_VAR_OVER_PWR_Ptrp_SP
[} th_vAR_OVER_PWR_Ptrp_Lagit
[y th_vaR_OVER_PWR_Trip

[ f_VAR_OVER_PWR_PY_Err
[ f_VAR_OVER_PWR_Ptra_Out
[) f_vAR_OVER_PWR_Trip_Out
o 9 g_HI_LOG_POWER
& [39_LO_PZR_PRESS

o =3 o_HI_LOCAL_POWER
& 3 g_TEST_SEL
o [ 9_HEART_BEAT

- Description Window . a)
¢ (O] 0_YAR_OVER_PWR
¢ [ Description
[ 7 DHt ER (ISHI S 21R28)
¢ (] TemplateNumber
[N

I

se Study

KNICS-RPS-SRS101,

Rev,00, 2003.
(by NuSRS 1.0)

¢ & Input
[} F_VAR_OVER_PWWR_PV  boolean
[) f_VAR_OVER_PWWR_Manu_Test: hoolean
[} _VAR_OVER_PWR_WT_Guery: boolean
[} _VAR_OVER_PWR_Trip_Status : boolean
[} f_vAR_OVER_PWR_Ptrp_Status : boolean [=|
[} r_mod_Err: boolean
[} f_VAR_OVER_PWR_Chan_Err: haolean
[} _VAR_OVER_PWR_Op_Byp_Init: boolean
¢ Output
[} _VAR_OVER_PWR_val_Out: 0.100
[ f_VAR_OVER_PWR_Ptrp_SP : boolean
[} f_VAR_OVER_PWR_Trip_SP : boolean
[} th_vaR_OVER_PWR_Ptrp_Logit : boolean
[0 th_vAR_OVER_PWR_Trip_Logic : boolean | |
[) f_VAR_OVER_PWR_PY_Er : boolean
) f_vAR_OVER_PWR_Trip_Out : boolean
[ f_VAR_OVER_PWR_Pirp_Out: boolean

Rev.00, 2005.
(by NuSRS 2.0)

N | VAR_OVER_PWR_P /\

o {_VAR_OVER_PWR_Trip

[© root {0 g.BP | O o VAR OVER PR x 6 f VAR OVER_PWR_Trip_SP '

L‘iEEn,OVER,PWFLVaI Out

4‘—“{_’ R_OVER_PWR_Trip| SP

1 ——
I_VAFt_OVE R_PWR_Plrp_ﬁlams—
s

1_Mod_Err

AR_OVER_PWR_Cha

1V

S
{_VAR_OVER_PWR_Op_Bjp—inic

ﬁ—m{_ R_OVER_PWR_Trip_Jout

[«

1_VAR_OVER_PWR_Op_Byp_Init : hoolean
T_VAR_OVER_PWR_PV : boolean
T_VAR_OVER_PWR_PV_Err : hoolean
_VAR_OVER_PWR_Ptrp_Out: boolean

[ Tyne Window g Console Window: m
| 1_Mod_Err : boolean =
_VAR_OVER_PWR_Chan_Er : boolean

_VAR_OVER_PWR_MT_Query: boolean =
¥_VAR_OVER_PWR_Manu_Test: book td

4

|
KNICS-RPS-SVR131-01, l

NUSRS (ver. 2.0)

11
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 NuSCRtoFBD Synthesis Procedure [8]

— Synthesizes FBD programs from NuSCR specification automatically
* More than twice FBD blocks than manually coded and optimized ones
— Unused in the project, because unable to develop CASE tools in advance

— However, can be used as a baseline for FBD programming in design phase

* NuSCRtoFBD (ver 1.0)

— CASE tool supporting

» Automatic FBD synthesis from NuSCR
— Reads NuSCR specification in XML format
— Stores FBD programs in standard XML format (on-going)

« Algorithm is being optimized
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OXmILnad @Znnmln @Zuumom @CheckC&C OCnmbinadTaxl OTORISequnece @Halnv
c} WierarchyWind 2CTable | Combined2CTable | P arFED | OutputPartFBD | StateVariableParFBD  TotalFED |
3 lerarchyWindow o =
S Foot £0_800L
=-9-BP
= 9.L0.SGILEVEL bue | —  cond_A
1.L0_5G1LEVEL Val_Out 11-LO-FERFREESFim-Losle
{.LO.SGI.LEVEL.PV_Err
{-LO_SG1_LEVEL Ptrp_Out
1LO_SG1_LEVEL Trip_Out @
th_LO_SGI_LEVEL Ptrp_Logic _—
th_LO_SGI_LEVEL Trip_Logic -
= 9-VAR_OVER_PWR falo  —| |- condB
{.WAR_OVER_PWR_Val _Out 1-L0._PZR_PREBE.Op Byo.Int —|
{_VAR_OVER_PWR_Trip_SP
{.VAR_OVER_PWR_Ptrp_SP
{_VAR_OVER_PWR_PV_Err @
{VAR_OVER_PWR_Ptrp_Out
{.MAR_OVER_PWR_Trip_Out EQ_BOOL b
h_VAR_OVER_PWH_Int_SP o ac
th-VAR_OVER_PWR_Pip_Logic - - "
th_VAR_OVER_PWR_Trip_Logic -LO-BGLEVEI Mod_Em
=-9-HI_LOG_POWER
{_H_LOG_POWER_Val_Out
{.HILLOG_POWER_PV_Emr (4 Ll (5) az
}-::-tgg-ggaég-?ﬁg-gi: £0_800L AND_BOOL AND_BOOL 2L
{_HILLOG_POWER_Op_Byp_Init [ — condd condc g b tioee1teve vaLou
1_HI_LOG_POWER_OB_Err 1.LO_PZR_PRESS Chan_Em —| cond 8 lcond_a —,
th_HI_LOG_POWER_Ptrp_Logic 1LO_8G1_LEVEL ¥ —|
th_HI_LOG_POWER_Trip_Logic
? Q-EE-IPES-EEOEVSVS (51 [C) 2] o
= g_J*l.LEJCA-L.FOWEH EQ.BOCL AND-BOOL AND_BOOL SEL
= 9_TEST_SEL
tus —| |- condE nd.C —|
©-9-HEART_BEAT 1.L0_PZA_PRESO.PY.EN —| - cond_8 Icond A —
1LO.BG1LEVELPT.Val —|
@) @ o
AMD_BOOL AND_BOOL BEL
cond_C (]
cond_B —| Icand_A — 1.L0_BG1_LEVEL MT_Nal —
1LO_8G1_LEVELAT.Val —|
1)
- GT_BOOL
& vescrition Window o sn v vt e
LO_8G_LEVEL Pim_8st —|
0
LE-BOOL
1.L0_8G.LEVEL Val.Out —| |- condp
41086 LEVEL Pl_8at  —|
a5 e
GT.BO0L ToF
1.L0_8G_LEVEL ValOut —, - condc
kLO_8G_LEVEL Ptp_8st —| kLO_8G_LEVEL Ptp_Dly —|
ar n9)
ADD_BOOL LE-BOOL
k_LO_BG_LEVEL Firp_Hyst —| 1_LO_8G_LEVEL ValOut —| I~ condD
| kL0_6G_LEVEL Pim_tet —| L [
‘4 »

NuSCRtoFBD (ver. 1.0

- Synthesized from KNICS RPS BP SRS (KNICS-RPS-SVR131-01, Rev.00, 2005)
13



Verification Process

1. Model Checking Requirements
2. Model Checking Design
3. Equivalence Checking Designs

Development
Process

Verification
Process

NuSCR
Formal
Specification

L3
NuSRS 2.0

Automatic
Synthesis

Cadence SMV

NuSCRtoFBD™

Automatic| \ sps 5 0¥
ranslationl

Model Checking

FBD
Programs

Model Checking

Cadence SMV*
FBD Verifier 1.0

Compiled into

Automatic| cpp oo 1.0%
Translation

Equivalence
Checking

VIS 2.0
VIS Analyzer 1.0%

Executable
Machine Code
for PLCs
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Formal verification for requirements specification
Target : NuSCR formal specification

Tool : Cadence SMV [5]

Technique : CTL model checking

NuSRS (ver. 2.0)

Automatic translation

from NuSCR into SMV programs [10]

Seamless execution of SMV

Case Study

+ KNICS-RPS-SVR131-01, Rev.00, 2005

* Found 157 errors (25 critical)

8 ) Miss _2.0_2008_03_ smv ol
SMV
- SMY Input for {_VAR_OVER_PWR_Val_Out ﬁ

MODULE m_{_VAR_OVER_PWR_Val_Outf_VAR_OVER_PWR_PV, [_VAR_OVER_PWR_Manu_Test, f_V4
VAR

[_VAR_OVER_PWR_Val_Out: 0.100;
-~ inputs
STATE : {_init_, 50,51},
lASSIGN
Init{STATE) = _init_;
next(STATE) = case
FROM-_init_-TO-s0-taken : s0;
FROM-s0-TO-s0-taken : 50;
FROM-51-TO-s0-taken - s0;
FROM-_init_-TO-s1-taken : s1; u .
FROM-50-TO-s1-taken : 51;
FROM-51-TO-s1-taken - s1;
1:STATE; -
«| | »
Save Close Execution
PROPERTY
- Write CTL properties here Il
Apply

BH VAR _OVER_PWR Manu_Test -

File Prop Yiew Goto History Abstraction

(i Erowsor] Properties | Resuits | Cone | Using | Groups |

[ Layer | Ij

Name

81, ftop levelk
cycle
E-{_Mod_Err
{VAR_OVER_PWR_Chan_Em

_VAR_OVER_PWR_MT_Guery

ki
Source ‘ Trace | Log |

File Show

—- SNV Input for g VAR OVER PWR

-- SNV Input for £_VAR_OVER_PWR_Val_Out

MODULE m_f_VAR_OVER_PUR_Val _Out(f_VAR_OVER PWR_PV, £ VAR OVER_PWR_Ma
nu_Test, £ _VAR_OVER_PUR_NT Query, cycle, sec)

VAR

£_VAR_OVER_PWR_Val Out : 0..100;

-= inpucs

STATE : {_init_, s0, sl1}:

ASSIGN

init (STATE) :=
next (STATE) :=
FROM-_init_-TO-sO-taken : s0;
FRON-30-TO-s0-taken : =0;
FROM-31-TO-sO-taken : s0:
FROM-_init_-TO-sl-taken :
FROM-30-TO-sl-taken : si;
FRON-s1-TO-si-taken : s1;
1 : STATE:

esac;

_init_;
case

s1;

. Cadence SMV

init (f VAR OVER PWR Val Outi := O: j
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_Modification
on FBDs

FBDo

# FBD,

FBD Verification using
- SMV model checking & VIS Equivalence checking

SMV
Model Checking

# FBD,

VIS
Equivalence Checking
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» Formal verification for design specification
— Target : FBD program
— Tool : Cadence SMV [5]
— Technique : LTL model checking

 FBD Verifier (ver. 1.0/2.0)
— Automatic translation from FBD programs into Verilog programs [11]

— Saamlecc eveciition of SMV/
N \WCATL T TINIUID /NN UARLIVL L VL NIV

— Case Study
 KNICS-RPS-SDS231, Rev.01, 2006
* Found 60 errors (13 critical)



FBD Verifier 1.0

{1 PLC G‘ W Verilog r?
£ || 55 Jee\¥BD Verifier 1.0 (200611 by jeon)\FED2ViexamplelFi¢_RISING DiiResearchi(7) Miss Jee\FBD Verifier 1.0 (200611 by jean)\FBDZViexamplelF b_RISI
TN := ~l||lmodule main (clk, HYS, MAXCNT, PHYS, PV_OUT); |~
ADD ( input clk;
INL := input {7:0] HYS;
TSP, input [7:0] MAXCNT;
me = input [7:0]  PHys;
Hya)) e [7:0]  PTRIP_CNT; =
: PTRIE_LOGIC;
P — 2. Translate into [7:0): poas;
IEL ( 2 y inp - [7:01 PV_OUT;
sl Verilog program 2o o) mnge e i
AND ( reg TRIP_LOGIC;
Nl := reg [7:0]  Tap;
LT
Ny = wire [8:0] PTRIF_CNT_out;
Py our, wire PTRIP_LOGIC_1;
Nz = wire [7:01  PTSP_1;
PTSEY, wire [8:01 TRIF_CNT out;
INZ = wire TRIP_LOGIC_1;
PTRIP_LOGIC), wire [7:0] TaP_1;
IND i - [ | wire TRIP_LOGIC_out;
PTRIP LOGIC, wire [8:0] TSP_out;
i o= L wire PTRIP_LOGIC_out;
1. Read FBD programs 0 wire [8:0]  emsE_sut;
. -
in XML format F— //constants
SEL assign HY3 = 1;
e = = assign MAXCNT = 5;
| \'@ 4. Analyze verification result
SMV ended with code 0

S =0y
o= e o o
o e e seonn|—FAR.o0
P PP LOGIC-quie o m
R "
o ]
1~
b e
16 0. seLsoal| AP LI
o e Losc— w1
T
v o
s
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Engineering Tools
by PLC vendors

3. Perform SMV model checking

FIXRISING, J[=] B3
Eile Prop View Goto History Abstraction Help
Browser | Properties | Results | Cone | Using | Groups |

Name [ Layer [ <]

B¢, flop levell:

PTRIP_LOGIC

PTRIP_LOGIC_1

PTRIP_LOGIC2

PTRIP_LOGIC_3 -
PTRIP_LOGIC out

PTSP

PTSP_1

PTSP2

PTSP3

PTSP out <

Source | Trace | Log |
File Show
[wodule wain (clk, PV_OUT, TRIP_LOGIC out, TSP_out, PTRIP_LOGIC out, PTSP_out); 2|

//constants
define o
‘define  PHYS 0
‘define  PTSPK 0
‘define  TSPE 0 o
input clk;
PTRIP_LOGIC:
reg [7:0]  PTSP;
input [7:0]  PV_OUT:
reg TRIP_LOGIC
reg (7:0  TsP;
vire TRIP_LOGIC_1;
vire (7:01 TSP 1;
wvire TRIP_LOGIC_2;
vire [7:0]  TSP_2;
vire TRIP_LOGIC 3;
wvire [7:0] TSP 3:
outpuc TRIP_LOGIC_out;
output [7:0]  TSP_out: 5l
isearch

Cadence SMV

Omovettes /0 V7777777
File Verify Help

(e Rewanttc ¢ 5 ) [ Verog | CEramP2 =

i Part of FO_RISING Displaying veriable: Input ] Reg [¥] Output ]

Original CE | Reduced form | Timing oraph | Siced vars | Warnings

[TRIP_TIMER_IN =
AND, Pv_our_Tsp
N =
OE( o @ @ @ @ @ @ @ @ @ @ "
N =
PY_OUT, TRIP_TIMER_Q  TRIP_LOGIC_out
N2 =
TSP,

e TRIP_LOGIC

NOTTRIP_LOGIC)

TRIP_LOGIC_1_out = [TRIP_TIMER_IN

6 =
TRIP_TIMER_0,
ND =

TRIP_LOGIC,
N TSP_1_out
» 0 © 0w 0w = =  w  w  w  w s e
TSP _1_out:= TSP_out
sEL(
6 = 0 0w 0w 0w w  w  ®  ®  ® % 8 %
TRIP_TIMER_0,
o = PV_OUT>= TSP,
TSP,
= I
SUB (
Nt =
TSP, il ] [ 1>
ne Moo variale PY_ouT > TSP -
ISV ended with code 0

Counterexample viewer
in FBD Verifier 1.0
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» Formal verification for design specifications
— Target : Two FBD programs
— Tool : VIS Verification System [4]
— Technique : Equivalence checking, Simulation

» VIS Analyzer (ver. 1.0)
— Seamless execution of VIS (vIS has no GUI)

— Visualization of VIS’s nrocess and verification res
AU CARVIVIE T VI V INV W r.ll NIV VAT TA Vvl TTvVUANIVEL L v

tilte I
AW I.

121
1<l

2
— Unused in the project, because unable to develop CASE tools in advance

— Case Study
KNICS-RPS-SDS101, Rev.00, 2005

No official result

Compared FBD

Original FBD

Ui AT (Num. of Errors) (Num. of Errors)
Fixed Set-Point Rising Trip Syntactic 0 0
without Operating Bypass Logical 0 1
Manual Reset Variable Set-Point Trip Syntactic 0 3
without Operating Bypass Logical 6 2




Engineering Tools
by PLC vendors
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1. Read two FBD programs S

FBD Verifier 1.0

o @ X

(][ ¥ Verilog \ (o]

8D Verfier 1.0 (200811 by jeon) FED2ViexamplelFI_RISH

i [0 ;

ADD (
o=
TP,

PTRIP_LOGIC :=
SEL (
6 =

= 2.
¢
+n Verilog

4|||lmodule main (clk, HYS, MAXCNT, PHYS, PV_OUT); =

input clk;

input [7:0]  Hys;

input [7:0]  MAXCNT;

input [7:0]  PHYS;

reg [7:0]  PTRIP_CNT; =

reg [7:0]  ersE;

input 17:0]  PV_OUT;

L3 TRIP_LOGIC;

Translate into ==~

BTRIP_CNT_out;
PTRIE_LOGIC_1;
PrSE_1;

rograms 3

prsp), wire 8:0]  TRIE_CNT_out;
me = wire TRIE_LOGIC_1;
PTRIP_LOGIC), wire [7:0]  TsR_1;
o i= - wire TRIP_LOGIC_out;
PTRIP_LOGIC, wire 8:0]1  TSP_out;
L o= = wire PTRIP_LOGIC_out;
0 wire 8:0]1  BTSP_out;
prsp := //constants
oEL ( assign Hys =
6 = = assign MAXCNT = 5; <
ﬁ @
'SMV ended with code 0

3. Read two Verilog programs

VIS Analyzer 1.0 (Source)

CAKC2007TexthomeWIStvis-2. OlexamplesIRPSIFBD_Verifienih_X_Pretrip_Wanualy | CAKC20071TeXthometViSivis-2 Oexamples\RPSIFBD_Verifiertth_X_Pretrip_Mech

typedef enum (80, S1} th_X_Pretrip_state;
typedef enun (T0, T1, T2, T3, T4, TS, T, T7
T9, Ti0, Ti1, T12, T13, T14, T15, T16, T17,
T19, TZ0} timer_state;

“define k_Pretrip_Setpoint 30
‘define k_¥_Pretrip Hys 10
// define k_rrip_pelay 20

// th_X_Pretrip module
module th_X_Pretrip(clk, £_X, th_X_Pretrip);
input clk;

input[0:6] £_%;

output th_X_Pretrip;

//integer wire f_¥;
//integer £_%;
wire th x_pretrip;

th_X_Pretrip_state reg state;
reg th_Prev_X_Pretrip;
timer_state reg timer;

initial state = 81;
initial th Prev X Pretrip =
initial timer = T0;

assign th_X_Pretrip =
“k_Pretrip_Setpoint -

(state==30 && £ X <=
“k_X_Pretrip_Hys)?1:
=an &i f

, ™8,
T18,

typedef enum {80, S1,
typedef enum {T0, T1, T2, T3, T4,
T9, T10, Til, T1Z, T13, T14, Ti5,
T13, T20) timer_state;

82} th_X_Pretrip_state;
TS5, T6,
T16,

“define k_Pretrip_Setpoint 30
‘define k_¥_Pretrip_Hys 10
//‘define k_Trip_belay 20

// th_X_Pretrip module
module th_X_Pretrip(clk, €_X, th_X_Pretrip);
input clk;

input(0:6] £_x;

output th_X_Pretrip;

//integer wire £ X;
//integer £_x:
wire th X Pretrip;

th_X_Pretrip_state reg state;
reg th_Prev_X_Pretrip;
timer_state reg timer;

initial state = 30;

initial th Prev X Pretrip = 1;
initial timer = T0;

wire Cond_a_1;

T, T8,
T17, T18,

L

4. Perform VIS
equivalence checking

VIS Analyzer 1.0 (Result)

C:\KCZ007\TeX\home\VIS\vis-2.0 \examples\RES\FBD Verifier\th X Pretrip Manual.v
C:\KC2007\Tex\home\VIS\vis-2.0\ example=\RES\FED_Verifier\th_x_Pretrip Mech.v

vis> vis release 2.0 (compiled Sat Jun 14 12:02:36 2008)
vis> vis> wvis> --3tate 0:

state$NTRZ: 81

state: 80

th_Prev_X_Pretrip$NTK2:1
th_Prev_X_Pretrip:1
timer$NTK2 : TO

timer:T0

--Goes to state 1:
state: sl

timer$H
timer:T1
-=0On input:
£_x<0>:
£_x<1>:
£_x<z>:
£_X<3>:
£ x<d>:
£ %<5>:0
£_x<6>:1

=)

PR

timer$§NTKZ: TZ
timer:T2

--0n input:
<Unchanged>

0

5. Verification result with
simulation

--Goes to state 3:
timer$NTR2: T3
timer: T3

--0n input:
<Unchanged>

--Goes to state 4:
timer§NTRZ: T4
timer:T4

s
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Eile Bun Help

P

—--Goes to state
state: 3l
timer$NTEZ: T1
timer: Tl

--0n input:
f_X<0=:0
f_¥<l>:1

£ X<Z2>:1
f_X<3>:1
f_X<d4>:1
f_¥<5=:0
f_¥<ér:l

—--Goes to state
timer$NTK2: T2
timer:TZ

--0On input:
<Unchanged>

--Goe= to state
timer$NTRZ : T3
timer:T3

--0n input:
<Unchanged>

—--Goes to state
timer$NTEZ: T4
timer:T4

--On input:
<Unchanged>

--Goes to state
timer$NTKZ: TS5
timer: TS

-=-0n input:
<Unchanged>

--Goes to state

. B

Execute VIS equivalence

2:

3:

4:

EH

a:

state$SNTKZ: SO

state: 32
th_Prev_X_Pretrip$NTRZ:0
th_Prev X Pretrip:0

--0n input:

<Unchanged>

--Goes to state 7:
timer§NTRZ : TO
timer:TO

-=-On input:
£_X<3>:0

£_x<a»:0

Hetworks are NOT seguentially equivalent.

vis> vis release 2.0 (compiled Sat Jun 14 12:02:34
vis> wvis> vis> vis> vis> # vis release 2.0 {(compiled

2008)
Sat Jun

ecking

Ready

File Run Help

BB vertogsources | Rosut s Tl

Networks are NOT seguentially equivalent.

vis> vis release 2.0 (compiled Sat Jun 14 12:02:36 2008)
vis>» vis> wvis> vis> vis> # vis release 2.0 (compiled Sat
Jun 14 12:0Z:36 2008)

# Network: th_X_Pretrip

# Input Vectors File: inputVectorl.txt

.inputs f_X<0> f_X<1> f_x<2> f_X<3> f_X<4> f_X<5> f_ X<é>
.latches state th Prev X Pretrip timer

.outputs th_X Pretrip

vinitial 81 1 TO

. start_vwvectors

# £ %<0> £ X<1> £ X<2> £ X<3> f X<4> £ X<5> £ X<G> ; state
th Prev_X Pretrip timer ; th X Pretrip

0111101211 ; 311T1T0 ; 1
01121101 ; 8117l ;1
0111101; 811712 ; 1
0111101 ; 81173 ;1
0111101; 81174 ; 1
011110121 ; 311715 ;0O
0110100 ; s800T5 ;0
0110100 ; s300T0 ; 1
# Final State : 30 0 TO

vis> vis release 2.0 {(compiled Sat Jun 14 12:02:36 2008)
vis> vis> vis> vis> vis> # vis release 2.0 (compiled Zat
Jun 14 1Z:0Z:3a Z008)

# Network: th_X_Pretrip

# Input Vectors File: inputVector2.txt

Execute VIS simulation

Jinputs  f_x<0> f_x<1> f_x<2> f_x<3> f_x<4> f_x<5> f_ X<6&>
.latches state th Prev X Pretrip timer

.outputs th_X Pretrip

vinitial S0 1 TO

.start wvectors

# £ X<0> f£_X<1> £ _X<2> £ X<3> f_X<4> £ X<5> £ _X<6> ; state
th Prev_X Pretrip timer ; th_X_Pretrip

0111101211 ; 31T0 ; 1
01121101 ; 81171l ;1
0111101; 811712 ; 1
0111101; 81173 ; 1
0111101; 811714 ; 1
011110121 ; 311715 ;0O
0110100 ; 82 0®T5 ;0O
0110100 ; 82 0T0 ; O
# Final State : 82 0 TO

[Ready
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File1Output File2Output File15tate File2State
0 Initial Initial Initial 151170 S0170
1 61 1 1 S11T1 1171
2 61 1 1 11712 11712
3 61 1 1 1173 1173
4 61 1 1 S1174 1174
5 61 1 1 S1175 S11715
G 61 (1] 1] S00Th S520Ta
7 52 1] 1] S00T0 S20T0

[Pl

VIS Analyzer (ver. 1.0)

- Visualized and reorganized result - counterexample

o
|
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=
=
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Safety Analysis Process

1. Fault Tree Analysis for Requirements
2. Fault Tree Analysis for Design

Safety Analysis Gault Tree AnalysiD Gault Tree AnalysiD
Process
U FTA Templates™ FTA Templates™




1. Fault Tree Analysis for Requirements
2. Fault Tree Analysis for Design

« Fault Tree Analysis

— performed manually
— Totally depends on analyst’'s experience and ability

 We provided FTA templates for NuSCR [13] and FBD [15]

Failure of output

comming from
AND#: Output value
is undesirable

FAIL_AND#

A

[
Failure at internal
loperation for an AND
function block

[

If BOOL, check a
fault of inverter
insertion/omission at
output port of ANDZ

Check a fault of
output variable
assignment at output
port of ANDZ, if ANY

Check a fault of
proper FB selection
for AND# (incorrect,

omission, addition}

F_INTO_AND#

CF_INVO_AND#

CF_OVN_AND#

CF_PFB_AND#

A value on the
output port of AND#
is 0: OUT(AND#)=0,

Undesirable

S0_OG_AND#

O

O

O

FTA templates for FBDs

O

A value on the
output port of AND#
is 1: OUT(AND#)=1,

Undesirable

S1_OG_AND#

Fail to 0 at IN2 port

Fail to 1 at IN1 port

Fail to 1 at IN2 port

Fail to O at IN1 port
of AND# of AND# of AND# of AND#
FO_IN1_AND# FO_IN2_AND# F1_IN1_AND# F1_IN2_AND#

If BOOL, check a
fault of inverter
insertion/omission at
IN1 of ANDZ

Check further from
IN1 when
INL(AND#)=0 and
this is undesirable.

If BOOL, check a
fault of inverter
insertionfomission at

\1 of AND=

Check further from
IN1 when
INL(AND#)=1 and
this is undesirable.

CF_INVIN1_AND#

SO_IN1_AND#

CF_INVIN1_AND#

S1_IN1_AND#

O

L]

O

]
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Conclusion and Future Work
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» We proposed software development processes using formal methods
— Target: KNICS RPS for APR-1400

— Development process
* NuSCR formal requirements specification
» Automatic FBD design synthesis
— Verification process
* Model checking NuSCR requirements
* Model checking FBD design
» Equivalence checking FBD designs

— Safety analysis process

+ FTAtemplates for NuSCR requirements
+ FTAtemplates for FBD programs

- Case StUdy EUSCT TED) Executable
et | omal Compiled into )| Machine Code
« KNICS-RPS-SVR131-01, Rev.00, 2005 Process Specifieation Programs ’ for PLCs

* KNICS-RPS-SDS231, Rev.01, 2006

Automatic | cop v ifier 1.0%

Translation!

t i .az‘: I t i y o
ranslatio 2
. Equivalence
4 Model Checking S X
s = Checking
eeeeeeeeee . VIs20
FBD Verifier 1.0} VIS Analyzer 1.0%

* 1 Qur@pup’s effort




Future Work
1. Integrated Tool-set

2. Tool Enhancement
— Self-checking : completeness & consistency (Nusrs)
— Synchronous Verilog issue in model checking FBD programs using SMV (FBD Verifier)
— Optimization of FBD synthesis algorithm (NuSCRtoFBD)
— Add other functions to VIS Analyzer (vis Analyzer)

3. Traceability Analysis
— From requirements to design
— From requirements’ FTA to design’s FTA

4. FBD Testing

— Measures (coverage criteria)
— Testing tool support

5. Application to Other Domains
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(5] NuSRS Editor 2.0 - D:Researchi(7) Miss Jee'NuSRS_2.0_2008_03_14'BP-20051019-Final-Verification.xmi

File Prop View Goto History Abstraction Help

File Edil View Window Veriiication Heip

‘DH{,JHHHi‘ _ﬂ@!ﬂ‘@g @-:Q|%|@"ﬁ“@l |.||L‘_;_]| |!| a_rmor|Pmom:|ﬂowm|£¢m|Uliml|9roupl|
= Hierarchy Window © Rout (0 9.87 | O u_VAR_OVER_PWR x O 1_VAR_OVER_PWR_Trip_SP o e Name [ Layer | =

cycle
3 Root o {_Mod_Err
o {VAR_OVER_PWR_Chan_Err

o 23 g_LO_SG1_LEVEL

¢ £ 9_VAR_OVER_PWR
[} {_VAR_OVER_PWR_Val_Out
[} h_vAR_OVER_PWR_Int_SP
[ _VAR_OVER_PWR_Trip_SP
[} 1_VAR_OVER_PWR_Ptrp_SP
[} th_vAR_OVER_PWR_Ptr_Logic
[ th_vAR_OVER_PWR_Trip_Logic
[ 1_vAR_OVER_PWR_PV_Err
[} _VAR_OVER_PWR_Plrp_Out
[) _VAR_OVER_PWR_Trip_Out

o £ g_HI_LOG_POWER

o (9 g_LO_PZR_PRESS

o (9 g_SG1_LO_FLOW

o 9 g_HILOGAL_POWER

o 9 y_TEST_SEL

o [ y_HEART_BEAT

._.‘JE_OVER_PWR_Va\ out {_VAR_OVER_PWR_MT_Query =
{VAR_OVER_PWR_Manu_Test

{VAR_OVER_PWR_Op_Eiyp_lnit

{_VAR_OVER_PWR_PY

{VAR_OVER_PWR_PV_Err

{ VAR OVER PWR Ptm Out

fu

| source | Trace | Log |

File Show
@sR_OVER_PWR _Trip|SP
]‘ -- SNV Input for g VAR_OVER_PVR

-- SMV Input for £ VAR OVER_PWR Val Out

MODULE w_f_VAR_OVER_PWR_Val_Out (f_VAR_OVER_PWR_PV, f_VAR_

R_OVER_PWR_Ptrp|SP = OVER_PWR_Manu_Test, f_VAR_OVER_PWR_NT Query, cycle, sec)
VAR

£_VAR_OVER_PVR Val_Out : D..100;
-= inputs

STATE : {_init_, =0, s1};
gR_OVER_PWR_Trip_JLogic

ASSTGN

init (STATE) := _init_:
next [STATE) := case

MWR_OVER_PWR_Ptrp_|Logic =—EDON. o . -
poves_pa s i e

'%"“_DVER_PWR_PV Err — ]

¢ [ 0_VAR_OVER_PWR -
¢ [ Description
[) 71 Dh ER (RSHI &L 212388

¢ [J TemplateNumber DEFINE
|- constants
false = 0}
[To o pue. ) ‘
R_OVER_PWR_Ptrp JOut :
D f_VAR_OVER_PWR_PV : boolean — — bl in-state_name = state = state_name)
[} 1_VAR_OVER_PWR_Manu_Test: boolean VA _init_:= STATE = _init_;
% [LVAR_OVER_PWR_MT_Query - boolean - (ransition_name-enabled = in-state_name & enable_cond)
T_WAR_OVER_PWR_Trip_Status : boolean T_VAR_

FROW-_init_-TO-s0-enabled = in-_init_ & (({_VAR_OVER_PWR_Trip_Status = false ));
'-=%E-OWR-pWR-T”DJOU' FROM-50-TO-s0-gnabled = in-s0 & ({ {_VAR_OVER_PWR_Trip_Stalus = false ));
i tak transition_ bled)
FROM-_init_-TO-s0-enabled;

[ 1_VAR_OVER_PWR_Plrp_Status : boolean
[} 1_Mod_Err: boolean

FROM',W\L-'TOVSOV\QKE

D f_\}AH_OVER_PWR_Chan_E" - boolean | ] ‘ M I ‘ » | = FROM-50-TO-s0-taken = FROM-s0-TO-s0-enabled; 5l
[ _vAR_OVER_PWR_Op_Byp_lnit : boolean il i I ]|
¢ [ Output [ Type Window \! Console Window ', (@] Save i ‘ Close ‘ ‘ Execution
[ _vAR_OVER_PWR_Val_Out:0.100 ¥ Mod_Err : boolean (] PROPERTY
D 1_VAR_OVER_PWR_Ptrp_SP : boolean f VAR OVER PWR Chan Err: boolean ‘
[} 1_VAR_OVER_PWR_Trip_SP : boolean k VAR OVER PWR NT Q’uew:hmﬂn =
D th_VAR_OVER_PWR_Ptrp_Logic : boolean f_VAR_OVER_PWR_Manu_Test : hoolean
D th_VAR_OVER_PWR_Trip_Logic : boolean | | f_VAR_OVER_PWR_Op_Byp_Init : baolean
[ 1_vAR_OVER_PWR_PV_Err : boolean T_VAR_OVER_PWR_PV : boolean
[0 1.VAR_OVER_PWR_Trip_Out: boolean f_VAR_OVER_PWR_PV_Err : boolean
. D fi;‘Aj_OVEH_PWR_Pl'p_DuI: boolean |<| | f_VAR_OVER_PWR_Pirp_Out : hoolean <l —

NuSRS 2.0

- Full specification for KNICS RPS BP SRS (KNICS-RPS-SVR131-01, Rev.00, 2005) 30



Primary #errors

Target subsystems BP CP
#pages of natural lang. spec. 60 46
System Information #group nodes of NuSCR spec. 8 10
#nodes of NUSCR spec. 81 111
:::::,i::ﬁ:::g: #properties 124 207
Incorrect specification 1 0
Omission 12 6
Detected Logic check required 6 0
Errors
Incorrect formal specification 2 2
Syntax error of formal specification 83 45
Total #errors 104 53
19 6

SMV Verification Result

- KNICS RPS BP & CP SRS (KNICS-RPS-SVR131-01, Rev.00, 2005)




Target subsystems BP CP
#pages of natural lang. spec. 190 163
#function blocks 1,335 1,623
System
Information #variables 1,038 820
#lines of Verilog model 7,862 3,085
Verification Information #properties 216 83
Incorrect logic 14 6
Omission 0 2
Detected Incorrect in certain condition 4 0
Errors
Incorrect FBD 13 5
Incorrect SDS 16 0
Total #errors 47 13
Distinct #errors 10 3

SMV Verification Result

- KNICS RPS BP & CP SDS (KNICS-RPS-SDS231, Rev.01, 2006)
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