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https://www.faa.gov/uas/resources/public_records/uas_sightings_report/

2. STPA-Sec

System Engineering Foundations

Define and frame security problem
Identify losses/accidents

STPA 4 + SECU rity Identify system hazards/constraints

Identify Types of Unsafe/Unsecure Control

Model functional control structure

Trace hazardous control actions using information life cycle

Identify scenarios leading to unsafe control actions

Identify scenarios leading to unsecure control actions

Place scenarios on D4 Chart to ID more critical security scenarios

STPA-Sec;s; extends STPA

Wargame security scenarios to select control strategy

Develop new requirements, controls, and design features to
eliminate or mitigate unsafe/unsecure scenarios

RED = STPA-Sec Extension on STPA

STPA-Sec =3 1176

[4] Nancy G. Leveson, 2009 [5] William Young, Nancy G. Leveson, 2014 [6] William Young Jr, PhD. Reed Porada, 2017

. . = Identify unsafe/unsecure control actions
System Theoretic Process Analysis 2t 1t 20t = Cf A|AR X y /
AMAH Ol 7[Hte| e 24 7[] EEO|A EOLof ¢ Identify Causes of Unsafe/Unsecure Control and Eliminate or Control Them
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Information Disclosure
Denial of Service(DoS)
Elevation of Privilege
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UCA Scenario QH QAL STRIDE HOl QJLALE
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System Theory

STAMP _ c
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