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1. 4 &
UAV(Unmanned  Aerial  Vehicle)&, ZZEAM}
Aol Ax gEekA gxn 948 2T

7} (unmanned), ©&g ¥ FAS H%
AHES F7H R gAY ¢ i, dir]d dedA
AFE I 4 J& v P A(aerial vehicle)E
ottt (1] UAV Al=gle, 94 A=3k UAVEL
ol FE= 93 AH], A AEAAB(GCS: Ground Control
Station) ® dHeolH #Ha, XY Y] & XS A
AN 2ES B3t [2] AT UAVY Apgo] Z7habH A,
Abare] W% wgk F7Evh (6] 2'H] UAV Al 2~8E,
Al z="lo] A4 7F A A <l Ieiu Al &4
59 2 £48 nA £ e safety-significant
systemo]t}, T3 UAVE FA4 BA& &8 23E
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2. STPA-Sec

STPA-Sec[4]2 <t #FHAAR A 7153
STPAS] FIAZ T dEF HF BHAAME
A4 JhsshAl g Aoty STPAC 1 7|Whe 7L
gomz YHEo wAHLe STPASH FAMS 137 1S
23 STPA-Sec® 43 #A3, STPA-Sec¥}
STPA9}S] Aol HE& o :

System Engineering Foundations

Define and frame security problem
Identify losses/accidents
Identify system hazards/constraints

Identify Types of Unsafe/Unsecure Control

Model functional control structure

Identify unsafe/unsecure control actions

Identify Causes of Unsafe/Unsecure Control and Eliminate or Control Them

Trace hazardous control actions using information life cycle
Identify scenarios leading to unsafe control actions

Identify scenarios leading to unsecure control actions

Place scenarios on D4 Chart to ID more critical security scenarios
Wargame security scenarios to select control strategy

Develop new requirements, controls, and design features to
eliminate or mitigate unsafe/unsecure scenarios

RED = STPA-Sec Extension on STPA

2% 1STPA-Sec 53 #A1

STPA-Secs &F3lA 7 WA loss/accidento}
system-level hazard& =& 4 Atk oJ7]A
loss/accident= A FAT 5 &= AMLE ov|stal,
hazardi= 7t loss/accident®] @<lo] s F3tr}. sfrtol

I (William Young Jr, PhD. Reed Porada 2017, 25)



hazard7} ©}%3F loss/accident?] €¢lo] = 4= it} qow LEete Zlo|th
BX%  hazardE  system-level 9] constraint= o, 2 =FdAE oA At STPA-Sece] dAaf &
gkt A AA & WHS ARESIY. STPAS W<
S92 control structures 243t Al HA SHo R FAstE = & Wyow STPA H}AH[3]S
GAo = o] control structureolA YAoJA|+= control 33 o]Fo] STRIDE RY[5]S E3] A|xEo
action?} A3 hazardg €83 Unsafe/Unsecure bl e 4= Qe threats A8 EE vk [10] o]
control action(UCA)E LE&Esh+ HAAHS Ao RS wegl WA STPAE 48314 loss® hazardE
UCAE 4% u A WAl 32 control structure A% A= oo} 2t
=23E 3] 4 control action(CA)el s|dstar, F > Loss
HAy A5y oAl WA @& ZHzbe] UCA  typedl LD % Isfji(Ad =e 74
sjete AdEol sidech o]% 7z UCAe whsh L2) 7IA - e &4 e &4
unsafe/unsecure scenario® 474 FF/< causal L3) 714 &4 &= &4
factorg &3] ==& 5 sirh L4) 5 A
o]%  wargamingS E3] FYn|3 A FAEGES >  Hazard
=&3% 4 == 3t} unsafe/unsecure scenarioZ H1) v3 = x|4o] Al == EA9F A 38 7
4stA1717] &l T AAHES oA wHESE A9 g ¢wtel[L1, L2, L3, L4]
AA A STPA-Sece] 374 o|t}, H2) vl & & HgAY FHA 58 A
kL2, L3, L4]
3. STPA-Secs #&% ¢td & H S FAY EF H3) HE 5 =8 AlojdS G313, L4]
2 omiollA 749 dAlr &&sh= UAVE ol &, H4) E&o] H[go] 3&HA & FHA
25, 39 9 7124 Vles M = i&% v & 3HL1, L2, L3]
=Zoltt. al" UAVel gk STPA-Secs 33 H5) =&o] o5 3 Ao =add = 1F([L4]
o] Fof &=, =% scenario® 7]¥FSE  manualsdtAl H6) 172 HHs g2 F3sx £3[14]
obd W Hob QFAFES =23t} Scenario® E o] & control structureE 231, UCAS ==3t}.
hazard& =Z¥¥o=z I3t F= J= LTFAES Z} UCA® W3l unsafe/unsecure scenarioE Zd 3t
HE 1STPA-Sec & &% ¢4 2 Bt 8 FAE =&
UCA Scenario otA Q@ A STRIDE BeF QAL
) o - Pilot ¥} flight controller, flight
Pilot = CA =l .
Azd oL, flightFl%ght controller ¢k controller_ i’% flight control systel}i
troller 2} E}\]thht control Afolol A AL HAHE FuHby] H, AZ
Pilot of wrel [ N T g eystem 9] B4 Qe RISE ARk gt
Fo1R PEE [ E ATy gasmerer sm| P |[Faws cA b erawed, ewes
ol sz Lo A T Q) Az & glolof @k
T e sk T )
ol A 714 ojo?nﬂr getafoF gt Flight controller & AH]2> A %-(DoS)
ol Wy TV Ao tgt &S ZEHoF g}
A -&3FA| Flight controlFlight control
k5 [H6] _|system > flight Flight control system < AH|~
syst(?m °] ?A “lcontroller ZEH| D |AFDoS) FZAd W3 APAL ztH o}
TAlg oy, 7]A O]%xﬂimg ol5 mHo s}
G Rt ko A ) = T
ce= T P Fas)or d
S T
. e Z1Ae] diEE g ARE Faws
P adabisplay = 7lAe $a0 Qi A 2Aok Pk,
HE g %Eﬂ:ﬂ/\i ey  JE ARES Display 9]— flight control systel}i
Pilot ©] wjE 2] ot o 717 XLEO]XQ AlZkatel S, T, D Akelell A A ARE Favtr] d, 435
agel wxa b0 T LN TURidelEste 2y ao) z& Ao} it
ke A 71 A X;;z‘jr 1 ~ ]?l\jr. Display <= AHlZ 7F(DoS) &4l
25 Hys e gk xS ZEEof g
y¥ =4 [Flight control| . 25 YWHe Fuw: Exd  glo]A]
= Flight control _
A& [H3] |system © CA = o O B 2243 7S ZEHof st
=215} A] %ﬁgb},ii];emm;u" OA%%H(; S, T, D [Flight control system <& AH]X
FAE A A, 00T T AR-(DoS) A the AFAE o
HEs H=A k| El=
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