KCSE 2019
20194 18 282 (&) ~ 30 (=),
ZRE BE ote2| ZE (RIHALITH)

APOIH-TIE Y Al
ASEA £40|



24}

MNE

-IO| X| A =l
A
|AE'I|

1.

2. AtO|H{-I
FOIH-T X[ Z Al

AHO|H-II
FOIH -T2 Al

1.

F(+H& Ol

—r

m_u.L
10

mo
Joill

AHO|H-I
FOIH -T2 Al

N ™

B
10k

100



ME

l ALO|H]-I| X|Z A|AR (CPS - Cyber Physical System)

E ¥ A (cyber systems)E
O 2 NOSt= A" - uos wara

- .
ol A
—I——L
o
T

14 M A (physical process)di| I| =&Y 50 2

= A4 MAQ| CiYot =2, 2tet A 7| A SSH A|ABl(physical systems)O| AFE2QF Ll
aoff AFLAOIM 5t > IX[A A|A”E XHEH, XX

A MAC YEE MAIZtS 2 =F(sensing) St0 K|S, At&X HLk(cyber process)
8| A[AE S of2{ChY

ANz 2T L M
Aol A2 %

CPS

CPS (Cyber Physical Systems) A}O| &

[EX] 82l E CHE 0|=.

AtOIH =2 A A", &89

, 2016



17T T KONKUK

AMO|HY-I| X|Zd Al e [

AOE 12|E
- 82 ouHX 22| ¥ NS
AOE 5%
- 282 RXEx X
- ot d S X[H
EE2 WS SN A&
- =Y 4X 2 nsF Ko
[= =

Cyber World EXN] 829 =
|

CPS< =

icT [ZX] A Cyber-Physical Systems

architecture for Industry 4.0-based
Phvsical Asset — manufacturing systems - Jay Lee, Behrad
sical Assets i -
Physical World 2 Bagheri, Hung-An Kao




X
(=

|3} X}O|

-

{I

E

HIC| = Al

ol

Ki

7

I 1= QUHIC|E vs. AHO|H{-L|X|Z A|AE

Ell.
=.

7|E YH|CIE M

Xt
A

A +H0f et

o1

r

od

X

joll
K

FOfl CHoH

=
Tl

[

1

=0ff

ol Q¢9l

OF

RO

5

9l

il
<l

E

H |IHICIE Al

=
-

A &

<17
<Ko

ECU




71 |HIC|E A A& X0] %S

1 B Y ——
| [ KU movex
|

DA
LASORATORY

I 1= QUHIC|E vs. AHO|H{-L|X|Z A|AE

= AMO|H{-I|X|Z A[AHE:

« AARO| ME|E OIX|5t0] WO SXS ;S AALY

. 22| M HEES S, 7HS, A, 2450 1 212 AKO
7Ol X8, AOIH AIZQt ATtE @EHE, 217t 2 B
Ao| ZIU ASEES QU AAIZH AHEHOf ALY

= CPS= = MA0A L

OIX| 7|58 3

ALO|H-I| X| 2 A| AF

0= =7ts, 01F 4, 85

Crefet ALO[H,

oi4l Z719| 0| A9
SW NA S CPS sSwW 5%
=X A 2H

AtO|H, o1
27FSwW H A
o| 71874}
QoS H 3} Cj

S =4




28 (Interoperability) =8 =

2 28‘d (Interoperability)

O H{-I| K| 2§ AJAEIS CHsEH tslshe AN H N SErsHs 743 (open-ended)
|

= C}QSt 0] F (heterogeneous)2| A|ARI0| R L|F| 0| ML= AJAH

o
M2td S = 07|52 A|lAH 2 HF, MU|A7F S0t M 20| 80| ME 22tk|
Oof Ar2E £ UZE M35 28/ (Interoperability) 0| 2% = 0{0f &t
42 284:

= SiLto| A|AFR0] S E= 0]7]|F2| ChE Al 2Bt ofF 3 X[2fo] gio] M2 =
o

| =]
SHE|O] ABE £ Qe AT LHCL - wiki

2ot ey

CHISH 0|5 AAZH 4528

Cyber vs. Physical | v
Application vs. Application e
CPS vs. Other CPS o "




@
Aot 1~45 M Mu|- 7|2 EZ SFYS

25 H: ATS(80-904CH 2= 7|5)+ATO(20004c S 71&)+
£ AR 1 AIAH (QIE(H0|A:ZA) S 37HX] AlAY 7
(MR20]l= ATS, ATO 25 22| /8. QA= 78 508, A 38H

'1 HAel XtE Ho AlIAE
7t 27 K= 2

FuF YA EX

HEA SY Y 2N

gt Axtel XpF A4 Eel

!

154: ATS | 3-454: ATC(EE CH2 7|&2] ALSHOIER]): 012 712

MeHeEz ZEE

271X |7} Exs DRO] 2191,
[ cie} 23 = MHo| RE 7|5 YA
(O15 4 H2o-Hake|o)

Iy e

154 X SSH | 2-434: R5EF

EX 6% — 8% — 1022 =i}, A4 CHE Z2Ap7|2| ZEIst= 3¢ Edl

HENE - MHfe{ 2

NEUER BE

(BN SYUL] X[6IH, 0| F-S L. U A|AH FFES https://news.joins.com/article/14612053

KONKUK
UNIVERSITY

Y

ze

Mute| <

Iy




AS28M Al off . |

HEHHI|M HESBYLE 2 UEBYANM USE
HE NS =Y FUS RS A BY

HrAO| HEE7} 4 DHEX] 42 HYUE 0=
|2E DPAIFIX RE B KTXAH 20| g

J2f=-ZFA 7|x zoom@joongang.co.kr

AE7HS0| ABSHs KTXAE AL S
1 ZHEBYA (MY 27) 2 MEHE| 24F KTXAH ®ix| 28 A=) 2

LE 84S o s MEXED| NS E B oLt ZESH | HE Eo| OfRLt E CIE A #{0f & 22 0|2H0|
Aoz o] SXo|x| ot S|X| BUAALLCHE MS7} TESY Z@cz M=z olF ULt of2 2 Y

(EN: SYLE] M Xt F Mz . off A ST QH AL https://news. joins.com/article/5049311



]{ l I KONKUK
UNIVERSITY

|

=
i
Mu[2o| 28 MZ22 752 =7t

(Interoperability)

El
(o

APOIH-I X2 Al£

£ o
o =

=

Al

El
[

[Z|E, AO[H-I|X|Z2 AlA

ME[27F 28
= A7t 2

M,

gl
=x
A &

=
-

A~
T

AFLZ O[]

got=

e 9

0]
L

S XNot= 2t OfL|2t
A THAI0IM

AM
o

E-IIO|
T —

ot Al&

%

of

i
ol

.I

<
oK
ol

F

CA| 7)

F

il

ok

Al E|7]

N st

fTAE 24 BHAOAM 7|8 27AR

[0

oIl

OH

Ol
=<
HA ZOOZ SysMLO| & & El T EIHUZ XA




KU

KONKUK

| X| 24 A|AEIO] AFS 22 Abxaly~ EE
AO|H - X|ZH A|AHIQ| 42288 d=zH
= J2REF0[E A2 B HFE, M| 7F FUrHQ o GO B Al
@ A HE Mu2er 2 sAY + A= S
= AO|H-TX|Z A[AE2 CHEet 0|F2 AL 3 HE, MU|27F HRFLA
O] St= MA”CZEN 422889 BHO0| 8
Interoperation
Application Application Application N nterface & Networkef
hysical, Environment layer
— A R> =—=/ 25 —
oo Sensing [ Co[;ici:;n iﬂf::i:r::;z:tion_*Actuating u Cyber VS. PhySical
15 15 15 15 = Application vs. Application
I I:/l\ Physical Mirroring Model —I:I . Alﬁ% resource _CT;__IC_)I_
Interface & AL Interface \L - - CPS vs. Other CPS
Network Network or Wireless communication . EnVironment _g_-lc-)r
783 7o S o S A
Sensing Actuating GUI Sensing Communication
Device Device Device Device Device
Physical 1 1
Physical Environment layer &5
Device

Human

Environment

Environment

CPS O}7|H X2t ¥ 283




K=

2|

ot

Zd
=

ofl OF 2HX|



KU Sonsm

2|AH 0| & AIABO| M Z HFL A0 MS S

iz
=

= Of

=%
o

EEZO = &X, AwmUAH OO XA

(o] OI.
_ L.

2|

L

EEZF M=

Ol HERA =

=
o
AFO[H-I| K| ZH A[A 1O

2| #[0]4, O]
=

I
=

ey
ZHE, Lf

A

0|F 2| AMH|

74
(o

£ ClHto|A &

M7t Ct

A
= |

AMH|A2f

M,

]
=x
2| A 0] 42| UH|O|E SOf 2[3HA

CHE AlAH

g3

P OFL| 2}, =

2l
H|
b
=

HH
—

I
=

ey

o uH|, X=

=

F

e
o
[ B
0

H

A

RAMI 4.0 EE0|L} AUTOSAR

—
—
Xl
o

ofld &&= SiZot7| fIslA



8 LA 0| M X

o L]
Hol.

2|

10

51717} of21g
7|5 M2 59 55 ol

o
=

Ct

= AlLtE|L 7|t

HEEE

©

of

il

<|

4

NIE

E2 SH Al



s il
MBI 2

AElO|

Al

o

—h |_ e
| R?‘A"ool- —E—&II EI_|-7:” O'” A‘I 7 | _O &ll B?—Al‘ OOFJ__I" Requirement Diagram
—e e
o} }" AlS 2 2 M O| A= 7:”_E o} )“ H A
7 2 L O O - o 3 |—I- = | 7 L= 1 wrequirements
Requirement nams
. o) A E‘” Ol _—rl_ |_-l- | A A ®) _Q_ Requirement —Th sem shall do-
[ | 7H_9__ Ol_é__l Al_ 0 — _9_ A OOI'O‘i OI-EIO tlizl;msgfysemsa o
A __I.I. |-'c'32 = -Ll_o:l Nl |§ H Ad
LFAIES FII5 MESEAE =4 o=
Test(j e TestCaseName
el N
- SysMLS| 2 TAHEH CHo|oj 13 Skt
«requirement»
a Parent
Requirement
Elevakor Syl Spec containment EF
relationship )
«requirements «requirements
Child1 Child2
3 <<requirement>> %<requirement>> | |%<requirement>> | |%<requirement>>
Function & Opearti Comfort Monitori C « » « »
unction & Opeartion omfo onitoring apacity oy DD rqu}f‘zent ______ PR —— req#gggrent
ID ="REQO1" ID = "REQ02" ID ="REQO03" ID = "REQ04"
kind = "Functional kind = kind = kind =
"Performance” “Functional" "Performance”
Derive «requirement» .| w«requirement»
' - ==-wderiveReqts === "
Dependency Client Supplier
A<<requirement>> a <<requirement>>
MovingOperation DoorOperation oA
D= Text = "When an elevator arives at the desired floor, door 5 J NamedElement |--—-- «Satisfyr-—-—= “mgﬂml;n v
"REQ01.REQ05" should open and close. When an elevator stays at the floor ependency
kind = "Functional" and the button is pressed, the door should open and close.”
ID = "REQ01.REQ086" Verify ) «wrequirement»
kind = "Functional® Dependency NamedElement | ———— aVerifyp-———= = Supplier g
Refine «requirementy
NamedElement |--—— arefiney=———=» Client
Dependency
o] A = = it = O|&
[EM] & H= A|A-O JHEHA SHME 4 Z2MAE QT
SySML bS| ‘9' I:H-O|- X~ EJ."OI-Ql - Tf__xl 201 8 Trace «requirement» | ___ trace = «requirements
e CIV t « o= cvarar s l
= SysML EfOIO'I:LE”(U — Requirement Diagram|%f & A}t SFHEAMDS Dependency o upplier

228/

"

B ——— ‘ KONKUK
et s s KU

UNIVERSITY

req Reqmgmv




ALO|H]-T|X|Z AARQ| 4228

AbEaLAH ELAM H}O
03';:"7:' ™— " O |_|-
= R7AE 24 HAOM 7|5A @A g d2RE8dl dsHAE
2H =4
- e) o1 3 SEX} <<requirement>>
SySI\/IL_l 2T Lo[oj1E =T Requirement Name
ID:
T Text:
Requirement Diagram SOU rce:

Source Layer:

d Target:
p—— Target Layer:

Requirement name

text="The system shall do” Com ma n d
ld="62j32." o .
Decision resource:

Requirement

Interoperation
-I-I' L) AI I:H _‘_L A OI — o OI e} AA'I o AI t.:' Application : Application nterface & Network2}b
ID: 27AES MEY 4 9l SUs £49| AR L
Text: AtAHOI= A gE 27 Aol 28

Target: S UW2|1X} Sft= 40| 0|F

Target Layer: 12 10| i S5}= Target2| Layer
Command: TargetOf| 8 7&/& &

Decision resource: Source’t CommandS M- st=0
A8 3t resource




CPS1 QAL 1

AP X[ AAE

CPS2 QALE 2

WS MO AlAH

<<requirement>>
Requirement Name

ID: Req1

Text: AbL Al HETO| Y X =
Source: App1

Source Layer: Application

Target: T &E

Target Layer: Physical

Command: e X £

Decision resource: Ab&X} At

<<requirement>>
Requirement Name

ID: Reg2

Text: D522 X Q| WSO I HETH
Ad g

Source: App2

Source Layer: Application

Target: T&E

Target Layer: Physical

Command: At & TR 8|8/3X £8
Decision resource: =2 W&




= A= Alg WM Candidate

= Conflict requirement2}

= ST Targetd| CHE CPSEFE 40|ct

Command 2/ A

= Failsafe requirement Z’d

CPS1 QAL 1

AP X[ AAE

CPS2 QALE 2

WS MO AlAH

<<requirement>>
Requirement Name

ID: Req1
Text: AP SHHA] HETH| 2E 2K £
Source: App1

[_ Target: T 2T

[_ Command: T2 X £ |

Decision redource: AfSAf ALl

Conflict 8 A

<<conflict requirement >
Requirement Name

<<requirement> >
Requirement Name

ID: Reg2
Text: 1T
A RE

Source: Ap

Target: &

Iarget Laver: Physical
[] Command: 114 & X3 aE/—;ﬂq 2
Decision resource: == us o

Failsafe R ALE

<<supplement> >

| <<failsafe requirement>>

Requirement Name




oD

Command ZhAH

s ZX]| vs. 2XFA O]

E
o O
- ANBS22M AME SH MEH it

<<requirement>>
Requirement Name

CPS1 QAL 1

Al-:'_ 7':'I-X| Alﬁ%’ ID: Req1
Text: A|‘_|_ HU‘"A‘ My c:'I'J-I-Iv[)-" El 9 2% = xE:‘
Source: App1

[_ Target: T 2T

[— Command: T2 X £ |

Decision redource: AfSAf ALl

e [T T KONKUK |
el KU G |
LASORATORY

conflict requirement:
» St TargetOfl CHE CPSZEE A0[5t = 719 O{Z2|A 0| U A|AEHIO| T AUSH

Target A|2EIO| CHE E"'E:'O L2l 8%
Target2| CHA & TS H*OPOH EHOF R-‘Mf"*

o) 2 A M =2zt

/

Conflict R FAtSt Failsafe @ AISt

<<conflict requirement >
Requirement Name

<<requirement>>
Requirement Name

CPSZ _9_—_|'LA|'%I- 2 ITD:tBegliE
2EY HO| Al2H 54 82
Source: Ap

Mol nSYo at HES

Target: &

[] Command: 114 & X3 aE/—aﬂ 2
Decision resource; == W& 2f

< <failsafe requirement>
W Requiremznt Namet\\

failsafe requirement:
Conflict requirement”| <=2 %|7| 0|22 Z 2

CfOto 2 BHEAIZ FIHE{QI R AR
o) AlAS B8 i £7|3} S0 7|5



SsA =4 Yot

S28M 4% 38 MY wy

0

|

o

= &2 TargetO]| CtE CPSEFH

AHO| 8 Command 24

= & Yot Source?t

4H0| 8t Decision resource= HIE S Z commandE &% Ij

= & 2%t Source Layer®| Source £0|

4H0| 8t Decision resource® HIE2 2 commandS M4 % oj
CPST 2TARE 1 e

ID: Reg1l

Text: AL EHA] TET| TY SX
Source: App1

r Target: & 2T

[command: 28 211 &5 Conflict A2 Failsafe @TAtS

Decision redource: Ars oni

£9

<<conf\|§t requirement > <<failsafe requirement> >
s Reguirement Name F A Ay e N
<<supplements > Requirement Name

<<requirement>>
Requirement Name

CPSZ Q.:FI'AI'E!"C-,I- 2 ID: Req2

Text: TS EE ApAo| mSako| b A
il g

Source: Apg2

r Target: T & I
] Command. 4 € 51 wExaxw EE
Decision resource; = Lc%




META EA ot

Y

| B |

- - H
. AMBT2EY AS H MY Y
= 5 SUD TargetOf| CHE CPSEFH
40|t Command 24
= =5 5%t Source?t
£0| 8t Decision resources HIE 2= commandE 4-de f
= = &Y% Source Layer®| Source 0|
0|2t Decision resource= HIE 22 commandE& ‘d4d< i
Interoperation =S
Application Application Application htefface &NetworkEI' .
L‘/¥_‘I_|7 y\/}‘—’ z:yo cal, Environment layer
) Decision Making Process )
Cyber sensing |, Cognition ~+Re-com‘iguration—fACtuatIng
’ 5 i i 5
|:/l\ Physical Mirroring Model —l:|
i el
Interface & Interface
Network Network or Wireless communication %oalol-xl 9-0.!.% *OI-%I-% HI-EOI-BE ‘tl-ll:—l-
Z4y T & &
l ’—Serg?‘ Ac'ia}ting ’—(QJ F‘n\s'ing F‘rTTLunication % t cos A|._—|L>(
Device Device Device De‘ ice Device
Physical L U
Physlical Environment layer 3%
Device ‘ t+2

Environment

Sensing data, DB

Environment

Human




| X|ZH A|AEHIO| M 282 M
APO|H-L|X| A A|AHS] 42287 e |
A1 7:" =H A1 HEO
(=) I_I- - o |_|'

= =~ o e~
. NESBY NS TR MY wH
= = 5 Targetd CHE CPSERH
AHO| 8 Command 24
= = S YT Source”t
40| 8t Decision resource® HIE S Z commandE &g [
= = &Y% Source Layer?| Source 0|
40| 8l Decision resource® HIE2 2 commandS M4 % oj
; 141 ZEQl5IK| ot AtStS HIEFO 2 IiC
CPS1 (ALT 2| A|AH) CPS1 (ALTL ZHA| AjA&) S AUSIX| 2 AlzlZ2 HIElo 2 it
Y FE AL 2Y -5 =X M XE AD 2M =8 2%
t ; h t AFaX
s (AT || et MM —
Sk i delddl — t+1 AP0
CtE3 A2 — )

% voting




APOIEH gl | s A
=pty £

= + (optional) 4= 28
- Do oA
= = ST Target(s &

Command ZfAH

<<requirements >
Requirement Name

ID: Req1
Text: AbD 24 A| H2boho) F
Source: App1

I_ Target: T 2 £t

Command: T =X 3
Decision redource: AtS
L] T

¥ 3% &%

* L~
445 R ME U
m =

('l]tl'UlLlﬁu £ SOFTWARE KOh 'K
S BLE 5C I([J UNTVRRSITY
LASORATORY

25t Model Element)0l| CtE CPSEEEH 40|t

<<requirements >
Requirement Name

ID: Req1
Text: At B A| HETHY T 2X =
Source: App1

I_ Target: T 2 £t

Command: T =X 3
Decision redource: AtS
L] T

.

M3

M2

M4

M6 [

M1

2T AFSI} CIXFY B Y Tto)
%440 MY £[0{of B



<CPs O E2|#|0] 2| Xl tH
T 2f: |EC-61508 Safety Lifecycle
MAXQI otX e A dh 4

CPS

ol
i

System
Analysis

> \ | Requirement

i

Architecture

.
)

%

Design
Safety Critical CPS [ implementat |, &' + %\
; ion eEIr 2

— g
42752 saa

: AccidentZ} 2lZtst

Development

THAFE m|sff 5! Verification |4 +Traceabili
QIE AtLZ ; | . Y [~
0|O{X| £ System ; . IEC-61508 Safety Lifecycle = 0
_________________________ S -~ s e

+ THge guvit



AFS 22 AM AbX O JALSH EHR HEO}
=0 O L.

=X
Safety Analy5|s— HE71| X4

ohs 2A BTl < BYE 2
re) i

CPSO|| H kot Safety analysis 22

E5 M5 28M0 MSHA 2EL MWy 02 ofzig [ S FRE 24 7IS>
> HAISt= HFE7L 7|ojg Ao = FE
CPS
’ Requirement
Architecture
Design
Safety Critical CPS Implementat
: ion
: AccidentZ & ZtstH ,
IHM'I" oo & i | Verification .
olH Atn = g _ ‘, y .
O|O{X| = System i . IEC-61508 Safety Lifecycle > T im
. . 71= FHar

_________________________

+ THge guvit



Ns28

O L.

Ao =
- ETE TS0 AAEUS ASBAH SHO| A XY

- Ex) & 2%t TargetOf| CHE CPSEEH 40| Command 28 .

DY WDl FHY HRE S5 ASBH S2 NY XY =4 7l=>
T =T OoO = 1T oB T M 170 /= O - Lo =
cps UOpL} CrorelD B
=

Safety Critical CPS

: AccidentZ} AlZtstH
A ;s S
QIE At 2
O|0{X| = System

System
Analysis

Requirement

Architecture

Design

Il

-

-

HazardE X=X|7 3.

\
v

F 3

Implementat
ion

4

Verification

&

_________________________

_IEC-61508 Safety Lifecycle

Accident

yY

"'-"n-'+

AN

TS ME

+ THge guvit

KONKUK |




- Requirement Analysis

THA 0| A

=
FMtAL 224

Chet &7t T %l%
Y= H2k 48 24 7l=>
- Y-™FFO N Tl = MM EZ Sl Physical asset X model 9
Chot §&2 22t 2
- SSEAO| THEE 2O 83Ut &4 =8 Jts
HazardS #=X7l 58
= lag + LY
i o] M=t backward process= 7 o EEY
tset 2FAre 2 4EA M 48 Tts S s
— -
| | Architecture |+ & + |~

Safety Critical CPS

: AccidentZ} &l Ztst
a

IHAI-I* ool 3
1 A=
O|0{X| = System

F 3

Design

Implementat
ion

4

Verification [

_IEC-61508 Safety Lifecycle

257} g2ptE Zue

&+ ﬁ%\

S 27
27|52 sausi




Klo

-l

<0
&l
[0

Klo

=0

od
K

LHO

H| Al

& / CPS layers {8t OF7|HIA H|A|

b

=3
=3

= SysML2|

—r

od
70

an

<l

fof

Aoz 7|of

!

Jofl

of 716

F

A
o

100

AOIH-I|X| 2 A[AEO| QHH-d

=2 x|

| I—
S0

oto] &X| A8 7t

q

—_—
O
| -

c4E 4



atang34@Konkuk.ac.kr
http://dslab.Konkuk.ac.krs



