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1. M 8 AMEECH NUREG/CR-64632 Ada, C and C++, PLC Ladder
OIS JAXNE LA 22 AAIZE LHITIE AAE Logic, Sequential Function Charts, Pascal, PL /M1 Z&
N &8 QA0ICH[1] NRC(U.S. Nuclear Regulatory AxE LA ATZEQ IHEUH A2Z=  High-Level
Commission)2t 22 M JI20lAEsE NURG-0800[2]S = Languagel 2E 2|8 JI0IE2telS  HAIGED QUL

ol SRP(Standard Review Plan)S HZ20l0d AZEQ JHL=F DzOey o ¢ MAHEE  Reliability, Robustness,
Jl SOt oS BAIE AHSIEE HESH] UCH NUREG- Traceability, Maintainability2t= 4JIX AZERI QoA
0800 BTP 7-14 IENA=E 2E C2IEE Soll | ™LA 42 SHCZ &Y UL
o AHEE AZEONS L2 EOIGtES 5t O X3 Reliabilitye AZEANHIt 43H2=2 AdE Jisdd &
Z M NUREG/CR-6463[3]2 AME& 22 HMetot UL o= HOUE S 438z X5 Iis40 2#0dte =

NUREG/CR-64632 2E 2|7 JI0IEeteloz N 2E 2R S0ICH CA0 MEMAM= HZel 22, MOS8, &5 &0l
A HMIACIAES stHL DY 2A8E XE2Z AIS AL [4] 2 S0l UCH Robustness= AZER0IF HIFAFQ X240
Oldst 2E 2IRE S& 482 AN AL 22 A2 Lt OJHIENAN dI&Itsst HAaozs A8 JisH0l 28 K
O 310 2T4H0l 52 AIAHS ATEN HEN SESEO0I S0ICt 0l e S5 AZEY N N8 LG o2
A &Ch 2tM NUREG/CR-64632 AAMEA Jisst EHZ T AW, CUM= oA™el, L= ol 22 040t
NLSH SFRE Set =40 IIsctEE & 2RI UL QUCH. Traceabilitys 24 DE L 2t0|E2el FHEA X

2 =20Mde X gdEAN AEEHEsE CREER H4E 2L Y Z2NAE HESD AEols H 20 JAse F
Z220 5t NUREG/CR-6463 JI0I=2tol BrAIE S SO0ICH CANNME REQ IS4, 2EQ &9 z4F,
28802 245t <ol Cppcheckeck[5]HA ArZJtsst 2o = 2tolBeele A, HEAEE, =40 2AME
NUREG/CR-64630 28t #E&& S HLSIAULH. CZ2 HHE 50| ULt Maintainabilitye A2ZEHYAH X220 26
AT YA ATEQN ZTZIH0 ot HE 24 &3 3502  CHOHMA=E OolE &3 Malleability,
£ &8 NUREG/CR-6463 fIBtA&tS 2 Z& JtsatHl ot Lt Functional cohesiveness &=0| RUCt OlHE =H0 OE
HEE RS0 ABtAIgES HEct=X &2lot)| <60 AESES AN LYNL ATEY N ZZ )2 programming
RPS(Reactor Protection System)0ll AlE&Zl= Z2HE &8st C & auditing Jl0|1&etelez &x8 4 UL
T2 )82 CppcheckZ FFEZA GtRAUCH

3. NUREG/CR-6463718t2] Cppcheck ruleset JH'g

2. NUREG/CR-6463 NUREG/CR-64632 AN Z =HAHE Jt0|=etelold] o

NUREG/CR-64632 NRC(Nuclear Regulatory CppcheckOl Al AFZ3tD] I A= Cppcheck Custom RuleS
Commission)ll A HMIQHEH R XHed 2HXAS ATEN N0 JHEAHOF SHCH. Cppcheck Custom Rule2 Patternt Message
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2021 A=HFEFTASG NS =23
UXlote BAES POSIX BRESA[6]2Z LIEHH 240104, Utilizationlt 2Z& H4E o9l dEez2 226tH 2 =4
Message= Patternilt 2 X|ot= AADEI LAHE ZER A ol?l A& €2 NUREG/CR-646329 JI0lEetels & JHel
KO 2 XI= H2O0ICH CppcheckUlAl AFEJtsEH #2E AECZ LS =X HIIGHRCH  H12  Totaltl A
&= MLSHI fIHA= Messagell AtEE FE2E #&E6HL NUREG/CR-64632] Jt0I&etel Jiz== 104004 2 240l bl
NUREG/CR-64632] JI0IEctlolA PatternOl AIEE E2F ot JHEE HEZ2 750l AHE & = Y. 0l=
25 F=Z0I00F 8Ct. NUREG/CR-64632 JiolEetele 3 NUREG/CR-6463 Ji0|Eectel & 2= HXHEA0 2t
H M= DEI MAHeE F<RY JdE€X @2 ZFRIt ULHL s otJ| MEO0ICt.
= =20z JtolEetglel &d A0 et 82250t Hl
&= 3% 85 IEES CppcheckE Sl E2REEE F& H2 NUREG/CR-6463 4« & Ji0|Sctol JH=2t e 7
OIRCH, ME3CEDt HMEDAX 2= A= J0IE2eUAM E Zo| D=
Alotd A= B EY, &= 018, AEES E2EEZ F= Cand C++ SECTION in NUREG/CR-6463 [ Number of guideline | Number of rulset
= == oo = -1 = S = 4.1 Reliability
otLt. FE& EZS UIE2E E2 2Xots £L3AES 4.1.1 |Predictability of Memory Utilization 9 8
H=E=56t= POSIX Q;LE@/%I% Patterne 2 J_(!-glﬁ}sat} st 4.1.2 |Predictability of Control Flow 45 36
Lo N _ 4.1.3 |Predictability of Timing 3 2
Messagell HEQ ide 2 HMEUHA =Ml et HSE 2 4.2 Robustness
O{otA 204, Severity= NUREG/CR-64632 JIEQ 2= 9I8 427 Contro ed Use of Software Bhersy S s
4.2.2 |Controlled Use of Exception Handling 7 7
E% ?“i_él‘jl O‘IEJ' [[H_E_OH ;é"g E”Uéi %%6|'ﬂu' 4.2.3 |Input and Output Checking 1 1
o 5 o xS 4.3 Traceability
Summary QE: NUREG/CR_6463 jl‘olEa}C&lQJ ﬁHgIé’.E 4.3.1 |Minimizing the Use of Built-In Functions 1 1
=ZotXl &0 ASSHRULCH 4.3.2 |Minimizing the Use of Compiled Libraries 3 3
_ o _ — 4.3.3 |Utilizing Version Control Tools 0 0
H12 NUREG/CR-64632 {22 n32=Z JHgst 21t 4.4 Maintainability
o GIIAIOICH E19] 4.1.2.25 NUREG/CR-646301 D= MZ  [441 Readabily 2 .
_ 4.4.2 |Data Abstraction 6 3
0l EMoIH DE MEZRH E22 F=0t0 Pattern (catch 4.4.3 |Functional Cohesiveness 0 0
. P = - 4.4.4 |Malleability 0 0
all else if token))2 MZGIALD, 4.4.1.621 3 DE ME=2 2.4.5 [Portabilty s c
QUOUt R20IH ABOIMXH(?)2 ARS 2Xss K& & [iow 104 75
BotA D=5 0 Pattern(catch all ?: token)2 &4 & £ QU
ALt NUREG/CR-6463 Ji0IEctel & d2= FHEH0| SIts
H1 NUREG/CR-64632] &&2 =& gt Zt oAl olCh. OIE =01 4.3.2 Document all cases of dynamic binding to
NUREG/CR- | Code Original Text in o 4 Rule for Concheck externally developed libraries JI0|E2toI2 SA A0 28t DF
NUREG/CR-6463 roposed TUie Tor-ppenec olcetoloz HNMEMTE S0lgts 210 EIHS5ICH 0l 8t
Use the switch construct. In <rule version="1"> =o F H =] =
safety systems, the switch ... case | <pattern>\belse if\b</pattern> DFOIEEPQEL ]H%()“/H nglilel [[H_CO“ @X-” 1O4JH9|
construct should be used to <message> NUREG/CR—64639| JOIE2Eel = 29009 JiolEetele A
4.1.2.2 replace multiple if ... else if ... <id>M.16</id> B B _ _
C':;Trg':'l';i O |elseif... statements if possible <severity>error</severity> 9_| 6}3 75]H 9| D}OIEEPO._IOI @E—E& D}%B._F 7_117%' o=z
i (Porter, 1993). In the example <summary>Avoid use of the ?: oper
complexty below, test-value is the only term | ator</summary> ]HUEl-EliHA[:I'
used for evaluation. </message>
</rule>
Avoid use of the ?: operator. <rule verswon;“l? 4. Case Study
aate The ?: operator s another form | /el (P petier> = =20d jEE  RETS0 CcEEIHozsH
Minimizing of the if-then-else statement. <id>M.16</id> _ _ B B B B
Obscure ar x | The?:operator makes the code | _ s by s NUREG/CR-6463 RLtAIEIS 2E JIsstAl &0lst)| f6tH
Subtle more difficult to read should be severity=error</severity 5. e . . _
Programming avoided in favor of the more <tsu:’1/mary>Avo>|duseofthe..oper RPSOIA AESE = FBD(FUnCthﬂ Block D|agram)[7]9§ =
Construct . . ator</summary:
szfr':fc'f"a' ff-then-else </message> 8 5JtX 2Z fixed set-point falling trip (FFT), fixed set-
: </rule>

NUREG/CR-64632 Jt0l=etel =0A Cppchecke Ji&
Jlsdt 5% = Z2 cppcheck? Jlsez FHEA oS
oYL OE S0 “4.1.1.9 Proper Array Indexing” = ArrayS
MNEE Z2 Arayl ZJIE IE FBH AISE A
£ Motstd UCH Cppchecks Proper Array indexing (bl € 2
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point rising trip (FRT), manual reset falling trip (MFT), variable
set—point falling trip (VFT), and variable set—point rising trip
(VRT)[8]= NUDE 2.0(Nuclear Development Environment)2l

FBDtoC[9] JIsg2 AR50 CEROHOZ HEGH HE=
A BIRUCH 2 2&/=2 S23AH  System, Component,

Function Block, Header2 &% QUL

ZALEtZE 2 Ubuntu LTS 18.04 H&O0IA Cppcheck 1.82 H
Moz JHEE RES AI=Zote MSHRC 08 12 FRTY
System.c IIYLES EA &t OICH FRT 2& 2| SystemIt 0l
N 4.4.5.2 “Avoid underscores.” #&S 110 2telUIA <let

Z1

st A2 Eolg £ UCH O™ 12 Cppcheck html report J|
S2 Aol &&& AN 202l 2L20ICH RELAIE0l &



Line |d CWE Severity Message

Header FBD h

24 M29 warning Avoid underscores

25 RA warning Limit the use of implementation-dependent types
26 RA warning Limit the use of implementation-dependent types.
21 R1 warning Limit the use of implementation-dependant types.
Line Id CWE Severity Message

Eunction_Block ¢

24 R1 warning Limit the use of implementation-dependent types
24 M20 waring Avoid underscores

26 M16 warning Avoid use of the ?* operator

28 RA1 warning Limit the use of implementation-dependent types
28 M29 warning Avoid underscores

32 R1 warning Limit the use of implementation-depandent types
Line Id CWE Severity Message
Component_EBD.c

23 M29 waming Avoid underscores

286 R1 warning Limit the use of implementation-dependent types.
29 M29 warning Avoid underscores

43 R1 waming Limit the use of implementation-dependent types.
43 M29 waming Avoid underscores

4 R1 warning Limit the use of implementation-dependent types
44 M29 warning Avoid underscores

45 R1 waming Limit the use of implementation-dependent types
45 M29 waming Avoid underscores

Line Id CWE Severity Message

System_FBD ¢

24 M29 waming Avoid underscores

30 RA waming Limit the use of implementation-dependent types.
30 M29 waming Avoid underscores

8 M29 waming Avoid underscores

a0 M29 waming Avoid underscores

41 M29 waming Avoid underscores

18 1 FFTS Cppcheck html report view

int PTSP; &—

ores)

typedef struct{E=— Avoid undersc:
it_the use of imp|ementat ion—dependent types.|

mit_the

use of i

he use of _inelementation-dependent types.

ion-dependent types

—- _Avoid_underscores

== Limit the use of imp|ementation-dependent types. €

Avoid underscores|

—— Limit_the use of inelementaticn-dependent types.| ‘ Avoid underscores
boal PI'RIF LOGIC: E— Limit the use of _imelementat on-dependent types.K— Avoid underscores

=&0l Bt int, char, float
1 Jiol=etel it

4.41.6 JtolEctel, AHA
44521 Jl0lEctelol

#define22 &4 AI A22SE
4.452_1 Jtol&etel, 41.2.6_11
4.4.5.2_1 }OICBPOIOI B ACEH.

2

EE &0l Z1} false negativeE

Ct.

bool TRIP; == the use of lno\elenta‘hoﬂ'deoe\de\t types.
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H3 FFT, FRT, MFT, VFT, VRT 2289 HEZA ALt
TEE FNE T2
NUREG/CR-6463 70| E2tel L 22 g P
4.1.26_1
Limit the use of implementation- R-15 FFT, FRT, MFT,VFT,| FFT, FRT, MFT,VFT,
dependent types. VRT VRT
44161
Avoid use of the ?: operator mae |FFT PRI MPTLVET,
VRT

441381
#defiine should be place in FFT, FRT, MFT,VFT,
parentheses, even for a single M-20 VRT
number.
:a;l?ﬁ‘?l;lizin Platform-Dependent FFT, FRT, METVFT,| FFT, FRT, MFTVFT,

J P M-28 VRT VRT
Data Types
44521 FFT, FRT, MFT.VFT,| FFT, FRT, MFTVFT,
Avoid underscores M-29 VRT VRT
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