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Introduction

» PLC(Programmable Logic Controller) has been used to implement 1&Cs for decades
« SW development on industrial computers (cru & os)

 Increasing maintenance cost about old nuclear plants
* Request for alternative implementation platforms

» FPGA(Field Programmable Gate Array) IS an alternative platform of PLC for 1&Cs
» Higher computation performance and stronger security
 HW development

« Development of FPGA needs several software different from PLC
 Like logic synthesis, P&R tools

Development process

Requirements —‘ N . —I N ]
Analysis & Design ‘l/ HDL Coding b FPGA Implementation

RTL Design Gate-Level T
(Verilog, Design > '
Manual h imization (JEDEC File)
SDS pFDg:anr::ﬂing VHDL) (Netllst) Plac(e)rTent & :?outing L—/

Design Verification
Configuration
Downloading




Introduction

* The proposed development process with platform change

The Proposed Development Process for RPS Software with Platform Change

Development |

Life-Cycle

Requirements
Analysis

Design

Implementation

Embedded
System

PLC-based
Development

C Programs

Executable
Code for PLC

PLC-based RPS

Automatic Translation

FPGA-based
Development

SRS
&
SDS

Netlist
&
JEDEC Files
for
FPGA

FPGA-based RPS



COTS(Commercial Off-The-Shelf) SW Dedication

* Acceptance process
* Providing reasonable assurance that a CGl to be used as a basic component
» Demonstrating correctness and safety of commercial software

« Standard guidelines for dedication
* NUREG/CR-6421
 NP-5652
 TR-106439 based on NP-5652

EPRI-NP5652 Commercial Grade Item (CGl) Focusing on

Method 1 ~ 4 )
(EPRI TR-106439) + Software-based equipments Direct CGI

Processes for each Containing

NUREG/CR-6421 Direct / Indirect COTS software :
safety category Indirect CGl




NUREG/CR-6421

* NUREG/CR-6421 is proposed acceptance process for commercial off-
the-shelf software in reactor applications by NRC

 Itis based on several standards about nuclear power plants systems
» Quality Assurance
« Validation & Verification
* Etc

* Processes for each safety category which are used in IEC 1226
« Applying different criteria accordance with safety categories

HXE B3 A& A AE(RPS)
/ ESFAS S

T4 KHS H Of A AH
EEREPYES-TES
U/ BUHY NAY S

* (+unclassified)
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Dedication Process in NUREG/CR-6421

JEPENDABLE SOFTWARE
LASORATORY

Dedication Process

KU

KONKUK
UNIVERSITY

1. Risk and Hazard
analysis and identify
safety functions

A 4
2. ldentifying safety
functions that are
COTS product will
perform

3. Determine safety category

3.1 Classification
safety categories of
safety function

|

A 4

3.2 Classification
usage categories of
COTS software

v

Safety Category

. Software Usage

|

3.3 Classification
safety categories of
COTS software

]

Y

4. Dedication each categories

Process of category
A consists of 8 steps

Process of category
B consists of 6 steps

Process of category
B consists of 6 steps

Category



Usage Category & Safety Category

 Based on usage of software

« Safety category is decided to use usage category and safety category of
safety function

« Especially, indirect software is decided to target module and possibility of
verification

Usage Description IEC 1226
Category P Category
Directly used in an A,B,C application A B, C

Directly produces executable modules A B C
Indirect which are used in an A,B,C applications e
(e.g. compilers, linkers)

CASE systems, or support systems that indirectly
Support assist in the production unclassified
of A,B,C applications

Unrelated Software which has no impact unclassified

unclassified

KU G



Target Software

« FPGA development process
« Changing in the hardware platform from PLC to FPGA before
» Developing tools and using several commercial software also

- - e—
e S * Minsve Serudaton *

i Scenario FBD
FBD Editor FBD Checker et Shulator
FBDtoVHDL FBDtoVerilog T — Co-Simulation
T = (Co-Simulator)
VHDL | | Verilog = =
Synthesis — = —
Tool -
- Netlist
E] L
S . A v
= P&R Tool Simulator FBD-Verilog
> (Modelsim) Comparator
o
= Layout
= |

FPGA




Usage Category of Target Software

« Development Software

 FBD Editor e

« FBD Editor supports to design FBD

FBED Editor

« Possible to classify usage category of support
? : - - o FBD_Editor - FIX_RISING - Eclipse Platform _ oEE FBDtDHHDL FEDtG\."erilﬂ
e RN B WA D BRI IREEET B 0 e ®are s pEr— R g
- VHDL | Verilog
Synthesis
Tool
Netlist
P&R Tool
: Layout
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Usage Category of Target Software

 Development Software
« FBDtoVerilog
« FBDtoVHDL
» Synthesis Tool
* P&R Tool

» Tools are translated, synthesis
* They have an effect on design
* Producing modules which are used in applications

« Possible to classify usage category of indirect

Development

FBED Editor

;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;

VHDL | Verilog

Synthesis
Tool

P&R Tool

Layout

FPGA
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JEPENDABLE SOFTWARE

LASORATORY

Usage Category of Target Software

* Verification Software

- FBD
« FBD Checker
» Scenario Generator
 FBD Simulator

« FBD Checker
* FBD Rule Checking
 based on NUREG/CR-6463

File Configuration Help

Verification

(CUsersldslab-jung'Des ktop\NuDEFBDLxmI | [ cnecking | [an [=] [an [+] [ show
pou blocks rules | explain
Al null:f_HI_LOCAL_POWER_AT_Quer warning: g_H|_LOCAL_POWER and f_HI_LOCAL_POWER_AT_Query are too far

nul
9 BP nul
g_HI_LOCAL_POWE! null
_HI_LOCAL_POWEF nul
1_HI_LOCAL_POWEF nul
_HI_LOCAL_POWEF nul
_HI_LOCAL_POWEF nul
nul

+1_HI_LOCAL_POWER_MT_Trip
+1_HI_LOCAL_POWER_PT_Pirp
+1_HI_LOCAL_POWER_PT_Trip
+1_HI_LOCAL_POWER_Ptrp_in
+1_HI_LOCAL_POWER Trip_In
+1_HI_LOCAL_POWER_Chan_En
+1_HI_LOCAL_POWER_Chan_En
+1_HI_LOCAL_POWER_Test_intl

+1_HI_LOCAL_POWER_Ptrp_Log
+1_HI_LOCAL_POWER_Trip_Log
+1_HI_LOCAL_POWER_Ptrp_Out

+1_HI_LOCAL_POWER_MT_Quei warning
:1_HI_LOCAL_POWER_PT_Quer warning
+_HI_LOCAL_POWER_AT_Ptrp  warning
1_HI_LOCAL_POWER_AT_Trip warning :

g_HI_LOCAL_POWER and f_HI_LOCAL_POWER_MT_Query are too far
g_HI_LOCAL_POWER and f_HI_LOCAL_POWER_PT_Query are too far
g_HI_LOCAL_POWER and f_HI_LOCAL_POWER_AT_Ptrpare oo far
g_HI_LOCAL_POWER and f_HI_LOCAL_POWER_AT_Trip are too far

+1_HILOCAL_POWER_MT_Pip vy

i D]

(1)

o_HI_LOCAL_POWER

_HI_LOGAL_POWER_AT_Query

T_HI_LOCAL_POWER_MT_Query

T_HI_LOCAL_POWER_PT_Query

_HI_LOCAL_POWER_Op_Byp_

{_HI_LOCAL_POWER_AT_Pirp

{_HI_LOCAL_POWER_AT_Trip

{_HI_LOGAL_POWER_MT_Pirs

_HI_LOCAL_POWWER_MT_Trin

_HI_LOCAL_POWER _Trip_Out

T_HI_LOGAL_POWER_PT_Ptrp

OCAL_POWER

{_HI_LOCAL_POWER_PT_Trip

{_HI_LOCAL_POWER_FPirp_In

L_HI_LOCAL_POWER_Trip_ln

_HI_LOGAL_POINER_Chan_Err

{_HI_LOGAL_POWER_Chan_Err2

T_HI_LOGAL_POWER_Test_Intl

_HI_LOGAL_POWER_Op_Byn_Init

1_Mod_Err

T_HI_LOCAL_POWER_Ptm_Logic-
T_HI_LOCAL_POWER_Tria_Logic- L
T_HI_LOCAL_POWER_Php_out-
T_HI_LOCAL_FOWER_Trip_Out-

[«]

0 D

Scenario FBD
FBD Checker Generator Simulator
- L] Co-Simulation

(Co-Simulator)

Simulator

FBED-Verilog

(Modelsim) Comparator
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Usage Category of Target Software

* Verification Software '

* FBD Checker

* Scenario Generator FBD Checker Scenario ol
 FBD Simulator

« Scenario Generator e (Co-Simutaton
* Generating scenario for simulation using FBD

HEEHETERTR
] i

e Sim
= Simulation

* Scenario Generator *

Simulator FBD-Verilog
gy GI:”:D:I! t: FIX-RISING-TRIP xmi (Modelsim Comparator
C - —r i odel input : FIX-RISING- nm
Input File - FDesopiDriginal EXFIX-RISING-TRIPFIX-RISING-TRIPxmI| | O8N | | |0 sion : FIX_RISING
Genaration Start
POU List Generation OK
Generation Start
© FIxX_RISING Generalion OK
Input Variable List
Scenario name hpe Initial Valug Rale
1 PV_oUT INT 27800 100
1 RNG_E BOOL 0 0
1 MDL_E BOOL 0 0
1 AL_E BOOL 0 0
1 OB_NIT_STA BOOL 0 0
Cycle 100
TN 1
ADD Generation |

13




Usage Category of Target Software

- Verification Software
« FBD Checker
» Scenario Generator

FBD Checker é:.?:raartigr Sir:EIElur
« FBD Simulator
- FBD Simulator e (Co-Simulator

(Co-Simulator)
* Simulation FBD using scenario

& Simulation EEX =

* Massive Simulation * Smulator FBD Verilog
o odelsim

[ “Model input console (Modelsim ) Comparator

: i r : 5 x : Model Input : FIX-RISI
Input File : |ub\Desktop\Original EX\FIX-RISING-TRIP\FIX-RISING-TRIP.xml| Open Selection : FIX_RISIN

Simulation Start

| -POU List Simulation result 44
C:Users\Sub\Desktoy
e FIX_RISING
- Simulation

Model File : \Desktop\Original EXFIX-RISING-TRIP\FIX-RISING-TRIP.xml| Open
Senario File : v:\Desktop\Origlnal EX\FIX-RISINGATRIP\Scenano\Scenan‘o.txt: Open

Simulation

<« | m »

2 KONKUK
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Usage Category of Target Software

* Verification Software

FBD
« FBD Checker
» Scenario Generator
 FBD Simulator

Verification software for FBD is classified as
unrelated category

Wl i

Scenario FBD
FBD Checker Generator Simulator
o ]

Co-Simulation
(Co-Simulator)

Simulator FBD-Verilog
(Modelsim) Comparator
15




Usage Category of Target Software

* Verification Software '

- [y a

« Co-Simulator (Contains VHDL) | =
« Modelsim e — = T
« FBD-Verilog Comparator

I
i
i

« Co-Simulator == (Co-Simulaton
* Providing Simulation environment
* Verilog, VHDL
] Co-Simulator - o IEH|

1. Select Design 11 Select files for Co-simualtion(FBD, Verilog, Netlist, Post-layout. . .
2. Generate Scenario | FBD input Simulator FED -Verilog
FISHion Input File : [C\Users\dslabiDesktopUnput fleFIx_RISING i | (Modelsim Comparator

Verilog input

HEEHETERTR
i i

Input File : ‘C.JUsersids\am’DesktupIInpuIﬁ\efFIX_RISING(VenIug).u |
Input Lib : \c:xusersms\amDesmpﬂnputmen_nav |

MNetlist input

Input File : [C:Users/dslabiDesktop/input file/FX_RISING(Netiist).y |

Post-layout input

Input File : |C:JUSersids\abeesklops’lnputﬂ\eiFIX_RISING_ba.V |
Library dir : |C.1Usersids\abeesktUpIInputﬁ\eipusﬂayuut |

Inpul:.sdn:|C:1Usersids\anDesktop.fInputﬂ\eiFIX_RISING_Da.sdT || open
Top Lvlins : |_1 |

16




Usage Category of Target Software

* Verification Software '

 Verilog — =
« Co-Simulator (Contains VHDL) = -
 Modelsim FBD Checker é:l?:l’aat”gr Sir:EIEmr
« FBD-Verilog Comparator

« Simulator (Modelsim) == T (Co-Smataton

« Simulation Verilog, VHDL =

- ——
_

Simulator FBD-Verilog
(Modelsim) Comparator
17



Usage Category of Target Software

* Verification Software '

[ermp— S =

 Verilog
* Co-Simulator (Contains VHDL) :
* Modelsim FBD Checker Scenario FBD

Generator Simulator
« FBD-Verilog Comparator
i - B L Co-Simulation
« FBD-Verilog Comparator — = (Co-Simulator)
+ Comparing simulation results == -
Simulation :
* FBD & Verilog Simulation Comparator *
Simulaton Result (FBD) console
Input File - C\Users\Sub\Desktop\Onginal EXWILRISING- TRIPWBD-Result\Result txt Open 3mws'in0&:&\
Simulation Result (Vesilog) Comparision OK X - —
Input File . C\Users\Sub\Deskiop'Onginal EXFI-RISING-TRIPVerilog-Result Open Slmu |ﬂt0r FBD _Ve rilog
Comparator} | Cancel (Modelsim) Comparator
TSP v TRP v TRIP.CNT v TRIP_LOGIC
FBD Graph C Graph
10 10
9 a
L] 8
6 6
5 5
4 4
3 3
2 2

18
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Usage Category of Target Software

* Verification Software '

» Verilog =
* Co-Simulator (Contains VHDL) . :
« Modelsim FBD Checker é:l?:l’aat”gr Sir:EIEmr
« FBD-Verilog Comparator
- Verification software for FBD is classifiedas | [~ ~ = e en

unrelated category

Simulator FBD-Verilog
(Modelsim) Comparator
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Usage Category of Target Software

» Tables about results of usage category
 Indirect
« Support
» Unrelated

COTS Software in FPGA based 1&C development
Usage Category : Uses
environment
Indirect FBDtoVerilog / FBDtoVHDL / Development
Synthesis Tool / P&R Tool P

Support FBD Editor Development
FBD Checker Scenario Generator /
Unrelated FBD Simulator / FBD-Verilog Comparator / ModelSim / Verification
Co-Simulator

20




Safety Category of Software

» Usage category of Support and Unrelated
» Classifying unclassified category by standards

« Usage category of Indirect
» Classifying B category by standards
 If the results are able to verify another methods

FBDtoVerilog Verilog Design Model Checking,

Simulation
FBDtoVHDL VHDL Design Simulation
Synthesis Tool Gate-Level Design (netlist) Simulation

P&R Tool Layout (EDIF) Simulation

i ; KU EoNsuk
IDEFENDABLE SOFTWARE
7 LASORATORY TAVERNITY



Safety Category of Software

» Usage category of Support and Unrelated
» Classifying unclassified category by standards

« Usage category of Indirect
» Classifying B category by standards
« |f the results are able to verify another methods

COTS Software in FPGA based 1&C development
environment
N/A
FBDtoVerilog / FBDtoVHDL /
Synthesis Tool / P&R Tool
N/A
FBD Editor / FBD FTA / FBD Checker / Scenario Generator /
Unclassified FBD Simulator / FBD-Verilog Comparator / ModelSim / Co-
Simulator

Safety category

22



Conclusion and Future Work

» We classify safety categories of software which are used in FPGA
development process researched before for dedication

 Verification tools in development process is classified as unclassified
category

« Confirming relationship about standards functional safety certification

Kor

9|

« However, NP-5652/TR-106439

IS acc p ted i rea by KINS/RG-N17.12
OHHTHES (H AR S Yot L2 z

a1l
A4S

D{III =1
U1|3| ®

« We are researching about relationship between NP-5652 and
NUREG/CR-6421
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