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Extended Abstract

In developing embedded software such as nuclear reactor protection systems (RPS), safety analysis [1] is the
process performed in order to guarantee software safety, as well as development and verification processes. Fault
tree analysis (FTA) [2] is one of the most widely used safety analysis techniques, often generated and applied
manually. Increasing use of formal specification has made it possible to generate software fault trees
mechanically, but they all have an intrinsic limitation to the information they can contain. They do not have any
information beyond that captured in their specifications or source code. In this extended abstract, we used the
generated software fault tree from a different standpoint, verification purpose.
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Figure 1 An overview of embedded software verification using software fault trees

Figure 1 depicts an overview of the proposed software verification technique using software fault tree as a
starting point of formal verification. We regard the fault tree as an abstract model of the software, containing
information only about its root-node (top failure). We therefore can check it against requirements properties
quickly and analyze the verification results easily, in comparison with other verification techniques such as model
checking [3]. The proposed technique translates the abstract model and properties both into Verilog programs,
and performs a formal verification; VIS’s combinational equivalence checking [4]. We used a prototype version
of the KNICS RPS [5] in Korean nuclear power plants to demonstrate its effectiveness, and it showed that the
mechanically generated fault tree is a good starting point for verifying a software model quickly against
requirements properties regarding safety. We are currently focusing on developing a CASE tool, which
mechanically generates software fault tree from NuSCR [6] formal requirements specification.

The 5th International Symposium on Embedded Technology, Daegu, Korea

174



Acknowledgement

This research was supported by the MKE(The Ministry of Knowledge Economy), Korea, under the
ITRC(Information Technology Research Center) support program supervised by the NIPA(National IT Industry
Promotion Agency (NIPA-2010-(C1090-0903-0004)

References

[1]N. G. Leveson, SAFEWARE, System safety and Computers, Addison Wesley, 1995.

[2] N. G. Leveson and P. R. Harvey, “Software fault tree analysis”, Journal of Systems and Software, Vol. 3, pp.
173-181, 1983.

[3] E.M. Clarke, E.A. Emerson and A.P. Sistla, “Automatic verification of finite-state concurrent systems using
temporal logic specifications”, CM Trans. Programming Languages and Systems, Vol.8, No.2, pp.244-263,
1986.

[4] R.K. Brayton, G.D. Hachtel, A. Sangiovanni-Vincentelli, F. Somenzi, A. Aziz, S.-T. Cheng, S. A. Edwards, S.
P. Khatri, Y. Kukimoto, A. Pardo, S. Qadeer, R. K. Ranjan, S. Sarwary, T. R. Shiple, G. Swamy and T. Villa,
“VIS : A system for verification and synthesis”, In the Eighth International Conference on Computer Aided
Verification, CAV 96, pp.428-432, 1996.

[5] KAERI(Korea Atomic Energy Rearch Institute), SRS for Reactor Protection System, KNICS-RPS-SRS101
Rev.00, 2003.

[6]J. Yoo, E. Jee and S. S. Cha, “Formal Modeling and Verification of Safety-Critical Software”, IEEE Software,
Vol.26, No.3, pp.42-49, 2009.

The 5th International Symposium on Embedded Technology, Daegu, Korea

175



The 5th International Symposium on Embedded Technology (ISET)
13-14 May, 2010
The Grand Hotel Daegu, Daegu, Republic of Korea

A Formal Embedded
Software Verification using
oftware Fault Tree Analysis

JUNBEOM YOO

Dependable Software Laboratory
http:/ /dslab.konkuk.ac.kr
KONKUK University

Contents

B

» Software Fault Tree Analysis

°,
o

Formal Verification using Software Fault Tree
= SFT-to-Verilog Translation
= Property-to-Verilog Translation
= VIS Equivalence Checking
+ Case Study: KNICS RPS BP (Ver.00)

o,
o

Conclusion

o,
o

References

The 5th International Symposium on Embedded Technology, Daegu, Korea

176




Software Fault Tree Analysis @

< Fault Tree Analysis (Fra)
= One of widely used safety analysis techniques
= Manually construct a fault tree and analyze with
= Quality of FTA
» Totally depends on experience and knowledge of FTA experts

Subsystem A

Software Fault Tree Analysis @

< Software Fault Tree Analysis (sFra)

= Target: Software

= Software has no wear-out failure as hardware, since reflects developer’s logic.

= Mechanical construction of SFT is recommended.

 from specification
— HiP-HOPS (Hierarchically Performed Hazard Origin and Propagation Studies) [1]

RIDL (Reliability Imbedded Design Language) [2]
NuSCR [3] (€ Our concerns)
Statecharts [4,5]

— RSML [6]
» from source code

— Ada83/95 [7,8]

— FBDI9]

= Intrinsic limitation to the information they contain within
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Formal Verification using Software Fault Tree @

“» We use mechanically constructed SFTs for verification

purpose.
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Software Fault Tree Analysis on NuSCR

“» NuUuSCR [10]
= Formal requirements specification language for RPS (Reactor Protection System)
- Targeting PLC (Programmable Logic Controller) software

<+ Automatic SFT Construction from NuSCR [3]

NuSCR formal specification Software fault tree
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Software Fault Tree (from NuFTA [11])
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Ilitypedef enum {Normal, Waiting, Trip} SFT_state;
/ISFT_State is corresponding to {0,1,2} of Current_State and Previous_State, for convenience sake.

“define k_Hys 10
/I define k_Trip_Delay 20

/ISFT_Formula
module SFT_Formula(f_X, f_X_Valid, f_Module_Error, f_Channel_Error, h_X_Setpoint, Current_State, Previous_State, th_X_Trip);

input[0:6] f_X;

input f_X_Valid;

input f_Module_Error;
input f_Channel_Error;
input[0:6] h_X_Setpoint;
input[0:1] Current_State;
input[0:1] Previous_State;

output th_X_Trip;

assign th_X_Trip =
(Current_Stat 2 && Previous_State
(Current_Stat 2 && Previous_State
(Current_State == 2 && Previous_State ==
h_X_Setpoint - "k_Hys)))?0:1;

&& (f_X_Valid == 1 || f_Module_Error == 1 || f_Channel_Error == 1))?0:
&& (f_X >= h_X_Setpoint))?0:
&& I(f_X_Vali 0 && f_Module_Error == 0 && f_Channel_Error == 0 && (f_X <

endmodule
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endmodule
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VIS Equivalence Checking

JUNBEOM YOO@JUNBEOMYOO-PC ~/vis/vis-2.0/SFTA_Example
$ vi2mv SFT_Formula.v
SFT_Formula.v

JUNBEOM YOO@JUNBEOMYOO-PC ~/vis/vis-2.0/SFTA_Example
$ vi2mv Quality_Formula.v
Property_Formula.v

JUNBEOM YOO@JUNBEOMYOO-PC ~/vis/vis-2.0/SFTA_Example
$ ..Iis.exe

vis release 2.0 (compiled Sat Jun 14 12:02:36  2008)

vis> read_blif_mv SFT_Formula.mv

vis> flatten_hierarchy

vis> static_order

vis> build_partition_mdds

vis> comb_verify Property_Formula.mv

th_X_Trip from network1 and th_X_Trip from network2 differ on input values
Current_State<0>:1

Current_State<1>:0

Previous_State<0>:0

Previous_State<1>:0

f_Channel_Error:1

f_Module_Error:1

f_X<0>:1

f_X<1>:1

f_X<2>:0

h_X_Setpoint<0>:1
h_X_Setpoint<1>:1
h_X_Setpoint<2>:1
h_X_Setpoint<3>:1
h_X_Setpoint<4>:1
h_X_Setpoint<5>:1
h_X_Setpoint<6>:1
Networks are NOT combinationally equivalent.

vis> quit
JUNBEOM YOO@JUNBEOMYOO-PC ~/vis/vis-2.0/SFTA_Example
$

< VIS 2.0 [12]
= Formal verification tool-set
« Equivalence checking
¢ Simulation
* Model checking
¢ Model synthesis
= Verilog front-end

+ Features
= Powerful, but
= No GUI

1

VIS Analyzer 3.0 [13]

% VIS assisting tool

= Visualizing analysis results

[ VIS Analyzer 3.0
Ele Run Help

Verincation. Model Checking | Result “Resu Table(Result Charts Mode Checking Rosult

= Automating verification processes

o7 X

Current time: 2010-02-23 13:54:30
C:\KC2007\TeX\HOME\vis\vis-2.0\SFTA_Example\Quality Formula.v
c: \KC2007\ TR \HOME\ vis\ vis-2.0\SFTA_Example\SFT_Formula.v
vis> vis release 2.0 (compiled Sat Jun 14 12:02:36 2008)

Current_state<n>:1
Current State<i>:1
Previous_State<0>:0
Previous state<l=:l
£_Channel Error:l
£ Module Error:0
£_x<0>:
£ x<1>:
£ x<z>:
£ x<3s:
£ x<a>:
£ x<s>:
£ x<é:
£ % _valid:0
h_x_setpoint<0>:
h_x_getpoint<l>:
h_X_setpoint<a>:
h_x_sctpoint<d>:
h_x_setpoint<d>:
h_x_setpoint<s>:
h_¥_Setpoint<e>:
Networks ars NOT combinationally equivalent.

Fhabka

i

RS eyt

vis> th X_Trip from networkl and th X Trip from networkZ differ on input values

Tws nanaar 30
e B ton
Veecaon Mode Concking ol e TaeFasuChrts Mol Chackng i

COMEN S 205FTA ExampinOua.Fomatay

ErampeseT_soma

IVericifation Ready
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Analysis of the Verification Result

< According to the verification result
» We could find the fault quickly,
which had been found through
full-scale verification i.e. model checking. Cond_b and ot

Cond_d
Ith_X_Trip =0

Cond_c and not

/th_X_Trig/4 1

Cond_d
Gend. a X} /th_X_Trip := 0
f X <h_X_Setpoint and not cond_d
f_X >= h_X_Setpoint not cond_a Cond_d
and not cond_d th_X_Trip:=0

f_X_Valid 1 or f_Module_Error = 1
or f_Changlel_Error = 1 or

X_Valid =0 and
_ Module_Error = 0 and
f_Channel_Error = 0 and
f.X < h_X_Setpoint -~ k_Hys
Jth_X_Trip:=1

/th_X_Trip :=0 not Cond_d

/th_X_Trip :=

Trip Delay, k_Trip_Delay ]
(X >5h_X_Setpoint)
X Trip:=0

after modification

before (with an error) Cond_a: f X >= k_X_Trip_Setpoint

Cond_b : [k_Trip_Delay, k_Trip_Delay ] (f_X >= h_X_Setpoint)
Cond_c: f X <h_X_Setpoint - k_Hys
Cond_d: f_X_Valid =1 orf_Module_Error =1 or f_Channel_Error = 1

13

Conclusion @

< We propose a safety-focused verification technique using
software fault trees which mechanically generated from
formal specifications.
= Software fault tree is an abstract model of its software specification, containing
information only regarding the root-node of the fault tree.

= We use a SFT as a starting point of formal verification.

< The verification technique consists in
= SFT-to-Verilog translation
= Property-to-Verilog translation
= VIS equivalence checking

< Case study
= A prototype version of KNICS RPS BP introduced in [14]

14
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