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 HELISCOPE project

On-flight computing system

Embedded S/W

includes services for unmanned helicopter
for disaster response and recovery

» OFP (Operational Flight Program)

Subpart of HELISCOPE project
Software controller

Test flight of a small-scale unmanned helicopter
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e The OFP should be safe, correct and stable.

« Formal Verification can help the OFP eliminate defects efficiently
— Model checking using SPIN model checker
— Target: process communications of the OFP

Formal

OFP Formal

Verification
using SPIN

Process Modeling
Communications in Promela
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If‘_ . SwhPacket
F 9
Muonitor I
R L]
Object Data Store cader
- QOnsi o v Pack
Readerl Ty Packer MAY Sensor
Controller ansi }(
Reader? + CpSPacket GPS Sensor
= ODns2 -
Reader3 L SPackst GCS Sensor
Operational Fight Program

« 3 0ODS
— 5 Shared Data Variables

e 6 Processes
— Controller, Monitor and Readers
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e Processes

— 1 Monitor
» Monitor four serial ports that connect with sensors
« Manage semaphore to awake reader processes

— 4 Readers
» Reads packets from serial port and write data in object data store
» Waits until semaphore is posted by monitor

— 1 Controller
» Reads data from object data store
» Computes the data and operates servomotor
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Object Data Store (ODS)

— 0ODSO
» Current flight information
» readerQ and controller processes access

— ODS1
* GPS and Navigation information
» readerl, reader2, reader3 and controller processes access

— ODS2
» Flight Mode and destination information
» reader3 and controller processes access
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* Model Checking

— An automatic technique for verifying finite state systems against properties

» Formal model of a system

« Temporal logic for specifying properties of the system

Model Checking

Formal
Model

Properties

o

)

'] [ARE

True

False

Properties are satisfied in
the formal model.

Properties are not satisfied
in the formal model.
+ Resulting scenario
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« Model Checker SPIN
— Formal verification system

— Supports design and verification
of distributed/current software
systems

— XSPIN: graphical front-end
— Verification & simulation

e Model definition

— PROMELA (PROcess MEta
LAnguage)

* Properties definition
— LTL (Linear Temporal Logic)
— Assertion statement

XSPIN
Front-End

Promela Paser

LTL Paser and

Translator
\
Sysntax Error Interactive Verifier
Reports Simulator Generator
Optimized

Model Checker

Executable
On-The-Fly
Verifier

10




FORMALIZATION OF THE OFP IN
PROMELA



S 'DEFENDABLE

L [ OlllidllLalivlil Ul LULIIC UIIr
5 shared data variables
) ) reading /
A/ Reader0 \} — *Tlnﬂg— —»  SharedVar0 r\
// ‘\ —-/ \\
semaphore / \ reading
y / SharedVarl
i / v Readerl
. Monitor | SharedVar2 Controller |
— \ ‘,/ _/
\ L Reader2
'\ N SharedVar3
N
\ -
| Reader3 SharedVar4
o
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* 5 shared data variables . .
§®| SPIN CONTROL 5.2.3 -- 25 November 2009 BEET
File.. | Edit.. | View.. | Run.. | Help |SPIN DESIGN VERIFICATION
» Accessed by 5 processes ~[oool mutex_o, Fswar
_|bool mutex_1; Fnav
— Reader0~3 =00l mutex 2. Aparam
bool mutex_3; Hwpt
— Controller bool mutex_4; /*adt*/
r byte sharedvari;
- byte sharedvari; -
« Monitored by 1 process ol sharedVars
MOnitOr byte sharedVard;
. ooal semaphorell]
bool semaphore;
. . boal semaphorez;
» Processes can access variables using bool semaphore3]
mu Z‘e X inline Mutex_lockimutex)
1
atomic {
if
cmutex == 0 -= mutex++
| .i;;-:"a;]DEPENDABLE SCFTWARE 13
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I OlilidliiLaclivill Ul LI Ul r Il rIN\\UIVILL/M
[ ] ¥ .
6 Processes B SPIN CONTROL 5.2.3 -- 25 November 2009 EE
File.. | Edit.. | View.. | Run.. HE-|p SEIM DESIGM WERIFICATICN
e Monitor - assert( (mutex_0 1= 2) &&
. (mutex_11=2) &&
— 4 channel to connect with readers (mutex_2 1= 2) &&
(mutex_3 1= 2) &&
(mutex_4 1=2})
B
e Reader 0~3 it
. i
— 1 channel for each to connect with chan sema0 = [0] of {bit}
. chan sema? = [0] of {bit},
monitor chan sema2 = [0] of {bit}:
. chan sema3 =[0] of {bit};
— access shared variables
run monitor(semal, sema’l, semaz, sema3i);
run readerl{semanl);
° Controller run readeri(semal);

— access all shared variables

i 1 DEPENDABLE SCFTWARE

! y LABOHRA 1ORY

U

run reader2(semasz);
run reader3(semal);
run controller()

Bl cdonex
———— [ S s R Nl 1 [l T R P ol T L B O
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The process monitor's Semaphores on four reading processes should
function correctly.

—> Reader process can read data from sensor eventually.

- In all stats, if sensor_send holds, then eventually either read_recv
will hold.

[ ] (sensor_send -> <>read_recv)
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K| LineaiTime Temparakiagichaimulae = EI N
Formula: ‘[] (sensor_send -= <> reader_recy) E—ad...

W J

Property holds for: % All Executions (desired behavior) { Mo Executions (error behavior)

Motes:
+ lse Load to open a file or a template.

Syrmbal Definitions:

~ #define sensor_send sensor[0] ==
#define reader_recy semaphorel ==

LTL Property

[1 (sensor_send -> <> read_recv)

#define sensor_send sensor[0] == true
#deinfe reader_recv readerQ0.sema == true

Sl
Mever Claim: Generate
£ + Farmula As Tvped: [] (sensor_send —> <> reader_recv)
£ + The Hever Claim Below Corresponds
- + To The Hegated Formula 0[] ({sensor_send —> <> reader_recy))
+ (formalizing violations of the ariginal)
+

- never 1/ ([l (sensor_send -> <> reader_recy)) +/

Verification Result: valid

2 never clatm +
[ assertion violations + (if within scope of claj
i acceptance  cycles + [fairness disabled)

invalid end states - (disabled by never claim)

State-vector 64 byte, depth reached 130833, errors: 0O

Run Verification

Help | Clear Close | Save As..

EFENDABLE SCFTWARE
LABORA IORY

Verification result
— No error

— All data from sensors is always
eventually read by reader
process.

— monitor process manages
semaphores correctly.
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reading /

) =
Reader( ]—‘l“ o P SharedVar0

— reading

haredVarl

semaphore

Readerl

Ve

haredVar2 Controller

Monitor |

N

Reader2

N Y

Reader3 haredVar4

-
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Assertion statement

— 5 shared data variables should
be accessed mutually exclusively
by reader 0~3 processes and
controller process.

— Assert whether two or more
processes access a variable at
once.

— Each variable adds 1 to mutex
each time it's accessed by the
processes.

— Therefore, they all should be 0
or 1.

LABORA IORY
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|_:"’-_J SPIM COMTROL 5.2.3 -- 25 November 2009

E=E)

File. | Edit.. | View.. | Run.. | Help [SPIN DESIGM WERIFICATION
= skip -= )
AccessGlobalData3();
AccessGlobalDatad()
fi;
sensar[3] =false;
semaphore3 =false
od
h

active proctype assert_manitor()

{

(mutex_11=2) &&
(mutex_2 1= 2) &&
(mutey_31=2) &&

(mutex_41=2)) l

chan semal = [0] of {bit};
chan semal =[0] of {bit};
chan semaz = [0] of {bit};
chan sema3 = [0] of {bit};

asser( (mutex_01=2) && l

m

<done Preprocesss

<ctop simulations
B done

P s Iy i B Nl 1| 1T Aot
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I\If': :ﬁ—'\ :Av'\ 'aYel B | o ‘el ol al s :Av'\ 2% a2 aVala)
\/ f + D I+ _ A + C+~+t +
VCIHICA LIVl INTOUILS MAOSCTI| LIV OLAdlCTIl1ICIIL
. . * assert_monitor process monitors 5
§2| Verification Output = B & mutexes
Search for: Find .
- 4 02246e+08 bytes used
102400 bytes more needed . i
2 14748e+09 bytes limit active proctype assert_monitor()
hint: to reduce memary, recompile with {
-DMA=GE # better/slower compression, or —
-DBITSTATE # supertrace, approximation ?rsnseg( (thtezx)?g? ;L_ 2) &&
utex_1 =
| (Spin Version 5.2.4 - 2 December 2009) (mutex_2 '=2)&&
~| Warning: Search not completed -
+ Partial Order Reduction (mutex 3 !=2)&&
+ Compression (mutex_41=2))
Hash-Compact 4 search for: }
never claim - (not selected)
assertion violations +
!:*_.fcle_t:hecks - (disabled by -D3AFETY)
nvalid end states = » Verification result
State-vector 68 byvte, depth reached 4374501, errars: 0
5658044 states, stored —_— — No error
28037971 states, matched
13696015 transitions (= stored+matched) — controller and 4 reader processes
5 atomic steps .
_ hasn conflicts: 2.8681658¢+10 (resolved) access shared variables mutually

exclusively.

Save in: | DYTTRC/H=! Clear| Close
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reading /
Titi
Reader( ] I o B SharedVar0
semaphore reading
SharedVarl
/f Readerl
e
\ Monitor | SharedVar2 Controller
e
Reader2
\- SharedVar3
\( Reader3 SharedVar4
\
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Formal Verification for OFP

— Formal model of process communications
* 5 shared data area
* 6 processes
— Result of verification
* monitor process manages semaphores correctly.

« controller and reader processes access shared variables mutually exclusively.

* No possible error on semaphore operations and shared data

Future work

— Formal verification focused on timing constraint
— UPPAAL
* Timed automata
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