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Background:

Korea Nuclear |&C System (KNICS)

* |nstrumentation and Control
(I1&C) systems and equipment

for APR1400 Nuclear Power
Plant (NPP)

* Period: July 2001 ~ April 2008 (7
years)

« Target

— Fully digitalized 1&C systems
development for APR1400
(Shin-Ulchin units #1&2)

— 1&C upgrade for existing
NPPs

Power Modules CPUModule  Comm. Modules 1/O Modules




Background:

KNICS Dependability Engineering

Safety Analysis Methods
1 JReliability Analysis Methods
4+ Security Analysis Methods

(M Harmonization
of technologies

| Formal V&V Methods
@  Integration of dependability analys|s @ Interaction between the development, V&YV,
for system and components and dependability analyses lifecycles
SW I >
HW >
Plan Reg. Design Code Integ.v  Lifecycles
Safety System ® Integration through lifecycle

and Components
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Background:

Hazard Analysis of KNICS

Causal Models

Focused HA through lifecycle
Harmonized (top-down and bottom-up) HA

HAZOP checklists with guidewords developed by KAERI and LLNL
FTA templates for FBD program

lifecycle

System
Req. phase

SW Req.
SW design

SW Design
SW Code




Background:

Experiences from KNICS project

« Safety evidences

— For developing the |&C system of a nuclear power plant, more than
1000 reports had been produced and had to be traceable through

the lifecycle from the system requirements.

« Hazard analysis of complex systems(systems of systems)
with traditional methods(FTA, HAZOP) was extremely difficult

to justify the safety

* Most hazards came from the wrong interaction of the

components (SW, HW, Human)




Introduction:

New Approach

 Traditional hazard analysis techniques, FTA, FMEA, and
HAZOP were not sufficient for modern systems.

— More complex, software-intensive, socio-technical
« STAMP: a new accident causality model

« STPA: a new hazard analysis technique based on
STAMP

« Prof. Nancy Leveson, MIT, “Engineering a Safer World"




Introduction:

STAMP (System-Theoretic Accident Model
and Processes)

\ SYSTEM DEVELOPMENT ’ SYSTEM OPERATIONS ‘

Congress and Legislatures
Government Reports

I Lobbying

Congress and Legislatures
Government Reports

Legislation l T Lobbying Legislation
Hearings and open meetings meetings

model based on systems

Government Regulatory Agencies Government Regulatory Agencies
Industry Associations, Industry Associations,
User Associations, Unions, User Associations, Unions,
Insurance Companies, Courts Insurance Companies, Courts

* A new accident causality

Hearings and open

theory and systems thinking

Regulatians Certification Info. Regulations Nesdarend e
Stal'{l:!ards Change reports Standards reports
° n E:;??:rg:ties Whistleblowers Certification Operations reports
([ ] B t Accidents and incidents Legal penalties Maintenance Re
ports
a S I C C O C e S Case Law Cooa et Chanige rapoits
Company Whistleblowers
Management
M . Company
— Satety Policy Status Reports
S a fety C O n St ra I n tS * Standards l Risk Assessments Management
Resources Incident Reports Safety Policy Operstions Reports
. e . Policy, stds. Project Standards
roje Resources
— Jdlety verification " Management =
Hazard Analyses Operations
Safety Standards x Hazard Analyses Safety-Related Changes Management
M M Progress Reports
— Hierarchical safety control . Progees Rt o st |} Charo omoss
Design, Audit reports

ve

(.//KAEkI‘

Operating Assumptions
St ru Ct u re Satety Constraints Test reports gpera:gg Procelzlures =
Standards Hazard Arialgses Operating Process
Test Requirements Review Resul
. . . . . eview Results Human Controller(s)
— Safety is trans-scientific issue implemertation | e
and assurance Athormared
Safety Revised Controller
Reports operating procedures y :
Hazard Analyses -
: ) Software revisions [Actuators) | [Sensor(s) |
Manufacturing Documentation Hardware replacements
Management Design Rationale Physical
- P
Wik | safety reports Maintenance rocess
Procedures | audits and Evolution Problem Reports
work logs Incidents
Inspactions Change Requests
Manufacturing Performance Audits
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Introduction:

STPA(System-Theoretic Process Analysis

* A new hazard analysis

Control input or

technique based on o

Controller

@ Inadequate Control

Algorithm
| A F 1 Process Model ]
S M (Flaws in creation, @

inconsistent,
process changes,

: + modificati incomplete, or
incorrect modification i

or adaptation) Inadequate or
missing feedback

Inappropriate,

* 4 types of inadequate

Feedback Delays

control actions (Hazards) B o

Incorrect or no

- N Ot p rOVi d e d Delayed information provided

operation Measurement

inaccuracies
Controlled Process

Feedback delays

@ Component failures
Changes over time

— P rOVi d e d Controller 2

Caonflicting control actions

)
<

AERI

— Wrong timing

— Wrong duration
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|
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Process input
missing or wrong
Unidentified or

out-of-range

disturbance

Process output
contributes to
system hazard



Application: case study

ESF-CCS

« Engineered Safety Features-Components Control

System

« To mitigates the consequences of design-basis or loss-

of-coolant accident

« 8 operational functions

Function Description

CIAS Containment Isolation Actuation signal
CSAS Containment Spray Actuation Signal

CREVAS Control Room Emergency Ventilation Actuation Signal

CPIAS Containment Purge Isolation Actuation Signal

10



Application: case study

APPLICATION (0)

« Three functions

— SIAS, CSAS, and CREVAS

« STPA steps

1. Identify hazardous states of the system.
2. Develop the control structure of the system.

3. Identify the potential for inadequate control of the system

that could lead to a hazardous state.

4. Determine the causal factors of the hazardous control action

—~0)
/i IR X0 TR
(/KAEm K‘mei'm‘m.ty_' ST

lesearch Instit

pu

a4

11



Application: case study

APPLICATION (1)

1. Identify hazardous states of the SIAS system.

« Hazard

— Reactor core is damaged because the SIAS does not operate
when the 4 events—LOCA, 2"4HSL, S/WP-Ex, or REA—occur.

« Safety constraint

— The SIAS must operate when the 4 events—LOCA, 2ndHSL,

Loss Of Coolant Accident

S/WP-Ex, or REA—occur. LOCA

2ndHSL

Second Heat Sink Loss

S/WP-Ex

Steam- and Water-pipe explosion

REA

Rod Ejection Accident

12




APPLICATION (1)

Hazards and Safety Constraints

Function Hazard Safety Constraint

Heat removal and fission clean up f The CSAS must operate when the t
CSAS ail when the three events—LOCA, S | hree events—LOCA, S/WP-Ex, or th
/WP-Ex, or the SIAS—occur. e SIAS—occur.




Application: case study

APPLICATION (2)

2. Develop the control structure of the system.

Written/Trained

Procedures
Operator Display
Manual SIAS (CSAS)
Command
MCR/RSR
(Display)
) /
MCR/RSR Plant State T
(Manual Actuation Switch)
IPS

Manual SIAS (CSAS)
Initiation Signal

ESF-CCS State

» ESF-CCS
—_— —
Automatic SIAS (CSAS) Initiation SIAS (CSAS) Initiation
- )

C e P Ey | KU S 14
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Application: case study

APPLICATION (2)

e Control structure

Manual SIAS (CSAS)
Initiation ESF-CCS state

SIAS(CSAS) Initiation

ESF-CCS 4—‘

SIAS(CSAS)
Initiation
PPS
ESF-AFS ESF State Reactor Information
Sensors
Coolant

(Spray Solution) I
Reactor

Reactor State

)
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Application: case study

APPLICATION (3)

3. Identify the potential for inadequate control of the system that

could lead to a hazardous state.

Control | Not Providing Caus hieyicing Wrong Timing SEpIEC) 106 .
. Causes Soon or Applied
Action es Hazard or Order Causes Hazard
Hazard Too Long

Not providing SIAS
ON when LOCA occu
rs (al)
Not providing SIAS
ON when 2ndHSL oc
curs (a2)
SIAS ON | Not providing SIAS
(From ES A ON when S/WP-Ex o
F-CCS to ccurs (a3)
ESF-AFS) Not providing SIAS
ON when REA occurs
(ad)
Not providing SIAS
ON when Manual SIA
S Initiation occurs (a

When LOCA occurs, ESF-CC

S waits too long to turn SIA

S ON (cl)

When 2ndHSL occurs, ESF-C

CS waits too long to turn SI

AS ON (c2)

When S/WP-Ex occurs, ESF-
Not hazardous ' CCS waits too long to turn

SIAS ON (c3)

When REA occurs, ESF-CCS

waits too long to turn SIAS

ON (c4)

When Manual SIAS Initiatio

n occurs, ESF-CCS waits too

long to turn SIAS ON (c5)

SIAS ON stops be
fore coolant is no

t provided enoug
h (d1)

KONKUK
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APPLICATION (3)

Hazardous behaviour of the SIAS

Stopped Too Soon or Appli
ed Too Lon

Control Action Not Providing Causes Hazard Providing Causes Hazard Wrong Timing or Order Causes Hazard

Providing SIAS OFF when LOCA occur

s (bl)

Providing SIAS OFF when 2ndHSL occ
SIAS OFF urs (b2) . .
(From ESF-CCS t | Not hazardous Providing SIAS OFF S/WP-Ex occurs (b SIASdOFF s prowdedh begore the tempera Not hazardous
o ESF-AFS) 3) ture decrease enough (c6)

Providing SIAS OFF REA occurs (b4)
Providing SIAS OFF when Manual SIA
S Initiation occurs (b5

8@\ SHRUK}RIOI AR
KAERI xm%.‘m‘e,t,?":nih.‘




Application: case study

APPLICATION (4)

4. Determine the causal factors of the hazardous control action
Hazard: Not providing SIAS ON when LOCA occur (a1)

Manual SIAS (CSAS)

Initiation ESF-CCS state

roller (ESF-CCS)
2/4 logic operation not implemented
correctly

. Individual component control logic not
operates correctly

OR operation with the Manual SIAS

SIAS ON issued but &

SIAS Initiation issued but
not received by ESF-CC

PPS

Failure

Missing or spurious

Actuator (ESF-AFS
( ) feedback about LOCA

Failure

Sensors
Failure

Controlled Process (Reactor)
LOCA occurs

LOCA not detected

- ORI X}210131Q) KONKUK
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APPLICATION (4)

Causal factors of unsafe control actions of SIAS (al-a9)

part of the safety control structure

Causal Factors

PPS PPS received the feedback correctly but does not issue SIAS Initiation

SF-CCS OR operation with the SIAS Initiation of PPS fails
ESF-AFS ESF-AFS fails to implement its function

SIAS On(ESF-CCS to ESF-AFS)

(a5)

udgement fails about the 4 events
Operator

Manual SIAS (Operator to MCR/RSR

Manual SIAS Initiation Signal (MCR/RSR to ESF-CC
S

IAS Initiation issued but not received by MCR/RSR

Judgement fails about the 4 events .
SIAS Initiation issued but not received by MCRRSR
Manual SIAS Initiation Signal issued but not received by ESF-CCS

Information about Safety Injection issued but not received by IPS
Information of the 4 events issued but not received by Operator

(a6-29)

Display (MCR/RSR to Operator)

% SHRUK}RIOI AR
KAERI :‘m%.::‘e,t,?‘:nih.‘




CONCLUSION

STPA provides analysts with a systematic method to analyse
hazards with a global view.

However, development of safety control structures and
identification of causal factors of hazards were still
subjective, depending on the domain-knowledge of analyst.

Future Works to be objective HA

— Need an automatic STPA based on a process model of system
— STPA based on a formal(NuSCR) model

— Need to find an optimized framework for safety

demonstration(STPA, Safety Case, and traditional causal-chain
methods)

20



Discussion: Harmonized Dependability?

A
Safety Maturity Model index (SMMi)

Acceptance Level by public (acceptably safe) /

Safety

Security
Reliability
Availability
Maintainability

>
Safety Case (good evidences)

21



Discussion: A Harmonized Safety Analyses

Sffety Maturity Model index (SMMi)

(¢

P

STAMP

I SYSTEM DEVELOPMENT I

Congress and Legislatures

‘ SYSTEM OPERATIONS ‘

Congress and Legislatures

Government Reports
Legislation

Legislation l T Lobbying

Hearings and open meetings

Accidents.

Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Government Reports,

Lobbying
Hearings and open
meetings
Accidents

Government Regulatory Agencies

Indust

ry Associations,

User Associations, Unions,
Insurance Companies, Courts

Regulations <
Standards Eﬁgﬁ;:?:g;l“ ?;%“‘g::g:s Accident and incident
eports
E:";'l'ca“”‘“a':ﬁes Whistleblowers Certification Operatins; reports
Caﬂg E’:W Accidents and incidents Legal penalties Muntenanca Raports
Case Law Change reports
M‘;::;;’;;'EVH . Whistleblowers
Satety Policy 1 Status Reports N“:‘"“Par'y .
Standards Risk Assessments anagemen
Resources Incident Reports. i "
i Salely Bolicy Operations Reports
Policy. stds. A — Standards
— rojac Resources
Hazard Analyses Operations
Safety Standards T Hazard Analyses Safety-Related Changes Management
Progress Reports
S Progress Repotts Work Instructions } change requests
. Audit reports
Documentation
5 Problem reports
erating
SalCoetaints Test reports gpgrallgg Procedures Operating Process
Standards
Hazard Anal
Test Requirements Raz‘" 4 ) y:fs
viaw Resul Human Controller(s)
Implementation f
and assurance Automated
Safety Revised Controller
Reports operating procedures g
Manufacturing gazard A?a:ysgs Software revisions Actuator(s) | Sensor(s) |
ocumentation Hardh L{
Management Design Rationale ! Physical
. Process
Work safety reports Malntenar!ce
Procedures | audits andEvalgtion Problem Reports
work logs Incidents
inspections Change Requests
Manufacturing Pertormance Audits

Socio-technical interaction failures

>

N

/ KAERI
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Safety Case
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Discussion: A Harmonized Safety Analyses

Sffety Maturity Model index (SMMi)

P

STAMP

1
Control input or
external information
wrong or missing
Controller
@ Inadequate Control
Algorithm
— 3 . Process Model ™
(Flaws in creation, inconsistent,
process changes, incomplete, or
incorrect modification incorrect
iR or adaptation) Inadequate or
ineffective ar missing missing feedback
control action
Feedback Delays
Actuator Sensor
® >
Inadequate @
Inadequate
operation Operguon
Incorrect or no
Delayed information provided
operation Measurement
inaccuracies
Controlled Process
Feedback delays
Controller 2 @ Component failures Y
Conflicting control actions SHngeR VBstis
- —_—
Process input Process output
TSSING B Wiog conmbules;:o
Unidentified or system hazard
out-of-range
disturbance

Components interaction failures

Socio-technical interaction failures

>

N

/ KAERI

OHR QK|
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)3 Safety Case (good evidences)



Suggestion: A Harmonized Safety Analyses
Safety Maturity Model index (SMMi)

A
/ STAMP
/ STPA

\ Component failures
\\ Components interaction failures

Socio-technical interaction failures

>
Safety Case (good evidences)
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THANK YOU

For a Safer World

) Jslee@kaeri.re.kr
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Goal: A Harmonized Dependability Engineering?
Safety Maturity Model index (SMMi)

] -

Acceptance Level

Safety Analysis Methods
+ 1 ‘Reliability Analysis Methods

A

@® Harmonization

of technologies 4 Security Analysis Methods

4 Formal V&V Met

Interaction between the development, V&Y,
and dependability analyses lifecycles
A >

® Integration of dependability analysig,
for system and components

SW

v

A 4

v

HW

(72}

Plan Req. Design Code Integ. v  Lifecycle

»
»

Safety Syst ® Integration through lifecycle
and Components

>
Safety Case (good evidences)

' )
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M | S‘_Tstem is safe+ | —I

Discussion:

Argument by, All Components and
. . Interactions between them are zafe
Building Safety Case ___ (whole-part decompositon)-

through means-ends and * i
WhOIQ-part traceability Interactions between

components are safed

systeme

‘ Each Component is safed

N

Py

Whole-Part Traceability — S s e e
Safety Analysed Effectivelve Whole-Part
Traceabilitys

Traceability between S.As and

safety analysis results belonging /\
. . Argument by, All Hazards Argument by, All 8,As have

to dlfferent abStraCtlonS have been addressed in the been Developed Appropriately

Entire Life cycle {means- in the Entire Life cycle (means-
i ends absfractioni+’

7 Phases considered for

- safety analysis+
Means-Ends Traceability — e — Tk Phaad |
- All Hazards have been addresseds+ All 5.As have been Developed Appropriately{ |
Traceability between S.As and |
safety analysis results belonging s s
. safety anajyfis
to different phases
Context:+
S_A identifieds :
; For Each S.A: All Hazards S.As represents implements
Ref.Svstem "1 have been addressede the S.As and S.Rs in
Development « Previous Phases+

Documentation v

Evidence from:
Means-Ends
Traceability+

)

e o 5= -1 (U=t Yo" b P KONKUK
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Background:

Safety Analysis and V&V

e

C /KAERI

Functional
Properties

Reliability

Robustness

Process
Properties

Traceability

Functionality

Security

Verifiability

Unambiguity

PLC

RPS

ESF-
CCS

S

SA and V&YV Techniques

(1) REVIEW &
INSPECTION

!

(2) TESTING

|

(3) FORMAL
VERIFICATION

Traceability

Complete-

| ness

Consistency

Correctness

Functionality
(1) FMEA
Accuracy
Timing/Sizing (2) HAZOP
Robustness 3) FTA
<Safety
Analysis

Properties>

<V&vV
Properties>
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Means-Ends-and-Whole-Part Safety-Analysis—

Safety Enforcement

Safety Verification

)

vvvvvvvvvvvvvvvvvvvvvv

ﬁvﬂ(’le' Environment System Human Hardware Software KNICS Methods
Level Means- 2 :
Ends Safety Enforcement | Safety PLC RPS
Verification i
Purposes, I
! Safety constraints WHY\ E /W HY STPA STPA
i [ SA
functions N < : 5 /}N HAZOP HAZOP
; General WHAT | Design SW Desigr] SW Design
functi WHY; HOW SA HY FBD FTA
nctions \ < E /NV HAZOP
4 Physical WHAT Code SW Code | SW Code
processes HO SA HAZOP FBD FTA
N\ ; pad
s | Physical | Integratior] Integratio
form HOW HAZOP HAZOP
SA: Safety Analysis, FBD: Function Block Diagram
e
o1 Kj 1R 30



S afetv Enaineering E

Reliability Safety Design
Process Process Process

System Requirements
Definition

v

System Design

Preliminary System
Hazard Analysis

System Hazards
/ System FTA \

Hardware FTA

Software Hazards

A

Software Safety Plan

A

Software
Requirements
Specification

Software
Requirements HAZOP

A

A

Software
Design HAZOP

Software
Design FTA

Software Design

A

Software FTA

/ | v
................................................................... IRREING Software Code, CT,IT, ST, and |
Code, Test CM Reports e
HAZOP

A

System, Hardware, Sof’é\?/ﬂgza(%aléses
Operator Faults

PDS, COTS Software

Minimal Cut Set,
Reliability
Analysis

ReI%%Clﬁ’t")gggfé?ftK)n%ﬁysis Do) Eheinge
&por

FMEA: Failure Mode and Effect Analysis
HAZOP: Hazard and Operability, FTA: Fault Tree
A RDYPite-Developed Software, COTS: Commercial-Off-
: LTI PNE TRt | KT SoNvs The-Shelf
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