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Introduction
— Safety-Critical Software in Nuclear Power Plants
— Software Development Process

Background
— FBD

Verification Framework
— VIS Equivalence Checking
— SMV Model Checking
— Case Study

Conclusion & Future Work



lnrt ~ +1
INUTOGUCTION

« Safety-Critical Software in Nuclear Power Plants
— RPS (Reactor Protection System)
— ESF-CCS (Engineering Safety Features Component Control System)

Containment Structure
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» A Software Development Process for RPS in KNICS APR-1400 NPP

— (http://www.knics.re.kr/english/eindex.html)

Informal
Specification

C Program

FBD Program Testing

Formal
Specification
(NuSCR)

POSFA PLC
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FBD (Function Block Diagram)

— |EC 61131-3 standard declared 5 programming languages for PLC (s, b, IL, SFc, FBD)
— KNICS consortium decided to use FBD to program KNICS RPS software

— Sequential Interconnections between function blocks

1.28(14)
SEL
th_Prev_X_Pretrip[=>—— G
INO
A427(13) oM =203 0
LE INT HaglH A
- FBI_1_29(15)
£ X TOF
1.26(12) IN Q 1.30(16)
SUB_INT k_Trip_Delay [=—— PT ET —aa SEL
k_X_Pretrip_Setpaint = 1.25(11)
k_X_Pretrip_Hys [==— o 0[=—— INO
GE_INT 1——1 INT
fX[—r
k_X_Pretrip_Setpoint [=——
A.32(17)
MOVE

——{=>th_Prev_X_Pretrip

th_X_Pretrip
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e In design phase,
« Two different formal verifications to verify FBD programs efficiently,

» Based on our experience on KNICS RPS for 7 years
— Equivalence Checking : VIS verification system (ver.2.0)
— Model Checking : Cadence SMV model checker

SMV
Model Checking

FBDo

Equivalence Checking
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« SMV Model Checking with LTL properties
— Cadence SMV model checker (nttp:/www.kenmcmil.com/smv.htmi)
» An extension of SMV from CMU
« CTL/LTL model checking
* Two front-ends
— SMV input programs (for CTL/LTL properties)
— Verilog program (for LTL properties)

— FBD Verifier 1.0 (http://dslab.konkuk.ac.kr/Nuclear-Design/FBD_Verifier.htm)
» Translates FBD into Verilog automatically
* Properties are inserted into Verilog programs (through “assert” statement)
» Executes Cadence SMV with translated Verilog program seamlessly




1. Read an FBD program in standard XML format

2. Translate the FBD into an equivalent Verilog program

File Verify Help

£ PLC

(o)

€ || 55 JeelFBD Verifier 1.0 (200611 by jeon)FBD2Viexample\F D_RISING

(a]

€™ |D1Researchi(7) Miss JeelF BD Verifier 1.0 (200611 by jeon)\FBD2Viexample\F B<_RISH

IN1 1=
ADD
IN1 :=
T3P,
INZ =
HYS)

PTRIP_LOGIC :=
SEL
= =
AND
IN1 =

INL

TNZ 1=
IND :=

INl :=

]

PV_OUT,

ETSE),

PTRIF_LOGIC),

PTRIP_ LOGIC,

L

1]

W Verilog

module main (clk, HYS,
input <lk;
input [7:0]
input [7:0]
input [7:0]
reg [7:0]
reg
reg [7:0]
input [7:0]
reg [7:0]
reg
req [7:0]
wire [8:0]
wire
wire [7:07
wire [8:0]
Wire
wWire [7:0]
wire
Wwlire [8:0]
wlire
wire [8:0]
//constants
assign HYS = 1;
assign MAXCNT = 5

s
L

MAXCNT, PHYS, PV_OUT);

HY3;

MAXCNT
PHYS;
PTRIF_CNT;
PTRIP_LOGIC;
PT3P;
EV_OUT;
TRIFP CNT;
TRIP_LOGIC;
T3FP;

PTRIP_CNT_ out;
PTRIP_LOGIC_l;
PTSP_1;

TRIP CHNT out;
TRIF LOGIC 1;

TP _1;
TRIP_LOGIC out;
T3F_out;
FTRIP_LOGIC_out;
PT3P_out;

41

g2l

2]

[SMV ended with code 0




3. Execute Cadence SMV model checker

File Prop View Goto History Abstraction Help

Browser | Properties | Resuits | gone] Using | Groups

Name | Layer | =
B, {top level:
PTRIP_LOGIC
PTRIP_LOGIC_1
PTRIP_LOGIC_2

PTSP out

4

Source | Trace | Log |

File Show

module main (elk, PV _OUT, TRIP _LOGIC out, TSP out, PTRIP_LOGIC out, PTSP out): |-
//constants
‘define HYS [u]
‘define PHYS lu]
‘define PTSP_K 1]
‘define TSP_K [u] |
input clk:
reqg PTRIP_LOGIC:
reqg [7:0] PTSE;
input [7:0] FY_OUT:
reg TRIP_LOGIC:
reg [7:0] TEP:
wire TRIP_LOGIC_l:
wire [7:0] TSP_1;
wire TRIP_LOGIC_2:
wire [7:0] T3P_2:
wire TRIP_LOGIC 3:
wire [7:0] TSP_3:
output TRIP_LOGIC out;
outpuc [7:0]) TSP_out; d

I-search:l
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 SMV model checking for KNCIS RPS BP & CP
— Performed to up-to-date whole KNICS-RPS-SDS231 Rev.02

# of pages of # of # of # of
System TEEUIEMERE function blocks variables el
Spec. (Natural lang.) Verilog model
BP 190 1,335 1,038 7,862
CP 163 1,623 820 3,085

— Found a few, not many important verification results

System BP CP
# of Properties 216 83
Incorrect Logic 14 6
Omission 0 2
Found Errors Ambiguous Logic 4 0
Incorrect FBD 13 5
Incorrect Design 16 0
Total # of Errors 47 13
Distinct # of Errors 10 3
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» Behavioral Equivalence Checking between two FBD programs
— VIS verification system 2.0 (http://embedded.eecs.berkeley.edu/research/vis//)

» Widely used in hardware design,
— Simulation
— CTL model checking
— Equivalence checking
— Etc.

* Reads Verilog program

* But, no graphical interface

— VIS Analyzer 1.0 (nttp://dslab.konkuk.ac.kr/Nuclear-Design/VIS_Analyzer.htm)
« Seamless execution of VIS verifications
— vI2mv 2 read_blif_mv - flatten_hierarchy - seq_verify , simulate
« Automatic reorganization of verification result through VIS simulation




1. Read two Verilog programs

_Jgﬁﬁép”gfﬂﬁi

file Run Help

CAKC 2007 TelthomelvISivis- 2 Mexamples\RFSIFBD_Verifiertth_X_Pretrip_Manusz

ﬁvmz

CAKC 2007 Telthomely1Sivis- 2 Mexamples\RPSIFBD_Verifierth_X_Pretrip_Mech 1

-

typedef enum {30, =31} th_x_Pretrip_state;
typedef enum {TO, T1, TZ, T3, T4, TS5, Ta, T7,
T&#, TS, Ti0, T1i1, T1Z, T13, T14, T15, T14,
T17, T18, T1%, TZ0} timer state;

‘"define k_Pretrip Setpoint 30
‘define k_X Pretrip Hys 10
// define k_Trip Delay 20

// th_X_Pretrip module
module th_X_Pretrip(elk, £_X, th_X_Pretrip);

input clk;
input[0:6] £_X;
output th X_Pretrip; m

//integer wire E_x;
//integer £ X;
wire th ¥ Pretrip;

th X Pretrip_state reg state;
reg th_Prev_X_Pretrip;
timer_state reg timer;

initial state = 31;
initial th_Prev_X_Pretrip = 1;
initial timer = TO;

I

assign th_X_Pretrip =
“k_Pretrip Setpoint

(ztate==80 && f_X <=
“k_X Pretrip Hys)?1:

(state==380 && £ X >
"k_Pretrip Setpoint - “k_X Pretrip Hys &&
timer == T5)720:

(state==S0 && £ X >
‘k_Pretrip_ Setpoint - “k_X_ Pretrip Hys &&
timer != T5)7?1:

(state==81 && f_X =<

4]

~k _Pretrin Setnointl 21

g2

e

typedef enum {30, 21, =2Z} th_X_Pretrip_state;
typedef enum {TO, T1, TZ, T3, T4, TS5, Ta, T7,
T§, TS, Ti0, Ti1, T1Z, T13, T14, T15, T14,
T17, T18, T1%, TZ0} timer state;

‘"define k_Pretrip Setpoint 30
‘define k_X Pretrip Hys 10
// define k_Trip Delay 20

// th_X_Pretrip module
module th_X_Pretrip(clk, £_X, th_X_Pretrip);

input clk;
input[0:6] £_X;
output th X_Pretrip;

/finteger wire ‘E_H;
//integer £ X;
wire th_ ¥ Pretrip;

th X Pretrip_state reg state;
reg th_Prev_X_Pretrip;
timer_state reg timer;

initial state = 30;
initial th_Prev_X_Pretrip = 1;
initial timer = TO;

wire Cond a 1;
wire Cond b 1;
wire Cond ¢ 1;

assign Cond_a_ 1 = (f_X >= "k_Pretrip_Setpoint);
assign Cond_b_1 = ((f_X »>=
“k_Pretrip_Setpoint) && (timer == T3));

//essign Cond_e 1 = (f X < “k_Pretrip_Setpoint =

> =

13



--Goes to state 1:

state: 3l
timer$NTEZ: T1
timer: Tl
--0n input:
f_X<0=:0
f_¥<l>:1

£ X<Z2>:1
f_X<3>:1
f_X<d4>:1
f_¥<5=:0

£ ¥<@x:l

2. Execute VIS equivalen

--Goes to state Z:
timer$NTK2: T2
timer:TZ

--0On input:
<Unchanged>

--Goes to state 3:
timer$NTRZ : T3
timer:T3

-=-0n input:
<Unchanged>

--Goes to state 4:
timer$NTEZ: T4
timer:T4

--On input:
<Unchanged>

--Goes to state 5:
timer$NTKZ: TS5
timer: TS

--0n input:
<Unchanged>

--Goes to state &:
state$NTKZ: S0

state: 32
th_Prev_X_Pretrip$NTRZ:0
th_Prev X Pretrip:0

--0n input:

<Unchanged>

--Goes to state 7:
timer§NTKZ : TO
timer:T0O

-=-On input:
£_X<3>:0

£_x<a»:0

Hetworks are NOT seguentially equivalent.

vis> vis release 2.0 (compiled Sat Jun 14 12:02:34 2008)
wvis> wig> vis> vis> vis> # vis release 2.0 (compiled Sat Jun

Ready

checking

3. Execute

File Run Help

o' @ [

Networks are NOT seguentially equivalent.

vis> vis release 2.0 (compiled Sat Jun 14 12:02:36 2008)
vis>» vis> wvis> vis> vis> # vis release 2.0 (compiled Sat
Jun 14 12:0Z:36 2008)

# Network: th_X_Pretrip

# Input Vectors File: inputVectorl.txt

.inputs f_X<0> f_X<1> f_x<2> f_X<3> f_X<4> f_X<5> f_ X<é>
.latches state th Prev X Pretrip timer

.outputs th_X Pretrip

+initial 81 1 TO

. start_vwvectors

# £ %<0> £ X<1> £ X<2> £ X<3> f X<4> £ X<5> £ X<G> ; state
th Prev_X Pretrip timer ; th X Pretrip

0111101211 ; 311T1T0 ; 1

01111011; 81171 ;1

0111101; 811712 ; 1

0111101 ; 81173 ;1

0111101; 81174 ; 1

011110121 ; 311715 ;0O

01102100 ; 80075 ;O

0110100 ; s300T0 ; 1

# Final State : 30 0 TO

vis> vis release 2.0 {(compiled Sat Jun 14 12:02:36 2008)

vis> vis> vis> vis> vis> # vis release 2.0 (compiled Zat
Jun 14 1Z2:0Z:36 2008)

# Network: th_X_Pretrip

# Input Vectors File: inputVector2.txt

VIS simulation

Jinputs  f£_X<0> f_x<1> f_X<2> £ _X<3> f_x<4> f_x<5> f_X<&>
.latches state th Prev X Pretrip timer

.outputs th_X Pretrip

vinitial S0 1 TO

.start wvectors

# £ x<0> £ _X<1> f_x<2> f_X<3> f_X<4> f_X<5> f_X<6> ;
th Prev_X Pretrip timer ; th_X_Pretrip

state

0111101211 ; 31T0 ; 1
01121101 ; 81171l ;1
0111101; 811712 ; 1
0111101 ; 81173 ; 1
0111101; 811714 ; 1
011110121 ; 311715 ;0O
0110100 ; 82 0T5 ; 0O
0110100 ; 8 0T0 ; 0O
# Final State : 82 0 TO

[Ready




4. Display a full trace for counterexample

.r"
.

EH.

=)

File10Output File20utput File1State File2State
0 Initial Initial Initial S11 710 50170
1 61 1 1 S11 T S11T1
2 61 1 1 S11712 51172
3 61 1 1 151173 51173
1 61 1 1 S1174 51174
5 B 1 1 S11715 51175
B 61 0 0 50075 52075
7 52 0 0 S007T0 52070
B 52 1 0 [Nl Null

15
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VIS equivalence checking for KNCIS RPS BP

— We didn’t meet the schedule, so a few official verification results are left only.
* Requirements: KNICS-RPS-SRS101 Rev.00 (prototype)
* Original FBD: KNICS-RPS-SDS101 Rev.00 (prototype)
 Compared FBD: Synthesized automatically from the requirements spec.

— Found several errors

Compared FBD Original FBD

Trip Logic Error Type (Num. of Errors) | (Num. of Errors)
Fixed Set-Point Rising Trip Syntactic
without Operating Bypass Logical

Manual Reset Variable Set-Point Trip Syntactic
without Operating Bypass Logical

o O o o
N W — O

BP: Bistable Processor in RPS
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SMV
Model Checking

 We proposed a software verification framework
— Target: KNICS RPS
e HW: PLC (programmable Logic Controller)
e SW: FBD (runction Block Diagram) 7
— Two verification techniques together
 SMV Model Checking (Cadence SMV + FBD Verifier) Equivalence Checking
* VIS Equivalence Checking (vIS 2.0 + VIS Analyzer)
— They performed the formal verification of KNICS RPS sufficiently.

FBDy

 We're planning
— A combined tool-set (FBD Verifier + VIS analyzer) with enhanced GUIs
— Enhance through applying to other systems (e.g. ESF-CCS)

17





