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A Formal Methods based Software Development Methods

for Digital Controllers in Nuclear Power Plants
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Abstract: Software safety is an important issue for real-time embedded control systems such as
PLCs (Programmable Logic Controllers) in nuclear power plants. Use of formal method to formally
specify and verify software is strongly recommended by the most safety experts and government
authorities. This paper introduces our experience in developing KNICS consortium's RPS (Reactor
Protection System) software with support of formal methods in comparison with existing

development methods.
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3. Development Process
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4. Verification & Validation Process

4.1 SMV Model Checking for NuSCR Specification (CTL)
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4. Verification & Validation Process

4.2 SMV Model Checking for FBD Programs (LTL)
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4. Verification & Validation Process

4.3 VIS Equivalence Checking for FBD Programs
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5. Safety Analysis Process

5.1 Templates for FTA of NuSCR Formal Specification

transition Sa->Se¢

transition Sb->Sc

I

transition Sg->Sc

e

transition Sh->8c¢

Sa att-p
{81, out=k0}

C2att-p

Sbat tp
{51, cut:=k1}

C2attp

Sgatt-p
{51, out:=k3}

C2attp

Shatt-p
{51, out=kd}

C2 att-p

C2 generation
node

/\

C2 generation

node

JAN

5.2 Templates for FTA of FBD Programs

Failure of output

comming from
AND#: Output value
is undesirable

FAIL_AND#

A

G2 generation
node

JAN

C2 generation
node

JAN

[
Failure at internal
loperation for an AND
function block

[

If BOOL, check a
fault of inverter
insertion fomission at
output port of ANDZ

[
Check a fault of
output variable
fssighment at output
port of ANDZ, if ANY

Check a fault of
proper FB selection
for AND# (incorrect,

omission, addition)

A value on the
output port of AND#
is 0: OUT(AND#)=0,

Undesirable

F_INTO_AND#

CF_INVO_AND#

CF_OVN_AND#

CF_PFB_AND#

S0_OG_AND#

O

O

O

O

A value on the
output port of AND#
is 1: OUT(AND#)=1,

Undesirable

S1_OG_AND#

Fail to 0 at IN1 port Fail to 0 at IN2 port Fail to 1 at IN1 port Fail to 1 at IN2 port
of AND# of AND# of AND# of AND#
FO_INL_AND# | | FO_IN2_AND# | | FL_INI_AND# | | F1_IN2_AND#

If BOOL, check a
fault of inverter
insertion fomission at

IN1 of AND#

Check further from
IN1 when
IN1(AND#)=0 and
this is undesirable.

If BOOL, check a
fault of inverter
insertion fomission at
IN1 of AND#

Check further from
1 when

IN1(AND#)=1 and

this is undesirable.

CF_INVINI_AND#

SO_INT_AND#

CF_INVINI_AND#

S1_INI_AND#

O

L]

O

L]




6. Summary
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