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o OFME S AAE (Safety critical system)
— AFE 7 safety analysis& &% 2t 2| 50| E= (7| setdd BEO| 2|A)
S 83l safety requirementS Y

&2 =FEO| A|IA”RIES THA 22 hazard analysisE

Hazard: ‘A potential source of harm’ (IEC 61508)
Hazard analysis: system/software2| &Z{&Ql 2|&of Cist =M (HAH/EZ/2lu & e
- QHHE0] et AA=/AZEQ O HE Al IS 240 52
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- Hazard analysis

— A2/ EQIN | Ard/riskZt & 4 A= HAHE ¢

‘A process that explores and identifies conditions that are not identified by the normal
design review and testing process. The scope of hazard analysis extends beyond plant
design basis events by including abnormal events and plant operations with degraded
equipment and plant systems.”
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Hazard analysisO| = Ctfet 7[#E0| 71E &[0 H&EE

— FMEA, FTA, HAZOP
— STPA, Safety case, ECFA &

Management
or supervisor

Systemic factors
failure

- T 1

ECFA (Event Causal Factor Analysis) example

Systemic condtions
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Unclear Staff not
b setu familiar w LAack qf Contributing factors
Patient P communication
instructions patient
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Patient Patient Beam
Tra{ﬂnr::':“unit = changed »| positioned on »| Beam selected »| positioned - t:?a?;i:ugmn"ngr Primary events
treatment unit couch incorrectly ge
)
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Field/target
connection
missing

Contributing factors
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Systemic condtions
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. 2t 2N 7|Hg FNE sto] 2YY
— Hazard 222 U=57| ?loiM= 24 4 &4 7|82 245 49 27t J=
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1. Tree-based 2. Worksheet-based

Tree HEHC| CHO|O] DS O|85t= &4 7| ¥ Worksheet table2 0|&3t= &4 7|8
FTA FMEA
ETA HAZOP
Cause consequence analysis PHA/PHL
MORT Fault hazard analysis

System hazard analysis

{Safetyrequirement/eriteria—analysis)
3. Other diagram 4. Others

7|Et CIO|O{ Ol O|&3t= =4 7| ¥ el AluE| 24
Event and causal factor analysis Checklist
Sequentially-timed event plot Scenario analysis
{Petri-net-analysis) What-if analysis
{Sreak—<ircuitanalysis) (Change analysis)
STPA ('H7H) Safety case (‘'H7H)
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« AMZEE 24 hazard analysis@| 24 A|Z/5H (cause-result)Of CHoH & A

Cause Result

Cause n Result | |
- PSS oo 'aéia,.,ﬂi;"“ Efect l.._ CheC k||St | ;
| | \ \
FTA ale ¢ | |
| | What-if o >‘

| |
| | | |
FMEA ¢ > | |
| I ERA f ﬁ‘
| | \ |
| | \ \
HAZOP ¢ . > . ,
| | Scenario ® )
| |
| | | |
STPA & . CA ‘ >
' |

@ - Analysis Starting Point
@ : Analysis Starting Point

S 'DEPENDABLE SOFTWARE I{ l EONKUK 8

LABORATORY TUNTVERSITY


http://cse.konkuk.ac.kr/

Tree diagram: tree 242
Worksheet: table 245
STPA: 24 245
STEP/ECFA: event 82~

Checklist, scenario analysis: question 822~

Safety case: safety argument 82~
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Cause

Tree diagram

Result

Checklist, what-if analysis, scenario analysis

Safety Case

Question analysis

Basic (Middle)
FTA, S —
(FTA) event event Accident
ETA) Initial Pivotal | + Accident
event event
Worksheet - Causal factor
- Secondary
cause
Cause
Item ———» Failure 4: Effect ; Hazard/Risk
- Immediate effect
- Function/purpose - Failure Mode - System effect
- Component - Deviation - Consequence - Systom sffect
- Parameter - subsystem
STPA
Accident/Hazard Safety constraints Control structure
Cause UCA
STEP/ECFA &
vent sequence
chain
Event - - Event | > Event - > Event

Goal
Strategy

Solution (Evidence)

-
Safety argument <
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Cause Result
|
Tree diagram

Basic ate Middle ate .

(FTA) -9 ( ) 9 Accident
event event

ETA) Initial - Pivotal » Accident
event event

Worksheet - Causal factor
- Secondary
cause
Cause
Item —_— Failure > Effect Hazard/Risk
. - Immediate effect
- Function/purpose - Failure Mode - System effect - System effect
- Component - Deviation - Consequence y
- Parameter - subsystem
STPA
Accident/Hazard Safety constraints Control structure
Cause I < UCA
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' STEP/ECFA

Event sequence
chain

Event = Event == Event = Event

Checklist, what-if analysis, scenario analysis

Question analysis

Safety Case
! Goal

Safety argument > Strategy

Solution (Evidence)
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— 1. Basic usage relation (usage traceability)
AMHE 7IELR o 4 Vg fasS A - B HRALR 'AME St FH A
TG NS Z2MA0M 7MY B2EHO| MEFE 20| dE &= 2
So| OfY ZZo B EE 35 FR)

dF F7I0M HY dE=

(838 T
2 =20Me FHEe 7idS ¢ &4 2M2=z fldil= &4 Zujof 0|88
..)U|J|JUI L rativlialc LIGLCGU“lLy}
B4l = 4+ U= traceability

=0.
« 7 2| failure/hazard/cause S 0|Al support ZHA 2

%l 2 B0 B3

Basic
event

= Qeist 22 Ho|

O ™= =

Accident

(Middle)

event

Example

- Causal factor
- Secondary

cause
Cause
Iltem »  Failure > Effect Hazard/Risk
- Function/purpose . - Immediate effect
- Component - Failure Mode - System effect - System effect
- Parameter - Deviation - Consequence
- Operability - subsystem
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Relation between (from - to)
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Description

(1) Basic event — (2) Failure

Failure equivalent trace

(1) Basic event — (2) ltem

rE
Ho
fu

Component related trace 2

(1) Accident — (2) Hazard/Risk

Accident equivalent trace

(2) Item - (3) control structure

Basic component trace

(2) Effect/Hazard — (3) UCA/state variable

Failure relation

(2) Failure/effect/hazard — (4) Event

Failure event equivalent contents traceability

(4) Event — (5) question

Question extraction traceability

2 (Hazard/Risk) -> 1 (Accident)

1 (Accident)t HAZSHM 2 (Haza 1H =2
— LD

Mo

2 (Failure) -> 1 (Accident)

1 (Accident)@} HZASHA] 2 (Failurey = v v — =

2 (Failure) -> 4 (Event)

2 (Hazard/Risk) — 3 (Accident/Hazard)

(
4 (Event)Q| initial O 2 (Failure)Q| Y2 22 EAM 75
2 (

Hazard/Risk) can help to identify the hazard for 3
(Accident/Hazard)
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System Hazard model Demonstration model
Description (String) Type (String) Description (String)
Descrption (String) T
‘ Safety case
Componem Hazard Element Relation to Description (String)
g:;ﬁ;ﬁ::%s{tﬁng) Description (String) Description (5tring)
B 5
|
STPA
Checklist STEP/ECFA Tree Worksheet
e - : : Type_Name (Strin Type_Name (5tring) Type_Name (string)
Description (string) Description ;ftn ng) Dye':s’;cﬁ Hon ((Stringg)J Desciiption (String) Description (String)
% i FUY i} i) i)
=
|
List Event — | ‘
Analysis elatic to : Event UCA Event Item
Description (String) Description (String) Ven
Analysis relatio t
Type (String) Mo (Value) Type (5tring) Type (String)
Description (String) Description (String) Description (Stnng) Description (String)
Part of-
| Relation to
Analysis relatio to

Type (String)
Description (String)

Lo

Deviate by

Failure Mode

Type (String)
Description (String)

nalysis relatio t:

Event

Type (String)
Description (String)

Lo

(a) HA technique 84 O|EtZ
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Description (String)

Demonstration model

Type (5tring)
Description (Stning

'y

Description (String)

|

Analysis relati

T

Worksheet T Safety case
Type_Mame (5tnng) proent R o Description (String)
Descﬁpticm (Stnng) h (string)
T i) 0
|
STPA
Item Failure Mode Event eet .
iate nalysis relatio t ring) Type_MName (String)
Type (String) sy Type (String) Type _(String] . hing) Description (String)
Description (String) Description (String) Description (String) || 4§ [P ‘?
| ] I
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Description (Strng)

Analysis relatic to

Event

Type (5tring)
Descrption (String)

Relation to
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Type (5tring)
Description (Strng)
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<<Stereotype>>
Relation to

= o
=HdE
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Trace model
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<<stereatype>>
Analysis relation to

Consequence to
Caused by
Caused by gate

<<Stereotype>>

Failure Mode

Part of Deviate by

Relation to

MName (String)
Description (String)

Failure mode
Deviation
Failure

««Stereotype>»
Event

<<Stereotype> >
ltem

|

Item

Component
Parameter
Function
Controller
Controlled process

<<Stereotype>>

Hazard Event

(b) HA technique 7|2

| ‘,‘dl 7 LABORATORY
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Event
Failure/Accident
Intermediate event
Basic event

Initial event
Pivotal event
Conseguence
Cause

Effect

Hazard

=

<< Stereotype> >
Trigger Event

Situation
Trigger condition

27 HEt2 2

<< Stereatypes==
Hazard model

Type (String)
Description (String)

I

OF
oF

et

J
J

1F

Trace Relation

Type (String)
Description (String)

1
2
Hazard Element Relation to
Description (String) Description (String)
(c) HA technique =& 27 OjgtZ =
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Sensor
) ) Too soon/Too late )
CA Provided Not provided Early exited
Soon Late
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Element

Description

FMEA

STPA

Hazard

UCA

Same contents 1

Failure mode

Cause (event)

Same item traceability 2

Item

Cause (Event)

Implicit item traceability 3
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