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Introduction

- QX B A A- (safety-critical system)2| AT EQ0f gt F7}
— Safety demonstration of the software is also important for safety

— How demonstrate the software is safe among several development artifacts?
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. Safety case pattern
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Problem: Which scope/contents are appropriate for safety case patterns (for nuclear power plants)?
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Safety case

« AMAHO| OtXTIE MESIY| @3t FXRXO|T HA|™HO X7 X

— D H (Goal)& F-d5t7| et ™E} (Strategy) 2t A (Solution/evidence)& TTZH L Z K| A|
« =2 system/software2| acceptably safeS THCHS|7| @I XA X 0l & g

— Goal, Argument, EvidenceZ O|F0{Zl &N X A
Goal : BHE B E FHStnx} st S8
«Argument : 7t EdES 20[7] e TEF (Strategy)
*Evidence : S8 242 SUE & = U= 2A (Solution)

« GSN (Goal structuring notation)
— Safety Case2| 1= & A|[AH 22 H#IGHY| 2ot YWE & StLt

Evidence

Assumption,
Justification

(Solution)

Evidence Evidence

(Solution) (Solution)

i Goal
Strateqy i /\
Goal (Argument) : Strategy Strategy
i (Argument) (Argument)
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Safety case pattern

- Safety case structureE ML E IALESH7| {6 X Qtel 7=
— Design pattern languageE 7|82 E refined
— The process of safety case construction and reuse can be made more systematic

« GSN/CAE :Z 0| A patternZtE ot F7+ =L 23
— Uninstantiation, undeveloped
— Multiplicity
— Expression
— Optional extension

HSFM HSFMAccept SysHaz
All causes of hazardous
software failure mode are

accpetable

Hazardous software

failure mode System level hazard

SWDefn
Pattern language in existed paper
Software definition

Pattern name and classification

HSFMOmissionAccept

Intent All causes of Hazardous
Motivation Software Failure Mode

li ili {HSFM} of type omission HSFMLateAccept
App icabi 'ty are acceptable All causes of Hazardous
Structure Software Failure Mode

.. {HSFM} of type Late are
Ea fi‘ltlctl)pa nt'S Context of -'- . o cen acceptame

ollaborations (Commission, Value,

C DefOmFM Early) Contbxt of
onsequencgs v
Implementation Definition of Omission DefLateFM

Text Failure Mode
Known uses Definition of Omission

Failure Mode

Related patterns
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Classification of the pattern structure/contents

* Specification =0 et 2 /FE e HH /g HEe W& F7I517| 2l

ot L= o
-4709 2/ 7= M

— Specification =& (detail) O] 57t =& & HA/H0| E 2739t instantiation contents &2
eInstance 24| X7 =7} Aot X[ 278 LHE(=T)2
« XHAFE Q| =HEHdof Ciot nBlo| WI|AH &
— Specification =&0| AT =& & 20| Bt L 80| 57t
«CH&) (target)Of| 2t 2ot L& F-d8i7HH 240 80|
HSE= WEL HEof et o2 AFESH= 2o|7t Zdad

5 4 98
No. Classification Description H| 1 (-7 %)
Cztr;l;)cot;:;ln NotationS2| T+ & (structure)Tt2 2 T4 2-11 ([4][5])
, Flfl:t-;t:‘\;? 2 #%Wlﬁng—g%lgbstraction)% 1036 (5117
composition (e.g. All hazard mitigation) S)
Concrete contents Rk Emlo'—loﬂasblc’s‘f;ifgn &S Zgtsl (35

el eEe (e.g. failure type &2l)

Detailed contents e ®2 %2 abstraction, 123 (6]
composition safety case?| instance0f =&
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Classification of the pattern structure/contents

Structural decomposition
- =X HY S22 510] M&k= I
- ol A #2 7= oy 7 Met + &4
- TXREE AFE
Detailed contents composition
— Safety case instanced| 2™t HHX=E NS
— M2 instantiation

=

G1

All hazards for {s ::
system} are acceptably
mitigated

— Alert and Warnin
/systemstates 9

| System operating [<—————— The driver has been made

‘Alerts
| Aettsaresufficent |
o notify the driver /"
—

S1

Mitigate each identified
hazard

Teltales/indicators/text
messages have been
made selectable by the
driver

Telltalesfindicatoraftext
messages have been
repeatable in an
automatic sequence

The colour of telltales and
indicators is compliant
"+ with International and
Company Standards

\ i / e e | .
IS B Waming
YThe driver will \
e —— \a:l aDDraDHaIe\y /
Driver constraint T
L o * \\
Colour Repeatable Selectable Language

Text messages have
been developed in the
required languages

— HA|X[S] M, HtE, 0] S| XIM[st LHES =

— vl

=1

G2

{h :: hazard} is
acceptably mitigated

A

lsignal Type Loudness

Grientation =
Telltales are un-obscured Telltales and indicators. Teitares and mdicators Telltales and indicators Telliales and indicators which Appropriate text

and placed perceptually are visible from the are readly identfiable are visible under all share @ common space have messages have been
upllghl tothe driver drivers seat lighting conditions been i displayed

Signal is of sufficient
loudness to be heard

Signal duration has
appropriate durations

o J ﬂso 2575 ™~
- \
Dl /\ | 1SO Standard for | A, —
Identifier ;\ automotive controls, Colour Repeatable Selectable Language
Symbols \_telliales and indicators /\

Identification of telltales and —— | he colour of telltales and | | T e Text messages have
indicators has been placed on or Symbols have used used T — - indicators is compliant messages have been messages have been been developed in the:
adjacent to the telltales and 10 identify system states ( 1~/ Company Ny with International and repeatable in an made selectable by the required languages
indicators that they identify 7 Standards ‘('; ~~" | Company Standards automatic sequence driver

Company specific /

\ standards
A3 .

—
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Classification of the pattern structure/contents

« High-level contents composition G
- _LIII-:_% —T—Z':_g-l abstraction —JF—;.I_SO'”A-I X'”‘g_ Failure hazards of
.. . . L. i System {s :: system} are
— E.g. mitigation of all hazardous failure, Identifying all hazards in system mitigated

» Concrete contents composition

C1
Physical architecture
breakdown of System {s ::
system} as given by physical
break table {pt ::
physicalbreakdownTable}

— (2) THA ECt CHaof XtAM|ot HEIXE =8
— E.g. specific failure modes in software/system
* (omission, commission, early, value, late)

/ s1
Argument over physical

architecture breakdown

HSFM

HSFMAccept SysHaz

G2

Mitigating all subsystem
failures can mitigate
system failure

All causes of hazardous
software failure mode are
accpetable

Hazardous software

failure mode System level hazard

Subsystem {ss :: system}
failure hazard is
mitigated

SWDefn

<

Instantiation0ll 2 L{ 0] 2@

Software definition

HSFMOmissionAccept

All causes of Hazardous
Software Failure Mode

{HSFM} of type omission HSFMLateAccept
are acceptable All causes of Hazardous
l @ Software Failure Mode
{HSFM} of type Late are
Contextof . eeeecer acceptable - = -
(Commission, Ve, ST InstantiationA| HSE|= Lf-&0| Ctet

Definition of Omission
Failure Mode

DefLateFM

Definition of Omission
Failure Mode
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Considerations of the classification

L 2 25 8 128 ME
No. Classification Description
Structural _ o ol — o o S o
1 . - "Eo| fAxHOl LHE0HE XN3ot7| 20 B2 LHE0| 2o X| %S
composition
- =2 £F9| abstraction@ 2 I8l CrYst CHA QI Mo ofX|7}t
o
High-level ==
, Cjntents _ ol =ojolo] A Mg Its
N - THAHEE O] = X8 M 7471 2™ 25l 0F o= L& 0| Biof &
composition OIX AZX Q|AFO Xt o| o OF&ll Xl A O|O
— Y =& 0[] safety case 22| Q|7 S EH = US
-T2 HEo| IjEHI L Mgt
- offE =0 AHAQI LfEO0| Eotk|0 fAMSH =091, CHao| CHet
Concrete MAIEEO| =3
3 contents - U™t HES XNEFEHoE N = US
composition - M EO| TYAFRO| Xt 2= SOOI, CHAMS| ™Rl Ao Mt
— XIF A E|&= argument 0| Holl & 42
Setaile - FHAO0| D XFM|TH LHE 2 2 Q8| instance MAI0| &
etaile
- I{HO| EtZ o 2 St= CHAOEF HE80| 80|5t, RfAIE/H0| ZOtH
4 contents

composition

- AA| instanceS Hoks % Tho| XOIF X
- X8 Y9It BhHE Ol E
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Considerations of the classification

* SW in nuclear power plants
— B0 fak crst Jie AEE0| ZEE: 0| S HHE S 2 safety demonstrations 1%

ol 2e

*Hazard analysis, safety requirements, V&V, formal verification, Etc.

AR LHHA safety SWE CHAC 2 2

=l safety case Atz 20l

Case

Strategy

Sub-goal

M

Argument by satisfaction of all the desired safety
requirements

Desired safety requirements for BP are not missed at all
development phases
The BP SW satisfies all the identified safety requirements

Argument by safety analysis activities

Important SW contributable system hazards are not
missed

Remaining or newly introduced hazards through lifecycle
are managed

)

Argument over V&V to demonstrate functional
correctness

There is no logical fault in BP
Formal proof that the software requirement satisfies
safety properties

Argument over elimination or mitigation of hazards

Argument over reliability demonstration activities Etc.
Argument over software development process
T 8% 25 SWE g2z 5t UK CHot strategy, sub-goal 20| CH2A| LIEHH

(safety demonstration2 /5l Ct

ot argument= 2 HIE# 2= o)

Ol0f S0f IEE Cior S 74

B

Sl T |

— Domain specific ot T{H or HEX +=F2| iH A CtAES HHSH= +=F0f|M E/d0| HfEHE]
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- Safety case pattern 240 He| 2F 0| CHt 0&

— For safety software in nuclear power plants
- OIS B3 TAIS HIEO 2 3

— 4 EHA[E & structural, high-level contents, concrete contents, detailed contents

::

M= =0 Cfet 2F0UHS =
— Pattern2| 2|O|0 A =& 2Hd(1) &
— 22 safety case pattern 24 ZE M| A0 CHet AR E A= T

— AR A0 AT EQOE A O Z 3t safety case patternZif 2t EE5H T
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(1)

A Safety Case Pattern for Model-Based Development Approach

Composition of Safety Argument Patterns [4]

Applying Safety Case Pattern to Generate Assurance Cases for Safety-Critical Systems
A Security Argument Pattern for Medical Device Assurance Cases

Arguing from Hazard Analysis in Safety Cases: A Modular Argument Pattern
Assurance of Automotive Safety — A Safety Case Approach [6]

Arguing Software Compliance with ISO 26262

Accident Avoidance Pattern: Improving Knowledge for Safety Critical Domains
A Software Safety Argument Pattern Catalogue

The Safety of Software — Constructing and Assuring Arguments [3]

Arguing safety - a systematic approach to managing safety cases [5]

Safety Case Patterns: Theory and Applications [7]

Safety Cases for Advanced Control Software: Safety Case Patterns

)
Rethinking of Strategy for Safety Argument Development
Argument Schemes in Computer System Safety Engineering

3)

Principled Construction of Software Safety Case

Safety Cases: A review of Challenges

A Systematic Approach for Developing Software Safety Arguments

Software Safety Arguments: Toward a Systematic Categorization of Evidence
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z.DEPENDAELE SOFTWARE

S

- ME™ X E EXAEZESAS 2ZEQ0 AHUES T2 CHY
— Argument by satisfaction of all the desired safety requirements
*Desired safety requirements for BP are not missed at all development phases
— Design specification for BP includes all the desired safety requirements
— Software requirements specification includes all the desired safety requirements
— Software design specification include all the desired safety requirements
*The BP SW satisfies all the identified safety requirements

— Argument by V&V activities
— Argument by safety analysis activities

*Important SW contributable system hazards are not missed
*Remaining or newly introduced hazards through lifecycle are managed

c1

Bistable Processor (BP)
is a part of Reactor
Protection System (RPS)

deweloped by DOOSAN

G1

The BP SW is acceptably
safe to operate on PLC

A1

The PLC on which
the BP program
runs is reliable

CONTEXT
c2
The PLC is POSAFE-Q ¥ Bniext of
PLC developed by GOAL
PONUTECH
CONTEXT
Is sptved by

c3
$1

Argument by safisfaction
of all the desired safety
requirements

All identified s afety

f
requirements are .. IRicoRiexio

STRATEGY

CONTEXT

ASSUMPTION
Is solved by
[>] 52
Argument by safety

) - In context of
analysis activities

Al identified operating

hazards are ..

STRATEGY

CONTEXT

EONEUK
LABORATORY KU UNTVERSITY
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- (2) EXE ASHOY 2= EQ0o] etEd 242 It Safety Case 2| Arguments 7

ok & X}
= =
— Argument over V&V to demonstrate functional correctness

*There is no logical fault in BP
«Formal proof that the software requirement satisfies safety properties

— Argument over elimination or mitigation of hazards
— Argument over reliability demonstration activities
— Argument over software development process

/‘S‘l /
/ e
/ Argument over
/ verfication ang /

/ valdation to
demonsirate /
/ functional -:vrte:?r-ess/’

STRATEGY [

/ \ /
B8P (Distable processon is a ’ ,:\ 2
\ software /
) . S X
= = In comfirot—__ | 61 _—ArrTEntest of CONTET
e ———— B Is acceptadly safe 1o operate g
A At — — within PLC ——— >
e In confed or——3y”
/ \G————BTTONe oL Tedt A = AT Y
{ Safety demonstration of Y = — - : o \
( PLC hardware (3eated }’ LE—" OO > \
\ aiready Snishaddy y 1 7
N hardware engneoes ,-A
_AssuwrT \

SAFE™ means hat BP (SW

5 funchionally ang

non-funcsonally corract
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