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FMAE (Failure Mode and Effect Analysis)
HAZOP (HAZard and Operability analysis)
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Conditions 1 2

£ VAR OVER_PWR_Trip Status = false f_VAR_OVER_PWR_Val_Out =

x g f_WAR_OWER_PWR_Trip_SP /

= th_WAR_OVER_PWR_Trip_Logic = false
Action 1 2 Mormal  j— > Waiting
f_VAR_OVER_FWR_Trip SF := h_VAR_OVER_PWR_Int_SF . ~
f_WAR_OVER_PWR_Val_Out ==
f_VAR_OVER_DWR_Trip SP := £ VAR OVER_PWR_Trip SP_t0 ~ f_WAR_OVER_PWR _Trip_SP
- th_WVAR_OWVER_PWE_Trip_Logic (= false

SDT (Structured Decision Table) FSM (Finite State Machine)

Cond_a a
and not cond_d

TTS (Timed Transition System)

not cond_a
and not cond_d

Cond_a : f_X >= k_X_Trip_Setpoint

Cond_b : [k_Trip_Delay, k_Trip_Delay]
(f X >= k_X_Trip_Setpoint
and h X OB Sta = 0)
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Controller

Process Model

Control Action Feedback

Controlled Process
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Congress and Legislatures

Government Reports
Legislation l T Lobbying
Hearings and open meetings
Accidents
Government Regulatory Agencies
Industry Associations,

User Associations, Unions,
Insurance Companies, Courts

Regulations
Certification Info.
Slandand,; Change reports
Gertification Whistleblowers
Cegd paniiies Accidents and incidents
Case Law
Company
Management
Salety Policy Status Reports
Standards Risk Assessments
Resources Incident Reports
Palicy, stds. Project

= Management

-—

Hazard Analyses
Safety—Relaled Changes

Salety Standards J F Hazard Analyses
Progress Reports

Progress Reports
Design,
Documentation

Salety Constrainis

Test reponts
Standards

| SYSTEM OPERATIONS |

Congress and Legislatures
Government Reports
‘ Lobbying
Hearings and open meaetings
Accidents

Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Legislation L

gegulatlons Accident and Incident reparts
tan?ards Operations reports
Certification Maintenance Reports
Legal penalties Change reports
Gase Law Whistlsblowers
Company
Management
Saémz::g: Operations Reports
Resources
Operations
Management

Change requesls
Audit reports
Problem reports

Waork Instructions

Operating Assumptions
Operating Procedures

Operating Process

Hazard Analyses
Test Requirements Ve

Review Results

Implementation
and assurance
Safety
Reports

Hazard Analyses

Revised
operaling procedures

Human Controller(s)

Automated
Controller

Manufacturing Documentation

Software revisions
Hardware replacements

Sensor(s) |

¥
| Actuator(s

Physical
Process

Management Design Rationale
Wark safety reports. Maintenance
Procedufes audits and Evolution
work legs
inspections

Manufacturing

Problem Reports
Incidents
Change Requests

Performance Audits
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STPA (System-Theoretic Process Analysis) 7 | 212 STAMPO]| 7|BtSH O™ A E A4 7| =

STAMP 2 20| A B 5 =l 7|
Control/Feedback1} Z+& At

0 1

- STPA Q- 24 7| &9l Zut= A[AHE S /=™ 0H 2EE = Unsafe Control Action
(UCA) | &+A 3! Unsafe Control Action2| &9l 249

STPA -3 47

S1. At {1, S2. Control

K| QEALSH & O| Structure ==
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ren  Search fun File Window Help

chg,ovﬁjv&vﬁz ) e - Sy CTMaker &
o } NuSCRRunner

DEPENDABLE SOFTWARE
LABORATORY 8



KU 5oy

NUSTPA - NuSTPAS| L X

» Eclipse Rich Client Platform= 7|EtO 2 J7{{&tst £ 4

* Data Model : STPA &A1 =21 0f & @5t G| O| K

_

* NuSTPA Diagram Editor : STPA =M= =215} 7| 2|t T 7|

- ContextTable Maker, NuSCR Runner : NuSCRZ & A| =l Process Model=
AFE S STPA S30]| S} EtSF= Unsafe Control Action XSO 2 =

ContextTable Maker. NuSCR Runner
NuSTPA Diagram Editor

NuSTPA Data Model

Eclipse Rich Client Platform
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NuSTPA Diagram Editor

Graphical editor for
Control Structure
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A Nustpa Application

== 1

File Edit Diagram Segrch Run File Window Help
Q- SEEA-Lil-

Tahoma 9 - - v v|

|d] gefaultll.nustpa_diagram i3

IS

& 4 SAFETY LOMTRAINTS ¥ x

4 Horzerd #1 4 Safety Constraint 1 ¥ hocident 11

cident 12

4 Harzard @2 4 Safety Comstraint @2

& Harrard i 4 Safety Constraint 03 [ recidert ua |
¥ ControlStructure
4 Comtroller
[+ I
4 th_boor_tontroller_is_moving_End_Tine [4, S, 6]
4 th_Door_Controller_is_noving [true, false]
4 £ Boer_Comtroller_is_emerpenzy [true, felse]
4 £ Door_Controller_current_oosition [0, 25, 56, 75, 100]
4 £ Poor_omtroller_is_person_in_deoreay [true, false]

4 £_Door_toatroller_door_sction [true, false]

Comtrol 81 Fandnack_ 01

[ 4 (ontrolled Process
I o P
4 h_Boor_(ontroller_iz_at_platform [true, falwa]
4 £ Boar_Contraller_train_speed [0, 60, 18]
4 h_Door_Controller_is_at_olatform State [after_platforn, before_platform, at_platforn]

4 th_Door_Contraller_iz_moving_State [Stopeed, Moving]

4 th_oor_Controller_is moving_Start Tine [4, 5, 61

‘Eg:bfva%v?.?v |I|||I}:(Ev‘?ﬂ% -

= 8 Efl}ut'lineﬁg ® E[jv:ﬁ
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h & -
- L
(= Objects 40
< Accident

< Accidents

4 Actuator

< ControlStru...
4 Controller
< Hazard

<4 Hazards
<4 Process
< ProcessHodel
. 4 safetyConst...
 Unsafe Control Action Table
4 SafetyConst...
<4 Sensor
<4 UnsafeContr...

4 Varisble

(= Connections 42
) ¢ Contral [T Properties &3

4 Feedback

4 Relation .
< Undefined

< Target

4 Unszfe Control Action Teble Core

Rulers & Grid

Appearance

Tool bar for components of

Control Structure to add

Property ¥

Description
Name
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B Mustpa Application
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File Edit
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Disgram Search Run

|d] *RPS_StudyCase.nustpa_diagram [

4 HAZAS

4 Harzard 01
4 Horzard 02

4 Harzard 03

4 ControlStructure

4 Comtroller

NN 2 02 L

File Window Help
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4 Safety Constraint 02 < Accident ——
Accident
4 Safety Constraint 03 4 Accidents Fr———
4 Actuator | .
< ControlStru...
4 Controller
< Hazard
| < Hazards
3 Add Note 1 <4 Process
-
<+ ProcessModel
File
4 SafetyConst...
Edit 4+ Busafe Comtrol Action Toble 4 SafetyConst...
Delete from Diagram 4 Sensor
¥ Delete from Model
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Select FOD Select Output Can find and add variable o
f Process Model

select fod Select Qutput result

th_HI_LOG_POWER_Trip_Logic \ [true, false]
select fod Select Output f_HI_LOG_POWER_MT Query \ [true, false]
() g_LO_SG1_LEVEL *) f_HI_LOG_POWER_Val_Out f_HI_LOG_POWER_PV \ [0, 300, 600, 5087, 9242, 17885, 23642, 29400, 20700, 30000]
. h_H1_L0G_POER_Ptr_Logic f_HI_LOG_POWER_PY_Err \ [true, false]

f_HI_LOG_POWER_Val_Out \ [0, 300, 680, 5087, 9242, 17885, 23542, 29400, 29700, 30000]

© g_SG1_LO_FLOW
(©) g_HI_LOCAL_POWER

h_HI_LOG_POWER_Trip_Logic
-_HI_LOG_POWER_PV_Err

- HI_LOG_POWER_Ptrp_Out
-"HI L0G. POWER. Trip, OUt:
- HI_LOG_POWER_Op_Byp_Init
(©) £_HI_LOG_POWER_0B_Err

f_HI_LOG_POWER_Op_Byp_Init \ [true, false]

f_Mod_Err \ [true, false]

f_HI_LOG_POWER_PT Val \ [0, 388, 608, 5907, 9242, 17885, 23642, 29488, 29700, 38800]
f_HI_LOG_POWER_AT Query \ [true, false]

f_HI_LOG_POWER_Chan_Err \ [true, false]

f_HI_LOG_POWER_OB_Err \ [true, false]

£_HI_LOG_POWER_Trip_Out \ [true, false]

f_HI_LOG_POWER_AT Val \ [0, 300, 608, 5067, 9242, 17885, 23542, 20480, 29700, 38800]
f_HI_LOG_POWER_HT Val \ [0, 380, 608, 5067, 9242, 17885, 23542, 20480, 29780, 30800]
f_HI_LOG_POWER_Ptrp_Out \ [true, false]
f_HI_LOG_POWER_Opb_Rqst_MCR % [true, false]

_HI_LOG_POWER_Opb_Perm_In \ [true, false]
~ - _HI_LOG_POWER_Opb_Rqst_RSR % [true, false]
th_HI_LOG_POWER_Ptrp_Logic \ [true, false]
£_HI_LOG_POWER_PT_Query \ [true, false]
f_HI_LOG_POWER_Val_Out_t8 \ [8, 50, 100]
th_HI_LOG_POWER_Ptrp_Logic_State \ [Pretrip, Normal, Waiting]
th_HI_LOG_POWER_Trip_Logic_State \ [Trip, Normal, Waiting]
th_HI_LOG_POWER_Ptrp_Logic_Start_Time \ [479, 238, 481]
th_HI_LOG_POWER_Ptrp_Logic_End_Time \ [479, 480, 481]
th_HI_LOG_POWER_Trip_Logic_Start Time \ [479, 480, 481]
th_HI_LOG_POWER_Trip_Logic_End_Time \ [479, 480, 481]

< Back Next > ][ Finish ][ Cancel

Next > ][ Finish ][ Cancel

CHack | [_Einish ][ cancel
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Contro

| Action in Contro

er

_L0G_POWER Output : f_HI_LOG_POWER Trip Out

Cutput : 1_H1_LOG_POWER Trip_Out

sor
1_HI_LOG_POWER_Val,_Cut.
#_HI_LOG_POWER_Val_Gut
1_HI_LOG_POWER_Val,_Gut
1_HI_LOG_POWER_Va1_Gut
*_HI_LOG_POWER_Va1_tut
#_HI_LOG_POWER_Val,_Out
1_HI_LOG_POWER_Val,_Cut
1_HI_LOG_POWER_Val,_Dut
7_HI_LOG_POER Val_tut
1_HI_LOG_POWER_Val_Cut
#_HI_LOG_POWER_Val_Gut
1_HI_LOG_POWER_Va1,_Gut
1_HI_LOG_POWER_Va1_Gut
*_HI_LOG_POWER_Va_tut
1_HI_LOG_POWER_Val,_Cut
#_HI_LOG_POWER_Val_Gut
1_HI_LOG_PONER_Va1,_Gut
1_HI_LOG_POWER_Va1_Gut
1_HI_LOG_POWER_Val_Cut
#_HI_LOG_POWER_Val_Gut
1_HI_LOG_POWER_Val,_Gut
1_HI_LOG_POWER_Va1_Gut
*_HI_LOG_POWER_Val_Dut
1_HI_LOG_POWER_Val,_Cut
#_HI_LOG_POWER_Val_fut
1_HI_LOG_POWER, Va1 Cut

soTconsition
T_HI_LDG_POWER_FT_Query==True
#_AT_LG_POWER_PT_Query==True
1_T_LOG_POWER_T_Query==True
1_HT_LDG_POWER_PT_Query==True
T_HI_LOG_POWER_PT_Query==True
£ 4E_LOG_POWER_PT_Query==True
1_AI_LOG_POWER_PT_Query==True
1_HT_LDG_PORER_PT_Query==True
1_HI_LDG_POWER_PT_Query==True
T_HI_LDG_POWER_FT_Query==True
#_AT_LOG_POWER_PT_Query==True
1_I_LOG_POWER_FT_Query==True
1_HT_LDG_PORER_PT_Query==True
*_H1_LOG_POMER_PT_Quary=-True
1 4E_LOG_PORER_PT_Query==True
£_4T_LDG_PORER_PT_Query==True
1_HI_LOG_PORER_FT_Query==True
T_HI_LDG_POWER_PT_Query==True
T_HI_LDG_POWER_FT_Query==True
#_4T_L0G_POWER_PT_Query==True
1_I_LOG_POWER_FT_Query==True
1_AT_LDG_PORER_PT_Query==True
*_H1_LOG_POMER_PT_Quary==True
1_4E_LOG_PORER_PT_Query==True
£_4T_LG_PORER_PT_Query==True
1_HI_LOG_PORER_FT_Query==True

Result
#_HI_LOG_PONER_Val_Out=0
#_HI_LOG_PONER_Val_Out=t
¥_HI_L0G_PONER_Val_Qut=0
7_HI_LDG_POER_Va1_0ut=D
7_I_LOG_PONER_Va1_0ut=D
£_HI_LOG_PONER_Val_utd
£_HI_LOG_PONER_Val_ut=p
#_HI_L0G_PONER Va1_Out=0
7_HI_L0G_POER_Val_0ut=D
#_HI_LOG_POKER_Val_Out=0
#_HI_LOG_PONER_Val_Out=t
¥_HI_LOG_PONER_Val_Qut=0
7_HI_LDG_PONER_Va1_Out=D
*_HI_LOG_PONER_Va1_0ut=D
£_HI_LOG_PORER_Val_Out=8
#_HI_LOG_PONER_Val_Out=d
7_HI_L0G_POER_Val_Qut=0
7_HI_LOG_PONER_Va1_0ut=D
#_HI_LOG_POKER_Val_Out=0
#_HI_LOG_PONER_Val_Out=t
¥_HI_L0G_PONER_Val_Qut=0
¥_KI_L0G_POWER_Va1_0ut=3
*_HI_LOG_PONER_Va1_ut=D
£_HI_LOG_PORER_Val_Out=8
#_HI_LOG_PONER_Val_Out=d
¥_HI_LOG_POER_Val_Qut=0

s
th_HI_LOG_POWER_Trip_Logic
tn_HI_LOG_POWER_Trip Logic
th_HI_LOG_POWER Tris Logic
oK. LS. POWER_Trlp_Logle
tn_HI_L0G_POWER_Trip_Logic
tn_HI_L0G_POWER_Trip_Logic
th_HI_LOG_POWER Trip Logic
£h_KI_LOG_POWER Trlp Logic
tn_HI_L0G_POWER_Trip_Logle
th_HI_LES_POWER_Trip_Logic
tn_HI_LOG_POWER_Trip Logic
th_HI_LOG_POMER _Trip Logic
th_KI_LOG,_POMER_Trlp_Logle
tn_HI_L0G_POWER_Trip_Logic
th_HI_LES_POWER_Trip_Logic
th_KI_LOG_POWER Trip Logic
©N.HI_L0G,POWER_Tri_Logic
th_HI_LDG_POWER_Trlp_Loglc
th_HI_L0G_POWER_Trip_Logic
tn_HI_LOG_POWER_Trip Logic
th_HI_LOG_POMER Trip Logic
th_HI_LDG_POMER_Trlp_Logle
tn_HI_L0G_POWER_Trip_Logic
th_HI_LEG_POWER_Trip_Logic
th_KI_LOG_POWER Trip Logic
©N_HI_LOG,POWER_Tri_Logic

Fsnconaition
1_HI_LOG_PORER_Val_Dut <=k_WI_L0G_POWER_Trip_Set_WI_LOG_POWER_Trip_Hyst
#HI_LOG_POWER_Vs\_Out csic_WI_LOG_POMER_Trip_Setc_I_LOG_POWER_Trip Myt
1_H1_L0G_POWER_Va1_Dut<=k_HI_L0G_PINER_Trip_Set_WI_L0G_POWER Trip_Hyst
1_HI_LOG_POWER_Va1_Dut <xk_HT_LOG_PIMER_Trp_Setc_HI_LOG_POWER_Trlp_Fyst
7_H1_L0G_POWER_Va1_Dut<=k_HI_L0G_PINER_Irip_Set_WI_LOG_POWER_Trip_Hyst
#_HI_LOG_POWER_Vo\_Outcc_HI_LOG_POMER_Trip_Setic_WI_LOG_POWER_Trip_Myst
1_MI_LOG_POWER_Vel_Dut<=k_WI_L0G_POMER_Trip_Set_WI_LOG_POWER Trip_Myst
1_HT_LOG_POWER_Va1_Dut cxk_HI_LOG_PINER,Trip_Setc_I_LOG_POWER_Trip Hyst
7_41_L0G_POWER_Va1_Dut<-k_HI_L0G_PINER_Trip_Setk_WI_LOG_POWER_Trip_Hyst
1_HI_LOG_POWER_Val_Dut <=k_WI_L0G_POWER_Trip_Set_WI_LOG_POWER_Trip_Hyst
#HI_LOG_POWER_Vs\_Out csic_WI_LOG_POMER_Trip_Setc_I_LOG_POWER_Trip Myt
1_H1_L0G_POWER_Va1_Dut<=k_HI_L0G_PINER,_Trip_Set_WI_L0G_POWER Trip_Hyst
1_HI_LOG_POWER_Va1_Dut <xk_HT_LOG_PIMER,Trp_Setc_HI_LOG_POWER_Trlp_Hyst
7_H1_L0G_POWER_Val_Out<-k_HI_L0G_PINER._Trip_Setk_WI_L0G_POWER_Trip_Hyst
1_MI_LOG_PORER_Val_Dut <=k_WI_L0G_POWER_Trip_Set_WI_LOG_POWER_Trip_Myst
#MT_LOG_POWER_Vs1_Dut cxi_WI_LOG_POMER_Trip_Setc_I_LOC_POWER_Trip_Myst
1,41_L0G_POWER_Va1_Dut<=k_HI_L0G_PINER,_Trip_Set_WI_L0G_POWER, Trip Hyst
1_HT_LOG_POWER_Va1_Dut <rk_WI_LOG_PONER_Trp_Set_WI_LOG_POWER_Trlp_Hyst
1_HI_LOG_POWER_Val_Gut <=k_WI_L0G_POWER_Trip_Sets_WI_LOG_POWER_Trip_Hyst
#MI_LOG_POWER_Vs\_Out csic_WI_LOG_POMER_Trip_Setc_I_LOG_POWER_Trip Myt
1_H1_L0G_POWER_Va1_Dut<=k_HI_L0G_PINER_Trip_Set_WI_L0G_POWER Trip_Hyst
1_HI_LOG_POWER_Va1_Dut cxk_WI_LOG_PINER_Tr1p_Sete_HI_LOG_POWER_Trip_Hyst
7_H1_LG_POWER_Va\_Out<-k_HI_L0G_PINER._Trip_Setk_WI_L0G_POWER_Trip_Hyst
1_MI_LOG_PORER_Val_Dut <=k_WI_L0G_POWER_Trip_Set_WI_LOG_POWER Trip_Myst
#MT_LOG_POWER_Vs1_Dut cxi_WI_LOG_POER,Trip_Setc_I_LOC_POWER_Trip_Myst
1,41_L0G_POWER_Va1_Dut<=k_HI_L0G_PINER,_Trip_Setk_WI_LOG_POWER, Trip Hyst

Famcanaitiond *

True

True o

Einish
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