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Introduction

A Safety systems like nuclear I&C should be identified that hazard
or risk in systems are acceptably safe

A Also, software in these systems should be analyzed before used

Software hazard analysis S& dkh/ hm sdr nqg bnmsqgnkr rhes
hazards related to interfaces between the software and the system (including
hardware and human components). It includes analyzing the requirements,
design, code, user interfaces and changes (NIST 1993)

A NUREG/CR-6430 proposes the method for performing software

hazard analysis
A It proposes applicable methods and guide phrases
A HAZOP is introduced in NUREG/CR -6430 to apply guide phrases
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Software Hazard Analysis

A Analysis method in NUREG/CR -6430 had been used in Korea
reactor protection systems for PLC development

A Appropriate guide phrases and analysis process are selected and
applied
A NUREG/CR-6430 provides useful methods is able to be identified

A FPGA has received much attention from nuclear industry as an
alternative platform of PLC to  digital I&C system

A FPGA software also should be analyzed before used
A Using NUREG/CR-6430 methods may be applicable choice
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Software Hazard Analysis

________________________________________________________________________________________________________

A However, FPGA has a different development process PLC, since it
Is a hardware -based platform

A So, software hazard analysis with NUREG/CR -6430 need to
consider the applicability of methods

A Target is prototype version of SW requirements specification of
module in FPGA -based controllers

A We perform comparing analysis with analysis results of HAZOP
which is applied normal methods

A We perform the hazard analysis methods of NUREG/CR  -6430

Software Development Process for FPGA

SRS . )
RTL Design Synthesis | Gate-Level P&R
& Verilog, VHDL Design Layout FPGA
SDS 9 g

FPGA Software Engineering Tool
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NUREG/CR-6430: Software Hazard Analysis

A NUREG/CR-6430 proposes the software hazard analysis methods

A The method consists of considering software life cycle

A 1t does not fix the analysis techniques

A It also provides guide phrases to apply software
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NUREG/CR-6430: Hazard Analysis of Requirements

A Prerequisites to software hazard analysis

A Preparing PHL

A Performing PHA
A Assigning consequence level and probability

A Consisting of eight step of process

A Identifying risk of hazards
A Identifying requirements specification of system and safety function

1

]

Prepare a Preliminary Hazard List (PHL) for
the application system. This will contain a
list of all identified hazards, and will
generally be based on the reactor Safety
Analysis Report and the list of Postulated
Imtiating Events (PIE).

Prepare a Preliminary Hazard Analysis
(PHA) for the application system and
subsystems which have impact on the
software. This evaluates each of the hazards
contaimed in the PHL, and should describe
the expected impact of the software on each
hazard.

It 1s recommended that the PHA assign a
preliminary severity level to each hazard.
The method outlined m IEC 1226 1s
acceptable (see Appendix A 1.4 fora
discussion). This method assigns a level
code of A, B or C to each hazard, where “A”
15 assigned to the most critical software.

Carry out the required hazard investigations
and evaluations at the application system
and application subsystem level. This should
mclude an evaluation of the impact of
software on hazards.

There are at least four potential impacts of

software on each hazard (see IEEE 1228,
EEENDABLE SOFTWARE mmussed in Appendix A 1.1). These are:
LABORATORY

4. Assign a consequence level and probability
of occurrence to each identified hazard. The
tables shown in Figures 3 and 4 can be used
as a basis for this. These tables are based on
IEC 1226 and MilStd 882C, and are
discussed n Appendix A 14and A 12,
respectively.

5. Prepare a table like that m Figure 5 from the
tables created in step 4. Thus table can be
used to derive an estimate of risk for each
harzard.

Thus table matches the hazard severity
categories of Figure 3 to the hazard
probability levels of Figure 4 to obtain a
measure of overall risk. Thus, events with
critical severity and occasional probability
of occurrence are judged to have high risk.

6. For each hazard identified in the PHL, PHA
or other hazard analyses, identify its risk
level using the table prepared in step 5.

Prepare an application system requirements
specification.

Create and document a system design,
which shows the allocation of safety
functions to software components and other
system components and shows how the
software component and the remaining
application system components will
coordinate to address the hazards discovered
in previous analyses.

Prepare the remaining documents to the
extent required in order to specify, design,
mmplement, verify and analyze the software
component of the RPS. This includes
analysis of additional hazards introduced by
choice of specific digital hardware,
computer language, compiler, software
architecture, software design techmques, and
design rules. This analysis will be revisited
as digital system design and software design
are elaborated.
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NUREG/CR-6430: Hazard Analysis of Requirements

3.2. Analysis Procedures

A Hazard analysis of software
requirements specification

The following steps may be used to carry out the
requirements hazard analysis. The steps are
meant to help organize the process. Variations in
the process, as well as overlap in time among the
steps, is to be expected.

A 1t consists of 5 steps

A Identifying the hazards for
software responsible
Identifying the critical level
Matching each safety -critical
requirements in the SRS

1. Identifyy the hazards for which soffware is in
any way responsible. This identification
includes an estimate of the risk associated
with each hazard.

2. Identify the software crticality level
associated with each hazard and control
category. using the table in Figure 5.

Analyzing each requirements 3. Match each safety-critical requirement in the
software requirements specification (SES)
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level to each requirement.

4. Analvze each requirement using the guide
phrases in Figure 7 which are marked with
an “F.” These guide phrases are meant to
inifiate discussion and suggest possibilities
to consider, not to bound the analysis.

A Analyzing methods with
guide phrases

There are a great many phrases in Figure 7.
For any particular requirement. most of
these will not apply. For example only
about eight of the phrases would apply to the
example given at the beginning of Section 3.
Part of the analysis of this step is to select
the quality or qualities that apply to the
requirement, so that only applicable phrases
are used.

A Methods are not fixed

Appendix C. Software Tools for Hazard Analysis ...
C.1.Fault Tree Analysis ...
C.2 FMEA FMECA HAZOP .
C.3. Hazard Tracking .. ...
C.4. Markov Chain Modeling ...

lgﬂwmmﬂm sor C.5. Rehability Growth Modelmg...._..._.._...__
L

LABORATOR

3. Document the results of the analysis.
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NUREG/CR-6430: Guide Phrases

A NUREG/CR-6430 provides guide phrases for applying analysis

A 1t is able to support analyzing the hazard analysis of SW

A Fthcd ogg rdr bnmrhrsr ne Spt‘khslx
ogq rdrS§ |

Quality Aspect Phase Guide Phrases Aspects of Guide

Accuracy Sensor RADC Stuck at all zeroes Phrases
RADC Stuck at all ones
RADC Stuck elsewhere
RADC Below minimum range A Sensor
RADC Above maximum range A Actuator
RADC  Within range, but wrong A Operator
RADC Physical units are incorrect input/output
RADC Wrong data type or data size A Calculation

Actuator RADC Stuck at all zeroes A Message

RADC Stuck at all ones A Timing
RADC  Stuck elsewhere A Functionality
RADC Below minimum range A E

RADC Above maximum range
RADC Physical units are incorrect

— RADC Wrong data type or data size
S ' DEPENDABLE SOFTWARE KU EONEUK 9
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A HAZOP is used to identify and analyze hazards and operational
concerns of a system

A 1t utilizes key guide words and system diagrams

A Generally, HAZOP uses worksheet table to analyze

A There are several guide words which are used to analyze

HAZOP Worksheet Example HAZOP guide words
No

Reverse

Also

Early

Late

Part of

Before/After
Inadvertent

No. | Item | Function/Purpose | Parameter | Guide | Consequence | Cause | Hazard | Risk | Recommendation
Word

o Joo T To Bo o T I
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Software hazard analysis with two approaches to DFLC-N PM SW req.

SOFTWARE HAZARD ANALYSIS
WITH TWO APPROACHES
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Hazard Analysis of FPGA SW requirements

A We use software requirements of DFLC  -N PM to analyze

A SW requirement of DFLC -N PM is the prototype version of
FPGA-based controllers in NPPs
A It consists of 16 component and control software

A Hazard analysis of DFLC -N PM is performed with two approaches

A HAZOP with general worksheet and guide words
A HAZOP with the process of NUREG/CR-6430 and guide phrases
A We identify the usability of NUREG guides by through the

analysis

12
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Preliminary Hazard List

’ S - DEPENDABLE SOFTWARE
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LABORATORY KU s a. Operation failure by operator (bypass)

A We first identify the  preliminary hazard lists  of DFLC-N

A 1t reflects the characteristics of HW component

A Consisting of 4 main subjects

No. Preliminary Hazard List

R Process Module

Power supply

1 a. Loss of operating power

b. Over current
c. Overvoltage

Physical effects of internal/external

2 a. Fire occurrence
b. Physical impact
c. Radioactivity

Operation error

a. Operation error of application
b. Memory error/failure
3 c. Response time error(timing error, scan time)
d. Error diagnosis function failure
e. Lack of transmit capacity

f. LEDfailure

g. Disability of network

Operation failure

13
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Software Hazard Analysis with  NUREG/CR-6430 Guides

A We apply analysis methods of requirements analysis in
NUREG/CR-6430 process and guide phrases

A HAZOP is used to apply guide phrases and analyze

A Guide phrases are chosen to reflect the characteristics of FPGA
A Several guide phrases are not used to analyze

A Perform analyzing relations between PHL and hazards
A Because, it is able to analyze the effects of higher level of design or

design process in software life cycle

Consequence

Hazard

Item Function/ Parameter Guide
Purpose Phrases

9.2 Read and Read the Stuck atall

Operating  output the operating zeroes

voltage signal voltage

monitorin state value

g function

Stuck at all ones

Receive O regardless of
the current state
Change the state to err
when zero  value
continues  with  ten
cycles

Receive 1 regardless of
the current state

This  stuck makes

unreached error value

Display the normal
state when operating
voltage has normal

value

Display the error state
to a normal state for
abnormal  operating

voltage

Stuck elsewhere

Making opposite state

value is possible

Display the opposite

state to current

Below minimum Do not occur X
range
Above minimum Do not occur X

range

Within  range,
but wrong

Making opposite state
value is possible

Display the opposite
state to current

Physical  units
are incorrect

Do not receive any state
value by operating

power monitor

Cannot operate
normally with absence

value

EPENDABLE SOFTWARE I{ l ]’ KONEKUK Wrong data
LABORATORY TUNIVERSITY type or data size

Do not accur

X
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Software Hazard Analysis with

NUREG/CR-6430 Guides - 2
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