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Introduction
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Å Also, software in these systems should be analyzed before used

Å Safety systems like nuclear I&C should be identified that hazard 
or risk in systems are acceptably safe

Software hazard analysis ŚŒ dkhlhm`sdr nq bnmsqnkr rnesv`qd g`y`qcr `mc 
hazards related to interfaces between the software and the system (including 
hardware and human components). It includes analyzing the requirements, 
design, code, user interfaces and changes (NIST 1993)

Å NUREG/CR-6430 proposes the method for performing software 
hazard analysis
Å It proposes applicable methods and guide phrases
Å HAZOP is introduced in NUREG/CR -6430 to apply guide phrases
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Software Hazard Analysis
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Å Appropriate guide phrases and analysis process are selected and 
applied

Å NUREG/CR-6430 provides useful methods is able to be identified

Å FPGA has received much attention from nuclear industry as an 
alternative platform of PLC to digital I&C system

Å Analysis method in NUREG/CR -6430 had been used in Korea 
reactor protection systems for PLC development

Å FPGA software also should be analyzed before used
Å Using NUREG/CR-6430 methods may be applicable choice
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Software Hazard Analysis
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Å So, software hazard analysis with NUREG/CR -6430 need to 
consider the applicability of methods

Å However, FPGA has a different development process PLC, since it 
is a hardware -based platform

Software Development Process for FPGA
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ÅWe perform the hazard analysis methods of NUREG/CR -6430

Å Target is prototype version of SW requirements specification of 
module in FPGA -based controllers

Å We perform comparing analysis with analysis results of HAZOP 
which is applied normal methods
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NUREG/CR-6430: Software Hazard Analysis
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Å The method consists of considering software life cycle

Å It does not fix the analysis techniques

Å It also provides guide phrases to apply software

Å NUREG/CR-6430 proposes the software hazard analysis methods
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NUREG/CR-6430: Hazard Analysis of Requirements
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Å Consisting of eight step of process
Å Preparing PHL
Å Performing PHA
Å Assigning consequence level and probability 
Å Identifying risk of hazards
Å Identifying requirements specification of system and safety function 

Å Prerequisites to software hazard analysis 
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NUREG/CR-6430: Hazard Analysis of Requirements
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Å Hazard analysis of software 
requirements specification

Å It consists of 5 steps
Å Identifying the hazards for 

software responsible
Å Identifying the critical level
Å Matching each safety -critical 

requirements in the SRS
Å Analyzing each requirements 

using the guide phrases
Å Document the results

Å Analyzing methods with 
guide phrases

Å Methods are not fixed
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NUREG/CR-6430: Guide Phrases

Quality Aspect Phase Guide Phrases
Accuracy Sensor RADC Stuck at all zeroes

RADC Stuck at all ones
RADC Stuck elsewhere
RADC Below minimum range
RADC Above maximum range
RADC Within range, but wrong
RADC Physical units are incorrect
RADC Wrong data type or data size

Actuator RADC Stuck at all zeroes
RADC Stuck at all ones
RADC Stuck elsewhere
RADC Below minimum range
RADC Above maximum range
RADC Physical units are incorrect
RADC Wrong data type or data size
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Å It is able to support analyzing the hazard analysis of SW 

Å NUREG/CR-6430 provides guide phrases for applying analysis

Å Fthcd ogq`rdr bnmrhrsr ne Ŝpt`khsx+ŝ Ŝ`rodbs+ŝ Ŝog`rdŝ `mc Ŝfthcd 
ogq`rdrŝ

Aspects of Guide 
Phrases

Å Sensor
Å Actuator
Å Operator 

input/output
Å Calculation
Å Message
Å Timing
Å Functionality
Å Œ

http://cse.konkuk.ac.kr/


HAZOP
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Å HAZOP is used to identify and analyze hazards and operational 
concerns of a system

Å It utilizes key guide words and system diagrams 

Å Generally, HAZOP uses worksheet table to analyze

Å There are several guide words which are used to analyze

HAZOP guide words
Å No
Å Reverse
Å Also
Å Early
Å Late
Å Part of
Å Before/After
Å Inadvertent
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SOFTWARE HAZARD ANALYSIS 
WITH TWO APPROACHES

Software hazard analysis with two approaches to DFLC -N PM SW req.
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Hazard Analysis of FPGA SW requirements
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ÅWe use software requirements of DFLC -N PM to analyze

Å SW requirement of DFLC -N PM is the prototype version of 
FPGA-based controllers in NPPs

Å It consists of 16 component and control software

Å Hazard analysis of DFLC -N PM is performed with two approaches

Å HAZOP with general worksheet and guide words
Å HAZOP with the process of NUREG/CR-6430 and guide phrases
Å We identify the usability of NUREG guides by through the 

analysis
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Preliminary Hazard List

No. Preliminary Hazard List ŘProcess Module

1

Power supply
a. Loss of operating power
b. Over current
c. Overvoltage

2

Physical effects of internal/external
a. Fire occurrence
b. Physical impact
c. Radioactivity

3

Operation error
a. Operation error of application
b. Memory error/failure
c. Response time error(timing error, scan time)
d. Error diagnosis function failure
e. Lack of transmit capacity
f. LEDfailure
g. Disability of network

4 Operation failure
a. Operation failure by operator (bypass)
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ÅWe first identify the preliminary hazard lists of DFLC-N

Å It reflects the characteristics of HW component

Å Consisting of 4 main subjects
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Software Hazard Analysis with NUREG/CR-6430 Guides
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ÅWe apply analysis methods of requirements analysis in 
NUREG/CR-6430 process and guide phrases

Å Guide phrases are chosen to reflect the characteristics of FPGA
Å Several guide phrases are not used to analyze

Å Perform analyzing relations between PHL and hazards
Å Because, it is able to analyze the effects of higher level of design or 

design process in software life cycle

Å HAZOP is used to apply guide phrases and analyze
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Software Hazard Analysis with NUREG/CR-6430 Guides - 2
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