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Safety Analysis

Hazard Analysis

Hazard Analysis7} Safety AnalysisQ| B2 HE = X}X|S}X|2t, MA||= OfL|CH

EPENDABLE SOFTWARE 7
LABORATORY



Yutxoz,

Safety Analysis

d

ok

FoHA| =,
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1t AlE (SAHd 3 27 2HE A S)

Containment Structure

Pressurizer Steam
Generator

AT i
Control I
Rods
Reactor
Vessel
f Condenser

2%} AS (LAHdat 2 Qs AI8)
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MMIS (Man-Machine Interface System)

Instrumentation & Control (I&C: =X 0 A| AE)
Man-Machine Interface (MMI: FX|0{ &)
Human Factors Engineering (HFE: Q17+&35})

MMIS FH|ojd HZ
EPENDABLE SOFTWARE 14
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KNICS I&C

Emergency Operator
Facility - Console/ Local
Console
Technical Support Center Remote Sheitdown Room
SAFETY (Design Type 1) ! NON-SAFETY (Design Type 2) I Diverse System
A 'Y i [ l A
I ! |
| |
o QIAS-P 1AS-N |
sl o I| NAPSJSPAC:ESHAI& /CPS |
System ( m |
_____________________ n_____________:________ bt
N : v DCN-I |
Ca ; — |
Protection & DCN-Q I Datalink Server | I ®
Control | 3 | DMA
System I |
| BOP I
PPS/ > ESF-CCS || p-ccss T/G Control NIMS Monitoring | | | pps DIS
CPCS (NSSS/BOP ESFAS) NPCS/PCS System FIDAS System |
I ‘_I Note 1 I
| 7y
APC | APC |
wersss) | 1@ 3 |
L
Y
Remote
Multiplexers #
Mote 1 : RMS-BOP
' _J ¢ SMs
VMS
Plant Components & Sensors Lo
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X2 H|APYX|, @ .
MAG BAEl H7|7|7] U ASD 98 BFORO| WAYBU| T4
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1. 1Xt A=
2. SW Level 4 (ekk std. 1012)
3. SC (Safety-Critical) level

(1) RPS (2) ESF-CCS

(3) CPCS

17



RPS (Reactor Protection System)

SUXIE2EH S H S rrs)
- B AKtZ 2H HSHK| X} 4|
« 7|s: §XI2E MEotn SHAGHA X
° El‘-f-gl PLC(ProgrammabIe Logic Controller)E ?'-?.-_4
+ QIHEFOR QUSE 7|7|AE
- IEEE 6032] 37.12 2E= P‘ **ﬁl-?‘""'*
o IEEE 7-4.3.20] RZHAS UU=5l= S|EQ0 YU AZEQ 0] 74t

CHANNEL A CHANNEL B CHANNEL C CHANNEL D

1 ?_

| ATIP

Y ; I]
PLCs in cabinets (RPS) Channel Layout of KNICS RPS
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ESF-CCS (Engineering Safety Factors — Component Control System)

O
° _Iol'

(2.5

H: 2A7IE
I—

orH 2| 23 A&
AbLL B, LT'- Z2E o84 O|LHZ ||

=Q ZIA|HASO| MEX|0 EEHSH XHEAS A
. SIAS, CIAS, MSIS, CSAS, AFAS, CREVAS, FHEVAS, CPIAS

(ESF-CCS)

il

! |||\ |||||||||I|| |

LABORATORY

DABLE SOFTWARE

MCR/RSR

PLCs in cabinets (ESF-CCS) e, .., [ ﬁﬁﬁj o yﬁﬂ
= FIELD i <_ ____ FED =

a9 6.1 FHHGRRu-AAAiAE a0 74 Ref [1]1 19
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CPCS (core Protection Calculator System)

KU e

s O|E=, aR=HYUE AM
« X-dliH|S Ia*% n-mHEEHAULC 2 &, DNBR/LPD A4t §10],
X2 ERI MSE UHMA HSAHEOZ ME(2/4x2 48)

PLCs in cabinets (CPCS) - Westinghouse

DABLE SOFTWARE
LABORATORY
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MMIS SW

Safety Console

PPS/CPCS

=i

Dedicated H/W switches

Large Display Panel

RO
\fatap'e

cRE
et

RG Fixed

TO Fixed

CRs

Variap,

|:| Common platform for Safety 1&C
:l Common platform fer Non-safety 1&C
|:| Dedicated equipment for its function
I:l Computer server & peripherals
- Conventional HW compcenents

: Engineer
RT Safety Non-safe FPD ! ;
Initiation Initiation [Soft ControJ [Soft Cont‘g’o : [Display i Station
% i L ]
ITA Redundant Control & Monitgring Network I I I I I
ITS Alarm Program DB Control & Monitoring System Gat
General Sty Server Se?ver Server a=y e
R m— — - DPS PCS NPcs | | P-ccs| | FIDAS | | NIMs
ITS ; Sty Hyetant MTP ITP ' | QIAS-N RRS PP&LCS BOP ALMS
; e Sres | | HHER ] | oo 0
i Channelized Safety Bus i
i : : [ & A A 7 Y
L 1 1 1
' - - l 1
i PPS ESF- QIAS-P i
Safety (4 ch) ccs (A B) ;
Critical i {4 Ch) ]
i i
5 I s ) i SR SRS S e
?_I-EI Ao-l : DIS I ] ! . Remote /O E
B ! x| | -
== 1 4 Mapcs CIM |« !
CHAF i (4 Ch) ;
1 1 f f
: t Safety Components : Fission Non-safety Components
i (Sensors, Txs, Pumps, Valves, etc.) : Chamber {(Sensors, Txs, Pumps, Valves, etc.} ICl Sensors

APC-S : Auxiliary Process Cabinet — Safety, CIM : Component Interface Module, CPCS : Core Protection Calculator System, DIS : Diverse Indication System,
DMA : Diverse Manual ESF Actuation, DRCS : Digital Rod Control System, ENFMS : Ex-core Neutron Flux Monitoring System, FIDAS : Fixed In-core Detector
Amplifier System, NPCS : NSSS Process Control System, PCS : Power Control System, QIAS-P/N : Qualified Indication & Alarm System - PAMI / Non-safety

21
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At B E (Accident Models)

Traditional model

Chain-of-Event & &

vs.

New model




CHAIN-OF-EVENT MODEL &
TRADITIONAL HAZARD ANALYSIS
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Chain-of-Event 22

o o] A

=
| -

AI‘J_l_(Accident)g E'DI'XI '6'|-7| -?-I '5H kl

Ju

Ll
[¥]
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’ Moisture |

Use desiccant
to keep
moisture out
of tank.

FIGURE 10.4

Use stainless
steel or coat
of plate
carbon steel
to prevent
contact with
moisture.

Corrosion |— .| Weakened
metal

Operating
pressure

Reduce
pressure as
tank ages.

Overdesign
metal thickness
SO0 corrasion
will not reduce
strength to
failure point
during
foreseeable
lifetime.

and

K‘U KONKUK
UNIVERSITY

Equipment
damaged

LLocate tank
away from
equipment
susceptible to
damage.

rF’t'::rsv:mnei :
injured |

Tank | Fragments |
rupture projected
Use burst Provide mesh

diaphragm to
rupture before
tank does,
preventing
more extensive
damage and
fragmentation.

Keep personnel

screen to from vicinity of
contain tank while it is
possible pressurized.
fragments.

A model of the chain of events leading to the rupture of a pressurized tank. (Source: Adapted from
. Englewood Cliffs, N.J.:

Willie Hammer. Product Safety Management an
Prentice-Hall, 1980. Reprinted with permission of Mrs. W. Hammer.)

Ref [2]

EPENDABLE SOFTWARE
LABORATORY

ngineering, page
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Chain-of-Event B2

reliability

~~
o
(7]
>
@©
c
(]
=
(%]
=
o=
£
D
.|m
(]
Qo
o
el
o.
~

I (Root Cause)

=l

N
=l
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LasoraTor engineering electrical/mechanical/software; MA&S —

math & statistics; Mod. — moderate to in-depth. Ref [3]

Ch Gl J|H} OFX{AM BM J|HE
ain-of-Even =~
E a ; B— ; Q l; | | | g E
Technique Type Identify | Identify root | Life-cycle Qua]l;atl}-‘cﬁq Skill Lr:'\-'cl_of D
hazards causes phase uantitative detail
PHL CD-HAT yes no CD-PD qual. S8 min. I
PHA PD-HAT yes partially CD-PD qual. 58 Mod. D
SSHA DD-HAT yes yes DD qual. S5, Eng, M&S | in-depth I'D
SHA SD-HAT yes yes PD-DD-T qual. S8, Eng, M&S | in-depth I'D
O&SHA OD-HAT yes yes PD-DD-T qual. S8, Eng, M&S | in-depth I'D
HHA HD-HAT yes yes FD-DD-T qual. S8, Eng, M&S | in-depth I'D
SRCA RD-HAT partially no PD-DD qual. &8 in-depth —
SD.HAT t ; . " — OC L. RARC KA A ™
FTA DO-HAT partially yes PD-DD qual./qua
ETA SD-HAT partially partially PD-DD qual.fqua o EI
- i ially - ® L=
FMEA | DD-HAT | partially | partially PD-DD | qual./qus |]|' 2 =] EH =1 (301 0|4
FaHA DD-HAT yes partially PD-DD qual.
SD-HAT — EI' AI A E'" _o EH AlO E
FuHA DDHAT yes partially | CD-PD-DD qual. T = — o —
- -
SD-HAT . o C}QFSI I'IQ- :|'7-'"
SCA DD-HAT partially yes DD qual. O L=
LOFS |-I: A gl EX|
PNA | ppoar | petaly | no won o ® CFESE FEHE S £
SD-HAT )
MA DD-HAT pamal]}' o PD-DD qual.."quam. LI, L, VLGl IvaLea., Lr
BA SD-HAT yes partially PD-DD qual. 55, Eng Mod. I
BPA DD-HAT yes partially PD-DD qual. 58, Eng, M&S | in-depth D
HAZOP ]g[[]::..ﬂ:?r yes partially PD-DD qual. 58, Eng, M&S Mod. |
SD-HAT .
CCA DD-HAT yes partially PD-DD qual./quant. | 85, Eng, M&S Mod. D
SD-HAT - "
CCFA DD-HAT yes partially PD-DD qual. 55, Eng, M&S Mod. D
SD-HAT -
MORT DD.HAT yes partially PD-DD qual./quant. 58, M&S Mod. D
. SD-HAT ) L - -
SWSA DD-HAT yes partially CD-PD qual. 55, Eng, M&S Mod.
] H‘-@EPENDABLE sor LD — conceptual design; PD — preliminary design; DD — detailed design; T — testing; S5 — system safety; Eng — 29
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Fault Tree Analysis (FTA)

ny
[
]
o3
i
rir
Rl
|

.0
Wrong or inadequate /
treatment administered
00”.’0

.‘0 0"
o .:i
muy -
::r- :::‘ :: ::
FR Vital signs Vital signs exceed .
erroneously reported critical limits but not Clekst =2| AHO|E
=t as exceeding limits corrected in time
'.: :- i 0"’0
] ete. ;.':. R
Frequency of Computer Vital signs Nurse does
R measurement fails to raise not reported not respond ER
E too low alarm to alarm
E-l"r‘ o -: -:
Computer Nurse fails .
does not read Human sets Sensor
Ol0| = within required
'L-I |_| =

frequency

time limits too low

to input them
or does so

incorrectly

=
—_ [
FIGURE 14.3
EPENDABLE SOFTWARE
]93 LABORATORY

Portion of a fault tree for a patient monitoring system. Ref [3]

failure

30
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Failure Mode and Effect Analysis (FMEA)

rdo

o]

—

/ Failure Mode and Effects Analysis

System: if ﬂ !é Subsystem: (2) Mode/Phase: ( 3)
ltem Failure || Failure|| Causa .

Immediate | System (| Method of | Current | .-

Risk Recomm
Mode Rate || Factorg Effect Effect Detection

Controls Action

DABLE SOFTWARE
LABORATORY

—

O} IO O/ NORION RORROMONICRC

— N

—

———eee—

ure 13.8 Example FMEA worksheet 3—safety/ reliability. Ref [3]

31
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HAZard and OPerability (HAZOP)

nalysis

.| Item Function’

Purpose

Parameter [ Guide
Word

Consequence

Cause

Hazard | Risk |[Hecommendation| Comments

Guide Word

---------------------

----------------------

Figure 21 .Z/Fiec/ormnended HAZOP work%hee{\Ref [3]

1% 2l (Hazard)

---------------------

o]

| -

o
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Hazard Analysis@| M2 Atz (KNICS ALY)

Causal Models

lifecycle

System
Req. phase

SW Req.
SW design

SW Design
SW Code

33



Chain-of-Events 2 Ho| StA|A

Claimed by Prof. N. Leverson, MIT

-

& Q1 2t A| (causality) & L F ZIHE

oHA|

0=
1N
rot

C}.

Chain-of-Event 2 &2 o}2fo| AISHE=S CIEX| &=C}.

« Component interaction accidents (vs. component failure accidents)
Indirect or non-linear interactions and complexity

Systemic factors in accidents

Human “errors”

System design errors (including software errors)

Adaptation and migration toward states of increasing risk



STAMP & STPA
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STAMP (System-Theoretic Accident Model and Processes)

0] 7|9F6}0d, (not reliability theory)

Entire socio-technical system (not just technical part)
Component interaction accidents

Software and system design errors

Human errors

EPENDABLE SOFTWARE 3 6
LABORATORY
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Safety As A Control Problem

that arises when system
components interact with each other within a larger environment

related to behavior of system

components (physical, human, social) enforces that property

when interactions violate those constraints
(7.e., a lack of appropriate constraints on the interactions)

4 N

Goal is to control the behavior of the components and systems
as a whole to ensure
that safety constraints are enforced in the operating system.

| 4

EPENDABLE SOFTWARE 3 7
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STAMP

rather than

are the result of

Controller
Model of
Process
Control Feedback
Actions
A 4

Controlled Process

EPENDABLE SOFTWARE 3 8
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Structure?| 0j

|

EPENDABLE SOFTWARE
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SYSTEM DEVELOPMENT

Congress and Legislatures
Government Reports
Lobbying
Hearings and open meetings
Accidents

Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Legislation l

Regulations Certification Info.
gtan?ard_s Change reports

il el ‘ Whistleblowers
Legal penalties Accidents and incidents
Case Law

Company
Management

Safety Policy Status Reports

Standards Risk Assessments

Resources Incident Reports

Policy, stds.

Project
——— Management =

Safety Standards l Hazard Analyses
Progress Reports

Design,
Documentation

Safety Constraints
Standards
Test Requirements

Test reports
Hazard Analyses
Review Results

Implementation

Hazard Analyses
Safety—Related Changes
Progress Reports

SYSTEM OPERATIONS

Congress and Legislatures

Government Reports
] Lobbying
Hearings and open meetings
Accidents

Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Legislation l

Regulations
Standards
Certification
Legal penalties
Case Law

Accident and incident reports
Operations reports
Maintenance Reports
Change reports
Whistleblowers

Company
Management

Safety Policy
Standards
Resources

Operations Reports

Operations
Management

Change requests
Audit reparts

Problem reports

Work Instructions

Operating Assumptions
Operating Procedures

Operating Process

| Human Controller(s) |

!

Documentation
Design Rationale

Manufacturing
Management

Maintenance
and Evolution

safety reports
audits

work logs
inspections
Manufacturing

Work
Procedures

Ref [4]

and assurance i
Safety Revised Controller
' Reports operating procedures
Hazard Analyses
‘ Y Software revisions [Actuator(s)]  [Sensor(s)]

Hardware replacements

Physical
Process

Problem Reports
Incidents

Change Requests

Performance Audits

39



An Accident Occurs When

A. when models do not match actual processes

or / and

B. Control actions have problems such as

K KONKUK
UNTVERSITY

Controller

3

Feedback
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STPA (System Theoretic Process Analysis)

off 7]%gket

1. Identify a hazard

2. Construct a control structure for the hazard

3. Identify
unsafe control actions

EPENDABLE SOFTWARE
LABORATORY

e~
@troller \ 4. Identify causes of
Model of unsafe control actions
Process
Corjtrol Feedback
Actions

Controlled Process

N /

\/

41
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Main Step 1 : Identify Unsafe Control Actions

Control 1. Not given or 2. Given 3. Wrong 4. Stopped
Action not followed incorrectly timing or order too soon

42
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Main Step 2 : Identify Causes of Unsafe Control Actions

A. Z} Controller0j Lt Model of Process&

Controller
Model of
Process
Control Feedback
Actions

Controlled Process

EPENDABLE SOFTWARE 4 3
LABORATORY
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Main Step 2 : Identify Causes of Unsafe Control Actions

B. Zt unsafe control actionO| hazard?| €910| &

@

" Control input or
extermal information
WIDng of missing
Controller
(2} \nadequate Control
M ul i §?
— . ) .3 Process Model ™
(Flaws in creation, = inconsistent
process changes, . y
incorrect modification ! inmﬁ' o
I i or adaptation) Inadequate or
nappropriaie, missing feedback
ineffective or missing ng
control action
Feedback Delays
Actuator Sensor
(4) (3
" Inadequate o
P, Inadaq;;.’e
A
Incomect or no
Delayed information provided
operation Measurement
inaccuracies
Controlled Process
Controller 2 - \_{l_? Component failures Fe=d
Changes over i
Conflicting control actions 9= e
Process input rocess output
Ref 14 missing or wrong Flmnh'ihutesm
ef [4] Unidentified or system hazard

LABORATORY

out—of-range
EPENDABLE SOFTWARE disturbance 44
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Main Step 2 : Identify Causes of Unsafe Control Actions

C. Consider how the designed controls could degrade over time and
build in protection, including

a. Management of change procedure
b. Performance audit

c. Accident and incident analysis
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TUNTVERSITY
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CASE STUDY:
KNICS APR-1400 ESF-CCS
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ESF-CCS (Engineered Safety Features - Component Control System)

CSAS CREVAS

MCR/RSR
3
- QIAS 1= Qlas PE.
L A [ i
Divigion A Division B
] [
E,__‘ ETIR ‘ ‘ CcOoM ‘ | oo H g*——‘ ETIR | ‘ COM ‘ | coe H
E 3 ) 8
/ Iy 'y / _T?
B R
M e e oo Mo o]
s 3
y Y b Y
FIELD FIELD
Division C § [ [ ] Division D ] ] ]

L Y

L] [ ]
._‘ ETIP | | com | | CCW 't—{ ETIp | | com || ce
[ ) e 3 ) 1

3 [
o=} oo
¥ k. Y

i, ... [c0n cill,,.,, < PPS : Plant Protection System
=5 = — - RMS : Radiation Monitoring System

]}:ﬁmﬂﬁw Ref [1] 48

[

W= D— oo
3}
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Control Structure (High-Level)

ESF 7HA|Al1S

KU v

Operator
MCR/RSR
AHxH
45 ESF 7jA| M S IPS
ESFdl=z
ESF-CCS
ESF- SIAS state
Actuation
Field System
Coolant
Reactor

| DEPENDABLE SOFTWARE
LABORATORY

Information

Sensors

Temperature, pressure

49
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Control Structure (Low-Level)

Operator
y
MCR/RSR IPS
' | ESF-CCS GC | Trip State
CREVASO| =%t : -~ ! Signals
ol &% | Manual :
: ESF Initiation !
: > OR :
: Di Manual I
| iverse Manua LC COM !
: CIM ! ESF initiation
G G F]
PPS/RMS
Set(on) / Reset(off)
Reactor info.
ESF Actuation ESF state
Filed System Sensors
(temperature,
SIAS, CSAS9O| =t pressure, etc.)

Release coolant /

Block coolant — - > Reactor Reactor’s state
W2t~ B3 F(Cg): a boric acid solution)

S ' DEPENDABLE SOFTWARE 5 O

LABORATORY
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Control Structure (Final Version)

Operator
Manual Control T Reactor, ESF status
- MCR/RSR
CREVAS Operation MCR: Main Control Room
/I\ RSR: Remote Shutdown Room
. IPS: Information Processing System
Manual Control Signals IPS PPS: Plant Protection System
RMS: Radiation Management System
Set (on)/ Reset(off)
ESF-CCS
r—-—— - . 1 e e
|  ESF Actuation Filed | ESF initiation
| System |
: : PPS/RMS
I SIAS CSAS CREVAS | ESF state
I valves valves valves |
Reactor info.
- _ I
Sensors
R e \ (temperature,
! Reactor ! pressure, etc.)
SIAS, CSAS Operation ! ! i
1 1
! Ixt2 77| | Reactor’s state
1 1
1

DEFENDABLE SOFTWARE | 5 1
LABORATORY . E T T T TS T TSI ST E ST
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SIASO]| CHot STPA

52
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Hazards Identification

SIS : Safety Injection System

LABORATORY
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Control Structure

Manual Control Sign]i T ESF state
SIAS Initiation
ESF-CCS < PPS <
SIAS On/ Off N Reactor info.
y
ESF S

Actuation (ter::esrg::re

SFleld ESF state pressure, etc.)

stem
y A
Reactor ;
Release coolant / Reactor’s state
Block coolant
PPSOIM FSEl= AXFURE H0 oot AHFURS A M L U QHHFARSMNS WS

LABORATORY
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STPA Step 1: Identify Unsafe Control Actions

LOCA 2

A control action required

An unsafe control

A potentially safe control

Control . . L . action is provided too A safe control action
. for safety is not provided | action is provided that .
Action . late, too early, or out of is stopped too soon
or is not followed leads to a hazard
sequence
LOCA A| SIAS OnO| ESF2 M2 | LOCA7} % A| SIAS Off7} M | LOCA &M X/Z0j SIAS OnO|
E|X] %8 (al) &8 (b1) H&H
O|XtZ HH|AH 3 A4 Al SIAS O|Xt% GH|AH 20| &4 Al O|Xt= & HIAHH &4 F/Z0
SIAS On OnoO| ESF2 HMEE|X| %2 (a2) SIAS Off7} M5! (b2) SIONno| MAE
IO | vl Es 24B mE ASIAS | S0 s gamo BE A | SU1R £5 F4BIE B/E | WA} S8 235K
to OnO| ESF2 MEE|X| &2 (a3) SIAS Off7} M&=! (b3) 0| SIAS OnO| M& = ot=rj| SIAS OnO| H=
ESF-AFS) | xjloj=2 &M Q1= Al SIAS On0| | H|oj=SXEH Q1= Al SIAS Off | HO{ZEEH oISAT /20
ESFZ2 HMEE|X| 24Z (ad) 7t MEE (b4) SIAS Ono| H& E
Manual SIAS 24 A| SIAS OnO| Manual SIAS & A| SIAS Manual SIAS 2 M/50f SIAS
ESFE HEE|X| 22 (a5) Off7t M&E (b5) Ono| & H
LOCASA SIX| QS HYSIAS
Oon7t H&E
O|XtZ HH|AH o] HAE|X|
orot= mj SIAS On7} M&E
SIAS Off eeE ©
(From S7|® £= 2430| 0¥ £| | Reactor| 27} S£3| LY2{7}
ESF-CCS - X| 949t2 mf SIAS On7} MZ | X| &2 AEo||A| SIAS Off7} | -
to = s &
ESF-AFS)

HlojS T M7t A= E|X] bk
£ [ SIAS On7} M&H

Manual SIAS WM E|X| tot=
gfl, SIAS Ono| M& =

DEPENDABLE SOFTWARE
LABORATORY
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Safety Constraints, Created

Unsafe Control Action Safety Constraints
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STPA Step 2: Identify Causal Factors
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Causal Factors (al-a4)
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