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CPS(Cyber Physical System)

° Ol A._"&! O._'(Discrete) 65'—?—' 9" E—’_.ﬁ&' O,_'(Continuous) @Q—I 7|‘
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Hybrid System

« LCHEAOI Hybrid System R EIZl 7|t
— DEV&DESS (Discrete EVent & Differential Equation Specified System)
. 28 A8 0N
* Low-level modeling (7|2 semanticsgt & o| =)
o A|ZEHO|M =4 Simulink &
— (Linear) Hybrid Automata
- S §YES/EY ¢+ Agdon)
* High-level modeling
o HHYAHFT/EAM T HyTech, SpaceEx, PHAver &
— ECML (ETRI CPS Modeling Language)
o ETRI 7} &t

o DEV&DESSE 7|Hto 2 C}Qkst a2l mo| AFSH Ol Al

« HYZASZ/EM T3 HyTech, Spacekx AL 7ts
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Continuous Dynamics

Discrete Dynamics
A|AEIO| operation mode (Z, state) S H 3

XdiSCr

xGOnt

gE NS NN SEASSNEERENEPEREE,

&

apioNSEERESEN g

..l-lI-ll'll-.llII.I‘..I"I

l

‘I.lIIIIIIIII‘

DEVS
Sdiscr

i

DESS
Scont

)

*sppummpasams®

»

¢E AN N SRR AR AN NSO NN,
L

“sEupwsmagmEn®

..IZII-II.III-.III'III-III-‘

Ydiscr

Ycont

Figure 2 DEVS and DESS combined model.
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ECML(ETRI CPS Modeling Language)
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— CSM(CPS Structural Model)
o A2"HO HM L= E H
* HierarchyE 73

— CBM(CPS Behavioral Model)
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CBM(CPS Behavioral Model)

CPS Behaviroal Model
THEOE
\ - [

CEM BarrelGerierator /J/J £ SISH)

startFilling [true = runningl / /f

[D] running: bool [D] barrellD : bool =0
[Alinflow : double contentslevel : double =0
Ready Filling
e dicontentsLevel =0 m—— d (contentsLevel = inflow -
oj@ ge [false = runninal / %
= —_— =
/ N |5
— %
o 9 o | |
A oF XA e v L=
AHAYEH) HIf £ 212 2 T HOo] xAH
HO| 29 |——=§%~ 3
grm— g'-:E g
=S8 =
8 © § B
X% W= AH A} = B
+9 MBEIOIS | g §fi’—j 0| 0/2
Xiol s o S g
[A] room : double =10
[D] capability : double = 10
pom = capability - contentsLevel
I v S5 DY xAH
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(Linear) Hybrid Automata

Input/Output Variables

HA Q= — Closed System

loc1=0 onl=0/

onl==true & loc2<=300
/ onl=0
Ready
locl1 =0
onl=1/

: - — V - Set of Control location
nvarian .
L . N — Inv - Convex data predicate
AR SEIS XS] fit =2 — dif- Rate predicatep
- E
State Transition « Set of transitions
H|Z d A Ol (Non-deterministic) 2fEff & 0| * Optionally be assigned asap
— Act - Discrete actions
— L- Synchronization label
— syn - Labeling function

« A= (%V,inv,dif,E,act, L,syn)
— %= (xq, .00, %)
s Real-valued variables
+ v is valuation, V is set of Valuation
+ x is differential inclusion
« x' is new value after transition
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Year Tool Execution Functions (AT Input Verification
Name (Update) Support | Environment | (M/S/A/V/Tr) Verifiability Front-End Technique
CHARON 2001 Yes JAVA M/S N/A Automata N/A
I Approximate quotient
CheckMate = No MATLAB V MATLAB MATLAB me 1
transition systems
d/dt 2001 Yes Linux M/S N/A d/dt input language | Ferward reachability
analysis
Hlimeek] 2006 Yes MATLAB v MATLAB MATLAB Famziel ant| s
Toolbox reachability analysis
GBT 2004 cres MATLAB A MATLAB MATLAB Convex hull
HSIF 2002 Yes Windows M/S N/A GME model N/A
HSolver 2005 Yes Linux Vv Manual Input program Theorem proving (Rsolver)
HyTech 2000 Yes Linux \' Automatic Linear hybrid automata Polyhedra! ML
checking
HyVisual (588(5)) Yes JAVA M/S N/A Ptolemy plug-in N/A
. 2004 HYSDEL language,
Hybrid ToolBox (2011) Yes MATLAB M/S/V MATLAB MATLAB LP/QP Solver
2002 Windows, Linux,
HYSDEL (2011) Yes Solaris Tr N/A HYSDEL language N/A
KeYmaera ZUe Yes JAVA V Manual D|ffereht|a| dynamic Theorem Proving (KeY)
(2011) logic formula
kL S 2004 % MATLAB S/V MATLAB MATLAB Set of Algorith
Toolbox (2011) s / et ot lgorithms
MATISSE 2005 Yes MATLAB Vv MATLAB MATLAB g simuleitton,
reachable analysis
MultiParametric 2004 Forward and backward
Toolbox (2006) 1z MATLAB WS LY WIS WIS reachability analysis
2004 Windows, Linux, . . . Forward and backward
PHAVer (2007) Yes Mac \' Automatic Linear hybrid automata el £ EEE
2002 Automatic UML (in XML),
HElany (2010) ves JAVA M/7A7V | MATLAB(ZQ! =) | Java code, MATLAB SMV
SHIFT 1999 Yes Linux M/ Tr N/A Shift language N/A
2010 . . LeGuernic-Girard
SpaceEx (2011) Yes Linux \' Automatic SX language Al
STeP L Yes Linux Vv Automatic STeP language Deductive model checking

(1998)
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ECML
Models
ETRI =X A3
Xt
Assumptions
ECMLtoLHA* E + or Restrictions
+ Translation rules §I_I_ HyTech Analyzer*

Parametric
Analysis
Verification = -
=71 HAd43
Commands Sa fety
Verification
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BM BarrelFiller I
Allnflow - double StartFilling[On]/ .[E]Ba"e' Sint
[DION : bool | Ready . Filling
diLevel=0 [~ d(Level)=Inflow
Stopfilling.
IOn
[ v GenerateBarrel
[Level=101/
. Level=0;
[D]Level:dauble Barrel=1

Fig. 1. A graphical representation of the Barrelfiller system

On=1/

Ready

Level=0

ECMLtoLHA

On=0/

Level = 10/
Level :=0

Fig. 2. A graphical representation of the Barrelfiller using linear hybrid automata

crenpanLe sorwane J3€ Yeon Jo, Junbeom Yoo, Han Choi, Sungdeok Cha, Hae Young Lee, and Won-Tae Kim, "Translation from ECML to Linear Hybrid Automata,” 14
LABORATORY International Workshop on Technologies and Applications for Cyber Physical System (TACPS 2012 / EMC-12), LNEE 181, pp.293-300, 2012.
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Safety Verification : & 0|

(@)
(=]
Ex) “BarrelFiller 22! 9| Level Z}0| 102 X1}5}X| & =712

init_reg:=loc[BarrelFiller]=Ready&
loc[anal_Inflow]=idlel&
loc[external_inp]=idle & Level=0/10 &
Capacity=100/10;

final_reg := loc[BarrelFiller]=Filling & Level>10;
if empty(final_reg & reached)
then prints "Safety property is satisfied.";

else prints "Safety property is not satisfied.”;

print trace to final_reg using reached;
endif;

B C¥windowsHsystem32HCMD exe

For more info:
email: hytechBeecs.herkeley.edu
http://wu.eecs.berkeley.edu/~tah/HyTech

reached := reach forward from init_reg endreach; iarning: Input be chonged fron S

Checking automaton external_inp

Checking automaton anal_Inflow

Checking automaton BarrelFillew

Compozing automata

........ Humber of iterations required for reachabhility: 8

Safety property is satisfied.

HyTech Analysis Command
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LABORATORY

Safety property is satisfied.

KU

EKONKUK
UNIVERSITY



Safety Verification : 20| 4

Ex) “BarrelFiller 29| Level Z}0| 98 X1}8 £

ij3#2 A2 Counter-example2 M

init_reg:=loc[BarrelFiller]=Ready&
loc[anal_Inflow]=idlel&
loc[external_inp]=idle & Level=0/10 &
Capacity=100/10;

reached := reach forward from init_reg endreach;

final_reg := loc[BarrelFiller]=Filling & Level>9;

if empty(final_reg & reached)
then prints "Safety property is satisfied.”;
else prints "Safety property is not satisfied.”;
print trace to final_reg using reached;

endif;

HyTech Analysis Command

O H
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& Level

rating trace to specified target region

limizs M, 0
Location? Ready lel. idle
On H & Level "] & Capacity

Ulh:

ime: B.000
Lacation: Ready.idlel.active

On 1 B B B Capacity

Uin: ext_input BarveelFiller
nit: B, 0008
on: Filling.idlel.idle
B & Leu

UTh Le+Bl .00 time units

ime: 1e+d1.008

i@ & Capacity i@

(Level Zt0] 100| E A=

E Inflow

10 & Intlow ] BT+ 1R

Bt + 18

18 & Inflow = @

H Bt + 1B

i@ Bt 5]

M

o

]
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Parametric Analysis : O{fH MZI0|A] E

W4Tt 7HE 4 Qs HAIE 2N

Ex) “Barrel2| Level=100|11, Ready AFEHQ! [ff, 2l21 HH= OnO| 7}H = QU&= HQE=?"

KU

init_reg := loc[BarrelFiller]=Ready &
loc[anal_Inflow]=idlel &
loc[external_inp]=idle &
Level=0/10 &
Capacity=100/10;

reached := reach forward from init_reg endreach;

final_reg := Level=10 & loc[BarrelFiller]=Ready;

print omit all locations hide non_parameters in
reached & final_reg endhide;

BN CwindowsHsystem32%CMD.exe

mbholic model checker for embedded
Uersion 1.84f (last modified 1-24-82> from vli.Bd4a of 12/6/96
[For more info:
email: hytechBeecs.berkeley.edu
http:/swu.eecs.berkeley.edutah HyTech

Checking automaton external_inp
Checking automaton anal_Inflow
Checking automaton BarrelFiller
Com) ing automata %
Mumber of iterations regquired for reachability: 8

5216 pages = 341835776 hytes
a.8% + A =

paceWECMLtoHyTechtthytech>*hytech.exe BarrelFiller.hy

HyTech Analysis Command
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HyTech Analyzer : HyTech A2 X|&l-X}E53F =+

-
= <HyTechAnalyzing= - HyTechTestProject/Testhy - Eclipse Platform

-

] £ (g <HyTechana.. |
Y

B,

[L Problems |'§-|1 History | B Console | [ RegionTableView &3

3 TraceChart| O TraceTableView

automaton BarrelFiller

synclabs:ext_input;
initially closed & e=8 A& contg
loc closed : while $4=limit w3

switch=1 ¢
& e<climit s

when er=limit
when on_off=

File Edit Mavigate Search Project HyTechMenu Run CVS  Field Assist  Window Help
il BrO--Qr  HE SO E
I R
B Mavi 52 . JuJuni| [ Pack| T O|[[E Testhy 2
= Automaton 1
2 | & ~ var -
- - | = | on_off:discrete; closing
= HyTEChTEStPrGJECt contents:analog; closing
% .perEct barreﬁ:giscrete; closing
Testhy switch:discrete; -
limit:discrete; cICang
i exanalog; closing

closing
closing
closing
closing
closing
closing

Automaton 2

active
active
active
active
active
active
active
active
active
active
active

Status

on_off=1&contents=98&e=08&switch=18&3limit=1000
2&contents=98&e=0&switch=1&3limit=1000
1&3limit=10008&contents=e+3&switch=1&contents<=10&contents==1
283limit=1000&contents=e+3&switch=1&contents<=10&contents==9
183limit=1000&switch=0&e<=1&e<=contents&contents <=2+ 0&e==0
283limit=1000&switch=0&e<=1&e<=contents&contents<=e+3&e==0
1&contents=98&barrel=10&switch=1&limit=08e=0

on_off=2&contents=e+0&barrel=10&switch=1&limit=0&contents < =10&contents==9
on_off=1&e=contents&barrel=10&switch=0&limit=0&contents <=1 &contents==0

when on_off/fl & e<limit sync ext:input do{switch'=1} goto open_m;
loc open_m : ile contents:»9 wait{dcontents=2, de=8}
when asgf do{e'=8} goto closing;
loc open : Avhile contents<=9 wait{dcentents=2,de=0}
when fontents»>=9 do{e'=8} goto closing; &
1 [
{21 Problerns [ & History [ El Censole £2 . 5 RegionTableView| B Tracechart| 5 TraceTableview Ee RH| ot > =0
HyTech Censole
lcygwin warning: -
M5-D0S style path detected: D:\Documents‘runtime-EclipseApplicatiomyTechTestProject\Test.hy 3
Frelerred POSIX eyulvalenl ifs: Joygdrive/d/Ducumenis/runlime-EclipseAppNealion/HyTechTes LPru jecl/Tes L. hy B
CYGWIN environment wvariable option "nodosfilewarning" turns off this warnings
Consult the user's guide for more details about POSIX paths:
http://cygwin.com/cygwin-ug-net/using.html#using-pathnames
HyTech: symbolic model checker for embedded systems
Version 1.84f (last medified =
For more info: [£ problems [ & History | B Console [ 5 RegionTableview | = TraceChart &3 3 TraceTableView =0
email: hytechfieecs.berkel
http://www.eecs.berkeley. Trace Result
Warning: Input has changed fr
= = = = 25
4
20
il o
= 15
L o
= 10
5
0 . - =
332.5 333.0 3335 334.0 334.5 335.0 3355 3360 336.5 337.0 337.5 338.0 338.5
Time
& |imit # e contents on_off = switch barrel
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*  AtM| 7Tt ‘ECMLtoLHA tHEt7|" 2l "tHEk &
_ ECMLS LHAZ XtE i3}
— O:|E-| 7t 3F N QFALS A
[/OH = 23 (Open system > Closed system)
» Linearity 22 (Non-linear system > Linear system)
e Determinism -E|'E,_:| (Deterministic system - Non-deterministic system)

« 7|E} Ct2
© BYYS @

— Model Checkingl'f TorM'_C",__" @EH(/Ze., Counter example) &= X‘”—Q—EH, -f-’.-%

 HyTech Analyzer
— HyTech® GUIZ7} H25X| &g
- 43 18 A==t
- A3 ZNE BUNHOE ¥l It

_‘ ' DEPENDABLE SOFTWARE
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ECML
Models

ECMLtoSpaceEx*

+ Translation rules

SpaceEx Analyzer*

<rl.°.+r£o|n_>.i

Reachability
Analysis
.config file MEAH=
Simulation
Checking
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Bmd BarrelFiller =0 TNTVERSITY
comtents = {; off_closing
; . switch = off; [e=1 &
[A] inflow double switch—off]
fe=e R
[D] on_offiint CIOSEd Closmg . [13] barrel:int
dicontents) =0 A1 dicontents) = inflows2
die)=0 barrel_out /' dic)= 1
—) [e=1 & -
switch_open switch==om] -
[on_off-=on] Jeomients=il; ‘_// -
fswitch=om; barrel=full-Alled-barrcl e
- ’
_/' -
e ~
et -~
~switch_close -
ot - -
e [on_off-=off] S
o Jswitch=olT, S
- «"“
o~
open -
dicontents) = inflow S Iabelfconditiont
- label{condition,
diej=0 Hel closing i
- Jacteon
contenis==4 State Transition
D] switch:bool L. o ] ] 3 IR
[A] e:double . labelfcondition]
[ A] contents:double 'L} External Transition

Fig. 1 A barrel-filler model for ECML

contents = 0 A
switch = of f A

on_off =off A

closing

closed
e=1aswitch = of f e<1a
é=10 é=1
contents = 0 conients = 1
mflow =0 &= 1 Aswitch = on switch =0

-
contents = 0;
barrel =
Sulll — filled — ba

switch =0

switch = on

ECMLtoSpaceEx

open
contents < 9 A

imflow = 1A
inflow = 2 contents =9
é=1 -
contents = inflow e=0;

switch =0

contents = 10

Fig. 3 A barrel-filler model for hybrid automata 21
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Input / Output Variables 0| Q3!

param

=
fyave o)
motor ot}
fposiion n )
fevein )

fvalve_off_avert |
e_sx'==0 &&
g'==1 &l es=1
valve_out'==0 &&
motor_out'==

position_in<10
Maoving_neg

position_in <=10

e_sx'==0 G&
e'==0 &&
valve_out'==0 &&
motor_out'==

position_in==10

init_asap

e_sx<=0

e_sx'==1 &&

valve_on_event

e>=1

e_sx:=0 && valve_out ;=1

g'==0 @&
valve_out'==0 &&
moetor_out'==0

motor_off_event
paosition_in ==10
motor_out (=0 &&
e_sx =0 B
e =0

Maoving_asap

e_sx<=0
e_sx'==1 &&
e'==0 &k

valve_out'==0 &&
motor_out'==0

motor_out =1 &&

muotor_on_event

e>=1

e_sx =10

level_in==29
Filing_asap
e_sx<=0
e_sx'==1 &&
e'==0 &k
valve_out'==0 && )
motor_out'==0 lewvel_in<9
valve_off_event
level_in==9
valve_out :=0 &&
e_sx:=0 && e:=0
Closing_asap
e<]
e_sx<=0
e_sx'==1 &&
g'==0 &&
valve_out'==0 && ‘\___.—’"/
motor_out'==

Filling_neg

level_in<=29

e_sx'£30 &
e'==0 &&
valve_out'==0 &&
motor_out'==

g>=1

Clasing_neg

<=1
e_sx'==0 &&
g'==1 &k

valve_out'==0 @&
motor_out'==0

A hybrid automaton for the Barrel Filling System (in SpaceEx Model Editor)

" DEPENDABLE SOFTWARE
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: Home About SpaceEx Documentation Run SpaceEx Downloads Contact
S p a C e E x [Virtual Machine Server] pac pac
Model  Specification ~ Options = Qutput  Advanced Console Reports
* || Ieration 555... 556 sym states passed, 3 waiting 0.0045 = 2.31s elapsed

System i _Fill_System + |Update o Iteration 556... 557 sym states passed, 2 waitng 0.003s 2002KB memory
E“Cﬁ_ﬁﬂf_ Iteration 557... 558 sym states passed, 1 wa:rt?ng 0.003s SpaceEx output file 1 output (bet).

Iteration 558... 559 sym states passed, 2 waiting 0.002s

i"Controlled : Controller_L.e, valve, motor, pastion, level, ) .

| Controller_Le_sx, Filer_Le, Filler_Le_sx, Conveyer_Le_sx t Iteration 559... 560 sym states passed, 2 waiting 0.005s

) Iteration 560... 561 sym states passed, 1 waiting 0.004s

“~Base-components : Controller_1, Filler_1, Conveyer_1, timer_1

Iteration 561... 562 sym states passed, 0 waiting 0.004s

Initial states o Found fixpoint after 562 terations.

Controller_1.e==0 & valve==0 & motor==0 & position==0 &
level==0 & Controller_1.e_sx==0 & Filler_1.e==0 &
Filler_1.e_sx==0 & Conveyer_1.e_sx==0 &t{==0 &
loc{Contraller_1)==init_asap & loc(Filler_1)==Stop_asap &
loc{Conveyer_1)==Stop_asap

Forbidden states

m

level=10 || position =10

\

Computing reachable states done after 2.162s

Forbidden states are not reachable.
Qutput of reachable states... Os

q

Analysis i\

\

Start ] | Stop |

\

Execution te rminate\

v
\

Graphics

1

4

\

“Level O|L} Position 0| 102 X11}5}X|

71

B

EPENDABLE SOFTWARE
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Forbidden states are not reachable.
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SpaceEx ZZ A} £3 WA (471X])
. CE 7}56_} Ha 2710 HEHE J==2

<2DZLEHE'§§ Al > . <3DJEHE'<'='* Al >

S
Bounds on the wariables over the entire set: {(locthal )==always & {[
system. . [-0,10,205] -9.895,-9.79,-9.655,-9.52,-9.375,-9.22,-9.055,8.88,-8.695,-8.5, 1
system.v: [—4.575.3.43125] -3.995,-9.94,-9.955,-9.92,-9.875,-9.82,-9.755,-9.68,-9.595,-9.5, 1
=-10,-10.095,-10.18,-10.255,-10.32,-10.375,-10. 42,10, 455 ,-10. 48 , -
Location—wise bounds on the variables: 0.1.02,03,0.4035060.708.081,71.1.121.351.41.51.61.1
0,-0.1,-0,2,-0.53,-0.4,-0.5,-0.6,-0.7,-0.8,.-0.9,-1,-1.1,-1.2,-1.3,
Location: locbal )= lwavs 10720510/ 185,10, 18.10. 155, 10.12.10.076.10.02.5 565.5 66.5 156.5
zEZﬁ E-ﬂ’égﬁgﬁimzm 10.2,10.085,9.98,9.855,9.72,9.575,9.42,9.255,9,08,8.895,8. 7,6, 485
' T IHwariable to dimension map: [x,v]

<inv @&l > < region @Al >

DEPENDABLE SOFTWARE 24
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SpaceExE& 0| &%t ECML Y459 EXH

XHA| 7ot ‘'SpaceExtoHA H=t7|' Bl 'tHgl &l
— DEZE o JI™EO|Lf H2F gio], ECML Rl Z =2 HA RE Z= H3 Jts
— X e pAo| =7 A Het

S ~
d¥4S 2t

— HyTechl}= Ct2 2| reachability analysis E| 2 HE S El (region Z4)

— Counter-exampledt 22 Hatst HEZ LI K| U0l HEZASO S840 M
S| Zaf=

SpacekEx
- 98% RYUY U AZZAN Y B GUIHZ

SpaceEx Analyzer
— region HE{Q| ASAIE H L} compactdtA H2|6t7| {8t =3
— ETRI 7§t

ABLE SOFTWARE 2 5
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