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Soft Landing Scaler: Adaptive Resource Allocation Strategies for
Efficient Handling of Web Traffic Bursts

Byungwook Kang, Inyoung Ko
Korea Advanced Institute of Science and Technology

Abstract

This research paper addresses managing sudden web traffic increases in cloud computing, emphasizing effective
resource allocation. Traffic surges can overwhelm servers, leading to service instability and dissatisfaction. The proposed
solution, the Soft Landing Scaler (SLS), dynamically adjusts resources based on traffic fluctuations using a Kubernetes-
based architecture. SLS is designed for optimal resource efficiency and adaptability, maintaining satisfactory response
times. The study analyzes traffic patterns such as Sharp Increase then Exponential Decrease (SIED), and Sharp Increase
then Linear Decrease (SILD), demonstrating SLS's performance. Results show improved resource efficiency and user
response times, highlighting SLS's effectiveness in handling diverse traffic surges. The study contributes to the field by
presenting an adaptive scaling system focused on response times, using real-world traffic data, and emphasizing buffer
resources and scaling size limits in downscaling strategies.

1. Introduction

In the modern age of digital technology, web services have
become an indispensable aspect of our daily lives by providing
platforms for education, entertainment, and commerce. However,
these services often face the challenge of web traffic surges:
sudden increases in user access that can overwhelm servers and
disrupt their availability. Such surges can be triggered by various
events, such as the scheduled opening of ticket sales leading to
the paralysis of ticketing websites, the commencement of EBS
online classes during the COVID-19 pandemic resulting in
website crashes, or a spike in search queries on portal sites
coinciding with quiz shows. These instances illustrate how
significant events can lead to service disruption and user
dissatisfaction.

Managing these surges is crucial for maintaining service
reliability, user experience, and cost-effective resource allocation.
The complexity of this challenge is exemplified in the work of
Shan et al. (2023), who discussed the difficulties in resource
allocation within Kubernetes environments, particularly under
[1]. These real-world
examples underscore the importance of effectively handling

unexpected resource-request spikes

traffic surges to ensure continuous service availability and

performance.

1.1. Research Problem

The main concern of this study is the inefficient handling of
web traffic spikes within cloud services. The traditional approach
to this problem has been to maintain a buffer of excess resources,
leading to a scenario where resources are often over-provisioned,
incurring unnecessary costs, and resulting in wastage through
underutilization. Conversely, underprovisioning is fraught with
its own perils, primarily the risk of service disruptions and
consequent user dissatisfaction, which can tarnish the service
provider's reputation. This study seeks to address the absence of
a nuanced mechanism that can dynamically scale resources in
alignment with the actual demand, thereby marrying service
quality with cost efficiency. The importance of such dynamic
resource scaling, particularly within versatile yet demanding
Kubernetes platforms, was underscored in the research conducted
by Zhou et al. (2023), which drew attention to the imperative for
real-time resource adjustments to cater to the ebb and flow of user
demands [2].
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1.2. Research Objectives and Methodology

The principal objective of our study is to devise and refine an
resource-scaling system called the Soft Landing Scaler (SLS),
which is specifically tailored for Kubernetes ecosystems. The
envisioned functionality of the SLS is to proactively upscale
resources in the face of impending traffic surges and, equally
importantly, to downscale them in a judicious manner once
demand subsides. This system leverages a suite of real-time
metrics, including transaction volumes, response times, and
resource utilization, to make informed and responsive scaling
decisions. Our methodological framework encompasses a
meticulous analysis of traffic patterns derived from real-life
scenarios, replication of these patterns within a controlled testbed,
and comparative assessment of the efficacy of SLS relative to
conventional scaling paradigms. This investigative trajectory is
in harmony with the adaptive resource-allocation strategies
delineated by Bekcheva et al. (2018), who advocated for a
dynamic and responsive resource-management approach in the
face of fluctuating workload demands [3].

1.3. Scope and Structure of the Paper

This paper focuses on the development and evaluation of SLS
in a cloud computing context, specifically within Kubernetes-
managed environments. The study is structured as follows:
Following the introduction, we review related work in the field
to provide context and background. We then detail the design and
implementation of SLS, followed by an extensive evaluation of
its performance using real-world traffic patterns. Finally, we
discuss the implications of our findings, the limitations of the
current study, and potential avenues for future research.

2. Related Work

Our research on the effective management of sudden increases
in web traffic within cloud computing environments using the
Soft Landing Scaler (SLS) is grounded in a wealth of prior studies.

The work in [4] serves as a foundation for our understanding
of resource allocation within cloud services. This study explores
a variety of adaptive management strategies while delving into
the complexities of service workflows, thereby providing
valuable insights into the nuanced demands of cloud computing
environments.

Similarly, the work in [5] is of critical importance to our own
endeavors. Focusing on the challenges posed by sudden traffic
spikes, this research offers essential strategies for dynamic
resource management, which is a key aspect of our SLS system.
The emphasis on agility and adaptability in resource allocation
resonates with our approach.

The exploration of Quality of Service (QoS) in cloud
environments, as presented in [6], closely aligns with our goal of
maintaining service stability during traffic surges. This study's

focus on balancing resource allocation with service quality
provides a framework for the SLS system's emphasis on response
time and user satisfaction.

The economic aspect of cloud resource management, as
discussed in [7], provides further context for this research. This
study’s insights into cost-effective resource allocation strategies
underpin our approach to optimize resource efficiency within the
SLS system, ensuring that scalability does not come at an
unsustainable cost.

Finally, the work in [8] complements the use of real-world
traffic data for resource management. By highlighting the
importance of data-driven decision making in resource allocation,
this study reinforces the analytical foundations of our SLS system.

Taken together, these studies provide a comprehensive
backdrop against which our research is situated. Our contribution
with the SLS system lies in integrating these various
traffic
handling, QoS maintenance, budgetary considerations, and data-

dimensions—adaptive resource management, surge
driven approaches—into a cohesive system designed to address
the unique challenges of cloud computing environments.

3. Approach

In this section, we introduce the Soft Landing Scaler (SLS), a
system engineered to dynamically scale resources in Kubernetes
environments. SLS integrates a sophisticated algorithm that
optimizes resource allocation in response to web traffic
fluctuations. We detail its design, including the scaling formula,
traffic pattern analysis, buffer resource strategy, and performance
metrics of resource units. This overview shows how SLS
enhances resource management and ensures stability and
efficiency in cloud-computing environments under varying
traffic conditions.

kubernetes

Metric Server

(o0 o0 « pod

—
( °) | ) — L J Soft Landing.
—) \—/ — : - . A Scaler
Py ) B ngress K| pod (sts)
{ \

vy

Figure 1. SLS architecture in Kubernetes system
Figure 1 presents the architectural blueprint of the Soft
Landing Scaler (SLS) within a Kubernetes orchestrated
environment. This schematic is fundamental to understanding the
operational mechanics of SLS, which is engineered to
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dynamically adjust the allocation of computational resources in
response to fluctuating web traffic patterns.

At the forefront of the diagram is an ingress point that serves
as the initial receptacle for incoming digital traffic from various
user agents, illustrated by a series of smiley-face icons. These
icons represent users whose requests are channeled through
ingress to the underlying infrastructure.

Within the confines of the Kubernetes framework, indicated by
the larger rectangle bearing the Kubernetes insignia, lies a
component designated as the "Metric Server." This server plays a
pivotal role in the gathering and analysis of performance metrics,
such as the number of requests, response latency, resource
utilization from ingress, and resource manager. It is intricately
linked to a collection of smaller rectangles, each marked as "pod."
These pods are discrete units of deployment within Kubernetes
and are direct recipients of processed requests.

To the right, ensconced within the Kubernetes demarcation, is
the "Soft Landing Scaler (SLS)" module. This module is tasked
with a critical function of resource scaling. It is connected to the
Metric Server via a dashed arrow adorned with the label "metric,"
indicating the transmission of analytical data that supports
scaling actions.

The overall design of the diagram encapsulates a system of
relentless monitoring and dynamic adjustment crafted to ensure
the judicious deployment of resources in correspondence with the
current demand. This system underscores the implementation of
an efficient resource utilization strategy, which is pivotal for the
maintenance of stability and performance within cloud
computing frameworks, particularly under conditions of variable
traffic influx.

3.1. System Design of Soft Landing Scaler (SLS)

The Soft Landing Scaler (SLS) is a system designed for
dynamic resource scaling in Kubernetes environments. It
operates on a set of predefined metrics, including the transaction
volume, response time, and resource utilization. The formula for
calculating the optimal number of pods is as follows:

P; = max (Ptransaction(Tt—l)' Platency(Lt—l(Rt—l))) + Ppusrer

P, represents the required number of pods at time t,
considering the highest value among the transaction-based,
latency-based, and buffer pod needs. Piqnsqction 18 derived
from historical transactions, whereas Pigienc, scales pods to
maintain response times within acceptable limits, and Py, s ey
adds buffer pods to handle unexpected traffic spikes. This ensures
that resources are scaled -effectively without preemptive
predictions, maintains performance, and minimizes waste during
downscaling. This approach aligns with the comprehensive

container resource management approach discussed by
Rodriguez and Buyya (2018), emphasizing the importance of

autoscaling based on current workloads in Kubernetes [9].

3.2. Traffic Pattern Research

Our research employed real-world traffic data sourced from
web services, which were subsequently classified into distinct
patterns, such as Sharp Increase then Exponential Decrease
(SIED), Sharp Increase then Linear Decrease (SILD), and Sharp
Increase, Linear Decrease, then Steady (SILDS). Traffic patterns
were obtained from NAVER services to enhance the realism of
our simulation. Traffic pattern models are used to evaluate the
system's performance metrics, such as response time and
resource utilization, to assess the scaling efficiency under various
traffic scenarios.
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Figure 2. Sharp Increase then Exponential Decrease (SIED) pattern

The first pattern, termed as Sharp Increase then Exponential
Decrease (SIED), is typically observed during large-scale online
events or product launches. As depicted in Figure 2, this pattern
is characterized by an initial surge in user interest, leading to a
significant load on the servers. Following the peak of the event,
user interest wanes exponentially rather than linearly, marking a
rapid decline in traffic after the event.
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Figure 3. Sharp Increase then Linear Decrease (SILD) pattern

The second identified pattern, Sharp Increase then Linear
Decrease (SILD), often emerges in response to the release of
significant news articles or popular blog posts. This is illustrated
in Figure 3, where the initial spike in user attention is very high,
reflecting immediate engagement with new or compelling
content. Over time, as shown by the traffic trend, user interest
diminishes gradually, transitioning into a linear decline as the
focus shifts to newer stories or alternative news.
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Figure 4. Sharp Increase, Linear Decrease, then Steady (SILDS) pattern

Our third pattern, Sharp Increase, Linear Decrease, then Steady
(SILDS), is typically associated with viral campaigns on social
media or events with a news element. As shown in Figure 4, there
is an initial flocking of users to the content, creating a substantial
influx that peaks early. Unlike the previous patterns, the SILDS
pattern shows a slight decline over time but then levels off to a
steady state of high traffic. This plateau suggests sustained
interest over a longer period, likely because of the content’s
continued relevance or ongoing discussion.

These patterns, SIED, SILD, and SILDS, serve as critical test
cases for assessing SLS efficacy. They represent realistic traffic
scenarios that SLS must accommodate, ensuring that resource
scaling is both responsive and efficient under diverse web traffic
conditions. The SLS's ability to adapt to these patterns is crucial
for maintaining service stability and performance at varying
levels of user demand.

3.3. Need for Buffer Resource

The necessity of buffer resources was identified during the
pattern analysis. Following the onset of a surge, traffic exhibits
highly irregular behavior, necessitating the use of buffers to cope
with such volatility. Buffer resources refer to the additional
resources deployed in anticipation of unexpected scenarios.
These resources serve to absorb sudden traffic increases and

prevent system overloads. Consequently, buffer resources are
essential for enhancing the operational stability, ensuring service
reliability, and guaranteeing user satisfaction, as discussed in the
context of network autoscaling by Serracanta et al. (2021) [10].

3.4 Optimum Measurement of Single Resource Unit
Efficient
measuring the optimal capacity of each resource unit, which is

resource utilization in services necessitates
crucial for deriving the constants in our scaling formula. The
performance of a resource unit is evaluated using three key
metrics: Transactions Per Second (TPS), Response Time (RT),
and Requests Per Second (RPS). A high TPS indicates a robust
processing capacity, whereas a low RT reflects a quick response,
enhancing the user experience. Although RPS is similar to TPS
in representing the server load, it specifically measures the user
request volume. Optimal resource performance is identified when
increases in TPS and RPS do not significantly impact RT,
indicating a balanced capacity and demand.

In this study, we focused on a single Kubernetes pod as a
resource unit, drawing on insights from Zhao and Uta (2022)
regarding dynamic CPU allocation for serverless functions in
Kubernetes [11]. This approach allows for detailed scaling and
resource management, enabling us to adjust resources effectively
in response to fluctuating traffic demand. By analyzing individual
pod performance, we ensure efficient resource use, optimal
service delivery, and the determination of the necessary buffer
resources to handle traffic volatility and enhance service stability
and reliability.

4. Evaluation

In this section, we present a comprehensive evaluation of the
Soft Landing Scaler (SLS), a system designed to improve
efficiency in cloud computing environments, particularly under
the challenging conditions of web traffic surges. The evaluation
was structured to rigorously assess the performance and
efficiency of SLS by comparing it with traditional scaling
methods. This comparison is pivotal for demonstrating the
innovative capabilities of SLS in managing resource allocation
dynamically and efficiently. Our evaluation methodology is
meticulously designed to mirror real-world scenarios, ensuring
that the findings are not only theoretically sound, but also
practically applicable. We delve into the specifics of our
simulation environment, experimental procedures, and key
metrics used for evaluation, providing a thorough understanding
of how SLS operates under various traffic conditions and its
potential impact on cloud computing resource management.

4.1. Simulation Environment
We conducted simulations in a controlled cloud environment
using the Kubernetes clusters. These simulations replicated real-
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world traffic conditions, allowing us to rigorously test SLS under
various traffic scenarios. To benchmark its effectiveness, we
compared the performance of SLS with that of traditional scaling
methods, such as the Horizontal Pod Autoscaler (HPA) of
Kubernetes to benchmark its effectiveness.

4.2. Experimental Procedure

In our study, we initiated a detailed experimental procedure by
setting up a Kubernetes environment and implementing SLS.
Utilizing Python-based tools, such as Locust, for traffic
generation and monitoring systems, such as Prometheus and
Grafana, we simulated varied traffic patterns and collected
performance metrics. This comprehensive approach allowed us
to conduct a real-time analysis of SLS performance compared
with traditional scaling models, yielding significant insights into
system operations and stress testing under diverse conditions.

4.3. Evaluation Metrics
The evaluation of SLS was conducted with two primary
objectives: to evaluate cost and latency.

Scaling over time
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Figure 5. Scaling the Number of Pods in Response to Scaling Operation

n
Cost = Z fresource(t)
t=1

To quantify cost-effectiveness, we expressed it as the total
amount of pod usage over time, as shown in Figure 5. It is a
fundamental premise that the lower the total pod usage, the higher
the cost-effectiveness of the scaling strategy. This is because
fewer pods means less resource utilization, leading to lower
operational costs.
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Figure 6. Average Response Time during Scaling Operation

n
Latency = Z fresponse(t)
t=1

In contrast, the response time was analyzed to guarantee that
the SLS could maintain superior service quality during high
traffic surges, which are critical times when customer satisfaction
can be compromised. Figure 6 shows the response time that users
experience when scaling is in progress. A lower total delay time
directly correlates with a more responsive system, which is
critical for maintaining a seamless user experience.

5. Result & Discussion

In this section, we delineate the outcomes of the empirical
evaluation of the Soft Landing Scaler (SLS) as juxtaposed with
traditional resource-scaling paradigms within Kubernetes-
managed environments. Central to this discourse is the
assessment of cost efficiency, response time maintenance,
scalability, adaptability, and judicious implementation of scaling
size limits. These facets are critically analyzed to determine the
efficacy of SLS in striking an optimal balance between resource
utilization and operational performance.

5.1. Cost Efficiency
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Figure 7. HPA’s Scaling the Number of Pods in Response to SIED pattern
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Scaling over time
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Figure 8. SLS’s Scaling the Number of Pods in Response to SIED pattern

For the SIED traffic pattern, SLS achieved a 50% reduction in
resource usage compared to the baseline, the Kubernetes
Horizontal Pod Autoscaler (HPA). This significant decrease
highlights SLS's ability to dynamically tailor resources to current
demands, thus avoiding wasteful expenditure. Although there is
a 15% increase in response time with SLS, it remains within the
acceptable threshold, ensuring the end-user's service quality is
unaffected.
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Figure 9. HPA’s Scaling the Number of Pods in Response to SILD pattern
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Figure 10. SLS’s Scaling the Number of Pods in Response to SILD pattern

In the case of the SILD traffic pattern, SLS demonstrated its
cost efficiency with a 23% reduction in resource usage over the
baseline established by the Kubernetes Horizontal Pod
Autoscaler (HPA). Alongside this reduction, a 25% increase in
the response time was observed. However, SLS managed to
maintain the latency within levels that did not adversely impact
the user experience, thus presenting a favorable balance between

cost efficiency and performance.
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Figure 11. HPA’s Scaling the Number of Pods in Response to SILDS pattern
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Figure 12. SLS’s Scaling the Number of Pods in Response to SILDS pattern

When examining the SILDS pattern, SLS presented 33% cost
saving. While there was also a 25% increase in response time, the
SLS generally maintained the performance within an acceptable
range. However, owing to the high volatility of the SILDS pattern,
there were moments when the response time peaked above the
threshold, indicating a need for scale volume limitations with
SLS to manage such irregularities.

Occasionally, the response time increased rapidly, a situation
attributed to the excessive reduction of resources due to the
absence of restrictions on scaling size volatility. This particular
issue of scaling size volatility and its implications for response
time are discussed in more detail in the subsequent section of our
analysis.

In each traffic pattern, SIED, SILD, and SILDS—SLS have
proven to be efficient alternatives to the baseline HPA,
consistently reducing resource costs. The trade-off between
resource savings and response time increases is clear, but the
overall performance remains within a range that does not
compromise user experience. These findings validate the efficacy
of SLS in enhancing resource efficiency, while maintaining a
satisfactory response time.

The inverse relationship between resource cost and response
time is evident across different traffic patterns, suggesting that
while SLS prioritizes resource efficiency, it does so with keen
awareness of the importance of maintaining service quality. The
occasional spikes in latency, specifically in the SILDS pattern,
will be further discussed in the following section, including
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potential solutions to mitigate such issues.

In conclusion, SLS showed improved resource efficiency
compared with traditional scaling methods, while maintaining
performance at a level supportive of a positive user experience.
In scenarios modeled after the SIED, SILD, and SILDS traffic

patterns, SLS demonstrated a 23-50% reduction in resource usage.

This efficiency gain indicates the SLS's capability to dynamically
allocate resources according to real-time demand, thereby
reducing unnecessary resource consumption and the associated
costs.

Table 1. Resource usage comparison between Kubernetes HPA and SLS

Kubernetes HPA
Pattern . SLS Result
(baseline)
SIED 883 449 50% decreased
SILD 1196 912 23% decreased
SILDS 974 645 33% decreased

5.2. Adaptiveness

The adaptiveness of SLS were tested under varying traffic
conditions. The system effectively handled abrupt traffic spikes
and gradually increased, demonstrating its adaptability to a range
of traffic dynamics. Compared with static scaling methods, SLS's
adaptive approach allows for more precise resource allocation,
especially in unpredictable traffic scenarios.
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Figure 13. SLS’s upscaling immediately after manual downscaling.

Furthermore, it was noted that even when the number of pods
was manually reduced using the Kubernetes command-line
interface (CLI) during a period of rapid traffic increase, SLS
demonstrated a high degree of resilience. It quickly adapts and
scales to an appropriate number of pods to handle surges. This
responsiveness not only emphasizes the system's ability to cope
with human intervention, but also its capability to maintain
service continuity and performance in the face of unexpected
changes, ensuring that resource allocation remains both efficient
and sufficient.

5.3. Effectiveness of Scaling Size Limit
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Figure 14. SLS’s Scaling the Number of Pods in Response to SILDS pattern

with scaling size limit

Without scaling size restrictions in place, as depicted in Figure
12, which shows scaling in response to the SILDS pattern, the
system's response time exhibited rapid and intermittent
fluctuations that surpassed the threshold after scaling operations
began. This volatility is indicative of the scaler's overly sensitive
reaction to temporary decreases in response time, resulting in an
excessive reduction in resources. Consequently, if a surge in
traffic follows this resource reduction, the system may encounter
a volume of requests that exceed its capacity, causing response
times to escalate beyond the critical point.

Conversely, when scaling size limitations are applied, as
shown in Figure 14, these swift fluctuations in response time are
mitigated, eliminating spikes that previously breached the
threshold. The scaling graph under these conditions illustrates
that the volatility of resource volume scaling is reduced compared
with the unrestricted scenario, contributing to more stable service
delivery.

Performance metrics indicate that implementing scaling-size
caps results in a 10% increase in resource costs and a 2% decrease
in response time, which are comparable outcomes. This implies
that with scaling size constraints, resources cannot be reduced
abruptly but must be scaled down incrementally, inevitably
leading to higher resource costs. However, by limiting the extent
of resource fluctuation, the system has the advantage of
maintaining a consistent response time level, even amidst rapid
traffic increases.

These findings suggest that imposing limits on scaling size is
a strategy that can enhance system stability and augment user
experience, underscoring the importance of a balanced approach
to resource scaling.

6. Conclusion

Our research culminates in the empirical validation of the Soft
Landing Scaler (SLS), a system which has demonstrated
remarkable efficacy in managing the erratic nature of web traffic
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surges. Through the application of SLS across a series of
simulated traffic patterns that closely emulate real-world
conditions, namely, the SIED, SILD, and SILDS patterns, the
system consistently outperformed traditional resource scaling
methods. The findings are robust, highlighting a significant
decrease in resource utilization, ranging from 20% to 50%. This
reduction was achieved without compromising the response
times, which were maintained within an acceptable range even
during peak loads. Additionally, SLS has exhibited a level of cost
efficiency that positions it as a potentially transformative solution
for resource management within cloud-based services.

The results of this study indicate a broader shift towards more
intelligent and responsive web service platforms. The SLS's
dynamic scaling approach, which is both proactive and reactive,
not only allows for real-time adaptation to traffic demands but
also paves the way for more sustainable cloud service practices.
By reducing resource consumption and ensuring high availability
during demand spikes, SLS aligns with the evolving needs of the
digital landscape, where user expectations and environmental
considerations are of paramount importance.

6.1. Implications of the Findings

The ramifications of our study's findings are significant for
cloud-based web services. The dynamic resource management
capabilities of SLS demonstrate a substantial advancement
towards achieving greater operational sustainability and
efficiency within cloud environments. Such a system can lead to
profound cost savings, particularly for services that frequently
encounter fluctuating web traffic. Additionally, the ability of the
SLS to uphold service quality by maintaining response times
within desirable limits is a critical factor in enhancing user
experience and satisfaction, a key metric for the success of any
web service.

These findings also emphasize the role of SLS in addressing
some of the intrinsic challenges faced by cloud services. The
balance between resource provisioning and cost management is
delicate, and the SLS offers a nuanced solution that minimizes
waste while ensuring service reliability. This has potential
implications not only for the financial bottom line of service
providers, but also for the broader goal of creating
environmentally conscious, green computing practices within the

industry.

6.2. Limitations and Future Work

While the outcomes of this study are promising, it is imperative
to recognize the limitations inherent in any research. The primary
limitation of this study is its reliance on simulated traffic patterns,
which, despite being derived from real-world data, may not
capture all complex variables of live web traffic. Future research
should therefore include the deployment of SLS in actual service

environments to comprehensively evaluate its effectiveness
under real-world conditions. This would allow for a more detailed
understanding of SLS performance and potential areas for
improvement.

Furthermore, the incorporation of advanced machine learning
techniques to refine SLS's traffic prediction capabilities could
significantly enhance its performance. By accurately forecasting
traffic surges, SLS can preemptively scale resources with greater
precision, thereby improving its efficiency and overall user
experience. Future work in this area could lead to considerable
advancements in the field of resource scaling and cloud
computing.

6.3. Contribution to the Field

This study enriches the field of cloud computing and web
services using an innovative resource-scaling strategy
exemplified by the Soft Landing Scaler (SLS) framework. What
sets the SLS apart is its proficiency in pre-empting web traffic
surges, providing a robust solution for service providers to
prepare for and adeptly manage periods of high demand. The
model is particularly advantageous in scenarios where traffic
spikes are predictable, allowing for preemptive scaling that
ensures resource availability while maintaining efficiency. This
foresight, coupled with SLS's adaptability, makes it an
indispensable tool in modern digital environments, where even
predictable traffic patterns can present significant operational
challenges.
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0, 2 XQE E2 Y& 126 dE 40K = 442
difE HOoetlt diY 4= 83 20 H&H Notot
Sl 34 U 83 2o XQE MHE 200,
g 12 JtE AAGHH AEH0] MotEAS M &
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0.45 4 ° 2 e,
e © : °
0.40 ® =
® o
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@ 0.30 °
@ °
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0.20 1
0.15 (]
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8 2. @S O0IH EQE DB e 22t & &
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Joint Integration Level
number of Joint
= (Loss Level of Joint #) (=41
#=1
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----- Program 1 ----- -----  Program2 ----- ---=- Program 3 -----
T ——1 —
Z \ — 1
¥ T t i
I BN | |
g 5. & &g AlLel2
H5. &4 OOoIHA 24
Learning )
Level-Wise Test Case
Auto—Encoder
Phase 1 20 14
Phase 4 0 14
5.3 &5 ¢
HANE s 2R QEQIIHE AtEZot Hah &
B 2x9 2 X0l 3 OOIHE &zt A8 ulA

H6. A& Y AR X
Layer Output Shape Parameter #
Input Layer (None, 6000) 0
Dense (None, 128) 768128
Dense (None, 64) 8256
Dense (None, 32) 2080
Dense (None, 64) 2112
Dense (None, 128) 8320
Dense (None, 6000) 774000
Total Parameter 1,562,896
6. Al Zut ¥ 4
=2 H0llAd= Hetote JlgEs HEZg0t 2 Z2 ]
o Y £ 2 BEItortd 2 HHH st &2
f=sS ZEGIH ANMHEZ2 HIISHCH Mot J|ge Mg A
I 2 As0 g 24 230t ol 2 EZ27]
g & 3HO random samplingE & E35t0 HQH Jlgel
=245 AdSEL
6.1 Euclidean Distance JIHt A& & J|E &3
2 B0WlAM= Phase 113t Phase 4 =22 &g 21t
IHEH Dleter Ad 2 H2& Jl&E 430 CHol

£getlt. Phase 12| diZ= & &g Z2HUHA2
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O|0IStCt oY eHZel 2 52 M0609 8= ==Xl
Olalel  s&o Xt Y FEIH, E 72 2
T2 39| Phase & Euclidean Distance(ED)2l ZE =1t
HEHIE  20IstCh. Phase 1 AEHUA S3
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HB Tz )& E XQE AR SN HESE AlLtcl22 EIF 20
u Integration Degradation
Program Sample Phase # | Level 1 | Level 2 | Level 3 | Level 4
o Score %
15 Phase 1 1 2 7 4 3.0
Sample 1 36.67%
4.55 Phase 4 3 9 2 0 1.9
15 Phase 1 1 2 7 4 3.0
Program 1 Sample 2 36.67%
4.57 Phase 4 5 5 4 0 1.9
15 Phase 1 3 1 7 3 2.7
Sample 3 22.22%
3.88 Phase 4 3 7 3 1 2.1
15 Phase 1 3 4 6 1 2.4
Sample 1 16.67%
3.57 Phase 4 3 9 1 1 2.0
15 Phase 1 0 1 7 6 3.4
Program 2 Sample 2 52.94%
4.31 Phase 4 6 7 1 0 1.6
15 Phase 1 0 1 10 3 3.1
Sample 3 45.16%
3.96 Phase 4 5 8 1 0 1.7
15 Phase 1 0 2 9 3 3.1
Sample 1 48.39%
4.56 Phase 4 7 5 2 0 1.6
15 Phase 1 0 5 7 2 2.4
Program 3 Sample 2 20.83%
4.65 Phase 4 7 1 6 0 1.9
15 Phase 1 0 4 5 5 3.1
Sample 3 38.71%
3.83 Phase 4 3 10 1 0 1.9
Of 3 HAE 2t T2 W AUl g XR0E
Phase 40iM= HA&H Mol &EiZ oldl &Y S&A die S8 EZ 2 T2 W ALl 8 X0l
BHs&80 I HEH ZEZW HESEIE JIEL=E E ¢el ES&o EF EHXE 20|otH, oY t== &
N0 AHETE FHIlcle A2 HHS801 YN, Phase = g2 L= MY dEE2 TE0H)| ol Ht=2& o6t
13 BluW3dtH 2 X0 Zdst BRE <=2 &Y M Z6IRAUCE Integration Score= A& A XMote SH 2
2H4EE LIEtH=E ANEZ &F80I%0. &g 245 A2 et HEE2 2 MEO| Phase € &Y d&#o &
HIE <ol 72 ZU0 (A 32 HEEF=ZM "Nl S8 H+E 20IctH, Y B2 24 HIES
Ay 2o BS JIES 8F0tUCH Soff s 2xR2 HEY Mot &2 T2 = UL
7. T2 9 ED DIt AE 2= JI= Integration Score R 42 (=4 4)2 2Ch.
Program Phase ED B+ E[D) EEE=EN; Integration Score
Phase 1 1021.34 92.61 _ Zlevei= Level = Count of Level Scenarios .
Program 1 Phase 4 1031.76 67.23 Count of Phase #s Scenarios
AlS A = < KXFA [=21] PN
rogram RI=F S I g ol 7 =
g Shase 4 102915 111.84 ;; ic;m :'m?lSOHq/\-I ;;04 IO;IMJ_, JF:Ihase/\élr HIOIE
=0 e
- 5 | Phase | 1087.71 20.89 ;;t;:lf; ;;J'df'igg'ﬂjfﬂ; ;m{'w
rogram S= T . , —™m = = — T =
S Phase 4 1031.23 110.28 ~ _ .
Phase 10 &g g 1 L= &Y g 200, 222
) Phase 4Jt &g d#¥ 3 &= 40 EXZotes 2001 €2
Average of ED — Std of ED < ED of the Test Scenario DIEECH 0l HAXMA MSHF 814 WS Xol o2
< Average of ED + Std of ED (+413) HZES 242 OHLID), BA ABHO BE 229 Z20|
T &3 Jis A0 e B2 &Y ds= 2 +
D20 ¥ ROIE MH Y £ 2 24 oo oo Slol mot | Ee
62__203:; Ex0| o O/EHE EIIEU“E; = o A= ASE2 BHECH Mt HEAH Hotel THE J|E2 &
Pha 81:7+ - 4?10]—L=T_Hma|1ﬁ§ AifHag(}moEH o Phase LIOIA DA&S/MASS = 2DJH LEHL
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HQ, EZZ ) ¥ HAE AlU2l2o EHOF 21
U Integration Degradation
Program Sample Phase # Level 1 Level 2 | Level 3 | Level 4
o Score %
15 Phase 1 0 1 2 2 3.2
Sample 1 37.50%
4.55 Phase 4 1 3 1 0 2
. 1 S o 2 15 Phase 1 0 0 2 3 3.6 07 789%
ample .78%
rogram P 457 | Phase 4 0 2 3 0 2.6
15 Phase 1 0 0 4 1 3.2
Sample 3 31.25%
3.38 Phase 4 1 2 2 0 2.2
15 Phase 1 0 0 4 1 3.2
Sample 1 50.00%
3.57 Phase 4 2 3 0 0 1.6
. 5 S o 2 15 Phase 1 0 0 4 1 3.2 47 50%
ample 50%
rogram P 431 Phase 4 2 i 2 0 2
15 Phase 1 0 0 3 2 3.4
Sample 3 58.82%
3.96 Phase 4 3 2 0 0 1.4
15 Phase 1 0 1 3 1 2.4
Sample 1 25.00%
4.56 Phase 4 2 2 1 0 1.8
15 Phase 1 0 3 2 0 2.4
Program 3 Sample 2 58.33%
4.65 Phase 4 5 0 0 0 1
15 Phase 1 0 0 4 1 3.2
Sample 3 43.75%
3.83 Phase 4 2 2 1 0 1.8
=4 2, Zz 8 12 ME 11t 2= Integration g £ USS OISt T2 )8 29| Phase 1 24 &
Scoredt 3.00lA 1.92 22 36.67%2 HA&H Kottt I, EDS EZ2 985.12, EEHI= 13.082 T2 )=
HMHM2ES g = OH, ME 39 AH=20= 10 Eel 22 HH0| dEJSH, T2 29
Integration Scoredt 2.701lA 212 E=&= 218 20l =2 &Y ST HA= 972.040lM 998.22 HAECU
22.22%°2| AXA M3t otiEs =olg = Ut Ct. & 10012 HIAE CIOIEOl Uil &2 12 10,
Tz 2, 39 HR0E = ME0l CHol A& A0l MHE 22t 32 22 7IH, 102 GIOIEHJF &2 JI=0 &8
NotEle SAE S0l = J/A2H, 0l= Het J[-O0l oo, B 90.00%2 =2 sz &Y AE
Ctakst AR22 OOoIEAN o =Z=uEel AHEA O =Y JCH OHXIYe=zZ, T2 7 32| Phase 1
"WIE €48 o= A2 AlAretLh =4 A, EDS EZ2 1087.71, EF HXt= 20.89=2
6.3 HIAE GIOIH JI8 HC J|Y HS 2] 29 &0 g2E &0l Y ASS &0l
= ZilAd= HAE OoIHO s HE 2UE Sol = QUC Z2J8 39 =2 &Y 2485 "gHes
Mot Jlgel &2482 2860 2 I )80 M= 4 1066.820lA 1108.622 M= 10/ CHoll & 712 M=
A8 EBI Z2ille = 2OMH, RE ZZ= ]9 0] 2& JI&E0 R}, HE 22 30 UoiAdes 2
A MEN 2H L2DH AX S MO LMSE A 2 700, 40l B2 60.00%2 HEEE SUCH
= Eolg £ QO 2 ZZ o MOz FHo|st HS Mot J1gol eI e MGl s 24 21
JIE Blnee2 M, At H=E S &= dE = 8 62 T2 )8 39 Phase 1 & B AlLi2I 22 &
Xo S5 E S0ol5HAC 0l E& AMUCIQUAN 25 JI=2 ¥« ZAH} 2&&t
Tz 12 Phase =24 Z1, EDY HZ=2 ED 2t 2= HAE AUl d2, &Y 20 IS
1021.32, E&HBX= 92612 ==L UL 0l= Phase =2 =2 &Y 452 20l= WE 240 HI=otH, &
49| HE=TXIC 67.6110 HIUWAIRS M, O 2 BHs S JIE2 ZH YRl 2o JIEN FEothl =ZotAS
Ag 2= AYAUAS Q0|stt. T2 19 =2 &Y = EoIg £ QU fsH Tz 11 20| HsH0|
S2HE9 HA= (=4 3)0 JIBtetH  928.730lA =2 Phase 1 &go 32 A £8&e= JI& ZH Y
1113.952 &G, oY EH WUHA = 10012 HA Ol 2ol Phase & Y&tst 2501 A<M, 0l= EDY
E HOIH = M2 12 5Jli, MZ 22 32 2= 8, 7 ol =l sy E3& AlL

JHel OOl 38 JI=0 fEottt Ol 2208
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Sol It 23 WAool @R
OHAIGH MOl MY Hite E3 72.22%°2 HE&E
S 2QOn, 28 SHIF O X Dol e o}
YAAS DEYS O K Il BE 2RO Y
ds2 Bltote Ol =8d= NES E0ESOH L8
#2 99 2 Z23 & Ag Zite= Phase 10 Hio
Phase 4 &EHUIAM =& & OIO0IEHII S8&E2=2 Y2 &
2 deEs k= ZEds 2L 0IE  Integration
ScoreZ2 248 2, B= ME HOIANMA 88 2R
o ANMA XNGIE =QoIA2M, 2 JIg0l H&84 Mot
E EgXdte do S48 US &I5HACtH
Program 1 (Sample 1)
Phase 1 Phase 4
E’ " /v/'
Bl /
8/
b I = — — — | 0
ol ] NSV CE J Pl ey
o )g;cgér;in;tel‘; X_coordinates ' X;mﬁrdinate;
ED : 1003.66 ED : 1005.54 ED :1103.49
Sum of Joint Levels : 22 Sum of Joint Levels : 10 Sum of Joint Levels : 17
Work Level : 4 Work Level : 1 Work Level : 3
e Program 2 (Sample 1) --------------mmoeeemn
4 Phase 1 Phase 4 \
| g ~N |4 7 | | |
P2 H
P8 |
i 9 7 s - = » i
Vel H
i X_coordinates X_coordinates X coordinates 3
i ED :997.53 ED : 1164.63 ED : 886.32 1
\ Sum of Joint Levels: 18 Sum of Joint Levels: 11 Sum of Joint Levels: 6
b Work Level: 3 Work Level: 1 Work Level: 1
Program 3 (Sample 1)
Phase 1 Phase 4
- —— = — —
8" \ i )
i \ — \ =
B
8 /
>I .« —_— ‘ Fe— —
b A:)‘(“c;or"l;in:te: ’ l)z_c;:;oréin;te; ‘)ﬂ(,c.;ov:(;in;"tesw
ED:1110.78 ED : 1054.73 ED:732.13
Sum of Joint Levels: 21 Sum of Joint Levels: 14 Sum of Joint Levels: 9

Work Level: 4

8 6. €2 HAE AlLtel22 M2 ZEIF 20

Work Level: 2 Work Level: 1
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Abstract

Software Defect Prediction (SDP) is an essential part of software development which is an inevitable factor. Any defect in
software can cause harm(s) hence, it becomes essential to remove such defects within a minimal time. Machine Learning (ML)
models have made defect prediction practice much easier, but those models do not explain the reason behind the prediction which
makes it difficult to focus on the direction of optimization. For that, eXplainable Artificial Intelligence (XAl) is an emerging tool for
developers which helps in visualization, giving insight into the reason for such prediction. In this research, XAl is used for model
optimization in SDP. The objective is to use XAl to explain traditional ML models (Logistic Regression (LR) and Decision Tree
Classifiers (DT)) and understand the feature importance through SHapely Additive eXplanations (SHAP) value visualization. After
initial prediction, through the SHAP method, the reasons behind the predictions were visualized in the form of feature contribution
values to analyze their importance in prediction. After analyzing the feature's importance, model optimization was done to increase
its performance or efficiency by selecting high—contributing features. In this research, to understand the feature importance, the
highest and lowest contributing features were removed to compare the change in outcomes. The result shows that removing the
highest contributing feature has a negative impact and vice versa on model performances which were compared by AUC and G-
mean performance metrics. Hence, by using SHAP, the optimization of the model's performance is possible by understanding feature
importance and applying feature engineering technigues.

paramount. The advent of XAl seeks to address this challenge
1 . |ntroduction by providing mechanisms to interpret and explain the
decisions made by complex machine learning models [4].
Among various XAl technigues, the SHAP method stands out
for its ability to attribute a value to each feature's contribution
to a particular prediction. This research embarks on an
exploration of how SHAP can be integrated into the feature
engineering process of logistic regression and decision tree
classifier models for software defect prediction [5].

In the contemporary landscape of software development, the
continual evolution of technology has facilitated the creation
of intricate and sophisticated software systems. As the
complexity of these systems grows, so does the challenge of
ensuring their reliability and functionality [1]. A crucial aspect
of software quality assurance is the early identification and
remediation of defects, which can significantly impact the

performance and user experience of applications. In this A key motivation for employing SHAP in this context is to
context, the utilization of machine learning models for bridge the interpretability gap that often exists between
software defect prediction has become increasingly prevalent machine learning models and human understanding [6]. By
[2]. Traditional machine learning models, including logistic dissecting the impact of each feature on model predictions,
regression and decision tree classifiers, have proven effective SHAP empowers software developers, project managers, and
in predicting software defects based on historical data. quality assurance professionals to make informed decisions
However, their complex structures often lead to "black box" based on a deeper comprehension of the model's reasoning
models, where the intermal workings are challenging to [7]. Logistic Regression and Decision Tree classifiers models
interpret [3]. This lack of transparency poses a significant were used to predict software defects and the results obtained
obstacle, especially in safety—critical domains where were quite satisfiable. Still, these models could be optimized
understanding the rationale behind a model's predictions is after understanding the reason behind such predictions. The
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SHAP method was used to visualize the prediction results
through feature—contributing values. A deep understanding of
the feature contributing was helpful for feature engineering.
The contribution varies, which means there were high and low
contributing features for the prediction. For analysis purposes,
the highest and lowest contributing features were removed to
find the impact on prediction. After removing the highest
contributing features, the performance of the models was
decreased and vice versa. Through such results, we can
summarize that a proper understanding of the features for
feature engineering is essential which can leverage the
performance of the model.

This research aims not only to improve the predictive
performance of machine learning models for software defect
prediction but also to contribute valuable insights into the
application of XAl in the software engineering domain.
Through a detailed analysis of SHAP's interpretability
enhancements, this study endeavors to provide actionable
knowledge for practitioners while advancing the broader
adoption of transparent and explainable machine learning
models in software defect prediction. In summary, the
integration of SHAP with LR and DT models for software defect
prediction represents a significant step towards creating more
transparent and trustworthy machine learning models in the
realm of software engineering [8]. This research contributes
to the ongoing discourse on XAl applications, with the
potential to influence best practices in software defect
prediction and beyond.

There were many researchers conducted to analyze the
feature’s contribution values but none of them focused on
model optimization. So, we proposed a novel approach to use

XAl in SDP.

2. Background and Motivation

XAl is an emerging term among developers and stakeholders
[9]. Itis used to describe an Al model which means, its impact
and potential biases. It also makes the model transparent
making it easier to understand the reason behind the
prediction and importance of the features. Moreover, it also
helps to characterize model accuracy, fairness, and outcome
in prediction. Most organizations are evolving and adopting
data—driven technologies which require Al. Such organizations
must make sure that Al in production is working properly,
building trust and confidence. In such cases, XAl helps them
to choose the Al model based on their business needs.

25

In many cases, XAl has been applied to have transparent
production and development but only in a few cases they are
adopted to predict the defect. In cases of software, it is crucial
to identify the defects or bugs in the early stage or predict
them to mitigate their impact [10]. XAl has proven its
promising effects in giving insight into the reason behind
prediction, so it becomes a valuable tool to use in defect
prediction.

During the defect prediction, XAl can help stakeholders or
developers understand the behavior of the model and its
features [11]. The proper analysis of such behavior can give
deep insights and can be essential in scaling. This can be
done through visual investigation models with an interactive
chart which generates feature attributes [12]. Such charts can
display positive and negative values of the model.

The motivation comes from the SHAP methods which helps to
visualize the feature’s contribution values for the prediction.
Since every feature does not play a significant role in
prediction. It becomes essential to choose only those features
which will be beneficial to predict the defects. Such selection
of features helps to increase computational efficiency,
minimize training time, and make it easier for model
interpretability and support in model optimization. For this
research, the main objective is to focus on model optimization
through appropriate selection of features with the help of
SHAP.

Then applying proper technigue can help to optimize the ML
model’s performance with higher efficiency and mitigate the

problems in earlier stages of the products in upcoming days.

3. Related Work

Begum et. al. [13] used real datasets of National Aeronautics
and Space Administration. For software fault diagnosis, they
used thirteen Machine Learning models, (i.e., Random Forest
Regression, Linear Regression, Naive Bayes, Decision Tree
Classifier, Logistic Regression, KNeighbors Classifier,
AdaBoost, Gradient Boosting Classifier, Gradient Boosting
Regression, XGBR Regressor, XGBoost Classifier, Extra Trees
Classifier and Support Vectors Machine). Then they compared
each model to find the best model. As per the result they found
that XGBR outperformed in case of AUC, Mean Square Error
(MSE) and R2 score. They also used XAl (i.e., Local
Interpretable Model (LIME), and SHapley Additive exPlanations
(8HAP)) to determine software fault features. The result
showed that average true positive by LIME were greater than
that of SHAP, which indicated LIME can afford the greatest
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impact on the model outcomes to identify features that are the
most significant reasons for software defects. This research
concluded the method to identify features which could be
significant for software defects, but our research focuses on
selection of appropriate features removing low contributing
features to increase the model performance.

Gezici et. al. [14] focused on the explainability of Gradient
Boosting (GB) classifier used for software defect prediction
(SDP). They used post—hoc model—-agnostic methods called
“Explain Like | am a 5-year-old” (ELI5), on the dataset
provided by NASA. Specifically, they used SHAP, ELI5 and
LIME to explain local instances, and SHAP to explain both
local and global explanation. The results suggest a post—hoc
and model-agnostic way to quantify Explainability and
indicate that all three methods used in this study performed
consistent results with each other while explaining the GB
model. They focus on selection of XAl technique to explain
the local and global explanation. In contrast to their research,
we not only focus on explanation but also analyzing the
feature importance and understanding the feature importance
and their contributions.

Shin et. al. [15] to identify the applicability of XAl and its
trustworthiness used LIME and BreakDown which are two
state—of-the—art model-agnostic technique to explain the
prediction results of bug prediction models. The experiments
show these tools can generate promising results and the
generated explanations can assist developers understand the
prediction results. They investigate the consistency and
reliability of model-agnostic technigue—based explanation
generation approaches. The results show that both LIME and
BreakDown generate inconsistent explanations under different
software defect prediction settings for the same test instances,
which makes them unreliable for explanation generation. Thus,
more research in explainable software defect prediction
towards achieving consistent and reliable explanation
generation is necessary. They found the inconsistent
explanation during the explanation but in our case, we found
inconsistent explanation after the removal of certain features
where the contribution behavior and values of features has
changed, explained more in RQ2.

Chmielowski et. al. [16] evaluated the use of explainable
artificial intelligence (XAl) in processes related to software
development and bug classification based on bug reports
created by either software testers or software users. The
research was conducted on two different datasets and the
task was to classify issues based on crash, memory,
performance, and security. Studies on XAl-related algorithms

show that there are no major differences in the results of the
algorithms used when comparing them with others. XAl does
not provide degradation of accuracy so users can easily
obtain results before experts verify and can be applied to
production easily. The focus of this research is to classify the
software bugs, but our focus is to understand the features and
optimize the model.

There were several research works and applications of XAl in
SDP but none of them have applied it find the notable features
to optimize the model after analyzing the reason behind the
prediction using XAl.

4. Proposed Methods

This research is focused on the SHAP method for the
visualization of each feature’s contribution for the prediction.
The procedures are:

1. Selection of database
2. Define the ML prediction models.
a. Logistic Regression
b. Decision Tree Classifier
3. Initialize the SHAP explainers.
a. Linear Explainer
b. Tree Explainer
4. Compute the SHAP values for each feature.
a. SHAP Input: prediction result
b. SHAP Output: feature contribution values
5. Summarize and visualize SHAP values for
interpretation.
6. Apply Feature Engineering technigue.
7. Compare the values with previous results.

L (O

1. Logistic Regression feature 1. LogisticRegression

2. Decision Tree Engineering 2. Decision Tree

L (O

Results Results
without with
XA XAl

L (O

FIGURE 1: PROPOSED APPROACH

The first step is to select the dataset. The AUDI automotive
dataset was chosen for research with three different software
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projects. The use of different projects might make the
outcome more reliable and support deep analysis of the
model’s behavior based on the projects used. Then, LR and
DT classification models were applied to get initial results on
each dataset. Next, the SHAP technique was applied to each
prediction to understand the reason behind the prediction.
Linear explainer and Tree explainer were used to visualize the
feature contributions. For deep analysis of the feature
importance and their contributions, the highest and lowest
contributing features were dropped, also to find their impact
on prediction. Then again, LR and DT methods were applied.
The results obtained before and after using SHAP techniques
were compared to find its effect on model optimization.

5. Experimental Setup

5.1 Dataset
Table 1: AUDI Dataset

SN Projects # of # of # of buggy
metrics instances instances

1. | PROJECT_A 10 1908 77 (4.03%)

2. | PROJECT_K 10 2515 112 (4.45%)

3. | PROJECT_L 10 2891 61 (2.10%)

In Table 1, the details of the three different projects

(PROJECT_A, PROJECT_K, PROJECT_L) selected for research
purposes are presented. These datasets are from the domain
of Automotive and is available for download at [17]. The
reason for the selection of three different projects is to
perform more reliable research and find how the models
perform under automotive industry.

The features of all three projects were the same, which are
listed in Table 2.

Table 2: Feature description

SN | Features Description Reference
1 author Author name [18]
2 | sloc Executable code [18]
3 McCab McCabe Cyclomatic [19]
4 | Hv Halsted Volume [18]
5 Hd Halsted Difficulty [18]
6 | He Halsted Effort [18]
7 | loc_add Line of Code added [18]
8 loc_remove | Line of Code removed [18]
9 nfunction Number of functions [18]
10 | bug Change metric [18]
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5.2 Machine Learning Models
5.2.1. Logistic Regression (LR)

LR is the data analysis technigue used to find the relationship
between data factors. The relationship found is then used to
predict the value of any one factor based on the other factors.
LR is an important technigue in the field of artificial intelligence
and machine learning (Al/ML). LR is used because of its some
key features like simplicity, speed, flexibility, and visibility [20].

e(b0+b1X)
Y =11 elottim

The sigmoid function is referred to as an activation function
for logistic regression and is defined as:

e = base of natural logarithms, x = input value, bO = bias or
intercept term and b1 = coefficient for input x

5.2.2. Decision Tree Classifier (DT)

Decision Tree is an ML algorithm that can be used for both
regression and classification tasks. DT is easy to understand,
interpret, and implement, making it an ideal choice for
beginners in the field of machine learning. DT is a non-
parametric supervised learning algorithm. It is also a
hierarchical model used in decision support that depicts
decisions and their potential outcomes, incorporating chance
events, resource expenses, and utility [21].

5.3 XAl Techniques
5.3.1. SHapely Additive exPlanations (SHAP)

SHAP is a XAl technique which is model agnostic that helps
to explain the output of any ML models. It uses a game
theoretic approach that measures each features contributions
to find prediction or outcomes. SHAP helps to visualize the
contribution values known as SHAP values of each feature in
final prediction. Such visualization helps to understand the
feature impact on the model’s prediction [22].

There are different SHAP explainers to explain different models.
For this research, Tree and Linear Explainer were selected to
explain DT and LR respectively in terms of feature contribution.

5.4 Evaluation Metric
5.4.1. Area Under Curve (AUC)

AUC evaluates the ability of a classification model to
discriminate between positive and negative instances across
various classification thresholds. A higher AUC indicates
better discrimination ability of the model. The maximum value
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is 1 which means, the closer to the value 1, the better the
model [23].

5.4.2. G—Mean

G-Mean is the performance metric which is calculated based
on the confusion metrics which includes values such as true
positives (TP), false positives (FP), true negatives (TN), and
false negatives (FN) [24].

The following formula is used to calculate it,

TP TN
G — Mean = j

TP+FN * TN + FP

5.5 Research Questions

Since every feature has its own importance, they contribute
differently to different predictions. It becomes essential to
understand the features before using them for a specific task.
Through these Research gquestions, we want to find out which
features have the highest and lowest contribution for the
defect prediction purpose and select appropriate features for
SDP. The research was supported and conducted based on
the following research questions.

RQ1. What is the effect on performance after removal of
Highest and Lowest contributing features?

From RQ1, we want to find the effect on the prediction results
after removing the highest and lowest contributing features.
This is because an enormous number of low contributing
features might increase training time and decrease model
performance.

RQ2. What is the effect on other
after removal of high and low contributing features?

features

From RQ2, we want to find the behavior of other existing
features like change in their contribution values and change in
efficiency of the model.

RQ3. What
while applying XAI?

things should be considered

From RQ2, we can analyze the importance of certain features.
This will help to understand and focus on those features who
have contributed which will mark them important and prevent
them from elimination. Elimination of such features may cause
negative impact on prediction.
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6. Experimental Results

The purpose of this experiment is to find whether XAl can be
used for model optimization or not. Hence, at first the LR and
DT models were applied. The purpose of those models is to
find the defects in terms of AUC and G—-mean as performance
metrics. The obtained performances are listed in the following
Table 3.

Table 3: AUC and G—Mean obtained after applying LR Model

SN Dataset AUC G-mean
1. PROJECT_A 0.421 0.693
2. PROJECT_K 0.366 0.798
3. PROJECT_L 0.545 0.312

After the LR model, SHAP approach was applied to find the
contribution values of each feature.

sloc

He

Hv

loc_add [JJ

nd JiJ

McCab I
author I
loc_remove |

nfunctions

=)

6
mean(|SHAP value|) (average impact on model output magnitude)

FIGURE 2. THE FEATURE CONTRIBUTION VALUES FROM THE HIGHEST To THE
LowesT OF PROJECT_A.

Hd

He

loc_add
loc_remove

Hv

sloc

author .
McCab .

nfunctions

0.0 0.5 1.0 15 2.0
mean(|SHAP value|) (average impact on model output magnitude)

FIGURE 3. THE FEATURE CONTRIBUTION VALUES OF EACH FEATURES FROM HIGHEST
TO LOWEST OF PROJECT_K
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FIGURE 4. THE FEATURE CONTRIBUTION VALUES OF EACH FEATURES FROM HIGHEST
TO LOWEST OF PROJECT_L

The visualization of each feature through the SHAP values
gave insight into the contribution of each feature. Such
visualization and understanding of the contribution are very
essential for feature engineering which lead us toward the
Research Question 1.

RQ1. What is the effect on performance after
removal of Highest and Lowest contributing
features?

1. Logistic Regression
Figures 2, 3 and 4, show the features contributing from
highest to lowest. The highest and lowest contributing features
were removed to see the effect on performance.

Initially, the highest contributing features were selected from
PROJECT_A (i.e., sloc, He), PROJECT_K (i.e., Hd, He) and
PROJECT_L (i.e., Hv, He) which were analyzed from Figure 2,
3, and 4, respectively. Those features were removed to find
an effect on the prediction of each project.

After selecting and removing those highest contributing
features, the LR model was again applied. The results
obtained are in the following Table 4.

Table 4: Results obtained after removing Highest contributing features.

Dataset AUC G-Mean
Before After Before After
PROJECT_A | 0.421 0.381 0.693 0.620
PROJECT_K | 0.366 0.341 0.798 0.597
PROJECT_L | 0.545 0.645 0.312 0.312

The result obtained shown in Table 4, in the case of
PROJECT_A and PROJECT_K shows that the performance of
both AUC and G-mean has decreased after dropping highest
contributing  values. Meanwhile, in PROJECT_L the
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performance of AUC has increased but the G-mean remained
unchanged.

Similarly, the lowest contributing features were also selected
after analyzing the highest feature contribution removed chart.
The lowest contributing features were selected from
PROJECT_A (i.e., loc_add, nfunctions), PROJECT_K (i.e.,
loc_add, nfunctions) and PROJECT_L (i.e., loc_add,
loc_remove) which were analyzed form Figure 5, 6 and 7,
respectively.

Hd
author
He

McCab

loc_remove .

loc_add
nfunctions

0

,"[

'o| —

02 0.4 06 08
mean(|SHAP value|) (average impact on model output magnitude)

FIGURE 5. ALL CONTRIBUTING FEATURES AFTER HIGHEST FEATURES WERE DROPPED
FROM PROJECT_A
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FIGURE 6. ALL CONTRIBUTING FEATURES AFTER HIGHEST FEATURES WERE DROPPED
PROJECT_K
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FIGURE 7. ALL CONTRIBUTING FEATURES AFTER HIGHEST FEATURES WERE DROPPED
PROJECT_L

The lowest contributing features selected were removed from
each project. Then again, LR model was re—applied to find the
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effect on prediction. The obtained results are illustrated in the
following Table 5.

Table 5: AUC and G-mean obtained after removing lowest
contributing features.
Dataset AUC G-mean
Before After Before After
PROJECT_A | 0.421 0.712 0.693 0.983
PROJECT_K | 0.366 0.816 0.798 0.691
PROJECT_L | 0.245 0.245 0.312 0.312

From Table 5, only PROJECT_A shows the improvement in
both performance metrics after removing the lowest
contributing features. In the case of PROJECT_K, the
performance of AUC has increased but the G-mean has
decreased. Meanwhile, PROJECT_L has no change after
removing the lowest contributing features. In Figure 4, it
shows that two features have a high contribution in
comparison to others. When the lowest contributing features
were removed, the highest contributing features were added
back. The result was the same with and without removing the
lowest contributing features.

2. Decision Tree Classifier
Similar technigues to LR were applied in the case of DT to find
the impact of effects on prediction after removing highest and
lowest contributing features. The results obtained are
illustrated in Table 6.

Table 6: AUC obtained after removing highest and lowest contributing
features.

Datasets AUC AUC After XAl
Before Removed Removed
XAl Highest Lowest
Contributors Contributors
PROJECT_A 0.997 0.995 0.998
PROJECT_K 0.998 0.879 0.998
PROJECT_L 0.930 0.900 0.910

From Table 6, the result shows that the performance of

PROJECT_A and PROJECT_K has been

increased when

removing the lowest contributing features. But PROJECT_L
has shown better performance without applying XAl.

Table 7: G-MEAN obtained after removing highest and lowest contributing

features.

Datasets

G-mean

G-mean After XAl
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Before Removed Removed
XAl Highest Lowest
Contributors Contributors
PROJECT_A 0.977 0.963 0.997
PROJECT_K 0.888 0.883 0.907
PROJECT_L 0.959 0.965 0.948

Table 7 shows that PROJECT_A and PROJECT_K have
increased their performance after removing some low
contributing features. But in the case of PROJECT_L, G—mean
has increased when removing the highest contributing
features which directs toward more proper and deep analysis
of features and their contribution.

RQ1 Answer:

The removal of both the highest and lowest contributing
features shows a direct impact on the performance of the
model. The result obtained after applying feature engineering
on two different ML models has the same outcome. It was
found that in most cases the performance of models
increased when the lowest contributing features were removed

and vice versa.

RQ2. What is the effect on other features after

removal of high and low contributing features?
In both models, some uncertain behaviors were seen after
removing some contributing and non-contributing features.
That uncertain behavior could be seen in all projects. The
illustrations of the LR model in PROJACT_A and PROKECT_K
are presented in Figure 8 and Figure 9.

Figures 8 and 9 are a combination of three different states of
prediction for comparison purposes. The first figure is before
removing any features contributing features, the second figure
is after removing the highest contributing features and the
third figure is after removing the lowest contributing features.

In Figure 8, after removing the highest contributing and lowest
contributing features, features showed a random pattern of
their contribution. Some features have increased, and some
have decreased their contribution to the prediction. Such
uncertain behavior may make complicated feature importance
analysis. In the second chart of Figure 8, the mean SHAP value
was dropped by ten times while in the third chart, it was
increased by one and half times.

In Figure 9, a similar pattern can be noticed in the case of
PROJET_K where features have changed their contribution
values as well as after removing the lowest contributing feature
the contributing values of top features have increased. In the



KCSE 2024 ®M[26H HM[1=

second chart of Figure 9, the mean SHAP value was dropped
by almost three times while in the third chart, it was doubled.
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RQ2 Answer:

After removing the highest and lowest contributing features, it
was found that the features changed their contribution values,
and the mean SHAP contribution values of features increased
after removing the lowest contributing features. This increase
in mean SHAP value has also led to an increase in
performance which is a positive indication toward model
optimization. And those uncertain behaviors can give a new
direction to study.
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RQ3. What are the things that should be
considered while applying XAI?

According to the RQ2 conclusion, some uncertain behaviors
of features were noticed regarding their uncertain change in
their contribution values. Such uncertain behavior shows the
necessity of proper analysis of the features before applying a
feature engineering approach in any dataset, project, or
algorithm. The importance of features differs based on the
prediction requirement so, based on the prediction
requirement certain features can be kept or removed after
understanding their contribution values for the prediction
using XAl.
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Hence, it is important to understand each feature’s
importance and contribution before using them for specific
tasks.

7. Threats to Validity
7.1 External Validity

Our model demonstrates superior performance on defect
prediction tasks, and we could apply XAl for model
optimization based on the feature importance analysis.
However, it may not be generalized to other tasks and may
require careful adaptation to different domains. The dataset
and the projects we trained our model were limited but in
future, the size and features of the dataset may increase which
will surely make the analysis process more complicated.

7.2 Construct Validity

The experiment expects to optimize the model performance
through feature engineering using XAl. We were able to meet
our expectations in most cases but not in all cases. For those
cases, we consider them as future works. SHAP technique
cannot explain all models due to their complex structure. So
proposed technique might not be generalized for all
approaches.

8. Conclusion

In  conclusion, our research on Explainable Atrtificial
Intelligence techniques, specifically SHapley Additive
eXplanations within the context of Logistic Regression and
Decision Tree Classifiers for Software Defect Prediction has
presented valuable insights with the novel approach for model

optimization. By harnessing SHAP's interpretability capabilities,

we have not only obtained the transparency of these models
but also gained a deeper understanding of the influential
factors or features contributing to software defect prediction.
With the help of feature contribution values, we analyzed the
importance of the features and were able to apply feature
engineering technique. After feature engineering technigue,
we were able to optimize ML model's performance. The
optimized performances were compared using AUC and G-
MEAN. This research also highlights the significance of XAl in
enhancing model interpretability, thereby fostering trust, and
facilitating more informed decision—-making in software
engineering. The findings underscore the potential for XAl to
play a vital role in addressing the inherent opacity of ML
models, contributing to the advancement of reliable and
interpretable software defect prediction methodologies.
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9. Future Work

This research has proposed a novel approach for feature
engineering by applying XAl's SHAP technique. Still there are
some areas where improvement can be made which are
considered as future work that may be helpful to other
researchers in working in the same or related fields.

The future work to be considered are as follow:

e Use XAl to understand the change in contributing
behavior of the features for more robust prediction.

e Use XAl to compare other state—of-the—art Deep
Learning methods to understand other methods in

more detail.
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Deep Neural Network (DNN) models have become prevalent and are increasingly adopted as
components in software systems. Designing and training these DNNs from scratch is not trivial as they
require substantial expertise and resources. Consequently, developers often reuse Pre—Trained Models
(PTMs) organized in model hubs to alleviate these concerns. However, challenges arise when there is an
absence of PTMs that match a developer’s specific requirements. In this paper, we explore the concept
of PTM composition and investigate whether PTM composition can fulfill application requirements without
fine—tuning or creating a new DNN. We present the current challenges in PTM composition through our
case study and identify the shortcomings of existing model hubs. By drawing parallels between PTM
composition and web service composition, we highlight the essential technologies required for
successful PTM composition and discuss potential solutions to these issues.

1. Introduction

Deep Neural Networks (DNNs) are now widely used in
various applications. However, designing and training
these DNNs are not ftrivial tasks as they require
substantial expertise and resources. Consequently,
model hubs like Hugging Face that host Pre—Trained
Models (PTMs) have surged in popularity, helping
developers reuse existing DNNs rather than creating
new DNNs from scratch.

While PTMs are useful, developers might need to
fine—tune them or create new DNNs if no PTMs meet
their specific needs. Both approaches require suitable
training datasets, which can be difficult to obtain [1].
This raises questions about the possibility of reusing
and combining existing PTMs for specific applications,
the adeqguacy of model hubs in supporting PTM
composition, and the potential for developing new
functionalities and services through PTM reuse.

This paper introduces PTM composition, aggregating
PTMs to create new functionalities. We explore its
feasibility, particularly the challenges in using existing
model hubs, and present a case study with examples to
illustrate common obstacles like PTM discovery,
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selection, and heterogeneity. Finally, we suggest
strategies to overcome these challenges in future work.

2. Related Works

Web Service Composition (WSC) integrates various
Web services to create sophisticated services [2]. The
key similarity between PTM composition and WSC lies
in their core principle of integrating multiple, specialized
components to create a composite system capable of
addressing more complex tasks. In contrast, in PTM
composition these components are PTMs, while in WSC
they are Web services.

3. Composition of Pre-trained Models

A PTM is a saved DNN that has been trained on large
datasets, which can then be used as—is or adapted for
different tasks [3]. This practice, known as PTM reuse,
aligns with software engineering and service computing
principles of reuse. PTM composition refers to the
strategic aggregation of pre—existing PTMs each
originally trained for specific tasks or datasets. The aim
is to address more complex or varied tasks than any
single PTM could handle independently.
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Figure 1 illustrates the composition process with
current model hubs. The developer searches for the
necessary PTMs. The suitable candidate PTMs can be
downloaded via Hub APIs. Next, the developer creates
proper interfaces for the constituent PTMs to interact
with each other. Lastly, the final composite system is
deployed.

Model
Requirements Hub
Developer BB
LB®
T, Download PTMs
through Hub APIs
Input ---> d
P PTM1  PTM2  PTM3 Output

PTM composition

Figure 1. PTM composition process with current
model hubs.

The common workflow in public model hubs such as
Hugging Face or PyTorch Hub, involves users
submitting PTMs, which are then accessible via hub
APIs [4]. However, this user—driven model poses
challenges in standardizing and assuring quality,
impacting PTM reliability and effectiveness. Significant

issues include the lack of standardized naming
conventions, inadequate search filters for specific
requirements, and the absence of comparison

information. Additionally, many hubs don't provide
detailed information on PTM inputs and outputs,
complicating PTM selection, and integration.

4. Case Study

We conducted a case study highlighting the
challenges associated with composing PTMs. The study
focused on software identifying ambulances in low—
resolution images. Figure 2 illustrates the overall
composition of this case study. The developer utilized
a classification PTM to label “ambulance” as the object
detection PTM was unable to do so. The incorporation
of an upscaler markedly improved the classification
accuracy of the classification model from 37.5% to
96.9%. Currently, a developer faces significant
challenges, including the difficulty in discovering,
selecting, and integrating PTMs from model hubs with
varying documentation and input requirements.

Object

| Detection

Upscaler > Classification

stable-diffusion- Faster R-CNN vgg1l

x4-upscaler
Figure 2. The overall PTM composition.
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5. ML Repository for PTM Composition

WSC and PTM composition share similarities in their
overall lifecycles. These lifecycles encompass four key
phases: definition, selection, deployment, and
execution [2]. By drawing parallels from WSC, we
propose a PTM repository to address PTM composition
challenges, offering improvements over current model
hubs. This repository uses Large Language Models
(LLMs) for natural language processing in the definition
phase, enabling developers to specify requirements
easily. In the selection phase, it considers various
factors like deployment systems and QoS metrics,
utilizing crowdsourced data for accurate model
selection. Post—selection, the repository encapsulates
PTMs with custom wrappers for compatibility,
facilitating smooth data and process flow between
models. These wrappers and the repository's APIs aid
in seamless integration, deployment, and execution,

streamlining the PTM composition process and
overcoming current challenges.
6. Conclusion

We introduce and explore PTM composition,

highlighting its potential and challenges, as evidenced
by our case study. We propose a future vision of a
model hub for more effective PTM composition by
drawing parallels with WSC to identify key technologies
for PTM integration.
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Process Analysis (STPA) [9]18] A#E &8st k4 H
AE Ao] A (test case, TC)E T35 22 Aot ZEA
A5 Aottt o] wWl #F2 54 (Quality Attribute, QA)
Q7S Ayl e FElE UeERlE Quality Attribute
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stal, AASE TCE &8-3lo] safety testing= %1 3Y
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2.1 Systems-Theoretic Process Analysis (STPA)
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A AEE P42l Q4 (causal factor)E EFSH7] 9 S|
Ak 7ol 9. (1]e] W=, STPAE & vl @
2 T d
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et} (3) FAlF o2 FHE CAE AlFsiy, Ui o
AU =, 2 Z3E SAZ CAE Al @)
H&EAoZ AFH= CAY A5 Uy el AE5HA
vy ke A v

A ek G A A= UCAS] T A& YEFH & loss
(£ causal) scenarios 2 3T}, Loss scenario= A F
For vdn. 72 F3olAM= ‘UcA7t s o
I CATE B AdH A AP A 0}01'7‘1 hazard7}
A e Ale] JFsirh UCA7E B ES st €
o= Ul 7FA 7} Sltt (&84 ILH) controller
%, FA A%k control algorithm, TFE controllerol A
UCA, 18]32 H 443t process modelo] ©]e]

TO 2 CA7ZF Z5 A HAY AP oF
OFA hazard7} WA= YA O EE actuators EFFSl
control pathe] A1 2] E#1¢} AA|Z controlel] we} & 2}s}
= controlled process®] A7} S1T}. Loss scenario 2] A]
o= Z & tigt #2242l causal factors 7|&= 3},

controller®

%éﬁr&mfrgz{o

ojZlo] WATA AEF sh= FF A &L
NES S} o]F A =EF loss scenarios &l A
o k& &R 9% F7F aAbge] =EE
Lo, A|AE ] oA E EESAY HAE AojA
£ AYshs o9 #eol 754 ook

2.2 Quality Attribute Scenario (QAS)

Quality Attribute (QA)= Al A~ES
ol Q7 (needs) & 7HXE FET
Sk (measurable) H]7]5 % 45 ulatn], 1 A EE
QHdA] flel% 1A (reliability), 2H8/d (scalability), A}
44 (usability) s°] St} [10, 12, 13]. ©]& QAe°l ojst
QAN Aldg el FHE A Zles 54
A AlvbE]l 2 (Quality Attribute Scenario, QAS) [10]2}1 F
=0t QAT AtH o7 Swo| A A A architecture

F
_|1m

[e5

S AAse el 98 v M & Q9o
QASE %@ Sw7F 7pdof & QA #AH QFAE S

UERATE QASE & oA 7HA 9 &
ol&% o= =¥ 2k

am P, 47

lo,

Source: Abg, WS AIAE] T stimulusE AlEEke 7H
|

= Stimulus: source®] &3NA] artifacto] 4] FojA] = ol
E

= Artifact: stimulus7} =2Hel= oA} (A AEN] A A
= Ay S A AHS] Foh

— =TT,



KCSE 2024 H26H HM|1=

artifact®] =Z+
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Typical STPA Process Safety TC Generation Process

1) Tokenize unsafe control actions and

1) Define purpose of the - uns
loss scenarios into words and phrases

analysis

2) Select guidewords according to the
2) Model the control type of unsafe control action

structure . . .
= With (certain percentage of failure)

= Without failure

= Until (certain function) gets back to normal

3) Identify unsafe control = Until (certain operation) is provided
actions *  Within (certain amount of time)
= After (certain operation) is performed
4) Identify loss scenarios 3) Generate safety TC in the form of

quality attribute scenarios

1% 1STPAS &3k obdA HIAE Ao]A
By mRA 2

WA, STPAS] ZA3}E<1 UCAQ} loss scenarios & 2o
ug} who] £ Hol R E 3} (tokenize)dtT). o] %
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sto] safety TCE A ST ARbeh= Z2AAE wet
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scenario®] S EF oo} dla1, I FEl= QASY FHEIE
&k
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A GAANA AAE guidewordE UA AE S [28]°
A AAEFAI Y guidewordol| A F7F AFE AX FAH
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C‘-O
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5. AHEl AT

5.1 HIAEHE A|AH
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of /Mukst ElAEWE AAEOoR 7IAE A3 T

WE A28 (Intelligent Transportation System) [29]2] ol A]
24 g i AAES Yol Audstes RS2 E

ZFsF 3 A A BARE AAE T o9
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NS ANABAAN AL F F/Fe AHAAEOZ G-
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Abstract

In safety-critical systems, particularly Autonomous Vehicles (AVs), concern is rising over the potential consequences
stemming from erroneous decisions made by Deep Learning (DL) models due to adversarial attacks. The inherent inaccuracies in
these models pose a substantial threat to human well-being, with the potential for severe outcomes such as injuries or fatalities.
Relying only on Al (i.e., ensemble modeling for robust prediction) or traditional safety analysis techniques such as Fault Tree Analysis
(FTA) is insufficient for safety critical systems like AVs. Therefore, this study proposed a hybrid safety analysis technique to improve
the adversarial robustness of AV by combining two safety analysis methods: the FTA and simulation-based safety analysis technique.
In our approach, we first perform FTA to meticulously examine the probability of failure resulting from adversarial attacks on the
perception system. Secondly, a simulation-based safety analysis technique is proposed to validate and verify the outcome of safety
analysis using a high-fidelity self-driving car simulator. Thirdly, we validated and verified the effectiveness of the proposed hybrid
safety analysis by presenting a case study on an end-to-end Autonomous Driving Systems (ADSs) model. Finally, by incorporating
the outcomes of hybrid safety analysis and adversarial training, we improved the adversarial robustness of the target ADSs model.
The experiment showed that the proposed hybrid safety analysis technique improved the adversarial robustness of the target model
after adversarial training. This research endeavors to enhance the resilience of AV systems by analyzing vulnerabilities introduced by

adversarial attacks, ultimately contributing to the safety and reliability of autonomous driving technology.
Keywords: Autonomous Vehicles, Robustness, Safety Analysis, Fault Tree Analysis, Adversarial Attacks

1. Introduction to address these challenges to improve the adversarial

] ) ) ) robustness of deep learning models used in AVs. The
The integration of autonomous vehicles (AVs) into

. proposed approach integrates two safety analysis
modern transportation systems underscores the need

) ) . methods: Fault Tree Analysis (FTA) and simulation-based
for a comprehensive assessment of their reliability and

. . . . safety analysis.
susceptibility to adversarial attacks. The increasing

. . ) . Our assumption is based on the hypothesis that
reliance on deep learning models in safety-critical

I . . , , safety analysis of safety-critical systems like AVs is
applications, as initially highlighted in studies by

. . insufficient by incorporating only conventional safety
Szegedy et al. [1], raises concerns about potential

. . . analysis techniques such as FTA or Al (e.g., ensemble-
erroneous decisions and vulnerabilities to adversarial

) ) ) ) based robust prediction). Conventional safety analysis
manipulations. This study proposed a hybrid approach
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techniques cannot capture the faults in the architecture
of Al models due to their intrinsic complexity. Similarly,
the Al-based safety analysis also does not reasonably
mitigate all vulnerabilities associated with Al models.
For example, when an adversary attacks a model,
verifying the validity of the safety of the output
produced by the model becomes challenging. Thus, it
is imperative to mitigate this issue by combining both
conventional and Al-based safety analysis methods,
such as simulation-based safety analysis techniques, to
improve the robustness of the models in AVs. By
and Al-based

combining the conventional safety

analysis techniques (i.e., simulation-based safety
analysis), the inherent limitation of conventional safety
analysis techniques can be mitigated via simulation-
based safety analysis techniques, and conventional
techniques can minimize the limitation of Al-based

safety analysis techniques.

Another reason to propose the hybrid approach for
improving the robustness is that the AVs demand a
systematic and integrative approach to identifying and
mitigating potential hazards due to Level 3 autonomous
driving (i.e, human driver and Al models both are
involved in driving tasks). Therefore, safety analysis
plays a pivotal role in investigating potential failure
modes and recommending failure mitigation plans such
as safety guards. The final outcome of our hybrid safety
analysis approach is to recommend a plan for failure
mitigation. Therefore, based on the outcomes of the
safety analysis, our approach also recommends a failure
mitigation plan, such as adversarial training, input
transformation, etc., to improve adversarial robustness.
However, this article chooses adversarial training as a
failure mitigation plan to improve adversarial
robustness. The overall approach is illustrated in Figure
1. We made the following core contributions in this

article:
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1. We proposed a hybrid safety analysis approach
by combining FTA and Simulation-based safety

analysis techniques.

2. We presented a case study on an end-to-end

Autonomous Driving System (ADS) model,
showing that the proposed method effectively

improved adversarial robustness.

3. A detailed,

quantitative analysis shows that the suggested

comprehensive qualitative and

mitigation plan effectively improved adversarial

robustness.

The remainder of the article is organized as follows:
Section 2 provides the literature review on safety
analysis techniques. Section 3 describes the proposed
methodology, and Section 4 presents the experimental

results. Finally, Section 5 concludes this article.
2. Related Work

Various researchers have explored the application of
conventional safety analysis to different domains. For
example, Bein et al. [2] investigated the challenges of
ensuring safety and reliability in autonomous driving
systems. They used the probabilistic Failure Modes and
Effects Analysis (FMEA) and employed a closed-loop
simulation strategy to analyze the safety. Schénemann
et al. [3] proposed an FTA-based approach for obtaining
safety requirements in compliance with the I1SO 26262
standard and applied to fully automated valet parking.
Utilizing Hazard Analysis and Risk Assessment (HARA),
their method offers a comprehensive framework for
systematically deriving safety requirements from safety
goals. Chen et al. [4] introduced a taxonomy of takeover
scenarios for automated driving using FTA to identify
potential failure. Chen et al. [5] highlighted the critical
role of safety in road vehicles, particularly in the context

of rapidly developing driver assistance and automated
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Figure 1. A hybrid safety analysis approach to improve adversarial robustness of ADSs model.

driving systems. The study uses FTA to identify safety
issues related to these systems. It introduces Causal
Scenario Analysis (CSA) as a methodology based on
possibility theory and a fuzzy relation model. Yan et al.
[6] used the failure mode effects and criticality analysis
(FMECA) to assess the reliability of the automated
guided vehicle system and evaluated mission reliability
using the Petri net (PN) method.

Gheraibia et al. [7] tackled the challenges associated
with modeling and evaluating complex safety-critical
systems by proposing an innovative approach that
integrates FTA, machine learning, and real-time
operational data. Pedroza et al. [8] proposed a safe-by-
design development process to overcome challenges
associated with autonomy, correctness, and the
prevention of catastrophic risks. Other researchers
proposed adversarial training to mitigate the risk
associated with the ADS model [9]. In contrast, some
researchers used the ensemble approach for robust

prediction [10].

3. Proposed Approach

When dealing with the vulnerability of deep
learning models in complex systems like AVs, it
becomes challenging to ensure safety using only

conventional or Al-based safety analysis techniques.
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However, safety analysis is paramount to ensure safety
in AVs as it helps to identify vulnerabilities and provide
recommendations for safety guards [11]. Therefore, we
present a hybrid safety analysis technique to improve
AVs' robustness and safety, focusing on adversarial
attacks. Our approach consists of four modules: data
acquisition, FTA, simulation-based safety analysis, and
mitigation plan to robustify the model against
adversarial vulnerabilities. In the following, we explain

each module of the proposed approach.
3.1. Data Acquisition

We collect the data under normal conditions (i.e.,
without adversarial attacks) to train the target model.
We choose NVIDIA's AVs model as a case study in this
study [12]. Unlike the modular AV model, the end-to-
end models directly map the raw image pixel to control
parameters such as steering and braking. We first
collected the dataset under normal conditions to train
the model and then validated its performance in
challenging driving environments in the Udacity self-
driving car simulator [13]. The AV models can be trained
either via imitation learning or reinforcement learning.
However, we trained the target model in this study via
imitation learning. During the validation phase, we

recorded the final output of the model, such as the



KCSE 2024 H26H HM|1=

Normal Input

Udacity [Simulator

l o Normal Driving

tan, 015
01
005 3

T Adversarial Driving

Adversarial Input

Impact of Model Output

Figure 2. Simulation-based safety analysis to verify the adversarial robustness of the target model under adversarial attack.

steering angles, to measure the performance. We
choose the steering angle to measure the performance
as it is the final output of the model, and any external
influence, such as adversarial attacks, can directly
impact the steering angle. Also, it is easy to measure
the deviation in the output when the AV model faces

adversarial attacks or other vulnerabilities.
3.2. Fault Tree Analysis

FTA is a technique that is used to analyze and
identify potential causes of systems failure [4]. It is
performed before the system's deployment during the
designing and planning phase to assess the various
combinations of faults that could lead to system failure.
Thus, our approach extensively analyzes the potential
risk associated with the AV model, focusing on model
vulnerabilities such as adversarial attacks. The outcome
of the FTA is then fed to the simulation-based safety
analysis module, which is an Al-based safety analysis
technigue using a high-fidelity simulator. The
simulation-based safety analysis module aims to verify
whether or not the potential hazards identified by the
FTA are valid. Thus, each scenario is simulated in a
realistic simulator and recorded in the simulation logs.
For example, during the FTA, we found that adversarial
attacks could significantly cause the AV collision. Thus,

by simulating the adversarial attacks on the trained
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NVIDIA's AVs model (i.e., mentioned in Section 3.1) in
the simulator, it was confirmed that such an attack
causes significant deviation in steering angle, which, as

a result, caused AVs collision.

3.3. Simulation-based Safety Analysis

The third step in our approach is to verify the
correctness of the identified risks by FTA using the
simulation-based safety analysis technique. To achieve
this, we incorporated the Udacity self-driving car
simulator. Since our focus is to improve the adversarial
robustness of the AV model, we simulated an
adversarial attack scenario in the Udacity self-driving car
simulator. The target model was attacked using various
Blackbox attacks, such as decision-based/boundary
attacks.

Table 1. Mitigation plan for adversarial vulnerabilities.

Vulnerabilities Method for Improving NN Robustness

Multiscale Networks [14]

Feature Aggregating [15]

Natural Adversarial Logit Pairing [16]
Runtime Out-of-Distribution Detection
[17]
Adversarial Training [18]
Input Transformation [19]
Adversarial

Adversarial Detection [18]

Auxiliary Models [18]
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Figure 3. An illustration of Normal Steering Angle.

During the FTA, we found the adversarial attack
could be a potential risk for AV collision. Therefore, we
extensively simulated various adversarial attacks.
Among the adversarial attacks, we found that the
decision-based/boundary attack [20] strongly degraded
the prediction accuracy of the AVs model. Figure 2
illustrates the simulation-based safety analysis of the

AVs model.
3.4. Adversarial Training to Improve Robustness

The outcome of the hybrid safety analysis is the

potential mitigation plan for each fault. These
recommended mitigation plans are based on the
historical data applied to mitigate specific faults. For
example, in history, previous methods used redundancy
approaches to mitigate the sensor and actuator faults
by adding extra sensors [21]. Similarly, various
researchers used ensemble approaches for robust
prediction to mitigate uncertainties and inaccuracies in
machine learning models [22]. Thus, we also prepared a
list of potential mitigation plans for each fault based on
historical data. Since we focused on improving the
adversarial robustness of the target model in this article,
we collected the most common adversarial attack

defense methods as mitigation plans. Table 1 presents
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the mitigation plan for adversarial vulnerabilities.
Various researchers [23] have shown that adversarial
training is the most effective and common technique to
improve  adversarial robustness. Therefore, our
proposed approach adopted adversarial training as a
mitigation plan to minimize the effect of adversarial
attacks.
4. Experimental Results
4.1. Case Study-Safety Analysis of End-to-end AV
Model
We employed a self-driving car as a case study that
uses NVIDIA's end-to-end model to validate the
proposed approach. This model maps the input
image directly into the control parameters. The
target model consists of nine layers, including a
normalization layer and five convolutional layers.
The first layer of the network performs image
hand, the

layers are designed to perform

normalization. While on the other
convolutional
feature extraction. The Udacity self-driving car
simulator has two modes: The training mode is used
to collect datasets, while the autonomous mode is
used to test the trained model. We collected the
imitation

dataset and trained the model with

learning technique to follow the center of the lane



KCSE 2024 H26H HM|1=

without collision in the first phase. The outcome of

the trained model under the normal scenario is

presented in Figure 3.

4.2. Safety Analysis using FTA.

Since FTA is the most commonly used technique to
identify potential hazards associated with safety-critical
systems, we also performed the safety analysis by
incorporating the FTA to identify potential risks related
to AVs' potential collision, focusing more on adversaries
and vulnerabilities. The FTA emphasizes exploring the
potential adversaries and vulnerabilities associated with
AV models. Figure 4 illustrates the FTA of AVs model
collision. This FTA aims to investigate the potential faults
responsible for the "ADS Collision" event. The proposed

FTA illustrates the potential risks that may cause the

ADS Collision

B

final outcome, i.e., "ADS Collision," with more focus on
adversarial vulnerabilities.

From Figure 4, let us analyze the potential risk
associated with the top event, i.e, "ADS Collision."
Based on the historical data and domain knowledge, we
found that the common potential causes of "ADS
Collision" are software failure, hardware failure, sensor
failure, human factors, and ADS model failure. Other
than the "ADS Model Failure all other faults can be
such as

mitigated using conventional techniques

redundancy or graceful degradation techniques.

However, considering the intermediate event "ADS

Model Failure" we cannot directly apply these
conventional techniques to mitigate the risk associated

with this intermediate event. Thus, we need other
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Figure 4. Fault Tree Analysis of ADS Collision event under adversarial attack.
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techniques, such as adversarial training or an ensemble
approach. However, we need to determine the root
cause of this specific fault. Upon deeper investigation
and historical events, we found that even sophisticated
ADS models are vulnerable to adversarial attacks. Thus,
we further investigated various adversarial attacks such
as white box attacks, black box attacks, and physical
attacks. However, studies have shown that the white box
attacks are hard to implement in the ADSs domain, as
accessing the models at runtime is almost impossible.
Therefore, we further investigated other types, such as
the black box and physical (i.e., patch attacks). Among
these two attacks, black box attacks are easy to
implement, and the attacker does not necessarily need
access to the target models. Consequently, our
investigation found that black box-type attacks are
more hazardous than other types. We then simulated
the different types of black box attacks, such as
decision-based/boundary

attacks,  Hop-Skip-jump

attacks, etc. During the simulation, the decision-

based/boundary attacks were found to be more
impactful and caused a serious deviation in the final
output of the target model.
4.3. Simulation-based Safety Analysis
The FTA can only describe the potential
vulnerabilities that might cause the ADS collision event.
However, it can not verify the actual impact of the basic
event on the top event. For example, one of the root
0.0835

0.08345
0.0834

0.08335
0.0833

Steering Angle

2 0.08325
0.0832

0.08315

0.0831

causes of the ADS Collision was potential Adversarial

attacks by malicious attackers. Upon deeper
investigation, the FTA (i.e., Figure 4) suggests that one
possible root cause of the ADSs Collision may be a
"Decision-based/boundary Attack,” a black box-type
adversarial attack. FTA can only provide information
about the potential fault; however, it cannot guarantee
that the discovered fault is the actual cause of the "ADS
Collision" event. To verify it, we need to simulate the
various black box attacks, including "Decision-based/
Boundary Attacks," using the Udacity Self-driving car
simulator with the experimental setup illustrated in
Figure 2. In this setting, we deployed the trained target
model in the autonomous mode in the Udacity
simulator and attacked it with the "Decision/based
Boundary attack." We recorded the model outputs
under the Decision-based/Boundary attack. Surprisingly,
we found significant deviations and strong
discrepancies in the final output (i.e., Steering angle).
Figure 5 illustrates the impact of the decision-
based/boundary attack on the target model. We can
see that in the same setting, the deviation in the
steering for each frame is huge. The extensive
experimental results suggest a 0.108 mean deviation
was recorded when the model was under decision-
based/boundary attack. Note that the normalized
output of the NVIDIA's models ranges between [-1,1].

Considering this normalized value, a mean deviation of

r 0.15

Steering Angle

r-0.15

Number of Image Frames

Adversarial Steering

———Normal Steering

Figure 5. Impact of decision-based/boundary attack on the target model.
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0.108 degrees in the steering is catastrophic for the
safety of the AVs. Therefore, we found that the root
cause of the top event suggested by FTA was valid and
validated in the simulation environment. However,
another key contribution of this article is to mitigate
these issues. Therefore, following domain knowledge
and the historical mitigation plan (i.e., Table 1), we also
applied adversarial training as a mitigation plan to
reduce the risk of the decision-based/boundary attack
and other black box attacks. In the following, we explain
the mitigation plan for adversarial attacks to improve
the adversarial robustness.

4.4. Improving adversarial robustness via Adversarial

Training,

Adversarial training is a technique to improve the
robustness and generalizability of Al models. It is
effective in defending against adversarial attacks and
provides resilience to the target model. Our hybrid
safety analysis method recommended the most
commonly used risk mitigation plans. Among the
recommended plans, we found the best and most
common practice to achieve adversarial robustness is to
train the target model adversarially. Therefore, data
collected during the simulation-based safety analysis
when the target model was under attack was used to
train model mixing with the original data. Training the
model with the adversarial samples generated during
the  adversarial attack using the  decision-
based/boundary attack, the model becomes resistant to
these attacks. We analyzed the model's adversarial
robustness by measuring the steering angle's mean
deviation. Compared to the scenario, when the model
was not trained with adversarial training, the mean
deviation in the steering angle was recorded as less
than 0.01.

On the other hand, the mean deviation in the

steering angle was recorded as greater than 0.108
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without adversarial training. This huge difference
between the model trained with adversarial training vs.
without adversarial training shows that the mitigation
plan significantly improved the adversarial robustness
of the target model. It also verifies the validity of the
hybrid safety analysis and risk mitigation plan.

5. Conclusion

We proposed a hybrid safety analysis technique to
improve the adversarial robustness of the ADSs. By
combining conventional and Al-based safety analysis
techniques, we addressed the limitations of both Al-
based and conventional safety analysis methods. The
limitation of the conventional safety analysis was
tackled with Al and the lack of Al in ensuring the safety
of safety-critical systems like ADSs was tackled using
conventional techniques. Thus, the proposed hybrid
approach improved the overall safety and robustness of
ADSs. The case study on ADSs showed that our
approach significantly improved adversarial robustness
and overall systems safety.

In the future, we aim to combine other safety
analysis techniques, such as failure mode effect analysis,
with simulation-based safety analysis techniques to
investigate the failure mode, causal factor, and runtime
safety recommendations for safety critical systems in
the ADS domain.

Acknowledgment

This research was supported by the National Research
Foundation of Korea (NRF) grant funded by the Ministry
of Education (RS-2023-00237203).

Reference

(11 C. Szegedy et al, "Intriguing properties of neural networks,”
2nd Int. Conf. Learn. Represent. ICLR 2074 - Conf. Track Proc,
Dec. 2013, [Online]. Available: http://arxiv.org/abs/1312.6199.

[2] T. Bein et al, "Verification and validation of automated
driving systems utilizing probabilistic FMEA and simulation
approaches,” Transp. Res. Procedia, vol. 72, pp. 470-477, Jan.
2023, doi: 10.1016/J.TRPRO.2023.11.429.



[10]

1l

(2]

[13]

4]

KCSE 2024 H26H HM|1=

H. W. Valerij Schonemann, “Fault Tree-Based Derivation of
Safety Requirements for Automated Driving on the Example
of Cooperative Valet Parking,” /. Chem. Inf Model, vol. 53,
no. 9, pp. 1689-1699, 2013.

K. T. Chen, H. Y. W. Chen, A. Bisantz, S. Shen, and E. Sahin,
"Where Failures May Occur in Automated Driving: A Fault
Tree Analysis Approach,” J. Cogn. Eng. Decis. Mak., 2023, doi:
10.1177/15553434221116254.

M. Chen, A. Knapp, M. Pohl, and K. Dletmayer, "Taming
Functional Deficiencies of Automated Driving Systems: A
Methodology Framework toward Safety Validation,” 2018,
doi: 10.1109/1VS.2018.8500679.

R. Yan, L. M. Jackson, and S. J. Dunnett, “Automated guided
vehicle mission reliability modelling using a combined fault
tree and Petri net approach,” /nt. J. Adv. Manuf. Technol, vol.
92, no. 5-8, pp. 1825-1837, Sep. 2017, doi: 10.1007/S00170-
017-0175-7/METRICS.

Y. Gheraibia, S. Kabir, K. Aslansefat, .

Papadopoulos, “Safety + ai: A novel approach to update

Sorokos, and Y.

safety models using artificial intelligence,” /EEE Access, 2019,
doi: 10.1109/ACCESS.2019.2941566.

G. Pedroza and M.

development method for artificial intelligent based systems,”

Adedjouma,  “Safe-by-design
in Proceedings of the International Conference on Software
Engineering and Knowledge Engineering, SEKE, 2019, vol.
2019-July, pp. 391-397, doi: 10.18293/SEKE2019-094.

A. Muhammad and S. H. Bae, “A Survey on Efficient Methods

for Adversarial Robustness,” /EEE Access, 2022, doi:

10.1109/ACCESS.2022.3216291.

F. Tramer, A. Kurakin, N. Papernot, |. Goodfellow, D. Boneh,
and P. McDaniel, “"Ensemble Adversarial Training: Attacks and
Defenses,” 6th Int. Conf. Learn. Represent. ICLR 2018 - Conf.
Track Proc, May 2017, [Online].
http://arxiv.org/abs/1705.07204.

Available:

N. Ali, M. Hussain, and J.-E. Hong, "Analyzing Safety of

Collaborative Cyber-Physical Systems Considering Variability,”

/EEE Access, 2020, doi: 10.1109/access.2020.3021460.

M. Bojarski et a/, "End to End Learning for Self-Driving Cars,”
2016, 2023. [Online].
http://arxiv.org/abs/1604.07316.

Accessed: Jan. 01, Available:

Udacity, “A self-driving car simulator built with Unity,” 2017.
https://github.com/udacity/self-driving-car-sim  (accessed

May 16, 2021).

A. Gutfraind, L. A. Meyers, and |. Safro, “Multiscale Network

55

[15]

[16]

(17]

(8]

[20]

[21]

[22]

(23]

Generation,” 2015 18th Int. Conf. Inf. Fusion, Fusion 2075, pp.
158-165, Jul. 2012, [Online].
http://arxiv.org/abs/1207.4266.

Available:

S. Sun, X. Yue, X. Qi, W. Ouyang, V. Prisacariu, and P. Torr,
"Aggregation with Feature Detection,” in Proceedings of the
IEEE International Conference on Computer Vision, 2021, pp.
507-516, doi: 10.1109/1CCV48922.2021.00057.

H. Kannan, A. Kurakin, and |. Goodfellow, “"Adversarial Logit
Pairing,” Mar. 2018, Accessed: Jan. 03, 2024. [Online].
Available: http://arxiv.org/abs/1803.06373.

T. Belkhouja, Y. Yan, and J. R. Doppa, "Out-of-distribution
Detection in Time-series Domain: A Novel Seasonal Ratio
Scoring Approach,” ACM Trans. Intell. Syst. Technol, vol. 15,
no. 1, pp. 1-24, Jul. 2024, doi: 10.1145/3630633.

G. R. MacHado, E. Silva, and R. R. Goldschmidt, “"Adversarial
Machine Learning in Image Classification: A Survey Toward
the Defender's Perspective,” ACM Computing Surveys, vol.
55, no. 1. 2021, doi: 10.1145/3485133.

S. Y. Khamaiseh, D. Bagagem, A. Al-Alaj, M. Mancino, and H.
W. Alomari,
Adversarial Attacks and Defense Mechanisms on Image
Classification,” /EEE Access, vol. 10. pp. 102266-102291, 2022,
doi: 10.1109/ACCESS.2022.3208131.

“Adversarial Deep Learning: A Survey on

W. Brendel, J.
Attacks:
Machine Learning Models,” 6th Int. Conf. Learn. Represent.
ICLR 2018 - Conf Track Proc, Dec. 2017, [Online]. Available:
http://arxiv.org/abs/1712.04248.

Rauber, and M. Bethge, “Decision-Based

Adversarial Reliable Attacks Against Black-Box

R. Grepl, M. Matejasko, M. Bastl, and F. Zouhar, "Design of a
fault tolerant redundant control for electro mechanical drive
system,” 2015, doi: 10.1109/IConAC.2015.7313984.

T. Pang, K. Xu, C. Du, N. Chen, and J. Zhu, “Improving
adversarial robustness via promoting ensemble diversity,” in
36th International Conference on Machine Learning, ICML
2019 2019, vol. 2019-June, pp. 8759-8771.

T. Bai, J. Luo, J. Zhao, B. Wen, and Q. Wang, "Recent Advances
in Adversarial Training for Adversarial Robustness,” in [JCA/
International Joint Conference on Artificial Intelligence, 2021,
pp. 4312-4321, doi: 10.24963/ijcai.2021/591.



KCSE 2024 H26H HM|1=

cE gJ| ¥ ot HAl Al pipeline €l &€ 2=

Zojo jo|ut
A et 4x el g get
crom9401 @khu.ac.kr johnhuh@khu.ac.kr

Drum container label visual inspection Al pipeline design and
implementation

2 o

HEHQ &g )| ot SoF ZA HAlo HisE4d) E2X 4SS HAGHI| o, ASXs(AD) 2
Ass Izl HE Jtsds 246t0, AAL Cloud J18F (HE2IAH0IES &8 Ko HAL US3
?I8t Al pipeline 232t 7= YHS AAGH HSotd Z2UE SSots A0l = A2 SHOIO

1. A8 ANAES D AES =AY = U2 22z I
cy 2lle AUE, s =22 S22 B2ct=E =28 StC}.
HE 2J2, H32 BN otdg 2ol FHEst 2 HRNAME AR Qo 2T=E S 2D
ctgol Z=2H0ICh s M= g9 SAt= Chrst chel sob ZAS HEH) s845 =0/J] <l
ME2 02! DA 325t04, 0 UM M3 AAMSl ZetRE Jlet HE2AH0EZ AEdtH Al
X QA Y= FEE H2 cdHs 2E = pipelineE 4&AHotn Hg L 2ASoles A2 SH=2
AT 28t 2o BAIE Soll = 2 SHCH.
[E—— 012 <o, =IXol ool +== Z A
AR} 2pg TIZ2MAE Zllot 8HE OloliotH, &t g4
o ZR0M S BAIE FHOolEE S SE2 S AA
TI2MAC Xss Jis&dS HIb Stih. chet
HEE H&EolH oAstn 248 = U oo
HES <ol € Y J18tel OI0IXI &E =
S&H0l ot & =2CF 1elld, Al pipeline s
— ?Iol AAISl 22IRE MHIAS MG, SAF AHHIE
HE S8 2H=2ol0d ARSICH 012 Soll A HE S#F0A Al
pipelineS HIAEGIH AN ctel SOt HAS &4
SEHE Hllotl Ct¥st it K Al
pipeline2l =&, XS4 Chet S
Jts&82 T AF sttt
0I2 Sall, Al JIEt AL AIAES M FEOIA
& 22 M, HIE 2, NE &84 & sS4
[O& 1SA ASot0 AIE &0l S&ote A0l st Ol It
(D8 1] & = ks g2 £ JAZE st
SEIESL = | =0t 2Z 2AHNE
ORIg = ULH 2o, Al AEH HIA 2. 28
=2 &8s X 240l AKX UL 2.1, A AR
st AILE T N 28 MSHO M= HCI(Human Computer Interface) 200IAM & 21< 2l
SIMUANE 2R Dl Z2H0ldEg HEot= SAb= 19504EU THEOA 3122t i*ﬁ tsst aladg
2001 SMAO0IGY, Oldst 28 EH341 U8 284, Qdo =3Oz HedH =t . & GPU2
AAIZE 242 HMBotH &SXQ Al J|Et 2t AHA} gxoz o Y2 os 48 9—“. (] Mo

56



KCSE 2024 H26H HM|1=

HEMC € de=2 HOIEHE S8 IS Jls 522
HESE2ZM A AA0A Q122 JHYS E Astotl]
UCH

CNN= 2012E2H O0I0IX 2324 XA ZX0A €
Aol Al Jls2 2ACH ImageNet?t 22 dl0IH
HIEWA CNN2 FoL 852 ZERUCH 0I0IK 2F=
OI0IXl LHel HHME =2Rol= 21010, M 2ZXe=
OIOIXl  UHOIM Ol 2HME D A AsS
o|0|stCt.  &£8tH,  ImageNet2  O|0| Xl =2
HX0IAZ2 2250, 4952 Top-1 Top-5 2R
sz SAsCH1][2]113].

g HY

HIoIe &2 E8 0t
15.2%2]
ORI ™ &=
VGG19= HH

ot

=2}
=
=
=5

1o fr

al

= [, AlexNet=2
ILSVRC 201201l A
IS &MCH4]. VGG
otH, VGG161t
H2e2l AFS 0]
&0l GoogleNet2 Inception
DEE ME5I0 28202 [J2e EAs =£6lMH,
ILSVRC 2010l 6.7%2 Top-5 2=F

S HRMCH7]. DenseNet2 HI|HQI =ZSH4E
A2 THALSO0 EE5HA2, RS2 doIeH MEWA
280l (@10 oi0lH ety S0 2128 &0
QAUCHSB]. 2017 HMeot=l  MobileNet2  2HF2 1t
2HICIE 2td= flol g 228 g e 2=,
202 FE HSITES A=A OH JH
HEE  FASEHCHI9]. NASNet2 Google
brain0il 25 M CtE ALt

oo
(B w—

oo

=2=
BN,

=
S

2}

=g o U

20184

30

ARl 53

25 —

20 —

15

10 —SEEN BN 0 BN

| &

: B B =

2010 2011 2012 2013 2014 2015 2016 2017

NEC-UIUC XRCE AlexNet ZFNet 1. GoogleNet  ResNet  GoogleNet-v4  SENet
2. VGGNet

[1& 2 ILSVRC competition]

ILSVRCUHIA 20128 & 24, S3dl CNN J|Ete
AlexNet =22 Qlal S 20| 3AH 2406t
(D" 2] UCH ole4st
20154 =

=0
g0, =

ni

ol H=
M A=

(=)
HEH2S

5%E
ol2+o|

=
g =20l
HET Bt OlAS Y0AE 2.3%= SOHXIHA
HIE ZO0tHA & Y2 AEFH0ID e
20 F=ACH9I[10][11].
iy DJlErel OI0IX HE ¥ 287 Jl=
0sez A0 HE HEE AAL Cloud JI
HEcAHOEEL =2 IS0l ot & 2 UCH
Amplify= AMOIM XI&dt= Cloud Native J|EHS

ne oy

0 3

mo @

=2

=

[—

57

2o, & N g HHEE X ot=s TR 30I0H

APl Gateway= JHZEXIL APIE d4, HAl, Rl
222t ZUHE 2 Bor |KXE Xddle =2l
MUEIAOICE LambdazE MW 2l ZFE Jlgte] 3&E
MBIAO0IM, S3(Simple Storage Service)= JHHX QI
QEHE J|gt AEZIX MBIAE X2 8tCh
SageMaker= J|H && RS dc s Y H{EZE
= U= &2l MUIA0IM, Lookout for Vision2 &t
BZUA MA E2ILE HHIQ 2 ZE s ZANE
= Uz JIHSES MHBIAOICH Recognition2 & 214
Jlgtel  0l0IX, S84 =24 Jls2 H3ot1,
CodeCommit2 AAIHIA KH3ol= Git-based HH
22| AHIAOICH

2 Hd329 Al pipelinetl A& AALSl
HECIAHEERS HEEo=Z AMEol= 20 &M
NgE M o= &4F0ICH

SAt?t 22 FMEHol s HZZIALNA  0l0IX
229 A& =20H0l AAY O EcAHOIEES E=8
M= &I MU, =%t Ho| 2w 6,0000
el & BlesE BRst 2212 IE E3HE MAS
22 ANdE 2SS = AU

HI AL EH|
S0IC.
dEE X S3at|
2ol MAr= AAE2l SageMaker, CodeCommit, S8 2

scolH,
AHES Ol

2o

NAEE =29

©| o 0|01 Xl
MESIH Xs3HE 0l0IX AP 2ELS HE SHRAUCH
RESNet J|8t2l SagemakerE AIE3tH OI0IXNE
Z80t1, S3 MHIAN 0lE M&dt= Xs3HE 00X
aAF 2EOoICt. 0l Z2E2 TensorFlow J[EtS]
MobileNet 220 HIW&ES [, 0.882Ct H =2 F1
score 0.988 Z4HIMLCE. MAIE Ol2ist Xisst M22
Sol HIX0 ol =HH2Z AHSHHE ASKA
clHe HET 76%0A 98%IMX ks Xl Yaoe=z
NS StACH s, GEA 22 OENH idE
OI0IXI =JIE K=z Feez S
HMES JESOZM, AHIX AT

UAACH12]1[13][14].

2 Ol =
2NE T AT

) =]
= 2R

DI Pak=

— =

1>



KCSE 2024 ®M[26H H[1=

2.2 RO A & && & Al pipeline & A
2 HIANAE SAIY HZX 8% = &CH 2J2 JIE
20| FZotse HZEES ooz £d g)| grae
=0t AL HEUN Al pipeline2 &Hot) ®E oHALEH
[D0E 4] E2& A0l Z= 621 HEY 0l0|XO|CH
28 ME2 Y =2 U O g€z XU0le
Ao, & oz HEZY 50 ~ 200012 =& )2
SHESHD QUL
A% A%

HXX_1.0_%nt HXX_4.0_2HF

HXX_1.0_#4H HXX_4.0_7%

HXX_4.0_%uk HXX_R2

[0 4 Al pipeline 22 Ul4a MZE]

0l MIZQ ¥ MEE= &8 2|9 A =H
202t 2RECH 2 HdF0ME AH ME32 Matetl
e M= &S Haoz ol wet, ¥4 &S
Z 4S50 fol &8 I AU 2ERE ety
JE0E a2z GHRUL.

HAx=E 2I0 gs 2E F FUMS s2e=2
Z2ASIH, &E+8 PCH AIXES Q2= SiHCH 8
PCOt ctg 2= HAFW H2lJb Al m20, 2
Cd 2)| ctgs 29 F 2 Y2 ole HAeZ
NEECH 0| SEA2IEHS 4+ EYe g2 &
Ol0IXIZE 242 PCUHAM ctel fXlI, Key-code =
Holl&l &2 XTH0 SEotsR |02 M Al
StCt. &8, &g 2)| 2tgo MELte= Z2Z2 2
HNZE =est 2220, HM30 1AHAZ S
EotEI M HX &2 =oAlM d+=E PCE
FIHEQl 0ot M HAIE AAIGHD UL

[O8 5] 2 dA7E <ol &ZHS Al pipeline
Architecture2, 32 J|2H0l 2Hd K-&H= JIsl

Ceh AALS 2R E JIE HE2A0l8S FE06tH Al

pipeline2 & AHIGtRUALH.

S HGXeE &AM [O" 1]0AMd HHs JIE9
FOb ZAb 24 QUE, 2 AFRE Qo Exo =t
SUHESIE AIZ5IH &8 8| A ctgs ZEYSHL
0l SUHESIZ Jigst & AIOIEN &% = MBS
HERGED OIDIKIE MESEHCH 2Y AN UAX, A0
ojst Ol Otdl, DNFE HHlol JtitE AXIGHAH

58

ZZote A0l FEHds =2 =+ UL 2HM HZE
&9 Ha FH=2  xASGH o 2SO0I6H
S0 2 =

AWS CodeCommit

[O& 5 Al pipeline Architecture]

HERZ Al W2t C2X2, S 2elgdl M=
& Eolalo A EYle Mab 2ielol =AXD}
OI0IXI dM& & 2~3x% ZE0 & AMOIEE Sdf &=
ZUWE Eolg £ UL,

T —l

STHTE T3
Sius o Q
y ‘#I - 45 ¥
G © R
440,
b | BU/kE g
[18 6 OIOIE EE/HAE]

[O8 6] 20, 22 Hss <8 OOoIEH MHE
A48 2tgE, =3 2 HAE, It HZFS 10HE
SOt BI2NMoz L3 YL

chdl AN O 2822 ms gnelsE=2 Us9
40tX &= &2l stCt. Lookout for VisionOlAM
Anomaly2 TSt 22, X8t Y HE 20l
EXIoH0F St= chgel =032 ™S EXGHK 2
ot F=0IC+. 121, XNAEs g ME 220
gXoHor & 2ty 2o tH=Z2 EXdte IFRA 2
ctel = Confidencedl 60% 0l6tel BRZ oFAUTH
OtX1& £, Confidence 60% O0Oldtz &8st A2
el HAS & 2 XA =E4s Zotolo
B4M0Z J|IES &8 ot
3. 28 ¥ &% ¢
3.1. 28

[E 1 85 NE 2] 20, &F& 61 MBS
Al pipelineg S8 dAl 209 dX ZE7 &=
92.5%2 ZWE ol otk M HE B
HXX_4.0_28t ME AHEUHA FN 2LFIt IHE =2




KCSE 2024 H26H HM|1=

A

2 =S

A +O|

il

o
Jo
o

UALCH

AlE
HXX_1.0_2yt
HXX_1.0_#}%
HXX_4.0_214k

Accuracy Precision Recall F1 score

96.9% 100.0% 85.7% 92.3%

96.2% 100.0% 83.3% 90.9%

80.8% 100.0% 16.7% 28.6%

HXX_4.0_7+F 84.4% 76.9% 83.3% 80.0%

HXX_4.0_F% 96.8% 91.7% 100.0% 95.7%

HXX_RS 100.0% 100.0% 100.0% 100.0%

92.5% 90.7% 81.3% 85.7%

X E]
o] A, A%

CIOIEH 2 CHE

JUINE=SE =

I 12 02 bH

o 5 &
[ o 1o 02

o g
[ I Vo

o HC

A

t
LAGHACE.

c
0=
oY

NE==p)

10
> o

o = o

b it re X o

0
0
Pl
=]

.

a2 2He ¢
2 A2l Al pipeline2
% lLead time &AE ot ALt
208 WY DJ12t01 AQEE

A 2etE JIEF HE2AHOoIEES

=o0let Z2HE 2= = UULH
=5 Ejl
o

&2 0 che

N==2
o=

e U < o
om &

o

>

O

0|
—_/ —

o
Ea
s o

o

0E
FE
>
r
00 I
ob

w3
no J= re or U nE o nA
[l

=, O JHox

el

ball
U
1!
L o
© to

4
r

. Al

A Ty
o
o U0y gy

4 o on o @
N2 e

44 Oft
S

)
-
I

4>
L4 p-
M o 2
ol
on ™
o 4> rov

s sSH&E

] A=2."g 24 JlBtel Ol0IX 287 JI=
HEQ sS4 35.12 (2018): 8-14.

Khosla, N. Jayadevaprakash, B. Yao, and L.
Fei—-

Fei. Novel dataset for fine—grained image
categorization. In First Workshop on Fine—Grained
Visual Categorization, IEEE Conference on Computer

Vision and Pattern Recognition, Colorado Springs, CO,

59

June 2011.

[4] C. Szegedy, W. Liu, Y. Jia, P. Sermanet, S. Reed,
D. Anguelov, D. Erhan, V. Vanhoucke, and A.
Rabinovich. Going deeper with convolutions. In
CVPR, 2015.

[5] A. Krizhevsky, |. Sutskever, and G. E. Hinton.
Imagenet classification with deep convolutional
neural networks. In Advances in neural information
[6] K. Simonyan and A. Zisserman. Very deep
convolutional networks for large—scale image
recognition. arXiv preprint arXivi1409.1556, 2014.

[7] C. Szegedy, W. Liu, Y. Jia, P. Sermanet, S. Reed,
D. Anguelov, D. Erhan, V. Vanhoucke, and A.
Rabinovich. Going deeper with convolutions. In
CVPR, 2015.

[8] G. Huang, Z. Liu, and K. Q. Weinberger. Densely
connected convolutional networks. In IEEE
Conference on Computer Vision and Pattern
Recognition, 2017.

[9] A. G. Howard, M. Zhu, B. Chen, D. Kalenichenko,
W. Wang, T. Weyand, M. Andreetto, and H. Adam.
Mobilenets: Efficient convolutional neural networks for
mobile vision applications. arxiv preprint
arXiv:1704.04861, 2017.

[10] B. Zoph, V. Vasudevan, J. Shlens and Q. V. Le.
Learning Transferable Architectures for Scalable
Image Recognition. In CVPR, 2018.

[11] E. Real, A. Aggarwal, Y. Huang, and Q. V Le.
Regularized evolution for image classifier
architecture search. arXiv preprint arXiv:1802.01548,
2018.

[12] https://aws.amazon.com/ko/products/?aws—
products—all.sort—
by=item.additionalFields.productNamelowercase&aws
—products—all.sort—
order=asc&awsf.re%3AlInvent=+all&awsf.Free%20Tier
%20Type==+all&awsf.tech—category=+all

[13] https://aws.amazon.com/ko/what—is—aws/

[14]
https://docs.aws.amazon.com/whitepapers/latest/aws
—overview/introduction.htm!




KCSE 2024 H26H HM|1=

@70 YOV 2871% AAHE B
g el AZE 2
F87 %1 Rodrigo Picinini Méxas?, Al-&41 1 whg A2
L7 dstal 91F A 58t}
SRS R T R =

yungie222@sogang.ac.kr , ropimex@sogang.ac.kr , yoonseop@sogang.ac.kr ,

unsangpark@sogang.ac.kr

Severity Assessment of Dysarthria of Patients with Speech

Disorders through Visualization of Articulatory Mechanisms
from Korean Speech

Yunji ChuOI, Rodrigo Picinini Méxasz, Yoonseop Shiml, Unsang Park™?
'Department of Artificial Intelligence, Sogang University
’Deparment of Computer Science and Engineering, Sogang University

2 o
o] 4 HolHRRHY 247 AZ4EE B@ v #xe ws YAEE =
& WS ARt} 71E FolA glolH# gl Vocal Tract Labs =0 S/ &)}
o N7take QAT A7kl SR e E S 88 Aol sabe] uhah

2
&
w2 Wl w3t A
3 1A AolE L2 distance® FA3I w3} AAEE AFHom Hulsklth o] AFS B, E
Aol A AA S A28 HolEl 7t nhu ool Adk X8 e Al on] dE dEdS 3
& Aog 7| s},
1.4 & 2. #EAT
nhel ol = AA A dolle] dFoE, Ao H 2= AT PE A ATE el e 349
w4 A dad 259 Aojet dd IS w74 dlolHAS &8st AlZtEe Aol AW, o d
)z o)y st o= A A AAF Fuist #wd AFelAE FelE 4 gl 4 AlZsket
ool =M, A5 AL FAI ARSZ FHod #ddste] 7Y A3 dota dad A AEE Ao E
HEAxel g = 5 vk weha, uvpa] el ¢ v g o QX}J 25 ey dEeE AT
et Hriel A7E SALS Add Ame AF v (2014 Azbs dolXmet e=o] WEE w7
Z2aF el a3 Ags Ao gk Ag-EA o2 W3 we] o AAE F4 st
2 AFdAE gmo] SASERHY xS U|H °olF 253 oWAE FI AAEE ST =3
Aztste F8l mpadAel 3zl AAEE SAHEE [3ldA =, ©o  AAEES  &8&3te] Magnetic
AMZE A w2S Atst 7|Eo= wpe g e Resonance Imaging (¢]% MRI) dlo]E] 258 3dh&5le]
gAte] AZAEE Fotetr] flE AAAA=AE AA 45 Adle HuE WSS o]%, o]E &85l
5] SE, WEE 2 oY A7) oA CG ofydoldE vEa, 54 o] AA= ojgA
detetar ok AR o Ao A AAskE 25T oo Ao Sgate oA Egeta
Azt &4 A 25718 TS AR NEAE H] A gkt
HEtl = 3ES orlst, o= 54 Felol thgk H 7ot =i [4]dA Az Hjdeolwle] S YEekE
ojgllo] HxHo=m T EFs F o= 7igH /‘}%3}"4, Hj ol o] whgo A A ehsk 549 F-A gt
“?“j/]% shmol2 Al §5AS a#Ete], o] &4 s AEsHA EElstaat gtk ol flEl, A st
Jolel & &8st =571¢e] s2& AlZststal ol & H2E A oot HSEE Ao oA %] AAE
Z&) wpuj @Gl skxte] AN EE At sk} feature inversions &3 ¥}
A ztatal 7] €138 Vocal olgdgt Hd AFELS A4 dEs T

o] 47
HomRo e o] SA4S
Tract Lab[1] (o]% VTL)% 3‘;}%6 AL}t o= ojmx|2 Wt AlZtstE AHRE T3 wpu]EGel
AFH o2 Hrtstr] 913 g3l Zt A AAEE FAHS A e HH o] 1
s w3t AAEE %*é o] E{ Al fvoﬂ 23 0,  7FeARY <AV "
1, 29] & 39AR o] vlus) T

60



KCSE 2024 H26H HM|1=

3. 43y

3.1 dF+dA
® 13 AR

2} A= L}o] ok

No.1 0 70t F

No.2 1 50Th M

No.3 2 50TH M
2= ottt Bl gES B RS
Tus wEkek Aw 09 2774, A% 19 607,
A w291 2099 HlEs wEl A dolHAlS
ST £ AqJe Y9 ® 1L g 84
dolel Al FolA AlZtats P& w P ZEHo=
AAEE URsts FAE Wol 1 AxE HHE
Uebd Aotk AFE Ay uw, HAF wIE
ZlEo®2 e v AEF nuE e Ho=
A= Ayt
3.2 HolEA

2 oAFeA AREsE dlole Al TFS(REE,
1996) &4 5 d¥oltt, Ve B wha H£x wkg)
PEE T 4% wske] Hrie dy AgE F
AEE qotE Fooz gUddt SAE 12
TxEol de #H7E ARt ol F 2105EHE
TAAE om, WE Al digF 50x <] ARte]
288 Y. w3 Fue]l g2 ol i 20 AAF
ol

¥ 2 ¥3 Fd J&

TH& (733, 1996)" Hrhe] AR
2guete 71ee FHow ofEdrt. FoEUR Ak
25 W oS o 1 owod ofFrheo] At
AroEoll =3 4wgy grol w2 =% mEgol
o927 AeAels wE c2v BHW Ha s
w3 7 A "Adh H2A, FEAN, =@ T
oy kA MZo] oA B 2% s T4
otz A F7 744 stk & fel FEA dES
vhetr el o] Axjo] 9l %3 3 tE, =i v
dEs ARz gxEid d GRE 7SS
Hampu]e] Adolgt dREE oFE LA @ AT
=y
4. AgU&

4.1 VTL 84 A%

o] Ago] AHYslr] e, VILES &85l e
ojmx]o]  FEAC] WA HITHoJoF k. o]F
A8l A8 fEle 718 ESE(@, e, 1, o, wol
VTLAA ojwgA A= =R Elsta, 1 ouA&E
Aol B AHEE B9 Hekt)

TS AR Bgo] ofwA WS E =R, 3 1S
g u 37t AgHor ot ¢xa=A olaatr]

61

Asl Wkl tolojasls oud(5] o]
tholol 1 9 1elA &l 4= 9l
®; ue
o€ ve
10 o
r
@< A
ox ae
19 1 B25 A= [6]

EE AMEE ARgetd dEiabh sHkEA
BEat=Ad gg oAFE Fdd = Avk UL
thololaRiel Al SIHSok & oA el glrhw,
ol Au= TeEHA @i dva I ¢ v
2% 2% VIL A4 ouAd 2 AztEeA
AN AR BB oA o g
tehi A vebd gl

a¥ 2 B9 gAE ¥7|% VIL 244 E
4.2 2749 Xzt

4144 AA G FEY AS5S
Ue= A AmE ATshe s
gl= VTLS AREste] A<l
A& A Zst ste] vasteE AdS 2 sigit

VTLS 'Speech Assessment Methods Phonetic
Alphabet (°]$ SAMPA)E 8oz 39 svg
Sae ATk 0% B8etel 1y 39 Lo BAL
74 sk $4E SAMPAR wEElE A4S
SL LT

oo do ¥

1
-

KR
=



KCSE 2024 H26H HM|1=

Speech Assessment
Methods Phonetic
Alphabet
(SAMPA)
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(VTL)
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7= SHHE) OI0TH ==(sample)

Train 51 15490

Valid 6 1564

Test 7 1682
3.2 &8 21

oIl 28 HIIE <ol Accuracy 2 F1-Score & HI}

NEZ Mol AIE2s Uy Hor Rl 24& Bi-
LSTM 2 2 JH AlESst &80 100 SX22 & HE AtsSst
S8 2l 019 Hl=xst =8 AlFAUQ GRU E AMEd &2
|Y PO AEES JMHMEIUCH. Z2UFSZ, Bi-LSTM
2 JHE A=8t 20| Accuracy 2F Fl-score OlAl JI& =2
Hds8 BALL(HE 2)

s
S . g ;z' o x
R R
| s B NE P
[ S
E
oF 2dl X
H 2 a8 21
Method Accuracy | Precision | Recall | F1-Score
CNN+GRU
(1 use) 0.926 0.954 0.900 0.925
CNN+GRU
2 use) 0.929 0.976 0.880 0.926
CNN+Bi-LSTM
M ) 0.934 0.975 0.892 0.931
CNN+Bi—-LSTM
(2 use) 0.940 0.977 0.902 0.938
4. 28
2 dFR0AMeE M=0 S 22 o9 AoIEHS AIS6H
O JIded HEs &8s MAH =, AlAHE S &850 «
off CNN It Bi-LSTM 2 Z &5t QT 2t=2 =Hote B2
MICHSIRALE Ol Soll MEE =& Al LMot 0 &322
MASHD, AEEL AHE S42 1ot QT 22 FH32
O ZEotH =oIACH ST HAFAWA= 2 HFA0A Het
st REZS E2E0I0 AEEE M s 2 Y2 R4 ME
ZH e d=s2S ;e HE0ICH
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! ¥
2 HR0AME X ME & XU 28 2= Yaw rateES =Fols gHES RS0 MO FELE
Active Control System(ACS)0| &=z S&6H)| diME F& AS0ILF X2 AHE HES ESot
= A0l BER6tth. O & U S8 A= U & 2E s S0 =28 U AEolXe HIE A
go2 Qg et IHUMNE MME Soll SFE 4 QICh o0 et I &8 2 32 fd 9
&b D gy, 20 "E J|8F 28, Neural Network Jl8H &8 & ChYsh HHEE0| HRALJLCH. =2 S22
Ml M= 2-DOF Single Track Model(Bicycle model)2 OHIHB 4= = &FLICI EIOIO 2HE 2AHES Self-
attention Neural NetworkZ F&off 2 JEt St Neural network J|8t &2 S&ol=e YEE A=
SHCH. O] &2 Sdll Bicycle 22 =& FEETE Data-driven 522 & AZ £ U Black Box
0l End-to—end Neural Network J|8 &0 &2 22 MO 2ENM oHAE &= JUCH T8, &H Xt
2 =& SZL JFAE Pure Prediction AIAEINA ZME = A= & X0l HHISt=E Mini Error
Accumulated-loop &t& ¥ S HMetetC AN Xt =& OIOIHMAM St=otd Pure Prediction &0
AN ZE8 Z1 J|IE One-step—ahead Prediction 281 Hlwol 85 &as E/RLCH
1.8 8 JlEE 2O Zet Y Jlgt HEol €2l HAEU
ASX A% SIHZ oo nSAtD 2M BIEI AHZE [3-4]. Olxfst & DJlEt YUEE 0l2l OHHEH=*E
SJtotd UCH 1], ol met SFXe molet otE AlE5I REZE2 dHot=d, WASHA =8 Y=
25t 2AI0| =O0HAILD 2t AAEO0l HEE O Xl olo Xt Mg = RQUCH  Old ek Neural
A= UCEH 0lHE AIAEES ACS(Active Control Network& &0dll Data-driven2 & &&ot1) HlEEC=Z
System)0let) &t0{ =I20l= Jtolet, 2told, dlold =&Got= End-to—end Neural Network ZEZ=0|
s =& HdAMHsS0 XtEH  EHEHEONW - s&Hote HARGIACH [5-6]. SHAIZH OIOIE €0l e WS
ADAS(Advanced Driver Assistance Systems)Jt g2l HH FHotd=X  &elgd £  gl=  Black-box
MEZHD  JACH [2]. T ADASE s 2017l =0 MO ofisol 2tsot2 OE WMo
foiME = AH0ILLE XIS AEHE HEo| =00t HeEE2 Ao = Uz SHL0 EHACH Olo et
StCH 0l 8t &EH0l= Xt =8 2%, yaw rate, & Data—driven2 2 &&5g == U1 HOH 2EUHA oA
gter £5, 2 da £& 50| ZEEO. Y dHs Jtsst 8 ZEDIgt 2Yol HALZULH s 2
T2 XY W HEHE HdANE Sol =EHotAE BEE Jigh gge 29 Jet 2 A0l Neural NetworkE
dide Etd 2 HIE MY, sE 88 S22 2ol YOI Data-driven2 st&5& == U0 220 CHoH
22 MEe sSEEA RotAHL =8 8450 =% MO a0l Jtsotct.
2T AEES SEFANIIKN RE = UCH Ol CHst s9st 29 = Stutel 2-DOF  Single Track
Moz X MEl FHIIE &HoIH 22 AHE Model(Bicycle model)liiAd= EOIOI & 2& &t
FZol= Y-S0l AL UL EtOI =8 2& AHOIQ HIEdEHC ZHE LI
o S JE 2EHol J=4 1 StM=s s Jb8G6tD B0 2UHE 2dE2 A== t& SHOd
EtOIH & &g &b B0l =8 2T Al0lQ
* 0l =22 202385 I (VIS ESUL)E WAL= HidlH == AIE8ICH Ol= Bicycle 222 =8t Xt
pReTMes J8s 20 w2 Sre = SHL0ICH J2HM 2 ST0IAE Bicycle 2O
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OHoHBl== = EOI 2UWE 28 = Neural Network2
FH s &A= 88 JlE &HHE AISSHC

g 8 2L BoI RHE 242 Ao HlE
2 HEHEO 2HEZE ¥ =¥ = XH0IM JESE
FHEs 2 2 Xt MEHOICH otXI2H HREZL
HIRUAME X AHE XZiM 22 £ Ul
JbESHD XE AR MM FE S Loz s
A& e AMEHE  0=ct= One-step—ahead
Prediction AIABIS &Hotn 0lel &&= OOIEHE
2ol HSotn UL 2 dIRAHeE g = -
2EE =XME £ QUL JiEGID Y9 Ol =H
s= Y822 O3 AM&EES F8ol= Pure Prediction
AAES Mottt Olefst Pure Prediction
AMAEINME Xt ZEE FHUS CA gEoe=z
MESIBZ Xt $E0| M = UL DHBE=Z X
&2 glal =& 2LAE M 58 = Us
Neural Network &t& 22 HIotstCh
2.8 &

2 HllMse AIAHQ 22Xk AAHEZ stgole

B 02l AlAE B2 <ol XE#st AN ol

x 0%
02
o
Q

2.1 NAE X

Vehicle State Estimator

Input

Qx(n)
i egrsin oo [I—
¥ Model Yy
Vx(n) ‘ g
pa\r/::':;lteers Lateral
Dynamics
k+B
1
Loss = 7}[2 wlB(n+1) =B +1) +w,ly(n+1)—y(n+1)l]
n==k

29 1 Bicycle 249, Neural network §3 249 7x

[O8 112 0o ¢30A Hotete &EXH 2
X 0ILCt. £ It S (ax)[m/s?], 22
It S (ay)[m/s?], ELOIOI ZE&2H(8f)[rad], Yaw
Rate(y)[rad/s], & Y&
Regression Model
EFOIOF

[=]]
@ =

e

EFOIH 2 (cr)t
F=HECH ol
ElOI 2UHE 241t
Yaw Rate, Xt&
-DOF Bicycle Model0l CH2JaH
2+ &2t Yaw RateE T ZStCt.
g 22 Yaw Rate= ZEo
[O2 1] 2X0lA Attention
Bicycle 2 0 ¢Z20A

L=
S ASH

Ct2 Neural Networklt S9&
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QU HHE QUL
2.1.1 Attention Regression Model

2 A0 Hetst= Attention Regression Model2
“Attention Is All You Need” [7]0IA  HIQH&t
Transformer 2 &2 Encoder ®=&= HEOI(
AMEZE3BtL] Decoder &2 Linear Layer2 C[HXISt
S EO0ICt. Transformer2l Self-attention Layer= XA

el 20t 20l Regressions st 22 CILGHA
HED O AZE0 [8-9]. Hotol= AIAEHIEZ =A
HEI gl HA  OHOoIEHE gHotez  J|IE

Transformer2t E¢2l Positional Embedding2 AI26HA
210 2t & OOl AROIQ Attention ValueE —&tCh.

el Decoder 222 Regressor G &2 dt= Linear
Layer& FItol ®/EFE  EOIH 2UHE 242
FJEHCY.
2.2 Pure Prediction AlABIZ @& &5 2

2 AR0A= Pure Prediction &S JIEGIH A
IUHMN SaE ds2 22 == A= Neural network
&5 YHE MOtSICH Ol™ AlEe 2d s3g DA
gEsoty 1 WM gdole & X0 HSE =
AUO{0F StHCH

Mini Error Accumulated—loop &&: st& Al OIOIEHE

&2  Error Accumulated-loop Ol JHE Ecldl
st&ole 2HEOICH [0 2] 201 2E stE Al
nHM StepOICH OI& AEQ 2 == A Y gt
LS ®A &5 HOoIEHE niie A2 02
Mini Error Accumulated-loop O g Z2& =
UM HYs =& XUE b8 OIOIEHN oM SsE

= UL

erro rI
| | |

| T T

A A
ground truth ground truth

2% 2 Mini Error Accumulated-loop 3 9.3}

2.3 &l&

Mietot=  AIABIZE  Mini Error  Accumulated—loop
&g UPHoz &3t Pure Prediction 23 SZ 0 A
Hds2 Hotstth. Chst Error Accumulated-loop2)
AJ|2 &8 2UE "l Wstt.

2.3.1 QIOIEI2 el

A X0l HoH& AlL2IRLE O & FEoM
S8 OOoIHZ =RE=s stsotl 23stth it
UM &S IS8 UE HdEe 88 dNHE Sl
Vehicle Sideslip Angledt Yaw rateE Z&&HCt
Sampling Rate= 0.01=0l22 S HIOIE=
172,56360H0ICt. & 5ItA AlLI2I0A 263 AISHRCY.
FH AUEIeE 2F A d37 73, &% A 43
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63|, Slalom 43|, J-turn 63|, Double Lane Change

33/0ICt. 2 &E OIOIEH =3gte 22 82 X=)|
fIoh 2t OoIH2 =gt UREAM [-1, 1] A0S
gelz2 s 28 AlUel0IA 8 SN E Testing

Dataset@2 AlZst1] LHHAIE Training Dataset@ 2
AHE BHCY.

2.3.2 A8 &3

e S8 2E2 Yaw RateE XU = = HAZ
=XdE £ gQICtLD Jidoll Z2Eo 0ol& AIE =3
A2 HSoHM LN Lot AHEUHM AAES
ASECH. 23S0 AF2% = Neural Networke Hyper—
parameter= =2t £2A=2 KRXIICL Learning Rate=

1e-322 Al ol

A AT

OF Epoch OICH 0.95% Zoll
Batch Size= 25622 Batch Size 3D

Hlw AE=S Aol & £2 852 E0l= Batch
Size2 &HGIKCH. &AM Training DatasetOl CHoll 50
Epoch st&2 +&ot10 JtE Validation 8501 =2

2.3.3 &8 Z1
¥ 1 Mini Error Accumulated-loop 37] v¥]a A3}
1 8 16 32 64 128 256
B MAE 0.01698 0.00956 0.00734 0.00721 0.00718 0.00717 0.00715
¥ MAE 0.02804 0.02081 0.01919 0.01913 0.0194 0.01976 0.01986
[Z 1]2 Mini Error Accumulated-loop 3AJIE
Ct2XA ot0f &&6t] Pure Prediction &20A H2SEt

|
£8 2t=(B) MAE(Mean Absolute Error)2t Yaw

Rate(y) MAE(Mean Absolute Error) ZOICt. Error
Accumulated-loop 3J[Jt 121 HE One-step—ahead
Prediction2 °|0|ot 8 H 256t X Error
Accumulated-loop 3AJIE CILSHAH ot &&st
Z2UE WG, X =¥ 2= Mini Error
Accumulated—-loopE ZIIAAH 25 &3 O I
SHANAN SEEXE 4500 BIgs 2 £ UL
Bt Yaw Rate= Hl=xg FHE EZEJXICH Error
Accumulated-loop 3AJ|l 320M NHE =2 ds2
S AL Error Accumulated—loop =AJI 320 M 256

A0l Yaw Rate 2= 1 248 A5 XH0|0|CH.

=2

[ —
=20ME
=4dsol= Bicycle

NetworkE

Prediction
AL
T

3. 2

=

= b= 2t& 2t Yaw RateE
Self-attention  Neural
MIotstCH, S, Pure
= S5 X
accumulated—-loop &&
g =g HIoIE A

S A0 dEHS =

Network 2t

U&=
Mini error

A
b2

SRS

ol
—_ =
=LA
Sl
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SdAHY gcelse Liist HoIHZRH Rra0lst XNAS FEot=0 =S2E HEHezZ 1 =24
O &tateln QUCH DLy, 22 AHARS0| JI&E LUeES2 MEstHUL ME2 21elE2 HAlSt=a
HSEHN U220, JIE LNelS2S HIWotW HEgst eSS HEiGteE JH0IEetelE MAlsle H7=
MetEOIALEH = HAF= OLst SHAHY 2elES=2 452 Hluwotl, 0l Jlgtezs d1eE2
HEISt=E JI0IEetel=2 MAIGHA AL StCt. OIE I, K-Means, DBSCAN, GMM, AC 212|&0l CHoll 3
JHel GIOIEAlZ 0186t SC, CHI, DBIZI =HAI2tE2 SEGIRULCH. = 2HAHE 2elE&52 dl0lH
S s HZotH X E2 ZR0 dioh 8501 & gATH
1. N & 2HAHY Zels A8l =2 FAXL
JHRI0l CIOIEE MaAtetD AHlots FHMIF EHA, MEBE = K-Means, DBSCAN(Density Based Spatial
H-MECH Crotn st OIoIEIF EH S8 E= Clustering of Applications with Noise), GMM(Gaussian
SIHI0IE AICHON &0 UL AN =d"E It =&st Mixture Model), AC(Agglomerative Clustering) 2l
HIOIEHN sHM Uqese 20k REs XA2 FE6H0 BIWoIUCH Z2HAHYE ds2 Z2HAHZ
X2 AZAIIdeE =20l 2LG0l XSO 2 =3&6t= Silhouette Coefficient(SC), 2 AH2t
S0l, S dOoIHI) =HEZ= AU SHLUA, 2HAHU 24& HETE =3Fol= Calinski-Harabasz
gtiist dIoIH2RH JiIX Yse XNAas FHESieE Index(CHI), & S AH JIE FAISH 2 AH 2H9
IOIE 24 Jl=2 240l €2 XD ACH1]. HZF |SAEZ2 H&cte Davies—Bouldin Index(DBI) 2t
LOHSHH =XE HOIHN SE8EEE Fotote A2 SHAEE Hutoted AQEE A Z HlWaHACH
X2 A2t BIEO0 E0. S4E88E 20 UK L2 st diolgAlol Z2AHYE Lelsl
HIOIHNAM SHE AREYU sHE MES DGR et E 245 fI6t, Jl2 dlolE At
mAeE S8 Z= UOOIHEZ 2ot 201 UA (Uniform Manifold Approximation and Projection)nt
225t ole gYol 2HAHE Lels0Ith =, PCA(Principle Components Analysis) 2102l&2=
A A2 Zs= MME S2€ O8ez: Re FoE Mol S 0125610 ds2 240t
2HAHY 2252 OI0IEHE 248 o olz2te ZEFOoZ, PE L2se dolH = Jlgs
FRIO B2 BHHE = U 24 Z00 24Dt HEoIH 50| gME= HS &2GRUN. 2 =22
M2 =0 =0, dlole otold, ME&ES, 0l0[Xl M0 0l 28 ARE D|=otl], 3EM SHAHE
MEst S 1 2820tF &ate D UCH 1]-[4] dnelsl 85 NEE HYSiCh 4F0AM A8 S8
SeAHY 2els2 IH HsE ZAHEY ZUE J|ESHCh XY ez, sEUA 2EES U=
HAHSE SelAHZ HEHOZ 20 HESE S
Bottom-Up &8t Top-Down 2oz =EJREM, 2. g
BIAHESE 2dEHe2 KMeansZ2 UEEH= S48 9Y, 0 S0 S2YAHEY ZDes9 =2 MHHGEHU
DBSCANCZ WEEHE=E Z2TJ|8 2B Gaussian NMz& Z2hels2 Hotote A% JIE Lelss
Mixture ModelZ2 HEEE 2XI|g ¢#HOoZ RE=CL Blwdte HFS0l >IN UL 2 HAF0UHNM=, JIE
Crst SAHE 2Nes2 E$2 o722 260 dnelsE dln 245t A0 CHoll STt
HEHol 0| oL, Mg6te 2nelsS0l et 200t RodriguezS& 9 Z2HAHY LelE(KMeans,
AOIGHAH  LIEtLHCH2]-[4]. 2 ==20lM=s Xgst EM, optics, clara, hierarchical, hcmodel,
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subspace, dbscan) & O© 2HO0l XESHK
EMGIECH 2aA 5=, SdiA 28 213 52 XFolo
HOolE S482 HEAIIH LHelse LULEE
GItotA L, 1 Z 1 spectral €12/50] MBHECOZ
MM, CSE FHO| 2a 84501 =X 22M,
HHBI~E eSHEStH H8cte HU22E &S0l
SAE = AE ZAGIACH2].

Shah& 6J12l A2 CE OdIoIeAE 0123t 64
2HAHY 22IES(Canopy, EM, KMeans Farthest
First, Hierarchical Cluster, Make density based
Cluster)0ll  CHoll AQAI2E, HMAE ZSdAH %,
2dAH 2L gt=Egts SEIULL 1 20, ®e
=3 A2t ZEEI =2 KMeansIdt AUEC=z
SLoU2MH, EM 212|S0l JHE RHEEGD 2
AZHOI AREACH. £, HEH 2els2 OolH
3AJ|0 LS &2 OOoIeHAN= HEotL, A2
HOIEHAN= SEgottt ollel ghessE2
Hi=st Hs2 B0, 2% I8 2H4AHY
2eES LEIt OhYst 22 8501 Mot ACH3].

Shahriar= 22{AHE 2NeIE5S 8cle EHZEQ
Hel s82 dludtdl <f6t0, KMeans®? DBSCAN
2HAHE eSS Python, Matlab, R, Wolfram
Mathematica & 4942 SHBUAN =GN,
A2 2BeiAE 2o HETZE HlWolUCH K-
MeansOl CHolA= Matlab, R, Python, Wolfram
=0|AUd, DBSCAN2l ZS&= Matlab, Python, R,
Wolfram &2& Z4&EACH.  2AH Zil=
ZSHE2H0l XHOIDF DI”IGHACH 4].

3. EHAHE 212E
3.1 012 2¢

2dAH 242 =4 HEE 2= OO0IHE
22 = FHEOZ SH0| |AAHL SEQ
s2dst g2z |0 F= HIAE s& Jlgt dolH
24 Ygoz, Z2HAHUW SEZ SHAHZ
22IEE ZIUSGIEE OO0IEE =24otl= 2HYO0IChH
SHAEHY ZNels2 dH HEE ZAHEY

HIHASE SHAHY Yoz P20, HEE gy

Bottom-Up 2 &1 Top-Down

g ggoz PR
o, HIMEN SAUAHY yYS DA ww,
UTIIY P Y SEIY YHoR [REG. =
=204 Dejst 2HAEY LDeIES SH2 B 11
2.

2YAE 242 SHE RS GOIES PES
metSioiLE OlaHatdl SIoH =4 ZJ| SMm 24
CHOIA OFF B0l ESECH I20|, 2AE 242
Soil GIOIEIZ A2l HOIH RS2 fiE 3, 28
YHOZ EAE 24H0| H2 HOIEHAS 0S50
2hol gt el HOIEAS =Rots et
SAED QUCH KIS SO, 22AAHY YYOR 00X
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Eds MZIZzszte =, 2gd D0 U= HE2 001K
HIOIEIA=S Ol=Zot 2ist OI0IKIE =&Fote &XN&E
st YHO0l MA™ Al JI=2 24 H=20 MSAH
F320) QULH MetA, 2edAeE 2els2 850
22AH 24 =20 0R0HKN= 2% M 2
gdegs 02 = AN, HEs 2HAHE Licels
SEHOl ZSRHXI LD UL
H 1 E2HdAHEY 202E EHE HW
K-Means DBSCAN GMM AC
EXSPIEL _ -
2 AHE (ZAE-H0H T Il FELI| A 9|-5te| 1B
EIa=] = ax Aot T ax
are A0l Hel) (2& CI0IE) [ (OIRAIH2E) | ( Glole)
SaAH & NE/ HIXI@L Xl’é!/o Xl’é!/o
Aot M3 M s MRS
=J|5t 0 X 0 X
oole 9% X 0 X 0
DA H0IH 0 0 X 0
SdAH Hdg/ HI&E/ JtAlQH/ S8 HIEE/
=ag ek 2% S8 Che
Outlier Weak Robust Weak Robust
H A2 o HZ 28 =8 =8
3.2 SHAH EIt NE
SAHE 2S00 et Bote SHAEIE 20|
UL ANEHA EHHGt=O =R06t0L 2dAH SE2
SAHUW = 22AH2E Hs0lU 2HAH R84
A= 5= 0|8ct0 Eoteg = ULH Oledst N== SC,
CHI, DBl 2=z, 0l XNHEE 0/Zot0 ZHAHE
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224t FELYZ2 S Eole 2eRE AMHlAE 2e2tRE UI0IEIE(Cloud—Native) THCIY 0l M=
AH0IH D18 A0l JtSotEE Aot UCH £6H SeRE S22 ZF 22URE vl J&EH
ol e SRt SHS= 3ot SF0M oL ololBelE 2etRE, HEl ScetRE 59 st
SEe ZHZ 882 Sl 2ctRE AMBIAE M35t AUCH deflt, Set<*E UIOIEIE XIA0 CHoH
AN =22 2= E3 S0l AWS(Amazon Web Service), GCP(Google Cloud Platform) S2| XMl = Ql
AHOIH 22l Iz =2 UUIEIA HAH JI=2 MAISED 2 AIIILD Y2L, Z2toldl Se EH
SOl @QEAE ZYRE A S2 AHH0IH 22| Jl= MHAE FEoHA 23dt2 JtaHA =2 Mbl
A HSJI=0 EFdt0 RUCH OetA, 2 =S0MeE LEAEY 2Rt EHEZS 2305t U UIEIA
2HAHE 2ol AHOIL olZet el gy L P AAES HMetstCh Herst gHes A S5
ol HAIEE & Atell HFE HAIGIH HEAHS ASoH0, Mot 28 J&E 2yHol 2AH oW S
AH = HIRE Soff Mo 2y & AAES M2 HSEHC
1.A 8 QEAE IR A" S22 Agoldol st
K& LCH
2ctRC EMES2 JtAHA, ZHHOH S8 Sl T = JIAHAE J|Ete2 St ZEE ZFZUE(
ANBIAE HIESID 2A2iote AZEH EZZ2HEQ d&otn UCH =AZ S 002 MHIA S92
et D=2 E8E0. 22REE g8otle 2ZEY N 22t2E  UIOIEIE OoiE2AHoIE  JHg0ol 22ED
ZZNEE= UKl AMEX QRFAES BHYGHL, AKX B Z2jol8l SetRe ZEAHZUHAME 012 X>ots
A0 ATZTEON g s 2| ol 2etecs AL HEEHO QUX %CH 0l Z20l8! R=EAl
HI0IEl 2 (Cloud—native) mHeittd[1]2 X =060 QEALAE EES 2Rt ZEEY sFo EELE
2ot E;E0A AP ESgel N -H 22| =0|X 2Rotd, EHE A2 Mollolse 0olol € =+
AMOIZ20| SHolE= Y&otDd JULH. ULH.
2Rt EHEUAM Z2RES UIOIEIEE HEdles Getd, 2 =20kdse 244 224& ZEE
HEXRQ g2 2AHo0lH RZ=E HE6tL 02 ZZE0 QEAEZ MEZE50 Z2RE  UI0IEIE
2elote FHUIEIA(Kubernetes), =31(Docker) S92 Hgs X|sh| fs Adold ol=Zet &2l 2x Y
ZHOIH QHAAEYHOIE ZYURAIAE =2 ST ANAEIS TOHSHCH HMIotst X & AAHES QEAA
Ol HEolJl <ol Cest St SHSUAMEs gt 2 AFES 8ot 220 ChYst
ECS(Amazon Elastic Container Service), AKS(Azure 222 JI8 Y ool =0l JisotAH €
Kubernetes Service) S2 ZiIHOIWH &2 £2HES Hez J|UECh.
H=206t0 QUCH
JeiLt,  Zgholyl 2t AEY EsEol 2. #d Jls ¢ ¢
o] =E2 23d%E ARAEARFTAN), AR (LS
A W FEATA] QS wol Zaly AF 7] ZAT QEAE[2]E JtatHAl0 Jlgtst ZetRE AHlA
X}419)(No. 2021R1A2C1006177, No. RS-2023-00243156) MEs X&ot= OEHE laaS(nfrastructure as a
# LA A ZF(Corresponding Author) Service) LEAAOILH QEAE FQ HATZUHEQI
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LCHH(Nova)= QEMU, KVM S° GtOIIHBIO0IX 2t
MBI JIADIA OlY JHAEE 25D, 02
221°E AMEXDF #8% 4+ YRS B2l IS8
MBste ogs St J2U, Ll 2e
@EAsiol J|x HIHESS EH0IH JIY IHE
Jlsg MBoHA 2o 22ARS MHIAS HMB A0

SHAHIDE UL

J. Alonso et al.[1]2 ZEl 222 E J|8to 22tRE
HIOIEIE OHZSc2IAHOI& Nl CHoH E/%*OP Ct. o A0
[[}E01 2R E HIOIEIC’EF atoleel=
St 2R tolel 2R &9
A TolX  Z010) A
Ctakst Xﬂ/\lﬁhﬂ AULCH.
TetAd, H 2ctRE
UIOIEIE XI&0l HloH Olglgt @
2ctRE SHZWAE Ol0 CHst
2 It UL

3. AHlold elZet &2l #X

=2 ==0A X
(08 1] 20

o

tot= ZIHIOIH elxZel

m

Container Infrastructure Management

-

— Cloud Platform

Manager

Environment
Configuration

—— Container Cluster ——
Manager

Container Cluster
Configuration

Container Cluster
Observation

Template based
Orchestration

Cluster Stakeholder
Certification

Environment Orchestratlon CNI Appllcatlon
S ecification Template Sp ecnflcat|on Container

Container Cluster
Extraction

O 1. AHHOIH 1=t &2 *&E
[O8 1]0lM 24EI0IH Q1Zet 22| RXE Cloud
Platform Manager, Container Cluster Managerz®
A2 H, 2 2220 Es 2AA L HOoIEIt
EE 0 AUACH 2 2el20 st 492 O3S 20
- Cloud Platform Manager: 22t ZHZ0M
9*E{IOIH SdAH iE & 2elE =&otI| Sl
EHE Ylao &F, 2{AE HHE, OloH2H X
o1Es =de
- Container Cluster Manager: HiEZE ZHOIU
S AHE RFALEO A (=FSkei gl
PIHHOIA E&, E2dAH Z2LIHES g
JEITOH/H g=2qHs 2 2laAar E2 OOIEHE
YotH G313t 2L
— Environment Specification: S& ZHE HHEE

78

2ol (Kubernetes, Docker E) A& Z2E
EHEN ZRE o= 2L 8H HE d82
I8t HAM

— Orchestration Template: 2Zc2t& ZEH30l
HHOIH Z2HAHE HHESHI Qo &2ge=

PHAEHOE BIES
— CNI(Container Network Interface) Specification:

ZHOIH  2H42AH W AHHOIH =0l
HIE/KDE &gdotd 82 Jiset AHMHO0IASE
gdotll fI8 SMA

— Application Container: ZIHIOILH SHAEHE Sl

ot A ot= OHZcIAH0I&E0l M 21801
QENE
L8, Hetots 22l 28 ¥ = Y= S8
LIEtLHS Ct8 [O8 2]2F &0

{/ Cluster Configuration
Phase

Initialization
Cluster Configuration

!

Deployment
Application Container

l

Extraction
Container Interface

l

Connection
Monitoring Interface

Configuration
Platform Environment

|

Initialization
Platform Environment

|

Deployment
Container Cluster

1

1

Platform Configuration !
Phase ,'

—— o ——

8 2. AHHOIH ol=Zet 22| 585
[D& 2]0IA LIEF HEQE 2001 2AEIOIH o =gt
2| S8 s 48 Y HHEE =&ol= Platform
Configuration Phase2 ZIHIOIH Z2HAH2 &#F %
BHZE =3ot= Cluster Configuration PhaseZ&
“ZE 0 dA 2482 O30 20

AL
5y B Y

Platform Configuration Phases= 23S

ZE ALUHWEZE  =Hlol= YA (Configuration
Platform Environment), 21HO0IH && 2 22 AHEZE
BHZot)| <ol HESIS 2LAHAEYAE HESS
ZIIgtotl  =HIotke  SAH(Initialization  Platform
Environment), =HIE LHAAEH0E HEFS APIY
CLI  QIHHOIAE &=250 2242 EHE0
P R=yol ] B £ ot= CHH (Deployment  Container
Cluster)2 &=A& SZ6HCE.

Cluster Configuration Phase= CNI S A0 et
ZH0IH UELRIZE =F=Hlotd HiEZstH Mol



KCSE 2024 H26H HM|1=

2HAHI SEE = JUEE I  ofts
St Al (Initialization Cluster Configuration), OiZ2IH0l&
HHOIUE Z2HAE WO BiXZstsE SH(Deployment
Application Container), ZIHOIHE 28 & S°
OIHEZ SXIls o= CNIE 8ol &A=
S (Extraction Container Interface), ZLIEHEZS Sl
HE ol S AEDt 2Ll == HAste=
A (Connection  Monitoring  Interface)2l =A2
S & SHCEH

4. Al 352 2 Bt

1. Atell @3
2 =cllM= Mote ZH0I olZet 2te|l Hyo
H24Hs =olotd|l ol AIEES JI1gte] B UIEIA
OlZetE HHEStE AIAEHEZS FEEGALCL. [28 3]2
ZAHOIH 1=t &2 X AIEE2 Bl 3HO0IC
System Usage & Limitation
Dashboard
3/20 18 / 50 Core 12 /50 GB 120 / 1000 GB
Cluster Deployment
Infra Cluster Information
8 3. AIEE oIgl &t
[O& 3]0IA 0o stHe oldel HIE A0l &le
QEAE A A=Y L ZUX, S HEE AEHS
olZet SeiAHS MEHE HE ST
[O8 4] A7 2HAH M2 <ol =0l
ZRet 5= LIEtHLL

Create Cluster

Container Cluster
Variable

Cloud Platform

Variable
[ [==]
8 4. 2HAH 44 Al
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[OE 4]0 SiAH MAS ¢3cﬂga* [[H, ZiH014
SHAES AR Master-Slave XS MAoH)| {8
Master Node2 Worker Nodell Jf%=E XI&ECh.
SURe SY¥E2 FE=Re= ZHAHS 2 LS80t
S&E = QUes JIEt OSE YAHotn, SHAH &AM
ggs SIENH AEZ2 YAMStCh M7 MHY05sE
2HAH=E [O8 5], [O™ 6] 20| LIEFLC.

Proposed Dashboard Openstack Dashboard

Kubernetes Cluster AxE2

m m ntance Name image Name

Cluster Name

Node Imag|

<,

cluster3 Ubuntu20.

cluster8 Ubuntu20.

J8 5. ¢4l 2HAH 44 gtd
MAE ZHOIH SdAHE [OY 5]2 20l HiZ
S LEAEN ZdAH FH0H 2 =ES0
HH &£ &I C
0 [d8 6]l2 HiZE ZdAHY ZUHE
HAIEE & E20I0H
= Home > Dashboards > Node Exporter Full ¢ o3
datasource | default v Job | node v Host | 10.0.0.198:9100 ~
v Quick CPU / Mem / Disk
CPUBusy © RAMUsed ® Sys Load (... Sysload (.. @
8 6. 2LIHE HAIEE
[O2 6] 20l ZHOIH Z2dAH HIZ Al
o Sof S&ote ZBUHE =70t 8MH BHEEOA
ZIHOIH 2AHS 228 8 = Us JIge=2
2#Eg = UL
4.2. Bt
= ==0A HMetst ggel Hils HAIEZ Jlgt
el AlAge 2AH d4d I e WES
QEAHE S 322 8ol WIS HwE
200ICH & HMetste ggo 22 o2 [E 1]
22 Hds ==t
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H 1. Mot 2HE HHO0IH SAH BHE B E

Step | Step Function Description
User AN ZAEI0IL 2 AH
1 Requirement aMQAZ SN E
Specification
Script ArE X2l AHHOIH Z2HAH
Pipelining PEHQAE 2 A HES
2 o
based on &St I JoE =A
Requirement (et aleist
g | Cluster 20| AR MAE
Creation
Mot gtgE2 X SEXE HIgoez RHERAE
CHAAEYHOIE HESW & FAHAML =AU O
HIXIE Sl AIEE L LLAHAAEHOE EEHC
IOl ZE2H0I Y0l JisdlE2 2 20| =3g 4= QAULS.
s [E 2]l Jl& dgez £=s5Ho HIEZEE
e A AHHOIH Z2HAHE 8ot UEOICH
H 2 Jl& 28 AH0IH SHAH HE HE
Step Step Function Description
User MEXIE ZHEOIH ZAH
1 Requirement SMQAS TN E
Specification
Platf ArE X2l Q ARSI et
arorm Qs sl
e | Evionment | ooy caolm mEas
Configuration =y &t

Containerization

ZHOIL BHE &+, 2AHI0IH
HERZ &+, AH 0l

3 | Tool HZ24d &7 S ZHoY

Deployment 2dAH 240 ERe 43
CFE WEE

Container ASEX @FALEN et

4 | Application AHI0IH OHE2IAHOIES
Deployment HH i &
Container OHEcIAHO0I&0l SHAHE

5 Cluster HHE £+~ UEE D] UiEst
Initialization TPE 2ol x=JIgE
Container AH0IH &2 & 0ME

6 Interface gz2s /s 22 A olHe
Extraction OIEHIOIAE T&&

7 | Cluster oA MAE
Creation

JIE ggol

g0l 224AH F

|
SHFE HHiESHL,

[E 2]0lA UEI CHE
figt BHEB SLFLH

U=t O

bH =L, EWIEN I HOl A EE9 dNE=S
Ol oHf 2t Al Xt 2 LIAAMNES HEC=Z ot
ool OFetCt. [MetA JIE 282 22425 UI0IEIE
Bds oA 4ot 800 ot 2ZEAN
DZRE HNgo Z< olZet HiE ¥ X80 @2
ANZ2tS 226 El= SEO0l LIEtE = JC MetA
2 HMerst gy oo et Al &5 SE 2s
Foez ettt
5. 28

2 =2lide E2A BARE EAHBUA
SctRE UIOIEIE && HixE & 22l X0l 28
ol Xetot 2EAE ZHS0 AHO0IH SHAEHE
BHEZSHD XIRASt=s X ¥ SES Metot

Hetst  gtge  HHOIH Z2HAHE  HAGHO
BiZsot= WAIZEEE 2=ot &7 2HHI0IY
SdAHI HdEHEsE H8s FEotl, FE Jtsds
ZSot ULt E£8, AHOIH SHAHE HMetst 2t
JIE =3 HE ZHS HIWGH 2 ol HAHA
=42 N&otlse A= UEHE2ZMW Mot 2o
=482 MAlGHAT

Mdigtet  ZHIOI et 22l EHE2 LEAHS
gtez 224E UIOIEIE &3S 8otk ot
HET 2 AIERNS SRS 28 S0l HM3E =+
AS AO0ICH Bt e FXE HHoOIM E 2EAA
SctRE SA3U HEote Az 2LELA J|EHS
2Rt UIOIEIE &3S M3Bdtse *xH J|Etez
22 = YAs Aot

202

[1] J. Alonso, L. O. Echevarria, V. Casola, A. |. Torre,
M. Huarte, E. Osaba and J. L. Lobo, “Understanding
the challenges and novel architectural models of
multi-cloud native applications - a systematic
literature review,” Journal of Cloud Computing, Vol. 12,
Issue. 6, pp. 1-34, 2023. 01.

[2] @EAE https://www.openstack.org/software/
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e <%

SIOIHAIN IHE2S &2 JE0| 2IIE AIEXSC HAHE 8 = UAEE Ct=0E oI =S
ol ZHZB0ICE oiotel =SEXMAUHM LMt Hele 0 = EHME 2FC2 Ad 0|0 =HE
Ct. OHU olOIHYIN IHESH S92 &Ite £SHQe SHZS HME2Z Qo A& 0|12 =, 21 O
OIS &&0| HMetEOICH [Metd =2 =20MeE e EAMele 21 HoIH 8842 =0/J] <ol
27 HolHo &35t dHMoie 2HE MOHSCE £ M HEHE HESIH AtdAIAENA EHM
& o 8 HEE HHNols U2 AEOIUCH OIE Sdll, 2 Y980l EHMES EREE =38
2 Qs JlY 2R N8Y & USS HOIGHACL
.M 8 BEHE &=26l) ok 21 CIOIEHE ==ot1], A6t
= 2y L AAES HQHSHCH mMeotst gtEe =X
510te E8Mo2 HAANGS Soll 5I0tE AIS X2t of EHMA 22| Y EMMAH {HOIHE HET =24
260 2EE = ‘RA'EE —T‘%@ EZ2M9Q Jl=0lC0. S st SXe EdME HOIES 258 =0
HEAC  FIHE ExHelol  ololHYN IHEE = d2goz 282 4 Ul
(Hyperledger Fabric)Oﬂ/\-I_ JHI OITEQ ANIE HEM
E 2le T8 IL J|Bo HANE Sl EsidMA 2. & o2 2 D=
£ $8old HeWE SHStL.

SEX0 AXY FEHIE EHMA AW o|HE2 0 SIOIH AN W E = (Hyperledger Fabric)[1]2 dlJHE
SHZEHIXE 2t2] Hel W2 FHote O 822 = EZ2H0l EMZOR QLEAA F HMEQ EIS I}
Ch. E6t EcHMA AMEH 0|22 EcHME FEO 85X XD JAJlE oLt T2 2240 Uist 2SS 86t
ol 220 HE8E = Us 28 24 =2 U = Zz Y Jtsst APIE M35t UCH 0l API=
Mot EsiA ASH 0|2 2elote BY =2 GtLt ENZ2 SoiM EHolg £ QUSD, REST APIS EHZ
T EMMHAER 2MGlEs 27 HOoIHE 228 %= H26t B25tJI= L.

Ct. Ass S[2]e AFR0AE SHOIHAM mES %‘
2Lt Bt 28Me 2XE HMEE2 I »} 25t SaaS &do 2=l 27 22l AIAZH s
Jl 20 21 CIOIEHE ANENe=z =2 2 &8olJ| HAE >EOI/AL oY =20 M= =SHCl2 AF0
?st LS QHHOIAE HMB6HA 210 UCH E&F W N F=£8 4+ s FLE €800 21 22E =
2xMoz2 M0l 21 HO0IHS EHTZ AIEXIF AE ot= AIAEIN Oist 8HE MAISHUCEH gt 2 =20
ZNS Sl 220l0F ot= SEE0l =S Me APIE 226 ol0IHYN IHES EME 218

et 2 =20 AKMeE 52t8 22Hele 21 ool £ 2 dHlote <SS HMAIGHLCH

a7 AREANR 9 A EA7 S 9
S HAAAAANGGALG, N ECTA T AE S ] DA 9
ATAYNZ FYPFHAS(UTP-2023-2022-0-01201, ITP-
2024-2020-0-01797)
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Log Gathering Process

3. SIOIHAIM MEs &1 HA 2 & g SE ML /\|01| Lot =HECC.
23 M 9He 21 =&(Log Extraction), 21 &
3.1. 21 &2 24 & S Hl(Log Level Refinement), 211 EgiM&d 28 &
Hl(Log Transaction Category Refinement)2l =AZ =
SIOIHYI M WE=S 2= ==& 2 FATAL, PANIC, HECH zBSHCZ &L= EME 21 A= EH
ERROR, WARNING, INFO, DEBUG=Z *Z=C. EH ME D E HEQ &= 52 HE ¢ 39 g2
ME 2= F=E =& = DEBUG THAHIOIA LIEHH &=L,
Ct. SIOIHAIM WEZS 210 HE *x&= off ==2 8 10M LIEtH 21 EdHdMAE =58 M= 18 2
2 olge 4= é,+°| +Z9 o2 ZEHAH MIBTs o n2B0 Gt S
2 XO0ICH Ol 21 242 fldl S8 == L= &
=0 Oist 221 x, 2] HY Al 2R 8t 21 B2 Algorithm 1 Hyperledger Log System
Org EEOHX FECH S AEALS80. <o 48 MAVHA HID oD, SEORIEADE
3: cntdict <= {namelist: {"GetState": 0, "PutState": 0} }
_ _ 1. for i in data do
Otei= OlOIHe M IHESAM ZHst DEBUG 21 5 if i.message contains "Completed GET_STATE" then
S EFE LiEhd X0olth (.-) if 1C!x1n:iscatgii ;23Z]1£;Gi2i;2§Z;L;+PUT STATE" then
8: cntdict[i.name] [’PutState’]++
2023-12-12 08:42:27.101 UTC 0110 DEBUG g 2. 2] EHME 25 M 2128 AMEZE
[chaincode] HandleTransaction =-> [8edeeef4]
handling GET_STATE from chaincode E =0, “HandleTransaction” 0Olet= IIKEE It
A0 e 227 OOIHE F=8 01F, data B0 M
0l 21 PXE 240olH, [Timestamp] [ID] [Log &S0 el data®l txID(transaction ID) 2l AEESE D
Level] [Module Name] [Function ID] —> [Message] 2l M2t namelistol XM&SHCH  cntdicte dictionary & ER 2
T ZO0|C. B1==0ICt. Ol B2 keyat2Z nameliste] 2AE,
valuelll= 22 S &8 &2 0|8, &+E MEEHLL
3.2 2] A 9H
4. 271 ZH AL 28
d 18 2 ==20Ad HMgtslte 218 FE6td
dMote HES TASst 240G MeotEl 271 FH ¢gHsS Pse A8 242 2 11
Z L.
Log Refinement Process _ o
H 1. 48 &3
Ad 83 -4 24
Chaincode Invocation Log Extraction SHOIHAN me V2 54
| | AE T0l E Peert
Transaction Execution Eﬂ Log Level Refinement Z0IE AEHE Basic/test-network
z Chaincode 2101 Golang
L L TIof + 2
Transaction Response Log Transaction
Generation Category Refinement
2 10 Jl=E AE 230 Ot 22 =8 HAHE
HZgot Od 22 EH & 2 oI =& &0

2 1. Log Handling Process
d342 2

P
=

8 10 22 ™Hel 12
(Log Gathering Process)2
Refinement Process)2 #&8tCt.

£ =8 HiHe HMeUZE S E(Chaincode
Invocation), EciZ& Al (Transaction Execution), €
A =< MM (Transaction Response Generation) 2l
=MN2 LD, AEH2Z Raw Level Log)t EgHM

82



KCSE 2024 H26H HM|1=

R S o3g K=ot
[comm.grpc.server] —> unary call complet _ _
bd=Submit grpc.request_deadline=2023-11-30T12:33:42.534Z AN eds
bde=0K grpc.call_duration=2.181ms - _ _ 2 .
[gossip.privdatal -> Received b [1] SHOIHAIM WEH, https-//www.hyperledger.org/
[committer.txvalidator] => [mycha projects/fabrk:
T = & ST o THA “ = o
[kvledger] —> [mychannel]l Committed [2] HsE, o a, ==, SaaS A
state_validation=0Oms block_and_pvtdata_commit=5ms state_ %gxﬂm j|t'._|' z7] _T'|;|~a| Mﬁ% /é-ljﬂ’” §E§@5§L§|

hc5c44632c88954650F560d4bbesf578dlcffaf7f147df4] L__ _ _
[comm.grpc.server] 1 —> unary call complet 2023 Setst=llal ==&, pp. 275-276, 2023.05.
bd=CommitStatus grpc.request_deadline=2023-11-30T12:34:37
brpc.code=0K grpc.call_duration=2.015185168s
[endorser] -> finished chain
Pl txID=adcé65519

e
BH =
[endorser] Validate -> signature is valid channel=mychannel
[chaincode] CheckInvocation -> [8edeeef4] getting chaincode
[chaincode] Execute -> Entry
[chaincode] handleMessage -> [8edeeef4] Fabric side handling
[chaincode] HandleTransaction -> [8edeeef4] handling GET _STA

J8 3. 2 ol 21 == M Z2u

ransaction ID(txID)

{ [95bc5a@8]': {'GetState': 2, 'PutState': 5}, '[641b%a27]':
{'GetState': 4, 'PutState': 6}, '[8edeeef4]': {'GetState 1,

'PutState': @}, '[a64el1220]': {'GetState': 5, 'PutState': @}
, '[39d915e7]': {'GetState': 1, 'PutState': 0}}

8 4. 27 ol EH 21t

-/ = .
gf==S2 Stub #X0 ¥2ots &+S2 =0 2ok
ol =0t EUStC 0[E Soll, 2 EsiXEe g
SE BE0 Met EREE AgE = A= 01E
o

= ==20Nhs EdME Add 0|52 8ot st
gotoz EMA 2 1S Hlote Y L AAES
MIAIGHALCE MAlgt 28 S of0lHeAM HE= 30l
HEoH =211 Mot &M =SS ZSotRAULH.

] M Z2le EdMES dd 0 F=UHES
FO EdMES SEE 538 =+ Us HEHS=Z
2EE = UL £8 2 g2 2d BEE Sl &g
Jb =dotX ot 9gs 22 = Us & 24
O RAZN HEY £+ US X222 JIU=ECL

= g2= M S8 & ZUE JtAEolsE JIE
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kangred@naver.com, {2022D3002, 201821269, 201821250,
202121313}@sangmyung.kr, kook@smu.ac.kr
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Degree Around View System
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2 <%
2 =20lM= 360% 0etRE | AIA"gS SIFT SEE Jltt =& 2B o0ld ghelEs Metst
Ch JI&E ANAHEES A HES 28 WEUA IS0l De 0FH WES I FH0 iXstD 25= 0l
gaoz2 B0l 0IRUAID 20 22 A2 580l RFECH Ot 2 HIRUM=E Het2e §
AAEO EEE 4042 oetdl = Jtiietz 2#9E JAES AIE2E F, SIFT JIete SAE FEE S
of oI FAaNel S SHES WEECEZMN DEE 014 HE A0l A Het2 JtsstA stit
1. & A2 BEE 01 |d HPES EECH SRS O
Het2& | AlA8E2 o tie &St Jthetz Zgst Jlgte] de|Bdolds Sl &= HESHH Het2E ®
SAaE  HEote  StLtel Sl LHEHLHOF  StE= a2 MHotl, S¥ote AXIOILH 0ot HMEE
ZHMoz Z2tol H=0] ZMEHCH &2 Jao o UutM oz =St SEe HZ ClAE & (barrel
2822 M9 &9 KMot & 0l0IXIS /=01 LMGtH, 0I2 distortion)S ZMAIZICH 2t AVMEXIN Q02 Hgg
olgh elEdold 2 MM SZIENAML EHE Hs 4 G&o Y301 AMSHA LAEIIH A2= 229
MotZ2 OIZRICH E£8 S AIEEC! 02t2S B AAEE2 EHE Soll 0lcis 2HE HZEHCH HIE oo BHEH=2
X SAUAM 2 OI0IXIS0l e JtEXel 220 forward mappingt inverse mapping 2410l UCt forward
=2 SHA0 LMol N2 EHE = A0, 2Hal mappingS &8 F2 BAHS Zt O0I0IXI0 hole 24
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Abstract

The generation of listener facial responses focuses on modeling the interactive communication
feedback from a listener in a face-to—-face communication scenario. Our objective is to create realistic
multiple listener—head videos that respond genuinely to one speaker, expressing a range of attitudes
and viewpoints while accurately preserving listener identity information. To accomplish this, we propose
the use of a non—deterministic network that leverages a Variational Autoencoder to learn a continuous
latent representation of realistic listener facial motion. This enables the generation of multiple variations
in response to the speaker. Through quantitative evaluation, our approach surpasses baseline methods.

I . Introduction

Real-time observation of facial expressions in face-
to—face interactions is vital for improving emotional
understanding. Exploring this through computer vision,
especially in dynamic talking human videos, is
intriguing. Generating responsive listener reactions is
crucial for authentic digital human interactions in
diverse scenarios, from human-computer engagement
to animation production.

Most previous works focus on speaker modeling, i.e.
talking face generation while the generation of listener
reaction is largely unexplored. Mohan Zhou, et al. [1]
introduce a dataset and benchmark including LSTM [6]
model for listening head generation task. However, as
a deterministic model, it lacks diversity which is the key
to real-world face-to—face scenarios.

In this work, our primary methods include: (1) We
employ a variational autoencoder (VAE) [3] to train a
probabilistic generative model capable of producing
diverse head pose and expression features. (2) We
apply several techniques to improve the performance
of VAE training on limited data and prevent mode
collapse leading to loss vanishing issues.

II. Proposed method

Our objective is to generate comprehensive
responsive listening head videos from a given speaker
video clip comprising visual and audio information and
a listener head 1image. The encoder—decoder
architecture model first predicts the listener's head
motion and facial expression features. These predicted
features are adjusted to reconstruct the 3D Morphable
Model (3DMM) coefficients, incorporating the past
motion features of the reference listener. Subsequently,
the adapted coefficients are fed into PIRender [4], a
neural renderer, to generate a listening reaction video.
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Figure 1. Overview of our pipeline, model can synthesize
a variety of listener facial responses in different
emotional attitudes.

Our model consists of (1) A Transformer encoder [7],
which first integrates the 3DMM coefficients of the
speaker with audio features to generate a fused feature
embedding. Following this, the model makes
predictions for a pair of tokens, utoken and otoken,
signifying the Gaussian distribution of diverse facial
reactions linked to input speaker behavior. These
predictions rely on both the amalgamated speaker
visual-audio fused embedding and a pair of learnable
tokens; and (2) an LSTM decoder that creates instances
of representations from the predicted distribution
tokens, describing a response listener motion, which
encompasses 3DMM coefficients. The final step
involves using PIRender [4] to convert the generated
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3DMM coefficients into a sequence of facial reaction
images.

VAE model optimization includes reconstruction loss
in terms of identity and Kullback-Leibler divergence
loss for diversity. With reconstruction loss, we use L2
distance separately within head pose and expression
which are encompassed in 3DMM coefficients set. The
loss is computed as:

T
L= ) 1Be = Bula + I = Gl + b = Bl + Iner) — (@)l
t=1
where B, ¢, p, and B, ¢ pr denote the ground truth and
predictions of angle, translation and expression
coefficients respectively. The head motion inter—-frame
changes denote as p(.).

We apply the Cyclical Annealing Schedule [2] with
hyperparameter A dynamically changed with 4 cycles
for KL divergence loss during the training. This
strategy effectively mitigates mode collapse. KL loss
can be formulated as:

Ly, = AKL($, w)
where ¢ is the learned Gaussian distribution with the
standard normal distribution w.

Additionally, we employ an energy-based diversity
loss [5] to compute each pair of generated listener
reactions to engage the diversity among predictions:

M M N 2
foo= L Zzex _1y=vylz
div M(M—l) p oy

i=1 j#i
where M =2 was set in the paper and an RBF kernel
with scale g, is used. y and § are the goundtruth and
predicted 3DMM listener parameters.

II. Experiments

We evaluate our method on The ViCo dataset [1],
which consists of 483 video clips showing real-world
face—-to—face communication between 67 speakers and
76 listeners in a variety of natural settings. The data
contains rich samples of three main attitude categories:

Positive, Natural and Negative. We follow the
guidelines of PIRender [4] to extract 3DMM
coefficients, encompassing identity, expression,

texture, pose, and lighting, from videos at 30 fps with
256 x 256 size for each face video frame. Additionally,
we extract acoustic features for audio, which include
MFCC, MFCC-Delta, Zero Crossing Rate (ZCR),
loudness, and energy.

Our evaluation aligns with ViCo [1] methodology. To
assess the precision of the generated pose and
expression features, we rely on L1 distance the as our
chosen evaluation metric. For a comprehensive
evaluation of video—-level performance, we employ a set
of metrics, including Structural Similarity (SSIM),
Cumulative Probability of Blur Detection (CPBD), Peak
Signal-to—Noise Ratio (PSNR), and Fréchet Inception
Distance (FID). To evaluate identity preservation, we
measure the cosine similarity (CSIM) between the
identity of generated and ground truth images.
Additionally, we compute the total Mean Squared Error
(MSE) between each pair of generated facial reactions
for each input speaker, as a motions and expressions
diversity measurement.
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We compare the following baselines: Sequential
models including LSTM [6] (adopted by ViCo [1]), GRU,
and RNN. We further add Random motion and implement
extra generative models: LSTM-GAN (LSTM-based
generator), LSTM-VAE (LSTM encoder—decoder
layers). Evaluated results are shown in Table 1.

Table 1. Quantitative comparison with other methods

L1 | SSIM [CPBD M|PSNRM| FID { [CSIM 1 [Diversity T
ViCO (LSTM) 0.114 0.581 | 0.164 | 17.64 | 25.55 | 0.573 0.000
RNN 0.118 | 0590 | 0.166 | 17.85 | 28.12 | 0.554 0.000
GRU 0.106 0.580 | 0.168 | 17.54 | 27.02 | 0.545 0.000
GAN_LSTM 0.166 0.521 | 0.173 | 15.55 | 38.49 | 0.486 0.000
Random 0.145 0.556 | 0.159 | 16.68 | 41.28 | 0.516 0.167
VAE_LSTM 0.140 0.562 | 0.165 | 16.82 | 31.26 | 0.545 0.009
Ours 0.095 0.624 | 0.165 | 18.84 | 25.45 | 0.641 0.018

IV. Conclusion
In this study, we presented a multi—faceted listener

motion generation network, introducing a novel

approach that employed a continuous space learning
model, which is designed to generate responsive
listener reaction features. The model aimed to generate
diverse, realistic, and natural outcomes. The approach
underwent comprehensive evaluations, and both
quantitative and experimental results confirmed its
superior ability to generate precise and diverse listener
motion responses.
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Abstract

Facial reaction generation has been an emerging topic in recent years. However, various studies have been
conducted on speaker—centric synthesis while the listening role generation is still an open topic. Predicting the
listener’s facial reaction in a dyadic conversation is a complex task because various reactions can be triggered by
one specific speaker’s behavior. In this paper, we propose the Multimodal Transformer-based Variational
Autoencoder to learn the distribution of listener facial reaction given speaker audiovisual information. The proposed
method utilizes the Multimodal Bottleneck Token to learn the interaction between acoustic and visual speaker
features and employs the Variational Autoencoder to synthesize multiple listener reaction latent features. Our
proposed method outperforms the baseline model and previous methods on REACT24 benchmarks.

I. Introduction

Our daily lives involve frequent conversations, a
dynamic interaction where individuals alternate
between speaking and listening roles to transfer and
receive information in face-to—face communication.
The speaker conveys information verbally while the
listener often responds through non-verbal cues,
offering real-time feedback. According to Song et al.
[1], the same information delivered by the speaker
can prompt varied reactions from the listener
depending on different contexts.

Although considerable research has focused on
synthesizing speech from the speaker's perspective,
insufficient attention has been paid to generating the
listener’s reaction. Song et al. [3] introduce a
benchmark for multiple appropriate facial reactions
including a multimodal dataset and a baseline non-
deterministic model using the Transformer—based
Variational Autoencoder (TransVAE). Luo et al. [2]
propose an encoder—-decoder architecture named
ReactFace to resolve the ill-posed problem and
synchronize the generated listener's reaction with
speaker visual and acoustic features in the temporal
dimension.

In this research, we aim to improve the interaction
between the audio and visual modality of the speaker
by wusing the Multimodal Bottleneck Transformer
(MBT) [4] for the encoder part. With the informative
interaction features extracted from the MBT, the
effectiveness of the generative function performed by
the TransVAE and the cross—modal transformer in the
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decoder can be boosted. Our proposed model attains a
significant enhancement in appropriateness and
diversity evaluation scores compared to existing
methods.

I . Proposed Method

Our proposed model adapts the encoder—decoder
architecture receiving the video of a speaker as input
and generating 3D facial features and facial reactions
of the listener. The 3D facial feature is a sequence of
3D Morphable Model (3DMM) coefficients used to
render the sequence of frames of the listener based
on a static reference image. On the other hand, the
facial reaction includes three widely—used facial
descriptors: the probabilities of eight emotions, 15
well-defined facial movements also known as the
action units, and the facial affect consisting of valence
and arousal levels. A detailed illustration of our model
is shown in Figure 1.

Initially, the speaker encoder extracts the visual and
acoustic features from the video by exploiting the
dedicated neural networks. Particularly, we use pre-
trained VGGFace and VGGish for image and audio
modalities, respectively. Sequentially, we propose the
Multimodal Bottleneck Transformer for cross—modal
learning. It is a low-cost transformer approach for
fusing two time-series inputs with long sequence
lengths. It adapts the idea of bottleneck tokens [4] to
force the model to extract the most meaningful
information from each modality. The speaker’'s
enriched visual features are fed into a linear layer to
predict the 3DMM attributes for the auxiliary task.
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Figure 1. Block diagram of our proposed model

Discussing the decoder, we adapt the listener
reaction decoder of the ReactFace [2] model. Firstly,
the decoder leverages the output of the encoder
including audio and visual features to extract the
enhanced interaction features from the past
predictions of the 3D listener face by transformer-
based cross-—attention. Afterward, a conventional
transformer autoencoder is employed to learn a
suitable facial reaction distribution for the listener
based on the enhanced interaction features. A latent
vector is sampled from the distribution and represents
the facial reaction of the listener. Based on this latent
feature, a sequence of 3D listener facial coefficients is
synthesized by cross—-modal transformers using the
audio and visual features from the encoder. Finally,
the prediction of the listener’'s facial reaction is
obtained from a linear mapping layer with the
predicted 3D features of the listener.

III. Experiments

We conducted our experiments on the REACT24
dataset which is used to evaluate ReactFace [2]. It is
a compilation of two multimodal datasets NoXI and
RECOLA. There are 2962 pairs of speaker's and
listener’s clips. To construct a multiple appropriate
facial reaction dataset, Song et al. [1] apply the
automatic appropriate facial reaction labeling strategy
to define the correct facial reactions corresponding to
each speaker in the dataset.

Regarding the assessment, we follow Song et al. [1]
using a well-defined set of evaluation metrics to
measure the appropriateness and diversity of our
proposed model's output. Concisely, we use Facial
reaction distance (FRDis) and Facial reaction
correlation (FRC) for appropriateness measurement.
To evaluate diversity, we adapt Facial reaction
variance (FRVar), Diverseness among generated facial
reactions (FRDiv), and Diversity among facial
reactions generated from different speaker behavior
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(FRDvs). The higher value of the mentioned evaluation
metrics is better, except FRDis.

Table 1 The quantitative results of our proposed
method on validation split of REACT?24 dataset.

Model Appropriate Diverse
FRC | FRDis | FRDiv | FRVar | FRDvs
Baseline 0.13 | 95.78 0.024 | 0.004 | 0.026
ReactFace | 3.74 | 50.68 0.129 | 0.058 | 0.129
Ours 4.15 | 50.33 0.150 | 0.072 | 0.152

According to Table 1, our proposed model
outperforms the baseline [3] and achieves better
results than ReactFace [2] in all scores. Especially,
FRC metric exhibits a significant improvement
compared to previous studies. As a result, our model
successfully synthesizes multiple appropriate facial
reactions in a dyadic conversation setting.

IV. Conclusion

In this study, we propose a framework using the
Multimodal Bottleneck Transformer and Transformer
Variational Autoencoder to improve the extracted
interaction feature between speaker and listener in
conversation. This framework accomplishes a
noticeable enhancement compared to prior methods in
multiple appropriate facial reaction generation task.
Our future research will focus on balancing the
objective functions including the reconstruction loss,
energy-based diversity, and the Kullback-Leibler loss
in training process.
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H0|CH9].

2 =Z0M= DOM JlEh Aoz AXE N6
ol ez g4dsm  MFU(Graph  Convolutional

t

 —
X
(il

N oy 2 H

Network, GCN)[10]S AI2&CH. & HOIXls PYs
JOUNE 6= (V,E), 2 QA LC p eV, &5 2+ o1
ol SXlE e eER HOEL dUXe= o1 A Ae
RVNZ HEE O self-loopE HE8 A=4+12 2
O UHOZ AIZEICH. D= CIEEE A9 XHEBZ 4
O MAS AFEEICH GCNe 2t =59 &3 HU+HVE2 [}
S 20| ES8 =),

HOD = o(D72 ADZHOW® 4 p® ) (1)
EX=2

HO2 LEo EXZ2 LIEUWH LEo Exoz 2t
A9 tag, attributedt . we 299 Ji=EXE
LIEHLHDY &d s A3 20| S
2 =EEHC
Message Passing@2 HD ol mR
g0z =& eZ Aygo =
AlOlHe OO &80l SoftmaxE = Zdl
=49 {0l "dH9s 2FS6HC.

o = = 7T

o= 243
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4, & H
4.1 dolde
2 ==l HMotote 222 Ads fol OtOtE £
LSUAM 2E, &M, A=, &%, X0t BHXl, HUOtX
S 1204 Jtdlnelol oiot= MBSE =&otUC. 3
16,8151 & & HIOIXNS XM=, OI0IK &4, JHA, S
@, AED NN Y, R 49 7ItA &4 OoIH
AW 0 et Xpath€ +otRUCH CIOIEH SH= 2
g 22 E 11 2.
irt jumper
slacks
Lo 7.75% jacket
(1303)
9.75% 7.77%
(1639) (1306)
<hirt 9.05% Jeans

(1521)

8.39%
(1410)

vest

8.40%
(1412)

coat

undearwear

shoes

pants

13 2. Oold "I

H 1. & HOIXE Oz S

Depth Nodes Edges

mean | 39.9979 | mean | 4043.2583 | mean | 4042.2583
std 2.6863 | std 696.5542 | std 696.5542
min 25 min 1769 min 1768

25% | 41 25% | 3580 25% | 3579

50% | 41 50% | 4047 50% | 4046

75% | 41 75% | 4502 75% | 4501

max | 43 max 7016 max 7015
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4.2 &8 Z1t AE, OI0IXI2 22 HIEE UOoIHE 2HEotol ==
= ==20lM= 342 GCN s22 4= ZE= A o S22z AZol ZEIOIONWE HMelg = s ZE

Sot . dMAC HE¥=2 18 31 £0. sts dolg = ot X &HCh

13 Jt GIOIE 1,682H

45201, 25 OIOIE 1,681, H
Z ZEYotH stE5 & gItol AH=ZotRALCE Optimizer2 Acknowledgment

Adam= AME5IF2ed Oole =228 AE 2l 2 3= WS)|=38S0e 2 FESHIIEEI
Focal LossE AtZ0IACH. A& Z 1, macro f1 scoredt Ao CIZNSSEHMTHLLEAIY A2 Zuz 3
98.71%2 =2 g4dotd2 AZo =448 2= S AZS(ITP-2023-RS-2023-00256629)
2 2% 2Lt 2 dit=2 SAHHMIIGRUM XN3ot= 20249 &
. AF8HICollabo R&D AL (RS—2023-00225642)2] 1712
v v e v v oz oIt ZUESAUS HELICH
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Generating a Cartoon Image via UML State Diagram with

Natural Language—based Requirement Specs.

Ye Jin Jin ', Ji Hoon Kong?, Ki Du Kim®, Woo Sung Jang”, R. Young Chul Kim®
SELab., Hongik University'*°, Toonsquare?®, Telecommunication Technology
Association®
e <%

B AZEYO MANAS XI0f JIPel RTAE 014t HSED ACH J2iU 0248 QTAME
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1) I saw Amy with beautiful rose flowers to meet the young and tall Tom with a white |1) I saw Amy who is carrying rose flowers. / Amy is going to meet Tom who is with a
face and blond hair who she loves in the New York park that is located in New York  |white face and blond hair. / Amy is going to meet Tom who she loves.
City at 11 o’clock today. Xtedo] MA2| 1~ ~ *|2) Amy gives a rose to Tom. / Tom is excited.

SR 2) Amy gives roses to Tom, then Tom is excited— - ----- - - - ! 3) They walT in the park. / They get hungry. / Thdy go to a restaurant.

b 3) While taking a walk in the park, they get hungry and go to a restaurant. 4) Tom ordefed food [from the waitress. / Tom recgived food from the waitress. / Tom
4) Tom ordered food from the waitress. Wwas nappy.
5) Tom happily received food from the waitress and fed it to Amy. 5) Tom fed the Tood to Amy.
6) Afler the meal, they happily drank tea and coffee. 6) After the meal, they happily drank tea and coflpe.
v v

A

State give(rose) :
Diagram ‘ _______________ Excite

id="c" width="2008px" height="10@0px"

ar canvas = new fabric.Canvas('c');

Fabric.js e S e -
png= r AL M

fabric.Image.fromURL(png, +
canvas.add(oImg);

Cartoon
Image

s

a3 2 Hotols Z2AA == At oAl
e RASES HIEgez AfH OOl S ==&t 2 SEot1 0|8 HHAN LEILES §HC
Ct. =& &EH= 23t A< MEHF HZE DD, 2 5.2 &
o MEi= ZEH HE HF2 Hatz O|0IKE Mdst 2 d7s o @PAE 242 Ss Af CHold
Ct. g == 243 OI0IK M4 HIHALISES MCHstCt. Al
4., g Atell Ot DIALIZSE &0t MAEL =42 Soi 2+Hs
2 H920M HMetst HiALSE 2t AECN 28 Aol AR HSIE XHAEN EBHHSH 0t3 0|0IXIE
ol 8 29 20t 18 2= LFAIE 2&2 2456} MAE £ QUCH &, MEH ol IE Soll otsh 24
Of AEH ol 222 0I0IA M85 <&t Mol AEf HHIIE YESHH OtYg == JACH dHUL, =
JavaScript 2EE M4 SHC 2 Al GtLiCl AEH HFHE LIEHLHDI 20 ARH
1) X 24 ol HHQ AE= &g £ gLt
4, T FAE 22 42 3 3ol Ot &g HlME B BXHo AdHHE OFR1D, &Als
MAHoH0F StC JIEL S B 2&E2 S 2F0| AEH CHOIHOE H8E = JASSE St
HZD O UCH TetM 018 2 &L ACKNOWLEDGMENT
2) HEc2l IIME S8 2&°2 i A 2 3= 2023/202449 & 2IHHERO WA
HE S B2 A2 02 HtEe H22 ItA 2 SI2HXNSA(MUHY: 2AEXs I8t AAEX
£ Sl gHAE AlYSCH TIME 2%, 3, &2, ¥ Sl ZEIRYOIHBEIBAELEY 3DEH ME Jl=
AMZ EA4L 10 POS EHO2 BAIE &olst & UL, N, BHHS: RS-2023-00227917,710H&:50%) A&
3) EEIlAN MMES=E 2209 98 24 It 2023/20243 5 HR(WER)2 MIAS=x sSt=2H2M
S 24 Z2UE Soll dES SASCH S A2 20| S| F2ANY (U HIY: NLP BERT Model J18t Xts 2l
S8 dgs e 25 HIEL2 9es |RFotl, += meEdzsss =RZE DEFF AR, DWHHES:
SAIES] 2H 2 2010 et HErE R0 sCh M No.2021R111A3050407,71 0 &:50%)2 XIS 2ot =
252 SA gives= KIS 2Ho HFE Lol & el AR
210171 M2 CauseOl1, 0 S& o0l HAF roses &1 28
Olh At=E 0171 20l InstrumentOICt. S [1] Rupinder Kaur and Jyotsna Sengupta, “Software
2 = Tom2 &tie HeE HI| =0 Patient process models and analysis on failure of software
0ld O|H, FE At excitedIt Hat=E &EHOF = CF development projects,” IJSER, vol.2(2), 2012.
4) AEl ClOlf ol Al M1 A8 o [2] Yinling Liu, and Jean—Michel Bruel, “Modeling of
JIE AFUM Btat MA0 At=E XM GOl el Natural Language Requirements based on States and

st Modes,” 2022 IEEE 30th International Requirements
N Engineering Conference Workshops, pp.190-194, 2022.
. AR CHOIOIO [3] Jang Hwan Kim, and R. Young Chul Kim, “Cartoon
Ct. Extraction Mechanism via UML Model based on Natural
01 OH& SO Btat Language Requirement Specs.,” 10th Annual Conf. on
Al A Computational Science & Computational Intelligence,
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Software Defect Prediction Based on SAINT
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Abstract
Software Defect Prediction (SDP) efficiently allocates resources by identifying defect—prone modules,
and recent research increasingly leverages deep learning techniques in this domain. This study
investigates the applicability of SAINT, a state—of-the—art deep learning model for tabular data, in SDP.
Through comprehensive comparisons with XGBoost and Random Forest, considering key metrics like

PD, PF, Balance,

and FIR, SAINT consistently outperforms

its counterparts, showcasing its

effectiveness in enhancing defect prediction accuracy. The findings contribute valuable insights into
the role of deep learning techniques in SDP, emphasizing SAINT's potential to advance defect
prediction methodologies in practical software development scenarios.

1. Introduction
Software Defect (SDP) efficiently allocates

in software development by identifying error—

Prediction
resources
prone modules using machine learning models on tabular
datasets. SAINT, with self-attention mechanisms and
advanced embedding, outperforms traditional methods in
prediction. This SAINT -
Transformer to address tabular data challenges, enhancing

defect research introduces

row classification and enabling exploration of various factors,

including multi—-task models and fusion with modalities like
image and text. Anticipating superior performance, SAINT is
positioned as a significant advancement in enhancing SDP.
2 Related Work

In recent years, Deep Learning (DL) has seen significant
success, extending its application to Software Defect
Prediction (SDP). Pan et al. [2] enhanced defect prediction
using advanced Convolutional Neural (CNNs),
specifically addressing promise source code (PSC) issues.
In a parallel study, Lee et al. [3] introduced a novel SDP
model based on TabNet, outperforming traditional models
like XGBoost (XGB) and Random Forest (RF). Inspired by
these advancements, we explore applying the SAINT
technigue to further enhance SDP models.

3. Methodology

This study applies SAINT to Software Defect Prediction
(SDP) with a meticulous process, addressing overfitting
through cross—validation, training on designated data, and
evaluating on separate test data. To enhance performance,
MIN-MAX normalization ensures uniform feature ranges (0 to

Networks

*Corresponding Author

1), mitigating the disparate scale impacts. This approach,

combining rigorous cross—validation and feature scaling,
enhances SAINT's effectiveness in SOP.
Algorithm 1 outlines SAINT's feature processing code,
involving uniform tokenization (lines 1-3), transformation
using the Transformer module (lines 4-6), and redefinition of
[CLS] top—of-the-line subsequent
predictions (lines 7-9). The SAINT formulation succinctly
describes key processes: tokenization, data transformation,
and predictive steps.

and tokens  for

Algorithm 1. SAINT

Input: Trained data X.

Qutput: Data Y predicted for fault.
1: /*xPreprocessing X */

2: X is oversampled

3: Min-Max < X

4: X is Normalization

5: Feature Tokenizer— X

6: X is Tokenized

7:T=X

8: T1=T[CLS]

9: /*[CLS] is top-level token containing the contents of all data */
10: Transformer < T1

11: T2= Newly defined T1 in Transformer Model

12: /* Predict defects

13: Y= Conduct Defect Prediction using [CLS] */

104

4. Experimental Setup
4.1 Research Question
RQ: How does SAINT's defect prediction performance
compare to other technigues?

This study quantifies SAINT's

effectiveness through
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comparative analysis, aiming to provide valuable insights for
enhancing software reliability.

4.2 Dataset

Table 1: Datasets used for experiment

Dataset Project Instances Buggy (%) No. of Granularity
metrics

EQ 324 129(39.81%) 61 Class

AEEEM JOT 997 206(20.66%) 61 Class
LC 691 64(9.26%) 61 Class

Apache 194 98(50.52%) 26 Class

Relink Zxing 399 118(29.57%) 26 Class
Ant 769 187(24.32%) 20 Class

Promise Xerces 454 43(9.47%) 20 Class
ProjectA 1909 191(4.45%) 13 Class

AUDI ProjectK 2516 374(15%) 13 Class

Detailed information about the datasets is shown in Table 1.
4.3 Data Pre—processing

In this study, SAINT, XGBoost (XGB), and Random Forest
(RF) underwent MIN-MAX scaling, 1:1 ratio learning, and
SMOTE for imbalanced data to enhance model robustness. A
total of 30 evaluations were performed through 10-fold
cross—validation, conducted three times for each model.

4.4 Performance Metrics

In this study, evaluation metrics are derived from the
confusion matrix. PD (Probability of Detection) measures the
ratio of correctly identified defective instances to the total
number of actual defective instances, while PF (Probability
of False Detection) quantifies the ratio of non-defective
instances misclassified as defective to the total number of
non—defective instances. To address class imbalance, the
study employs the Balance Metric. FIR (File Inspection
Reduction) assesses the effectiveness of reducing code
inspection efforts, defined as the ratio of files to be
examined to the entire file.

5. Experimental result

Table 2. Comparison of performances

MODEL
Metric SAINT XGB RF
PD 0.8126 0.7999 0.7000
PF 0.1650 0.4297 0.3702
BALANCE 0.8078 0.6634 0.6618
FIR 0.4741 0.4599 0.2676

In our study, SAINT consistently outperformed XGBoost and
Random Forest (Table 2), demonstrating higher average PD
(0.8127), lower PF (0.1650), and superior balance (average:
0.8078). In terms of FIR, SAINT outperformed both XGBoost
(0.4599) (0.2676), highlighting
consistent effectiveness in software defect prediction.

and Random Forest its
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6. Threats to Validity

This study's limitations include a potential compositional
threat due to the consideration of only four performance
metrics (PD, PF, BALANCE, and FIR). Simultaneously, the
study acknowledges threats to validity stemming from limited
dataset diversity and a narrow comparison scope with
XGBoost and Random Forest, which future research should
mitigate by exploring diverse datasets and incorporating a
broader set of baseline methods.

7. Conclusion

In conclusion, our study introduces and evaluates SAINT for
(SDP). SAINT consistently
outperforms traditional methods, demonstrating its efficacy
in enhancing defect prediction accuracy. The research
provides valuable insights into deep learning technigues,
emphasizing SAINT's potential advance SDP
methodologies.

Software Defect Prediction

to
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Abstract

Since nuclear power plants (NPPs) increasingly rely on digital I1&C systems, reliability evaluation for NPP software
has become crucial for NPP probabilistic risk assessment. Several reliability estimation methods have been proposed, but
there is no available tool support for those methods. To support NPP software manufacturers, we propose a reliability
measurement tool for NPP software. We designed our tool to provide reliability estimation depending on available
qualitative and quantitative information that users can offer. We applied the proposed tool to an industrial reactor
protection system to evaluate the functionality of this tool. This tool can considerably facilitate the reliability assessment

of NPP software.
1. Introduction
With the advances in digital technology, the nuclear power industry
has begun replacing traditional analog instrumentation and control
(I1&C) systems with digital ones and employing digital I&C systems in
new nuclear power plants (NPPs) [1]. As digital systems are
increasingly used in NPPs, it is essential to estimate the reliability of
NPP software for NPP probabilistic risk assessment (PRA). Reliability
estimation for NPP software focuses on failures on demand (i.e., an
accidental scenario where the software should take safety actions). In
this study, we utilize the reliability metric “probability of failure on
demand (PFD)”.

U.S. Nuclear Regulatory Commission (NRC) investigated various
quantitative software reliability methods and selected potential
candidates, the Bayesian belief network (BBN) method and the
statistical black-box testing method, to support reliability modeling of
digital systems in NPP PRA [2]. Chu et al. (2018) [3] developed a BBN
model that estimates the number of faults considering software
development life cycle (SDLC) processes and derives the PFD of NPP
digital systems. Chu et al. (2017) [4] proposed a statistical black-box
testing approach that validates the reliability goal by testing the
software over test cases generated from operational profiles of demand
scenarios. Cai et al. [5] presented a hybrid approach, combining BBN
and statistical testing methods [3, 4], to fully consider the factors that
affect software reliability.

Existing methods are not flexible enough to be applicable in
situations where the availability of information is uncertain. In addition,
there is a lack of reliability measurement tools for NPP software
manufacturers to verify the NPP software reliability. Without a
systematic tool, it is challenging for NPP software manufacturers to
utilize existing methods since they need to build from scratch.

We propose a systematic reliability evaluation tool for NPP
software. Inspired by Cai et al.’s approach, we developed the tool to
support the flexibility for reliability estimation, which can adjust to
available information, including qualitative and quantitative evaluation

*This research was supported by This research was partly supported by the
Nuclear Safety Research Program through the Korea Foundation Of Nuclear
Safety (KoFONS) using the financial resource granted by the Nuclear Safety
and Security Commission (NSSC) of the Republic of Korea (No. 2105030)
and Basic Science Research Program through the National Research
Foundation of Korea (NRF) funded by the Ministry of Education (NRF-
2022R111A1A01072004).
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results. This tool can considerably ease the reliability assessment of
NPP software for NPP software manufacturers and regulatory agencies.

2. Reliability measurement tool for NPP software

The overall process of the proposed reliability measurement tool is
shown in Figure 1. With our tool, target system experts can evaluate
qualitative attributes based on ratings and input the number of function
points (FPs). Our tool then starts PFD inference based on the BBN
model using the WinBUGS tool [6]. The parameters of the BBN model
are specific to NPP software and recorded in the U.S.NRC technical
report [3]. Users can obtain the number of remaining faults in NPP
software and the initial PFD before considering operational conditions.

Given a reliability target, our tool can calculate the number of
demands (i.e., test cases) required for statistical testing. After testing,
our tool can update the prior PFD with the number of failures and
estimate the reliability (i.e., updated PFD) to consider development and
V&V qualities during SDLC phases and software operation under
demand conditions. Furthermore, our tool can validate if the reliability
goal has been accomplished based on testing results.

2.1. Attribute evaluation

For each SDLC phase, development and V&V qualities are
required for estimating the number of remaining defects. Development
and V&V qualities of each SDLC phase depend on the qualities of
performing corresponding development and V&V activities. The
activities performed in the development/V&V process are considered
as the attributes affecting the development/V&V quality. For instance,

(1) Attribute evaluation from

Legend
target system experts

Process

(2) Function point calculation Input

vt P l Intermediate
umber of -Output
(3) PFD inference based on
Prior of PFD (PFD"'™") EENImodel Output
o amber fdemand
Number of failures (5) Reliability estimation and
validation
Output

Estimated reliability (PFDPst)

Figure 1. Overall process of reliability measurement tool



KCSE 2024 H26H HM|1=

V&V quality in the requirement phase includes attributes: software
V&V planning, concept documentation evaluation, etc. Three levels,
High, Medium, and Low, are used to evaluate the attributes based on
the status of performing required tasks related to each attribute.

For each attribute, we set the default value to a Medium level so
that our tool can still calculate the reliability even if the information on
attribute quality is unavailable. For example, after the implementation
phase, users can evaluate all the attributes before the test phase.
However, our tool can still deliver an expected reliability (PFD) for
users with the default values for the rest of the phases. During software
development, our tool can support users to anticipate the reliability
results and further monitor reliability progress.

2.2. Function point calculation

The number of FPs was used to calculate the number of introduced
faults and as an indicator of software complexity. The number of FPs is
assumed to be provided by users.

2.3. PFD inference based on BBN model

With available attribute qualities and the number of FPs, our tool
uses the WinBUGS tool to quantify the number of remaining faults and
the prior PFD and shows the mean values and simulation traces of the
results.

2.4. Number of demand estimation

Given a reliability target, our tool can calculate the required
number of demands with a prior distribution of PFD based on Bayes’
theorem. The reliability target is considered as achieved if the software
is tested over the required test cases and no failures occur.

2.5. Reliability estimation and validation

We assumed that test generation and execution have already been
performed by users. With the number of test cases and failures, our tool
can estimate the reliability (PFD) based on the prior PFD. The prior
PFD can be either the informative distribution inferred from the
qualitative information of SDLC or the uninformative uniform
distribution. Based on the testing results, software reliability can be
validated if no failure occurs among the required tests. Our tool can
adapt to the uncertainty in the availability of qualitative information
and various reliability test results.

Table 1. The number of remaining faults of SDLC phase

Phase Mean Star}dqrd 5% Median 95%
deviation
Requirement 7.937 8.935 0.4593 4.9 259
Design 26.33 18.57 5.462 21.79 62.57
Implementation | 40.8 24.3 11.28 35.82 87.4
Test 28.3 16.07 8.882 25.06 59.16
Installation 11.27 9.107 1.714 8.829 28.97
Table 2. The PFD for the IDiPS-RPS
Mean Standard 5% Median 95%
deviation
1.142E-3 1.054E-2 9.927E-7 5.789E-5 3.491E-3

3. Case Study and Evaluation
3.1. Case Study

To assess the tool functionality, we chose the same target system in
previous BBN-based reliability estimation work [4], i.e., the Integrated
Digital Protection System—Reactor Protection System (IDiPS-RPS)
developed in the Korea Nuclear Instrumentation and Control System
project [7]. With the attribute qualities collected from Chu et al.
(2018)’s work, we applied our tool to obtain the reliability results for
the IDiPS-RPS. The attributes were evaluated before the installation
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phase, so all the attribute qualities for the installation phase were set to
a default Medium level. The number of FPs was set to 56, the mean of
the number of FPs estimated in Chu et al. (2018)’s work. Tables 1
shows the estimated number of remaining faults at the end of each
SDLC phase. With the number of remaining faults in the installation
phase and generic fault size distribution, the distribution of PFD for the
IDiPS-RPS is inferred and presented in Table 2.

3.2. Evaluation

To evaluate the functionality of the BBN model in our tool, we
performed hypothesis testing to check if the results obtained from our
tool were significantly different from those presented in Chu et al.
(2018)’s work. We collected a total of 30 pairs of data points, including
mean, standard deviation, 5%, median, and 95% values from PFD and
numbers of remaining faults for SDLC phases. We conducted the
Wilcoxon matched-pairs signed-rank test, a non-parametric test
because the distributions of data points and differences between two
data sets did not follow a normal distribution. The p-value is 0.4645,
which is higher than 0.05. Thus, we failed to reject the null hypothesis
that there is no significant difference between the results from our tool
and Chu et al. (2018)’s work. Based on the hypothesis testing results,
the developed BBN model in our tool conforms to the functionality of
Chu et al. (2018)’s approach.

4. Conclusion

This paper proposed a systematic reliability estimation tool for
NPP software. Our tool provides the flexibility of available qualitative
information during SDLC and quantitative testing results. We evaluated
our tool functionality by applying it to the IDiPS-RPS. The reliability
results generated from our tool have no significant difference from Chu
et al. (2018)’s results. The parameters of the BBN model can be further
extended for safety-critical software in other domains once expert
knowledge is available. In future work, we plan to develop a tool,
which can generate reliability tests for NPP software.
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Large Language Models (LLMs),

2
exemplified by OpenAl's ChatGPT,

Ok
=

represent a significant

advancement in artificial intelligence, demonstrating human-like text generation and contextual
understanding. Contrary to misconceptions, ChatGPT enhances creativity and efficiency instead of
reducing human involvement. The model's efficacy relies on well-crafted prompts, emphasizing the
importance of clear and context—-rich communication. The literature review of seven papers underscores
the crucial role of tailored prompts in optimizing ChatGPT's performance across diverse domains. This
analysis reveals both commonalities and distinctions in prompt engineering strategies, with a consistent
theme of specificity and structure. The adaptability of ChatGPT across various fields is evident,
showcasing its potential in scientific research, entrepreneurship, and education.

1. Introduction

The advent of Large Language Models (LLMs) marks
a significant leap in the field of artificial intelligence and
natural language processing [1]. LLMs, such as
OpenAl's GPT series, are sophisticated algorithms
trained on vast amounts of text data and they have the
remarkable ability to generate human-like text,
comprehend complex queries, and provide relevant
responses [2]. ChatGPT, in particular, can offer more
accurate, context—aware, and interactive responses,
making it an invaluable tool in diverse applications
ranging from customer service to content creation and
educational support [3]. Contrary to belief, while
ChatGPT can allow people to do less, and people that
want to do more, be more creative, save time, will be
able to do so [4].

The efficacy of ChatGPT, while impressive, is
significantly influenced by the input it receives — this is
where the concept of 'prompting' becomes crucial [5].
Prompting in the context of LLMs refers to the way users
communicate their requests or queries to the model.
The effectiveness of ChatGPT, therefore, hinges on how
well these prompts are engineered. Effective prompting
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involves creating queries that are clear, concise, and
contextually rich, guiding the Al to understand the
intended task and respond accurately.

In the following literature review, we will review and
compare 7 papers related to ChatGPT prompting and
how to improve the LLM’s responses.

2. Analysis of Prompt Engineering Strategies

This literature review delves into the realm of
optimized prompting strategies to enhance the
utilization of ChatGPT. By examining various studies,
this review explores how different approaches to
prompt engineering can significantly impact the
performance of ChatGPT across various domains. From
scientific data extraction to educational applications,
each paper in this review contributes insights into the
art and science of prompting, showcasing the potential
of well created prompts in unlocking the full capabilities
of this advanced LLM. Through this exploration, we aim
to provide a comprehensive understanding of how
strategic prompting can transform the way we interact
with and benefit from conversational Al models like
ChatGPT.
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Table 1 Prompting papers’ summary

Author Field Prompting strategy Additional remarks
Polak and Morgan [1] | Scientific Data Extraction | Zero—shot Al prompted to recognize and
interpret complex scientific data

Short and Short [5] Business communication Elevator, Crowdfunding, | ChatGPT crafting diverse

Twitter pitch prompts business narratives with specific
prompts

Poola [6] General Al Prompt — Evaluate result | Focus on improving ChatGPT's
— Give feedback - | accuracy and conveying
Prompt again uncertainty

Lo [7] Education Concise, Logical, | Promoting information literacy
Explicit, Adaptive, | through nuanced prompt
Reflective prompts engineering

Mesko [8] Healthcare No specific strategy, but | Refining healthcare interactions,
recommends zero—shot, | decision support, and patient
few—shot, roleplaying | engagement
prompting

Shi et al. [10] Regulation 3 step approach: 1) | Refining summarization abilities
Summarize text 2) Ask to | for FDA guidelines
add specific facts 3)
Summarize text again

Oh [11] Education Prompts including Role— | Integrating specific strategy to
playing, Rules, Example, | solve mathematical problems
Problem, Process

Table 1 summarizes the papers and related prompt
strategies discussed in this section. In the realm of
advancing conversational Al, Polak and Morgan [1]
present a compelling case for the extraction of accurate
materials data from scientific literature using ChatGPT.
The objective was to leverage the model for precise
data mining tasks, which often requires an
understanding of complex scientific terminologies and
concepts. The researchers employed a zero-shot
learning approach where the Al was prompted to
recognize and interpret data without prior specific
training on the task, and the results were promising —
showing high precision (around 91%) and recall (around
85%) in identifying material properties, a testament to
the model's potential for scientific data extraction. This
study's contribution is particularly noteworthy as it
underscores the capacity of well-engineered prompts
to enable Al to navigate and extract information from
highly specialized and technical texts.

Transitioning from scientific research to the business
world, Short and Short [5] explore ChatGPT's utility in
creating entrepreneurial rhetoric. The investigation
centered on the model's ability to emulate the
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communicative styles of various CEO archetypes,
thereby generating diverse and compelling business
narratives. While the findings revealed ChatGPT's
adeptness at crafting pitches that resonated with the
gualities of different leadership personas when provided
with strategically designed prompts, due to the risk of
fake announcements, the authors warn that in the future
we need to be careful when it comes to business
communication. Overall, this research broadens the
horizon of conversational Al's applicability in the
business sector, demonstrating that with well-
structured prompts it has the potential for creating
nuanced and persuasive content that aligns with the
user's intent and the audience's expectations

On the back of distinguishing between real and fake,
Poola [6] focuses on addressing the inaccuracies often
encountered in Al outputs, particularly in ChatGPT. The
study delves into the model's problem-solving
capabilities and its expression of uncertainty—a critical
aspect of trust and reliability in Al systems. The
researchers believe that ChatGPT cannot indicate of
any uncertainties in its answers and that its answers are
not consistent. This can lead basic question and answer
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users to end up with inaccurate responses. Thus, by
experimenting with various prompting strategies, the
researchers aimed to enhance the model's accuracy
and its ability to convey uncertainty appropriately. The
results suggest users to prompt ChatGPT, evaluate the
result and provide feedback and prompt again. This can
lead to more accurate and trustworthy interactions. This
contribution is pivotal as it provides a pathway to
improve conversational Al's performance in tasks that
require not only precision but also the nuanced
expression of confidence levels in the provided
information.

An example of such a more nuanced approach is the
CLEAR framework, designed to promote information
literacy through prompt engineering [7]. The aim was
to devise a method that would enable ChatGPT to
support educational endeavors, specifically aiding
librarians and students in their research. The CLEAR
framework—standing for Concise, Logical, Explicit,
Adaptive, and Reflective prompts—was shown to be
effective in guiding students through the research
process, enhancing their critical thinking and analytical
skills. Not only do they provide a prompting framework,
but the researcher suggests users should be aware of
technical terms like tokens, model temperature and
top—p. Knowing how to adjust these parameters might
require a little more technical knowledge from the user
and can introduce even more variance in ChatGPT’s
responses if an unaware of their nuance’s person
adjusts them.

Moving into the healthcare domain, Mesko [8]
discusses the emerging role of prompt engineering for
medical professionals. The scope of this research
extends to various healthcare—related interactions,
including decision support and patient engagement. By
providing concrete steps for healthcare professionals to
construct effective prompts, the study aims to refine the
interaction with Al, thus improving the quality of
healthcare services. The outcomes underscore the
potential of prompt engineering to significantly enhance
the delivery of healthcare by augmenting the decision—
making process and facilitating patient communication.
The study does not provide any specific prompting
solution that can be useful in the medical scene, but
rather suggests various approaches that were also
mentioned in Schmidt et al. [9] - use one-shot/few—
shot, ask ChatGPT to play roles, ask open ended
guestions and request examples.

Shi et al. [10] present a distinct application of
ChatGPT in the regulatory sphere, specifically in
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summarizing food effect studies pertinent to FDA
guidelines. The researchers proposed an iterative
prompting strategy (1st stage: summarize a text, 2nd
stage: ask to add specific facts to it, 3rd stage: again,
summarize the text into 2-3 sentences) to refine the
model's summarization abilities, thereby aiding in the
drafting of clear and concise food regulatory
documents. After being tested on 100 drugs, the
assessors concluded that the text after stage 3’s
prompt is the most concise, but noted that even for 42
of the cases, even just after stage 1, the text was
satisfactory. This emphasizes the idea of writing a
simple prompt, even without knowing any technical
aspects of ChatGPT, which counters the ideas of some
of the above studies which suggest looking into
technical details as well, only to write a good prompt.

Finally, Oh [11] examines the use of ChatGPT in
educational settings, focusing on the resolution of
mathematical problems. The study developed a
structured prompting approach that significantly
enhanced the model's problem-solving accuracy. This
approach, integrating role—play, rules, example—solving,
and process articulation within the prompts, was shown
to markedly improve ChatGPT's performance in
mathematical tasks.

The implications of this research are far-reaching for,
not only, the field of education, suggesting that
conversational Al, when combined with carefully
designed prompts, can serve as an effective
supplementary tool for learning and instruction. This
study’s result may indicate that specific areas may need
their own versions of efficient prompts, because what
might work for mathematics, might not work for
medicine or food regulation.

3. Application in Software Engineering

Applying insights from existing studies can enhance
ChatGPT’s usage in software engineering tasks.
Drawing inspiration from Polak and Morgan's precision
approach, a zero—shot learning strategy could help
ChatGPT understand and interpret programming—
related data without specific task training. Short and
Short's entrepreneurial rhetoric exploration may be
adapted for crafting code snippets tailored to different
programming needs. The CLEAR framework, designed
for education, could guide developers in creating
prompts that can result in better code snippets. Insights
from prompt engineering for medical professionals may
provide invaluable insights into medical LLM and how to
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improve their training and testing. Shi et al.'s iterative
prompting strategy could refine code documentation or
generate concise technical summaries. Finally, Oh's
structured prompting approach for mathematical
problem-solving may be extended to enhance
ChatGPT's assistance in addressing coding challenges
(as in LeetCode). In summary, these strategies offer
practical ways to optimize ChatGPT for software
engineering tasks, focusing on precision, clarity,
collaboration, and problem-solving.

4, Conclusion

In conclusion, a comprehensive analysis of the
identified studies reveals both commonalities and
distinctions in the application of prompt engineering to
enhance the performance of ChatGPT. The emphasis
on tailored prompts emerges as a shared theme across
all papers, underscoring the critical role of specificity
and structure in input prompts for optimizing ChatGPT's
effectiveness. Furthermore, the studies showcase the
versatility of ChatGPT in diverse domains, ranging from
scientific research and entrepreneurship to education.
Despite this commonality, the application contexts and
objectives vary, emphasizing the adaptability of prompt
engineering across different fields. Finally, it becomes
evident that prompt engineering consistently enhances
ChatGPT's performance across all papers. However,
the degree of effectiveness varies, with different studies
reporting varying levels of impact in specific domains.
The complexity of prompt design also differs, with some
studies presenting structured frameworks (i.e. CLEAR)
while others adopt a more flexible and creative
approach (as in [11]).

5. Future research

Future research in optimizing ChatGPT and LLM
prompting for general and software engineering tasks
should focus on tailored strategies and addressing
challenges in handling ambiguous prompts. Dynamic
prompt adjustment mechanisms based on user
interactions and ethical considerations for preventing
misuse are crucial aspects to explore. Additionally,
investigating multimodal interactions, adaptability
across software domains, and developing seamless
user interfaces will contribute to enhancing ChatGPT's
effectiveness and responsible use in the evolving
landscape of Al and artificial general intelligence.
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W72 dIOIE= T2 OIGHEAFRIOI <l H 2.1 Machine Learning (ML)

M0 KO 24tE Ao NEESC} 0/2E HaefdiMe REs  =&ot
HIOIEE 02 OI0IH 2Ru2eH =% OH0HE Sssiblse SHE M &
MHE H&chs A2 Agsh Hg L A Ats ZESd S3 HZY0AM Hdletg(ML
SrAIA[2ICH, 08t OI0IE Z2toltHAl 2 2ot AIZIOI X0 Mt &8s Sof g
OFJIBICE.  CIOIHS =2ste oy amy S0 H0, HAdLMORED 202
XA (Single Point of Failure)S ©tS0f CIOIE =& & AH&GHI foiAd Cigst SHIIY
ZIAI9IH, S35 JHolRBEs o AMNEO0| EICH && B0 22U =&
ZE BHEA I 2sEH= S SHNENAN 22 BEE HEHZ ME2
2 T™O0| ECH E3, dolEH =EBFAM 0 HE E= SdLHEER = AL S,
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2.2 Data Collection
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2.3 Blockchain
EE02 20088 ALEA
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2.4 DID(Decentralized Identifier)
DID= CIXIE ID(ldentity)el XMl 22l ¥ =3 zel
H2eAlE2 2X6le CXE D20 s&oz, =2

S MU 8lol AEX 2 JIEt ID 23 ol 2el ¥

MOE UEIHCH3]. Ol ARSXSHA Xtalel A
FEE SHECZ ARGt 22 = U= SEHQ
gAS MBECh Db SSHL 2o FH Jl=sS
220l d2E U= AE AMAES 258 = Us
SSet g4z =2 UL I8 48 Sottd, DIDe
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AEXHAH =2 =&2 N2 2352 Usd=s
Ml &EetCh.
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2 <%
ZEQ0 RPAE BHAM(SRS)E AZERIO Ml JIE0ICH 52 ZHo| SRSE ATEROf
HllAC @F LMSHES 2AAID, 2F AFBHUA SEEE HIED HLIZ NS
Ch SRSOIMSl HIRX 2B2 JIs H£ SXES S4AI1, 2541 22 SRS BIINES
N0, SXel A&5D HES OIS N 5101, 2302 28 IHSHS SIHAIZICH I
ABYS 0B AXES FaTAE A UAASL, SRSS EoH/EAGHE BFUM H50|
JI21 B4l (gradient update)0l ZOIXO0ID2 AFS0l 121S0l UACH Z20I, HOH o0 22
B Xtol o0 X2l S3US HIEOR ATEYN JHL FAMA UL 029D UL 2 =20
SRS Ui HIRXI XS N A0 2%, GPT-42 0|83 X L +Hols M22 =7, SANDE
ICh SANDE JIZSl OfF Jlgt olZAIREY R0 Hish HIRK 2 SX0A 4.1%2 Fl-score

S
Hy

L 83.7%2 +X HEATE BACH SANDS AT AI2X EHOIAGUNE 0/23 AZE
SI0I3 &0 M50, SFE PEH VFORE SRS U HIAK 22 X ¥ +¥
DE By So| A YHUS Sof 254, IS, =

2

k=3
O JHE XA &t Est

AEEN RIPAIE HAH A (Software ATEN M = SMEEZ SOt
Requirements Specification, SRS)= AZE( ZF& JIES HAR=2 =2 UE SRS "IIAIE
dEtg ol 2oz LM UCH < PS4 NEE TURAI 2o [7], 214

50%-80%2 AZEQH Y ZZHE= 2 SEH o= Mol 2RSS Aot [4].

SRS L& SRS 2=o=Z Qlof A ST [1]. SRSE =zlAE |82 A0t SEH0l &SoHC

A2TEQN HL =J| S©HAHZ, SRSS ZZE2 M Z 20, HO A LEL2 SolYd 2Y F
g8t dss 0l&ct [2]. EE Us 2Es I A0 XMl sES BIEgeZ |

UM 2T EE2 =012, 28 32 ZH S COst =20r0 225 ol2Dl

e Bl XIHS 0FJISHCH [3]. HU ool e AZEAN Z2sHolAM

tol= JIEL2= =2 254, Blisd, M4, JHEX LIS, ATEQNH HAE,

FHIOs4d el AXE0l AUt O = FXE2 SRS HEUAN AMSEHD  JACH [10]. =2
o AAEIQ Dls, SF, 27, sES LLaMAE 0|28 2E 28 ¥ Junyi Lu

2E FE HNRAE, &H, E82 EZEGIH 2H7 [11], GPT-42 0|88 HO =& Y
e 9olstg [4]. HIEX 2&2 Weng et al.,, 2023) [12] S0l Hote

SXA  olAlg  Mollotl, CI2 SRS SHXME Higez, 2 A3 AZEQI

Mol ZelE Sl st =42 HU o 2es =ot=0 522 FHC

126

et al., 2023)
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Ol4st S22 D260, 2 =22 Al Ay 29,
=51 GPT-4 [13]2 0I5 SRS WOl HIAK =S
=

=P\ el =3 szl M2Z22 &4,

SAND(Software requirements Automatic Non—atomicity

Detection and correction)S Xl 2+ StCH. Processor
|
{ Detector ’ ‘ Corrector ’

2. &@ Ao

JIZ=0 SRSl HIIXIHEE
U0 2L

(%
ror
]
09
ro
e
4
N

OpenAl API

I3 1SAND F8 7484

2.1 Bt SRS EIIXIE JHd

&9 2= 2 sl Hoptsd JHA

A= SHQUCE = ZHe oF, 202 J|gt Of WENAM =2ERs Z2Heldlsl W 2AE
[14][15][16], E£&= od38B3LS 01EstCt [17]. HMIASIN  OpenAl APIZSl &&= J&olH el
0|2{8t gBiSS =2 AsS2 EH=XCH o 0I=, Processor2 HIOIHE O0lsAlIZILH.

g5kl /o SRS U 2& 2 =Zdi/=24cte &0l Displayer= SANDS| ®EtH  GUIE ZYStCh
FUBHEICH O BEOUA FIF LMD &, Asol Processor==H =&, A, =& &S 20
= ogss 0|&CH Metd Ogst SRS =0 AEXHOA AIZR S Z2UE MSECh E8h
XN250| H2d=20] =EHCT ClAZdiolel E20 o olF Xg=S <ist

MEX2HS MSHEE Processorfl N M EtLt.

22 AXM WA Configure= SAND2l APl 2 AFZ I FSHCH

INE=P\PL Detectoret Corrector2 TEOE
Aol OpenAl API2ISl S4&I XHAIZtS £&
A AIOIOIA Z23E &= JAESE &L Olefst 43

Processorl H H&EZECt.

0

FAE N2 fst AT =ISCE. Fahrizal
Halim et al. (2019) [18]0IME HIOIZE UWERK 3,
e ZYAE EZl, U= HHEEEZEZ AME6H(
HA 2&s 2XSMCH 2L, 0 9Al SRS 2&

e ¢

£

S6/24 UFEO0 LRSHD, gradient update A 3.2 Processor
0 R0l 2HE AIEdIl g =2,
Q2K HIKLX 2& 2LXJ|=0t =6 2Fs = Processor= Data loader2=2 & SRS OIOIHE
SO0 AFE 0 M0l RUCEH g0 SRS W HIFX &2 EXIdtd ==&S&tCt.
Cofigure22H gr= d3o=z OpenAl2t
3. SAND: HI&Xt 2& X & =3 ASHZSID ZWE  LHEST 0l ZUE
Displayer2 &oll AIESXII E5HHGgS N#ME 5
SANDE=  Python@ 2 ZAHE GUI HE ZHE AETE StCt. Processor= Detector?t Corrector,
OHEZ2/H01822, Microsoft Windows? Unix 218t M e RAaE S
A AEOL Apple macOS, Linux S2| 83 0A S&HECh
O HUIAM= SAND2l MBHAOI A0 CHOHAM 2AJHSHCEH 3.2.1 Detector
3.1 X BIZX 2&2 €Xlol)| st TBZE= H
10 20 AIAE ITEZEE GPT-40H 204
SAND= 18 110 201 42 =2 a=z HdE Ol AZE QP EB&X2t= Persona
& &L [19]E =205t Z2W 2]EZ2 =011, X
Processor= T2 QAESH o SF=Ql Ags s AL 222 HAIE HSEh
StCt. XtAISE e 2201 49 &
Data loader= SANDOI SRSE =2 CSdts XM 3.2.2 Corrector
RAOICH  .txt, .doc, .docx SRS I A=
N&stCh. Data Joader= SRSE & SR HRAX AFS 98t I=2TES= O 29 20}

Helst] 2 SR DS BHs= 2050 ANAE ZEZE = Detector®t L.

—/ [l
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% 1 Detector

System | You are a very professional software
requirements analyst with more than 20
years of experience.

"If the ATM is running out of money, than
no card should be accepted and an error
message is displayed.”,
"The system shall allow users to log in
using their username”,
"The system shall allow users to search for
products by entering keywords in a search
bar.",
"The system shall store user passwords
securely using industry—standard
encryption algorithms."
are atomic statements.
"The authorization starts after a customer
has entered card and his PIN number.",
"The system shall allow users to log in
using their username and password.",
"The system shall provide a user profile
page Wwhere users can update their
personal information, view order history,
and change their email address.",
"The system should perform well under
heavy load, with response times not
exceeding 2 seconds for any user action,
and it should be able to handle a minimum
of 1,000 concurrent users.",
"The system shall implement secure user
authentication, including password—based
authentication, multi-factor authentication
(MFA), and integration with external identity
providers."
are non—atomic statements.

User | Is the following sentence atomic?: "/nout
sentencé". If it is, say A. Or it is not, say N.

¥ 2 Corrector ZTEFXZE
User | Correct this non—atomic statement: "/nput

sentence".

128
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Detecting Panel

-oad success, Total 31 statements detected,

1Y 3 2= 34 A3 4

Input Requirements

2]

Requirements COMP | Select
Inter departments: request must be approved by a DA group member and faculty group member unless
it came from a higher level group,
| ] m]
Inter faculties transfer: request can be made by any authorised user and approved by faculty group or
higher level,
u m]
Transfer outside university should be approved by the university group,
m]
Any administrative level user or inventory user can edit an asset that belongs to its department; same,
thing for faculty user, or university user; in order to make modification if he is authorised to do it - o
Any DA group member or authorised inventory group member assst is owned by the department.
m]
Any faculty member can add all related departments inventory,
u m]
Any university group member can add all assets in the inventory,
(m]
4 bulk entry can be used to add many assets.
m]
tequest can be made by any authorised user,
m]
After creation a request still pending walting to be approved by an administrative level user according to
that have this authority,
| ] (m]
An inventory user should check retumned asset and update inventory.
u m]
[IT aroun members can create a new soace and modity floor structure when thev receive an excention |

Detection Complete

I" 5 ¥R 34 A3 4

D Fequirements a
Inter departments: request must be approved by a DA group member and faculty group member unless it came from a
higher level group.
Inter faculties transfer: request can be made by any authorised user and approved by faculty group o higher level, Total Statements
2 3
Transfer outside university should be approved by the university group,
3
Any administrative level user or inventory user can edit an asset that belongs to its department; same thing for faculty STATS
o | ueer.or universiy uses in order to make modifcaton it he is authorised to do it
Any DA group member or authorised inventory group member asset s owned by the depariment.
5
Any faculty member can add all related departments inventory.
6.
‘Any university group member can add all assets in the inventory.
7
# bulk entry can be used to add many assets,
8 Detecting Option
request can be made by any authorised user, (m] Compound
)
After creation a request stil pending waiting o be approved by an administrative level user according to that have this
authority,
. 4
An inventory user should check retumed asset and update inventory,
1.
Start Detection

Detecting Panel

Total Statements

Compound Statements
Percentage

5%

Detecting Option

Compound

Start Detection
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User

Displayer Processor

Data loader

1. SelectFile

2. SendFilelnfo

3. LoadOrder

4. LoadedData

_ 5. LoadedDataDisplayOrder

6. DisplaylLoadedData

a3 4 2= 34 A DA tholojaH

Displayer Processor

Data loader

1. SelectFile

2. SendFilelnfo

3. LoadOrder

4. LoadedData

o 5. LoadedDataDisplayOrder
6. DisplayLoadedData h

7. ToDetect

8. SendSentenceToDetectinfo

9. DetectionResult

o 10. DisplayDetectionResult

2% 6 9 34 Ad2 tholo) 1




KCSE 2024 H26H HM[1=

£ W2 e WEI =EX WHO
S sES MME XHEACH X Z2UE
HtE o2, A g =32 Jote "3 282
HEE 2~ QCH HE0 JAzEH = 28 HES
=™  Corrector0fff 2loi =&d& =Z&O0I
‘Corrected Requirements’ S0 LIEHCEH Ol
AlE2Xte 3= 2D BlYSE SRSE MEE
= QUC. =8 ¥ Z2U WAle IO 70
LIEFLE U1, AIEA Oolofage 18 81

ZCt.
Correcting Panel Corrected requirements
D Requirements ~

=

faculty group member, unless it originated from a higher level group,

Inter departments: a request must be approved by a DA group member, The request must also be approved by a

Selecting Option tequest for inter faculties transfer,
Select Compounded

Select All

An authorized user can make a request for inter faculties ransfer, The faculty group or a higher level can approve the

(To save whole

Unselect Al Transfer outside university should be approved by the university group,

an asset that belongs 1o its department if authorised, A faculty user can edit an asset if authorised, A universi
can edit an assetif authorised

An administrative level user can edit an asset that belongs to its department if authorised, An inventory user can edit

ity user

Any DA group member or authorised inventary group member asset is owned by the department,

Any faculty member can add to the inventory of their related department.” "Any faculty member has the ability
itemns to the department they are affiliated with,

=

Correcting Option

Correcting Compounded

to add

Any university group member can add all assets in the inventory,

Abulk entry can be used to add many assets,

request can be made by any authorised user,

Start Correction

a9 7 74 33 A d44

o

1. SelectFile

2. SendFilelnfo

3. LoadOrder

4. LoadedData
S et S

W 5. LoadedDataDisplayOrder

6. DisplayLoadedData

L|‘

7. SelectSentenceToDetect

8. SendSentenceToDetectinfo '

9. DetectionResult U
[€rmmmmmmmm oo T

o 10. DisplayDetectionResult

11. SelectSentenceToCorrect

12. SendSentenceToCorrectinfo |

13. CorrectionResult

14. DisplayCorrectionResult

ad¥ 8 748 HA3 Al folo|1d

1

v

[ Show Only Corrected

Data loader
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0l FOIAS SANDS S BIHEH) fIst &7
UED MEO HHE LY.
97 Z2e OSD 2C

Q1. GPT-47f JI&

b1 & At

2220 [ F=EolH SRS W

SZS BN + A=H?

o = (==)

Q2. GPT-47} SRS U HIZN 2Z2 MNISAUN
£ZE £ A7
Q2.1. GPT-49 IR 2& +& HF0 IHSS
F0/=77
Q2.2 GPT-47} LIST} 28 +& D0 LHSS

Z0/=7t?

BUHAE o3
o SANDZ

A
_I_7:-I

ARIL =MoHH, D&
HECE ANEXMNOZ Y|l
HARIF =TWolKl &
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D] IEHOZ

BES MK
MNEE = GICh
S0 A
ote gt s

= G0l Al
Rquxp [22]12 ol
SHENAN 168742
—Er’é*ol XS W8I A

Aag0 AEE

4.1 X F&: EIt

GPT-40I Al Detector IZEZEE 0l S A
oA &2 HIE2AdE W EANE RIS
Ol Egtetel BUE 248 2HXNEE2= F1-
scoreE OIEJLE. AtMEt WE=2 O 9%t 2L

Non-atomic
AR Statements
NS H ) Answering By GPT-4
Statements —
Dataset . Atomic
Request Statements
Classification By GPT-4
Analyzing
results

a¥ 9 ¥A A= Bt #A
42 =3 MH EI}

421 =3 J&L EIt

&X ZUE HESez, HENEdez TrEE
=&2 =0t GPT-40lH Corrector ZEZEE
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OISHAM Y SEHS AN SHO=Z +IFE 2AS % 39X A= Fr} 2% 99
RLAESICH 0lF Bretel ZUE 2480 24 ode]
NHEZ= AccuracyE 0l23CH AtAIgE BE=2 Non-atomic | Atomic
a2 101k 20 Non-atomic 724 226 950
= Pl Label Atomic 104 633 737
828 859 1,687
Non-atomic Input AT Mo I
Statements - 5 2 - ﬁlﬂo ojl'
) Answering Corrected
By GPT-4 \> Non-atomic
omic statements 521 +% I%E B}
Statements Request By GPT-4
By GPT-4 Correction
Analyzing ‘ ’ \ Analyzing : = 42 Ijl'%l'gg, ACCUl’acyE 0.837582=2
results results SHEAUL. =& UHO| oHs J=E 2ol
- orst A Of
29 10 $4 AEE F7t H3 =2 = U
- ¥4 F g% Hrt 4z
422 43 Apd B} T4 A%E B2t dsh
Well-correction Wrong-correction
= = _ 1413 274 1,687
MAUEO DHE =X, 4F FHHE BIY '
FAGLCH defLt =8 Z0E X EJt HEUA

=
A 2&0lct HE" 2= Egst A, O
fo WE=S BH=EStCH 0l 2F SIXH0tCH gHetE
I

ZUE =4ttt X

2= = 3FAES Ed  MEL/JC
SIXOICH, & 23 2&F 2= Z)Hg=d, ot
: , ‘, HIIXE SZ01 o JHe 9 2zo=z
s AEEBA M BA0IC. O 129 20l
e et R 2% og H82 18X0A 05417,
) ' 23| XA 0.1411, 33IXIOIA 0.05522, &IXIDF
BiEgas 2AGtE S 2 4 U E£E
03Xt 3SIAtS 0101 1SN HEE 0B
XsHE 24000, 131X2 HISH Hidh A we
o 212 B0l 8 & QICH 8 H 5, 6, TN 2 =
a9 11 &4 434 371 4A AS, 2E HHXINA BIXIH Br=2E £ HIKX
S& oY HIS0| otots HS Bols £ QUL
CZEID Y 2N 012 Soll, GPT-47t LLMQ IO =40l
HIZEASS JIENE 275610, =& BHNA EF
5.1 &KX Hste T} AZol MRIHE RS ¥ 2 QUL
o 32 a3 %FQE, F1-scores 0.814398=2 Consistency Evaluation
SHZEUCEH. JIE ZE  Fl-scorell 0.782222
(9101 HIoH 2 4.1% BHAE EH X HHBTE SRLH »
OI2 HIZo2 GPT-47t JIE 2ol Hi6h i
Aoz Hstst X HECES 200 L
QUCH.

Data Batch

e—lteration 1 === lteration 2 Iteration 3

a¥ 12 74 484 Bt 2% 2=
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Data batch . iteration. ! . .
Input | Atomic | Non-atomic | Non-atomic ratio
1 84 18 66 0.7857
2 84 25 59 0.7024
3 84 19 65 0.7738
4 84 42 42 0.5
5 84 66 18 0.2143
6 84 30 54 0.6429
7 84 46 38 0.4524
8 84 59 25 0.2976
9 84 27 57 0.6786
10 84 49 35 04167
11 84 39 45 0.5357
12 84 42 42 0.5
Total 1008 462 546 0.5417

6 74 434 Bt 23% A%

iteration 2

Data batch ; ; ; ;
Input | Atomic | Non-atomic | Non-atomic ratio
1 252 201 51 0.2024
20 197 162 35 01777
3] 233 182 51 0.2189
4 174 141 33 0.1897
5/ 116 110 6 0.0517
6 423 398 25 0.0591
7 167 140 27 0.1617
8 87 82 5 0.0575
9| 105 87 18 0.1714
10 137, 123 14 0.1022
1) 107, 90 17 0.1589
12 157 135 22 0.1401
Total | 2155 1851 304 0.1411

2 774 484 Bt 33 A%

Data batch | iteratior? 3 - -
Input | | Atomic | Non-atomic | Non-atomic ratio

1 320 308 12 0.0375

2/ 236 220 16 0.0678

3 298 269 29 0.0973

4/ 208 186 22 0.1058

5/ 123 120 3 0.0244

6| 448 436 12 0.0268

7 196 179 17 0.0867

8 92 90 2 0.0217

9 128 126 2 00156

10, 160 154 6 0.0375

11, 127 118 9 0.0709

12/ 182 173 9 0.0495

Total 2518, 2379 139 0.0552
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MaEstd I AR0|(Biological Pathway)= MZ2X

XAICH A2 A (next generation sequencing) J1&2 LHel SEaE KAEX, HMZE S 22 RAS0
LE 2o 2 22U A(omics) CIOIH HEDJL CHE MNSXNEot, Helole WEES MAMotH H¥E £
MAZ O 02 =24ot) EEols AHRIL 2YSHA e M2sHE JJEoR, HIZS HIHE 020U
DD UCH 0l IS0 RNA AIZA dolHe = Yo of@st g2 OIX=Xo st o =S
SUNZRH MHE HUSAo Az FFHE = U ZCh WX L2 d2ozZ AI=8s6ie ozady
ML X2 J|ls 2 AHEZE Oldiotsd 2 =20l od Jied, 2=z KA} WA} AHSH
SICH Olof et &Y HIEZ RNA A& A!(Single Cell RNA 2xE 2¥ - =0 BHASI DA St A&t
sequencing, 0I5l scRNA-seq) OIOIEHZREH g2 2 OI20 X2 UCH.

SIS L2 osAFY QU g SIC=ZF

ot0d &Rl AMEH = S2 ==¥dodl= g AR2= DeepHisCoM(Deep learning pathway

F 2 o= o=
o ] analysis using hierarchical structural component
models) [3]3} PASNet(Pathway—Associated Sparse
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o =82 UEsdES
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Deep Neural Network)[4]0l RUCt. DeepHisCoM[3
2& OO0HEZE Soi =28 IMAROIE
Y H0I20tH 2t2 M=sH
| AAE[5] JIHE 250
(CetA 2= ol It
dEAQOl I Hg8he &
PASNet[4]2 URE S&EAH CIOIEIE AtSol
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GBM 2 =& HAROIE OloHotdd 8tCt.
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&8t COVID-19

=

HE PEE

A-IH A0l
e 2

2.1 Glole&t 24

scRNA-seq
ol W

— T
St <l
=S =

Sk

stE& dole=z
8 12 oy etgaol
SRl AR A
BEOIO] A2 A(Normal)2 FRAELZI0 AULCH
Y MMEQ SSTI EZE Al
WOLAHO 2 T & Of

ot  SIXI0IH
™ Recovery

3T, 3IAds
Deterioration Phase(DP),
Phase(RP) & JIXI2 P25t LH.

r

SAXL IHAROIL HESZHE oot <o
Reactome([6]2 GIOIEHIOIANA THAQOl 28 HE
= MEER  Zes%0. 88 MES

Monocyte(Mono), T heler cell(CD4T, CDS8T, otherT),
Natural Killer cell(NK), B cell(B), Dendritic cell(DC),
otherO| C}.
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Standard Sequence

Severe
Normal

8 1 S35 dolg clE3 =S /st EE AIFEA
2.2 UOIE &Xel

scRNA-seq OIOIHE HIEZYE=2 =245tD| ol M=
S = pseudobulkE MAHGIH RAEA LEHHS U=z F
ASIDOX SHUCE Ol0 M2t ==& e HAAl HMEY
Z ZclE OIOIE ol o, 28 AIZITHOIA sS22ez2 &
2oe SIANSS 0O =HEUCH 2BE2Z Al
2 NZY ST e & ME Ji== E 11 2Ch

0|2 ol2AlAFA DN AME Reactomel[6]0IA =&

st IHAI0l TIoIEE JIgte=Z ot DC= 150, LK

X HEZ= 13J02 MHAROIE AI=26HLE.

H 1 scRNA-seq OIOIES ALY REX Ji+=2%

A AIZTOH & cHEE ME
Cell-type | S& X H== &A RP DP
= = =S

cDAT 288 213 126 87
CcD8T 288 213 126 87
otherT 288 190 113 77

NK 288 212 125 87
Mono 288 213 126 87
Other 288 213 126 87

DC 305 198 117 81

B 288 213 126 87
2.2.1 Pseudobulk 242 {s SAX U ARE
S LY A2 MH WSA AN AR
TC3R2 X2l EUCH 58], RNA-seq Jls2 1 =2
al=e HEHdoZ Qo KX 2exeds Edol=d
g2 AF=2E D QJUCH otX2F RNA-Seq OI0IEHE A8
XA, ARA 20 £ HH 0101 Qo gsts gs %
0, 012 2&Xols AAsH WEHOl HEHOICH AIRAA
2010 O LS MENAN= =28t read countdt
S0 o S22 20lakI] WE0ICH.

2 AEHAME 2 HNZA =52 ME 2t9 AIZA
210l XI0IE 2 Aol 2ol DESeqg2(Differential gene
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expression analysis based on the negative binomial
SN 2IES2

distribution) [ 7] 0l A el 3t ot=
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Algorithm 1: Making Masking Matrix of input-hidden layer

Data: gene_list, hidden_one_list
Result: input_to_hl_masking

1 input_to_hl_masking = zeros matrix with shape (len(gene_list),
len(hidden_one_list));

2 for i < 0 to len(gene_list) - 1 do

3 gene_pathways = GetPathwaysForGene(gene_list|[i]);

4 for j « 0 to len(hidden_one_list) - 1 do

5 pathway name = ExtractPathwayName(hidden_one_list[j]):
6 if pathway_name in gene_pathways then

7 | input_to_hl_maskingli, j] = 1;

8 end

9 end
10 end

Algorithm 2: Making Masking Matrix of hidden-pathway layer

Data: hidden_one.list, sorted_pathways
Result: hl_to_pathway_masking
1 hl_to_pathway_masking = zeros matrix with shape
(len(hidden_onelist), len(sorted_pathways)):
2 for i « 0 to len(hidden_one_list) - 1 do
3 pathway_name = ExtractPathwayName(hidden_one list[i]);

4 for j < 0 to len(sorted_pathways) - 1 do
5 if pathway-name sorted_pathways[j] then

// Set corresponding element in the matrix to 1
6 hl_to_pathway_masking[i, j] = 1;
7 end
8
9

end

3. A8 2
3.1 Reo A= O}

2dol s Hllole HEZXQ YEHoz2= ROC-
AUC[8]Jt QL. ROC(Receiver Operating

—

Characteristics) curves S&Blgi2 223722 W=
HolXle JIE0l T #ZE(threshold probability) 20l
t2 TPR(True Positive Rate)lt FPR(False Positive
Rate)2t2 EESICH TPRE &M 24 & 24292 0

=)
=&t HIE2, FPRE2 &M 34 & 24822 Z2 0
5

/]

2 2oz B AUC(Area Under the Curve)=
ROC curve Oteiel 4= E ol0lottd, g0l 10l JINt2 4=

g £2 292 LIEIHCHL
HYIIs8 2B Xs JIY2 LRP[11E &8ol= 22s
ot Zol Jlost HARO0IL JIHEE = 29
LRP score €2 Soll &QIGHRUCt Lo, R0 853
20Ioh)| ol Meotsl R HnI2Eol AUCEIS Al
2SIGIRACHOE 4). 2 =20l Hotst s H 26t
™ Logistic Regression0l AUCJH Jt& =J|0i &KXt
H=zE o=dt=d &=2& doleA0l Hluwas A8l
SElE 9 ULt == 0, Hl=g AUCE JHX
DeepHisCoM[3] 1t PASNet[4]2 2 =20IA M etst
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LHEFUH
S OICt. DeepHisCoM[3]2 2 A0l B2 =
SMotXpt Reo Rxs= 2
1 EHESOZ FAGtL], PASNe
Of IHASOISM S AtOI0I =HSHAICH
2EH0] JAs SEX} WHAHOISA
SAFE0l =MStCh gtH, Jjgxol ol
HHEE ZHE HESHH
dropoutNNE 0.342 DR ¥ AUCE U
, Ol |SEXL A0l 2+ 2H0 &
EHUA ¢ HE22o weHs 2EAZ M
SIOIHIICIOIE |E S AHXX &1 J=2Hol
S Z5IA20, HIOIES HUiAC 20| X L0t
H st&DX Rtz WSS,

SFS A0l ol Optunal9]E =
249 &0 WaE-=s 2= doleg
M=, =3 I8 (Adaptive moment estimation(Adam))
Stochastic gradient descent(SGD), Root Mean Squared
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Propagation(RmsProp))0l CHEH 3tOITH I2t0lE SY
2 MHGIRUCH EYS Soll 2 MZEE2 2E2 A
A1, HNIZgEz 92 ZUE LdA=[5] JIHES Sl
28 NIEJF Otdl, OIOIeE S22t 25 M0 CHol bl
& AN Hs50] SHUEE AUS6IRLH 2
MIZOl CHoll A= [5] JI¥HES #2561, FIECe=z
EAd NEZO == EAZ Mot 2o ds=2 ol
otd=dl, 0l Sol S8 MZo st HOoleHIt 2«
A0 Hdst a2 NX=Xl 2dE8Hez2 Sl

Ay Z HotE a2 2HEs2 Sol 280l |2
gt IARIOIN &FBotH 22 =50 S&EHA 22X
Ot FEXA THAHYOI2 HSEQ ZAE SESHC=Z
2HGIHM COVID-19 HIOIHE &8&22 s5olds
= 118 H5E Soff QIoHAUCH O 62 Motst D
AAZ[5] JlEEs 8ol 22 MIEN Coll disst 2
2o A2 UEIUWH, MEE U M6t 22
2do| Ms2IE HNIZZE=Z Al2ZsolCt. DCHIEZeL
otherT MIZE2l HOIHE M=ot M 222 450l

EAGHH 2As XS Qo D, 2= MEI ZEL

AS et otherT MES CIOIHE MeMES I ZE2
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450 =AXH He As € = UL



1.0 1

0.8

True Positive Rate

o
IS

0.2 1

0.0 ¥ ! . . .
0.0 0.2 0.4 0.6 0.8 10

0.85

0.75 4

AUC

0.70

o
o

KCSE 2024 H26H HM|1=

ROC Curve with RnaNorm_otherT

- DropoutNN (AUC = 0.34)

-+ PASNet (AUC = 0.70)
= DeepHisCoM (AUC = 0.69)

Logistic Regression (AUC = 0.72)
SVM (AUC = 0.68)
Decision Tree (AUC = 0.56)

Suggested Model (AUC = 0.74)

False Positive Rate

18 4 otherT HIZ0l St 2E ROC Curve

AUC for Models

- |
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mshet DeepH‘ianm Drn;;out Decision Lngilstic Suplpnrt Sugglested
NN Tree Regression Vector Model
Machines
Model
8 5 g8 A0 e 2EE AUC
AUC of Ensemble Cell-type
[FEEH e | -
0.7
0.6
(o]
o
0.5 A
o
0.4 %I
(o]
é CDI4T CD|8T Mo'no N'K D'C otr;er othIerT
18 6 2dE JIEE €80 IS8 MEE AUC

H 2-1 HIEE A< 59 A0l CHS LRP score

Cell Pathway Score
Signal Transduction 73.5
Disease 46.33
CD8T | Innate Immune System 38.49
Cellular responses to stimuli 14.61
Gene expression (Transcription) 6.16
Metabolism of proteins 157.82
RNA Polymerase Il Transcription 110.74
CD4T | Signal Transduction 104.97
Cellular responses to stress 95.17
Innate Immune System 51.28
Gene expression (Transcription) 68.03
Innate Immune System 7.04
B Cellular responses to stimuli 4.65
Cytokine Signaling in Immune system 2.82
Metabolism of proteins 1.91
Metabolism of proteins 356.74
Platelet activation, signaling and
aggregation 28.51
bC Generic Transcription Pathway 19.51
Developmental Biology 10.88
Innate Immune System 9.59
Cellular responses to stress 86.62
Metabolism of proteins 77.47
other Innate Immune System 4.97
Neutrophil degranulation 1.19
Gene expression (Transcription) 0.62
Cellular responses to stress 81.42
Metabolism of proteins 62.65
NK Cellular responses to stimuli 45.07
Hemostasis 40.03
Signal Transduction 34.41
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S 2Ch “PreScan® X8 F=d XSX2 ADASE

=P k1] st ASd0IH TYYKIE  HMSEHCH

HZESLHMIL 2 WHIHOIE OIIEIXE ZBE 4 UEE=E

St A& Edi® M4I|E HM36HH Chotd  AtalXol

gl Ws xT2AZ2 M3SHCH 01 A2d0IHE S8 A

HE2IAHOIENAM MEZE EX MO EXI(ECU)E Hitotes
ol

Ol s Lerol HIL AlZdlol&E2 XISHCH[2]” PreScan2
MATLAB, SimulinkE J|Btez SXQICt. GAZEBO= ROSE
gtez ot QELA s 22 3D AISdI0IE{0ICH 3D
S AU 2 Ao EAUAM MHES & £ UCH GAZEBOE=
ODE(Open Dynamic Engine)E S22 HEOZ  ALZEHCY.
“LGSVL(LG Electronics America R&D Center)e Ct
ANZdIoI&N SE2 & N8x8 Il HAEE 2

AZdI0IEHOICE.  Unity HE dXs  Jgtez i,
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StCt. AutowareE CarlaE SaiMd HAH & = U
Autowaredt ROSE JI¥teg UM Carlas
ROS2H ROS bridgeE SaHA HZ0l = M20ICH RXE
O8o2 HdYoiAd ChSuk 2L
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rr Hu
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| Rviz(ROS 3D Al2t21 ) |

Autoware

> node
(DDS &)

ROS2 |

. Carla-ROS bridge

Carla Simulater ‘

g 1. 2208 F4E

3.2 OSM

Autoware= OSM IS O0IE35t0 XA,

s&d S FEE JHNL UL 20 Autoware= vector

map buildercte €2 0I8diA X2 HES 20ioi =00t
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S/W - Ubuntu 20.04, Carla 0.9.15, ROS2 Galactic, Autoware
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RTX 4090
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4.7.3.1 oz Hel

Nominal Case

longitudinal distance is computed with
jerk = nominal_ateral_jerk condition

prepare distance
= prepare_time * ego_speed

«>« - > <« >
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Windows 10, Ubuntu 20.04, Ubuntu 18.04, Ubuntu 16.04
Intel i9-9900K or AMD Ryzen 7 3700X (or higher)

DDR4 64GB (or higher)

RTX2080Ti or higher
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Developing an Account—-Level Fake Reviewer Detection Model
and Service using KNN

Cheolhyeon Han®, Sebin Kwon, Sangkeun Park
Department of Software Convergence, Kyung Hee University
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£5 - ol0lHOCI0IEN E ds Hlw 2t
2= 1. MTGNN 220 PEMSD4 st& 21t 2= 2 MTGNN 20 PEMSD8 st& Z 1t
st5E | HiA| MAE RMSE R2 StEE | HIX MAE RMSE R2
64 | 69.089472 | 101.494805 | 0.245593 64 | 71.962269 | 99.098333 | 0.247588
0.001 | 128 | 75.053120 | 109.469456 | 0.163874 0.001 | 128 |79.372500 | 108.710774 | 0.165103
256 | 81.903462 | 118.767487 | 0.081961 256 | 86.820387 | 118.349519 | 0.082582
512 | 78.200338 | 114.270180 | 0.070284 512 | 82.811473 | 112.996975 | 0.080841
64 | 69.186822 | 101.631590 | 0.245300 64 | 72.021227 | 99.267393 | 0.247381
0.01 128 | 75.096122 | 109.531347 | 0.163750 0.01 | 128 |79.424709 | 108.825368 | 0.164910
256 | 81.939042 | 118.796389 | 0.081900 256 | 86.894838 | 118.431182 | 0.082459
512 | 78.248121 | 113.382040 | 0.080760 512 | 82.904245 | 113.254964 | 0.080381
64 | 86.929124 | 130.697773 | -0.013794 64 | 90.639623 | 129.212431 | -0.018352
0.1 128 | 86.715416 | 128.616020 | -0.007743 0.1 128 | 91.855494 | 128.776720 | -0.011493
256 | 87.516520 | 128.482002 | -0.005769 256 | 92.980679 | 128.441025 | -0.006236
512 | 81.804466 | 117.908273 | 0.054284 512 | 88.478243 | 122.492517 | -0.006088
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t

F£E 4. AGCRN 220 PEMSD8 st&

2 1

StEE | HiX| MAE RMSE R2 S5 E | HiX| MAE RMSE R2
64 | 8.0294867 | 19.573249 | 0.976308 64 | 6367183 | 15.398937 | 0.985248
0.001 | 128 | 84552544 | 20.325169 | 0.973872 0.001 | 128 | 6.868793 | 16.180413 | 0.983691
256 | 9.242226 | 21.690233 | 0.970286 256 | 7.057851 | 16.795498 | 0.982397
512 - - - 512 | 7.260056 | 16.945249 | 0.980299
64 6.960206 | 17.477514 |0.979320 64 | 5449163 | 13.441953 | 0.988800
0.01 128 | 7.029431 | 17.429347 | 0.979535 0.01 128 | 5.587084 | 13.579751 | 0.988572
256 | 7.445844 | 17.841615 | 0.979461 256 | 5.986530 | 14.090578 | 0.987699
512 - - - 512 | 6.353796 | 14.531059 | 0.985581
64 | 25.551473 | 40.666470 | 0.899663 64 | 43.470825 | 80.840788 | 0.599645
0.1 128 | 45.802344 | 89.467829 | 0.506721 0.1 128 | 42.328130 | 80.392418 | 0.604356
256 | 25.847410 | 38.082116 | 0.908134 256 | 41462144 | 77.944852 | 0.628306
512 - - - 512 | 33.021064 | 48.519374 | 0.841176
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Software Defect Prediction based on ARM-Net

Jeonghwa Lee®,

Enjeong Ju, Duksan Ryux*

Department of Software Engineering, Jeonbuk National University

e <%
AZEYo] A o F(SDP)2 Agte] By AL EES A¥ste] £AZEd FHAS FATIAL A
el Ads avow ARgSts uﬂ TeS Frh Ho AT AE= Ayrd PP AL AL 96 |
g 7IHE A& At ek 53] Addoly Al o] & Aes B %31‘6‘ 71" &) Shpel
M 73 45s Hola it ARM Net& #3420 WAowg 54 1Y #AE SFetrm vgdt v
ol Ao tj-gat= sHo| -Fattt. # ATl A= ARM-Net & SDPoﬂ A g35te] E} EEi_,l n] Ao $
£38ls FolslzA b, A% HE 93] CatBoost, XGBoost, RandomForest &} ®]w 233t 23 4
3} ARM-Net-2 PF ] %ol Al XGBoost EH H £& A%5S B3 FIR A &ollA CatBoost WH] £ A5S X
Som, PD9} Balance Aol vl RelwTt vbe A5S BTk ARM-Neto] SDP &2 flsix= 4
T s A A9 dadks EAssin.
1.4 8 2. B4 A+
Ao A AZEY]e] Fa Aol Zrste] uwlel EA At B DLo] thgst wrdle] A&Ho £ ARE ool
et a7 A3 Qrl, EA FAL A= At Aol g SDPl| % DLo] H&¥ Il Tt
Z938ly Ae AFE Tazado)x whgs A FE oA, Qiao et al.[2]> AZESo] XES A3 & d5317] 9
T A~ EE golH A= Q) TzaWoe] oadx e v Hod RIS AQTE. Aeke DPW EES ML 7IRQl
oz A= Hyor ANY oFE= wrAls A &xqk o  SVR(Support  Vector  Regression),  DIR(Decision  Tree
AR R ARE g sith, olo] AXEJo] Ad oZ(SDP)  Regression) M| Bt Al AFE 14% ol AAAIZ oM A
& EFA Fgol et T AT Hokr 7 wa g, w A AFE 8% o ST
SDPell A FH ¢l BELS A% dF A5 S Eol7] 9% A% Batool et al.[3]1& Al 7kA Hejd W¥, =, LSINC long
o= 7|HS = Aok, o2 9F dubH o Z Machine short-term memory) , BILSTM(bidirectional LSTM) ,
Learning(ML) =28 Al83lH M, Zdlo] okl o= A% RBFN(radial basis function network) & AR&3sle] AT E 4o
S B, ol Deep Learning(DL) R @S Sppol g3 A o5& Adsla 71E M 29 vlwste] LS,
= AT Al Evkeka 9l BILSTMO] -3t o= *“3 B, RBANS do3 4Ays
HomRd e SIPE addew sy s HA L 7] WEA Ak dl avbseliy.
el ARM-Net 71W[1]& SDPoll #}-8-3tart dt. ARM-Net2- ¥ olAH F A= EF DLE SOl A&3 - des W
A3 dolee] AgstA AAR DL 7|HeR dolge EAdn Ut 6}2113& Qiao et al.[2]2 7]H ] Aé% H7re 93 H
A% AgAon sotae] agdoln 4A Mol Asa AW LA} AF AW AL F A el AHEEA egkw
of| =S A 23}, ARM-NetS Aulo]Elo] BLEo] & &35  Batool et al.[3]2 Chldamberg‘r Kemerer (CK) WEL 2 7)ur
1ol wElE o}z Sppell A8 Alelzl givk. olo] o] mele] o dloly Al 7 7pA| FFe| o]y Al ye] o]&abx] sk
F8A4S Festurt o= A%S AT o yoprt sppel o olell & 04?01]*1L DNN GON &3 22 o7 Hed 71H
285k ARM-Net o] slol¥utein|El2 a9 B3, 2 d = Y xS AHEE HQl ARM-Net& SDPol #-&-sko] PD,
TE F3& SOPel A ARM-Neto] Z&x|ejwl F712<el A% 714 PF, Balance, FIR 47H4] A5 A5 3 o5 5= &l
Q7 Base Felq. b S wmE wde) A%e WrE] 98 0 A xw
A EQl AEEEM, Relink ¢Jol|%= A} =} —LEZ*]E?J AUDI Ho]
AL o] &3}
3. 47 IH
o - o] © S (o)
j o{iTL 2032- N Xé- T ‘TOJ)J A s e = ATl M= ARM-Net & SDPOﬂ Agarh. wAESE S
A2 ol 7w 7|Z2A AR (NRE- 2022R1I1A3069233) 7 glojgj= a1 dlo|g el HAE Holg & o] st HolE
20239 e & APow dmdATFATe] NS Wol = =2 Fq5F 2 HAE O ]Ei«] o= HAss 437}‘6111} 1
g AAA-gE  FEsjw qddAA A Axtel, B 12 AA AT WHolM, Algorithm 1 ARM-Neto] &5 ¥}
. Qolrk., A 2ALLS sl At 7IH MINAXE &8
(2023RIS-008) Stol st dlolEls) HAE delEe] WS 03} 1 Aoz &
*ALAAA £0H12F). o1 F T4 25 WEY(SWTE)[41 T ot
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@Preprocessmg FN ARM_Net :
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Historical _‘{ Normalization ’ 1 w » i Instance Cross Features X

(. 2 S |

Data - Lo a2 3 22 tr | Ao, (A 4), (A 43,4)) X

| Oversampling l P 83 s 22 > X

[ S s oS t; (A1, 42), (A, Ag, Ay) 1

= ) i [ E o 1

i ! & ,A3), (A3,A4), (A3, A !

g ts | (Auds) (oA, (43,40 |

! 1

h A

_( Classification

(3~43). ARM-Net& Tx%3}¥ dlo
A e Aeztes AHe4
Al713L, ol & oH Zdo]
g dolg XB dugdst ¢

tH6~73).

doleE 11 vlE2 oM AEY & 5 ARNetS SF5A0L
X

% T
=
>
T
L
o=

Algorithm 1. ARM—Net

Input Train data X

Output Data Y predicted for fault

: /* Preprocess X */

! Min—Max <« X

. X_Nomalization = X

! Smote < X_Nomalization

. X_Oversampled = X_Nomalization

! X_Embedding = X_Nomalization

. X_arm = X_Embedding

: /* Calculate weights */
. X_arm is Bilinear

10: keys = X arm

11: Get attention gate value using keys, query

12: Sparsemaxfunction < attention gate value

13: arm_weight = Sparsemax function

VONG TR WN

14: attention value = X_arm+*arm_weight

15: attention value is Batch Nomalization

16: Exponential function < attention value

17: last attention value = Exponential function

18: MLP layer < last attention value

19: Y = MLP layer (Generating final predictions)

20: /* Predict defects */

X_arme Bilinear 9A4FS &3l keysE AAI S}, of€dlA A o]
E k& 719 AEE AREsle] ALlstaL ©]F Sparsemax
of H&sto] ojdAd TtFAE Oé%ﬂ}(s 138)). o€l 7FA
Zr(attention weight)3} Y& 7S F3be] oJ€l A Fh(attention

value)S 7xbgtch(148)). oJdlA Fh(attention value)oll HIX]|
AstE 43 (153). Exponential 45 o€l Zk

(attention value)ol] #-83to] 2F oyl Fk(last attention

value) S AEtH(16~173)). HE ojelAd Zk(last attention
value)oll MLP layerE #-838}o FHF AdF3eS d=0h(18~20
3.
z;; = patt(g; e;)
z; —a*em‘max( ) zER’“ (D
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Prediction
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¢;= embedding WEE YERITH. z= "M 7FSA ghola
FrE o g,
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AUDDE o] &8t} 7t Hlojee] ARl Jr= i 13 ).

AEEEM, Relinky® &4~ IR AEOH ADI= AEx AX
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£ 143 delg Al
. #of instance #of Prediction
Dataset Project . . .
ATl Buggy metric  Granularity
EQ 324 129(39.81%) 61 class
AEEEM JDT 997 206(20.66%) 61 class
LC 691 64(9.26%) 61 class
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apache 98(50.52%) 26 isDefective

Relink 118(29.57%)

22(39.28%)

zxing isDefective

safe isDefective
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Predicted class
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Actual Defective TP(True Positive) FN(False Negative)
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Clean FP(False Positive) TN(True Negative)
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Abstract
The purpose of this paper is to explore how the performance of API gateway, a core component of a Microservice
Architecture (MSA) system for Artificial Intelligence (Al) services, can be improved. The ability to process large amount
of data is essential for building reliable commercial Al services, and MSA is known as an architecture suitable for
processing large-scale data due to its scalability. API gateway, sits at the front of the MSA, exposes a single entry point to
clients and provides common functionality. Since all requests are processed through this gateway, its performance affects

the overall quality of services. In this study, we propose an Event-driven API Gateway with Low latency Execution
(EAGLE) to process large amounts of data, reliably and efficiently with minimum delay. As a verification step, we

compared the performance of our method, using metrics such as throughput and error rates, with the thread-based

method. It was confirmed that the event-driven processing method applied to EAGLE improves performance, stability,
and resource efficiency. The experiment results show that the proposed structure can significantly optimize the API
gateway performance and facilitates a highly reliable and accessible Al services.

1. Introduction

Recently, Artificial Intelligence (Al) technologies are rapidly
spreading in various fields such as chatbots, search agents,
development tools, and enterprise platforms. And new services
are emerging by combining advancing Al technologies. Most Al
services are operated on public clouds such as AWS (Amazon
Web Services), Azure, and GCP (Google Cloud Platform)
[1],[2]. Through the public cloud, it is possible to provide Al
services that can be used simultaneously by many users in
various regions. However, the increasing connectivity and
interaction between services creates scalability and dependency

problems, making maintenance difficult. Microservice
Architecture (MSA), which makes it possible to build a
maintainable and scalable system by reducing system

complexity, has been proposed as a solution to this problem [3].
MSA refers to a structure that connects services with small
functions that can be independently deployed, and due to this
characteristic, it is possible to distribute only necessary updates
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without interrupting the entire system. MSA-based systems
allow service providers to respond flexibly to diverse and
complex requirements, giving them strengths in services such as
Al that respond to real-time user requests. Therefore, many
companies are adopting and applying this method to their fields
[4].

An API gateway is needed to effectively provide services to
users in the MSA. It can reduce the number of requests by
merging few requests into one and support optimal protocol for
specific service and clients. To deliver fast responses, various
methods have been proposed to improve the performance of
gateway. Representative processing methods include event-
driven method, thread-based method, and hybrid method that
combines the two [5].

In this paper, we propose EAGLE (Event-driven API
Gateway with Low latency Execution), an API gateway based on
the event-driven method, to enhance the performance of the
MSA-based platform. We aim to offer a practical guide on how
the proposed method should be applied in a large data
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processing environment. In our work, an in-depth analysis was
performed on how the proposed method can improve the overall
performance and efficiency of the system. The main
contributions of this study are as follows: First, it presented an
API gateway structure that guarantees high reliability in MSA.
Second, it introduced a structure that can provide high
performance yet cost-effective for providing Al services such as
voice recognition. Third, we verify our method by comparing
and evaluating the performance of EAGLE and thread-based
API gateway in a simulated environment that involves realistic
interactions within Al service systems.

Section 2 explains the existing studies related to MSA, API
gateway, and data processing methods. Section 3 introduces
EAGLE proposed in this study. Section 4 describes performance
comparison experiments for the proposed structure, and finally
presents conclusions and future tasks.

2. Background and Related Work

2.1 Microservice Architecture

MSA, which has recently been in the spotlight as a software
architecture for complex service development, is a system of
many small services that operate independently, unlike the
monolithic architecture in which all modules are developed as a
single service. It has a structure in which the entire system
operates through interconnection between services [3],[6].
These MSA-based services, i.e. microservices, which interact
with each other through interfaces like HTTP REST and gRPC
and operate independently, facilitate development maintenance

and horizontal expansion according to each service's load [7],[8].

Further efforts to reduce coupling and enhance scalability by
processing internal communication between services through
[91,[10].
Although there are difficulties in service monitoring, failure

Event-Driven Architecture (EDA) are ongoing
diagnosis and tracing as the number of microservices and
service connection complexity grows, it is widely used in Al
and big data service.

2.2 API Gateway

API gateway, a core component of MSA, integrates and
coordinates various APIs. It performs common functions such as
authentication, authorization, and logging, and manages and
optimizes communication between services [8]. These functions
help stable processing of large-scale data and make predictions
and inferences in Al services more reliable [11]. Moreover, in
cloud-based Al platforms, the API gateway plays a crucial link
between the cloud and client devices, providing tools and
services that efficiently perform various Al functionalities, such
voice device control, and conversation

as recognition,

processing [1],[2],[4]. Collaboration between Al researchers and
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cloud engineers facilitated by API gateway helps achieve higher
productivity and efficiency throughout the software lifecycle.
All these elements make MSA and API gateway play a vital role
in large-scale data processing and Al platforms [12].

2.3 Thread-based vs Event-driven Server Architecture

In a thread-based server architecture, a request received by
the server is assigned to a specific worker thread for processing.
Fig. 1 shows the operation flow of the thread-based API
gateway. This method is simple and intuitive as it has a flow
identical to procedural execution so it is relatively easy to
construct server. However, it is difficult to utilize resources
efficiently with this method and has limitations in handling high
traffic. In this synchronous operation method, the worker thread
assigned to a request can process another request only after the
processing of the current request is completed. In the event of
blocking I/O processing, the corresponding worker thread
remains waiting and cannot perform any other tasks. This leads
to inefficient use of resources, which can impact the overall
performance of the system [13],[14],[15]. As the number of
threads in a waiting state increases, the system's load increases,
which can cause performance degradation and delays [5]. A
large number of threads are required for heavy load with large
concurrent requests, but the number of threads that can be
maintained is limited due to HW constraints, and there is a cost
to creating and terminating threads. Thread pools are used to
minimize the overhead of thread creation and termination, but
loads exceeding the size of the pool cannot be processed at once,
delaying real-time processing. Even with sufficient threads,
performance can decline due to multithreading overhead like
context switching. There are also difficulties in finding an
appropriate thread pool size that matches the HW specifications
and a target service. When the pool is smaller than the optimal
size, HW resources cannot be utilized appropriately, and if it is
too large, optimal performance cannot be achieved due to thread
maintenance costs and multithreading overhead.

API Gateway

Thread Pool  }
: One thread per

Request each request

Call other blocking
resources

oL

External Endpoint | .

Thread for
Request

Fig. 1  Structure of thread-based API gateway

The limitations and disadvantages of the thread-based server
architecture are known to be overcome through an event-based
asynchronous approach [16],[17]. This approach enhances the
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robustness and performance of the system by minimizing
multithreading overhead as it utilizes a fixed number of threads.
The non-blocking I/O also helps efficient use of resources. The
asynchronous event-driven server architecture is suitable for
today's HW with multiple core and therefore plays a vital role in
modern systems handling large-scale data in complex scenarios.
This method improves the resiliency, flexibility, and response
time of the system, providing better service to users [18].
However, despite these advantages, there are many challenges
in implementing and optimizing the event-driven API gateway.
Additional work required for non-blocking operation can
increase execution time, and unfamiliar asynchronous flows can
make application development difficult. When mixed with the
blocking method, performance could worse than thread-based
approach. Performance degradation can also occur due to
incorrect design or specific request/response patterns [5].
Therefore, a clear understanding of how this approach should be
integrated with various system components and how optimal
performance can be achieved through it is necessary. A process
to verify in advance whether it is a suitable solution for the
domain to be applied is also required

3. System Design

Al MSA services, including the API gateway, have a structure
as shown in Fig. 2. External endpoints are provided to clients,
and they either connect to back-end microservices directly or
provide services by orchestrating several Al microservices
through mediation functionality. The API gateway exchanges
text or binary data based on JSON through REST API with the
endpoint.

Speech Recognition

Natural Language
Processing

API
Gateway

Oo—L

External Endpoint

[

Text To Speech

Fig. 2 Overview of Al MSA service structure with API gateway

We propose an Al service gateway EAGLE (Event-driven
API Gateway with Low latency Execution) that maintains high
performance and reliability. EAGLE is a gateway that can
efficiently manage resources in an event-driven manner.

Fig. 3 represents the functions supported by EAGLE. It
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performs routing and mediation functions for Al back-end
services such as vision, voice and other Al services. It also
provides common functions such as authentication and logging.
It resolves authentication functions by connecting to the
authorization service and conducts logging for information
requested to EAGLE through database and logging services.
Each of the Al services thus receives common functions through
EAGLE, making additional service implementation unnecessary.

[

Al Speaker

Home Appliances

v
Clients

Load Balancer

API Listener

Vision

Service Speech Recognition

Access
Service
Database
Service
Logging
Service

Factory
Service

i

Voice
Service

Gateway
Manager

Natural Language
Processing

Other

Service Text To Speech

i

Config Mediation Service

i

’ Common ‘

Fig.3 EAGLE functions and roles

Fig. 4 explains the processing structure of EAGLE in its
event-driven method. When a client makes an API request
through an external endpoint, an I/O event for the request is
registered in the event queue within EAGLE. Events registered
in the queue are processed by the event loop, and since each
event loop is processed by a single thread, the event-driven
method processes many requests through fewer working threads
compared to the thread-based method. Since there are a small
number of worker threads, usually equal to the number of CPU
cores, multithreading overhead such as context switching can be
greatly reduced. Unlike the thread-based method, it processes
API requests in a non-blocking manner based on event, so even
if the number of requests increases, the delay does not increase
rapidly. Fig. 5 shows pseudo-code of how EAGLE processes
requests.
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AP| Gateway
E Event Queue; Process Event Register Callback
(G —

110 :
: : (Single thread)
External Endpoint H : H
G~

1 Trigger Callback

On Completed

Fig. 4 EAGLE event processing structure

procedure onConnect ()
channel < created
event _loop < event loop group.select()
channel .register_event _loop(event loop)
channel.activate()

end procedure

procedure onEventFired(channel)
event < channel.emit()
channel.event_loop().execute(event)
end procedure

procedure EventLoop.execute(event)
if current thread() is this.get thread() then
this.handle(event)
else
this.queue().enqueue(event)
end if
end procedure

procedure EventLoop.run ()
while server is running do
events < this.queue().block until ready()
for each event from events do
this.handle(event)
endfor
endwhile
end procedure

procedure onDisconnect(channel)
channel.deactivate()
channel.deregister event loop()
end procedure

Fig. 5 EAGLE event loop execution example code

4. Performance Evaluation / Experiments

4.1 Test Environment

To verify the impact of the EAGLE on Al service operations,
this study used a system similar to the actual service operating
environment. AWS cloud environment was utilized in system
construction to minimize the impact of external networks and
enhance the reliability of the results. Two types of instances

were used to verify operation in a resource-limited environment.
(Table I).
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TABLE L. Server Specification
Instance Instance Size HW Specification
Small Instance c6g.medium 1vCPU 2GiB
Big Instance cog.xlarge 4vCPUs 8GiB

Spring Web MVC and Spring WebFlux framework operating
in the Java environment were used for thread-based method test
and event-driven method test, respectively. Any possible
blocking operations in event-driven server code were
transformed to non-blocking operations before testing to avoid
unnecessary performance degradation. As HTTP clients that
generate load, thread-based OkHttp and event-driven Spring
WebClient were used. The details of the used SW are as in Table

IL.

TABLE IIL Software Informations
Category SW Version
Amazon Linux 2 AMI (64bits-ARM)
OS / Kernel
6.1.34-59.116.amzn2023.aarch64
. Amazon Corretto-
Runtime Java
17.0.7.7.1
Build Tool Gradle 8.1.1
Spring Web
Web pring 6.0.10
MVC
Framework ;
Spring WebFlux 6.0.10
10.1.10
Tomcat
Web Server (Servlet 6.0)
Reactor Netty 1.1.8
OkHttp 4.11.0
HTTP Client
WebClient 6.0.10
4.2 Test Method

For the test, an API transmitting binary data was used to
reproduce the same load situation as the operating voice
recognition service for home appliance/TV. The load test was
conducted by increasing the number of concurrent requests until
the server was reached to its processing limit. The thread pool
size of the thread-based server was set to be the same as the
number of concurrent requests to accommodate all requests. To
prevent cold start errors due to sudden loads applied to the
server in an idle state and to obtain stable results, a warm-up
and ramp-up stage were set at the beginning of each test,
gradually increasing the number of concurrent requests over 10
iterations. The warm-up stage, which could reflect the impact of
cold start, was excluded from result collection. In addition,
instead of fixing the test time, the total number of test requests
was fixed to prevent requests being processed at the end of the
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test from being treated as failures. The detailed test conditions
are listed in Table III. The total number of requests for each test
condition and an example of the test execution pattern can be
found in Table IV and Fig. 6.

TABLEIII.  Test Conditions
Element Value
HTTP API transmitting binary data
Used API . . .
Round trip traffic size: approx. 773 KiB

Concurrent 50, 100, 200, 300, 400, ...
Requests (up to server processing limit)
Number of

Warm-up(10) + ramp-up(10) + test
iteration(30)

Iterations for Each
Test

Timeout for Each . . .
Warm-up(1minute) + Remaining 4minute

Test
TABLE IV. Total Number Of Requests For Each Test
Concurrent
50 100 200 300 400
Requests
Total Requests 1,775 | 3,550 | 7,100 | 10,650 | 14,200

100 100

------ Warm up: 10 iterations ===-p}¢-+--- Ramp up: 10 iterations ---+-pj4--- Test: 30 iterations ==
Timeout: 1m

s TESE AUFALION e P
Timeout: 4m

Fig. 6  Test execution pattern when concurrent requests are

100

The test proceeded in the following order. First, assuming a
situation where the API gateway receives requests from clients,
the performance of thread-based server and event-driven server
was compared. To check the operation pattern in a high-load
situation, a server was operated on the small instance and a
client was operated on the big instance. In this test, the client
instance generates load using a thread-based approach
commonly used for REST API calls (Thread-per-request). Next,
to test the situation where the event-driven API gateway sends
requests to the backend server, the same test was conducted
again after the client's operation method was changed to an
event-driven approach. For analysis, the following metrics were
collected: test duration (time for all requests to be processed),
latency for each request, error rate, memory usage, and the
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number of thread context switches that occurred during test.
Memory usage was derived through the difference between the
system free memory value before starting the test (with the
server running in idle) and the lowest system free memory value
recorded during the test.

4.3 Test Results

4.3.1 Client to API Gateway

In the first test, the server performance was checked when the
API gateway is under heavy external load. For load generation,
a thread-based client (OkHttp), a common REST API call
method, was used. Changes in the total test duration, average
throughput, average latency for each request, failure rate, and
memory usage according to the number of concurrent users are

presented in Table V.
TABLE V.  Test Results (Client to API Gateway)
Concurrent Requests
Metrics | Server
50 100 200 300 400
Test Thread 6,254 10,069 17,717 23,035 Timeout *
duration
Event 4,943 8,067 13,351 18,614 26,727
(ms)
Thread 284 353 401 462 3
Average
Event 359 440 532 572 531
throughput
Improve
(req/s) 26.53% 24.82% 32.70% | 23.75% 17068.90%
ment
Thread 162 263 463 605 967,058
Average
Event 117 197 335 463 669
latency®
Improve
(ms) 27.91% 25.13% 27.62% | 23.34% 99.93%
ment
Failure Thread 0% 0% 0% 0% 94.77%
rate (%) Event 0% 0% 0% 0% 0%
Max. Thread 90.43 114.06 214.87 294.95 339.51
Mem Event 76.44 87.30 142.88 207.98 229.39
Used Improve
15.47% 23.46% 33.50% | 29.48% 32.43%
(MiB) ment
Total # Thread 28,719 48,923 89,311 122,388 345,516
Context Event 13,743 | 15,681 | 19,768 | 24,831 | 30,872
Switches Ratio 47.85% 32.05% 22.13% | 20.29% 8.94%

a. e .
Timeout after 4 minutes

b Only completed requests collected

The event-driven server demonstrated superior performance
in all metrics compared to the thread-based server. Notably,
while the thread-based server reached its processing limit at 400
concurrent requests, failing to properly process 94.77% of the
requests, the event-driven server managed to process all
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requests although it exhibit performance

degradation with increased load. When all requests were

successfully

processed normally, the maximum difference between two
servers are like following: event-driven server processed
approximately 130 more requests per second, showed a shorter
latency of approximately 150ms, and used approximately
100MiB less memory than the thread-based server. In terms of
ratios, the event-driven server showed up to 32.7% higher
average throughput, up to 27.9% lower latency, and up to 33.5%
less memory usage. This confirmed that the event-driven server
could process higher loads more stably and quickly, even with
less memory resources. It can be seen that these results were
influenced by the decrease in thread switching overhead. While
the thread-based server showed a proportional increase in the
total number of context switches as the number of concurrent
requests the
significantly reduced increase, resulting in a growing difference

increased, event-driven server showed a
in the total number of switches as the load increased. At 300
concurrent requests, only about 80% of the context switches
compared to thread-based occurred. Fig. 7 shows a graph of the

total test execution time.

2.5x10°
2.4x10°
2.3x10°
2.2x10°
2.1x10°

2x10°

Timeout (4min)

1l

50 100 200 300 400

# concurrent requests

|- Bl Thread-Based
[ Event-Driven

4x10%
3.5x10°
3x10*
2.5x10°

2x10%

Total duration(ms)

1.5x10%
10

5x10°

o

Total test execution time
(Client to API gateway)

Fig. 7

4.3.2 API Gateway to Al Service Server

For testing the situation where the event-driven API gateway
sends requests to the backend Al service, the client's operation
method was changed to event-driven and the same test was
conducted. It’s because the thread-based HTTP client operates
in a blocking manner and cannot be used in the event-driven
server due to performance issues. The results are shown in Table
VI

TABLE VI.  Test Results (API Gateway to Al Service)
Concurrent Requests
Metrics | Server
50 ‘ 100 ‘ 200 ‘ 300 ‘ 400
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Test Thread 6,278 9,826 17,077 25,174 | Timeout®
duration
Event 4,840 7,990 12,997 18,175 25,328
(ms)
Thread 283 361 416 423 24
Average
Event 367 444 546 586 561
throughput
Improve
(req/s) 29.72% | 22.97% | 31.40% | 38.51% | 2269.41%
ment
Thread 164 256 440 663 2,755
Average
Event 122 195 321 446 627
latency®
Improve
(ms) 25.42% | 23.57% | 27.11% | 32.63% | 77.23%
ment
Failure Thread 0% 0% 0% 0% 60.01%
rate (%) Event 0% 0% 0% 0% 0%
Max. Thread 88.46 120.46 218.26 301.09 342.20
Mem Event 77.02 92.87 158.88 205.56 297.29
Used Improve
12.93% | 2291% | 27.21% | 31.73% 13.12%
(MiB) ment
Total # Thread 28,571 44,847 88,717 130,345 208,901
Context Event 13,062 15,283 19,325 23,857 28,866
Switches Ratio 42.72% | 34.08% | 21.78% | 18.30% 13.82%

# Timeout after 4 minutes

b Only completed requests collected

The results again showed that the event-driven server
outperformed the thread-based server. Looking at the maximum
performance difference when all requests were processed
successfully, throughput shows 38.51% (about 160 req/s),
average request latency shows 32.63% (about 220ms), memory
usage shows 31.73% (about 100MiB), and the total number of
thread context switches shows 91.7% (about 100k). A somewhat
different point from the previous test, as seen in Fig. 8, is that
the performance difference gap widened as the number of
concurrent requests increases.

2.5x10°
2.4x10°
2.3x10°
2.2x10°
2.1x10°

2x10°

| Il Thread-Based
[ Event-Driven

Timeout (4min)

4x10*
3.5x10%
3x10*
2.5x10*

2x10%

Total duration(ms)

1.5x10%

100 200 300
# concurrent requests

400

Fig. 8  Total test execution time

(API gateway to Al service)
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Previous test also has shown that most requests failed
(94.8%) when the thread-based server reached the 400
concurrent users limit. However, a lower failure rate (60%) was
shown in the current test, and slightly higher throughput and
lower latency were shown than before in all but few exceptional

cases (thread-based server test result in 300 concurrent requests).

Through these results, it was confirmed that there were no
performance issues when the event-driven APl gateway
communicates with a thread-based backend server.

5. Conclusion

In this paper, we proposed EAGLE, a highly available API
gateway that facilitates MSA systems in a cloud computing
environment. To verify the performance of the proposed event-
driven method, a comparison between the proposed method and
the thread-based method was conducted in an environment
similar to the actual service operating environment. Changes in
performance were compared and verified by measuring metrics
such as average throughput, latency, and error rate while
increasing the number of concurrent users.

Test result showed that the event-driven server achieved
higher throughput and lower latency compared to thread-based
server as load increased. The reduced number of context
switches in the event-driven server suggests that the decrease in
multithreading overhead contributed to this result. While using
less memory, the event-driven server stably processing all
requests even when the thread-based server reached the server
limit and showed an error rate exceeding 70%. As a result, it
was confirmed that the event-driven method is suitable for the
API gateway of the Al MSA system, which needs to process
large data, such as voice recognition and large language model
Inference engines.

In future work, we plan to conduct performance comparison
and optimization in more diverse environments. Through this,
we expect to further enhance the performance and scalability of
the API gateway and MSA system for Al services.
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e SC2 FdElh. SE AtZE2 Tee HTTP &fth
DEO et M =0, Ol Jlttez F& SE

> Y4 ST Tito)g
| -->28 8¢ niatog

APl 2E 0fA| OAS (.json) Of|A|

1| # Sample 1 {

2| i'class ErrorResponse(BaseModel): 2 "openapi": "3.1.0",

3]i code: int 3 "info":{

4 message: str 4 “title": "FastAPI",

5] i 5 “version": "0.1.0" },

6 (c_lss_s_I;pE?_Sa_ﬂa;D_at_aTB_a;eﬁo?ia_l)_:__‘I 6 "paths": {

7 : input_1: str | 74 "/sample": {

8| _ _imput 2: int i 8 "post": {

S (e i A e o 0o | | N - e # "requestBody":{ ... }, |

10 I’class OutputSampleData(BaseModel): 10 “responses”;

up, output_1: int ! T e P { *208: { 02 )

12 '\.-.O-LIFp-u‘t:z':-S.t-r ............. _'I - _lz_ ——————————— _’ "‘100”: { o )'

13 T 13 naoms { 113131

14 @app.post( 14 [ "components": { )

15 "/sample", 15 "schemas": {

16 responses={ 116 ! “ErrorResponse”: { ... },

17 400: {"description": "Bad request", "model": ErrorResponse}, 17 ¢ TaputSamplebata™ { \I

18 422: {"description": “"Unprocessable Entity", “"model": ErrorResponse}, 18 ! “properties": { |

19 } 19 : "input_1": { :

20 ) 20 ! "type": "string", |

21 async def sample(input_data: InputSampleData)I ->I0utputSamp1eData: I 99 : "title": "Input 1" }, |

22 # service logic at here T " 22 1 “input_2": { :

25 it bosressonmna o B AT A e Y : “"type": "integer", !

24 if input_data.messagg == "error": 24 1 “title": "Input 2" } }, 4

25 raise HTTPException(status_code=400, detail="ZE2E 2#L|CL") 25 : “type": "object", :

26 return output_data 26 : “required": [ 1
27 ' "input_1", :
28 1 "input_2" 1, \
29 ' __ title": "InputSampleData’ }. _’
30 | v “OutputSampledata": { ... } } } '}
31 }

> 27 ntetoly

A matolE
27|10 ge

T2 3. APl ZEQF OAS 2A 04|
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3-1-2. HIAE AlU2I2 YAl MACE OAS 2AAs C2MH, HAE Al2is
Mab SYO HYots AR RS9 Zel 2E SEHH 0 2RECR NE Jisob) RN ZSZES XA [
dZets AE) BS= 28 AH0olAN Wet CHstl DEE & UL ZUNOZ, OASE Hs ZEDE
HO|SI), 2A2o 22 S LMAIFE AlL2IRI  HEIS APIER SUGIC
CHBHH Z=Mot)l 20 Ha Sgis g2l 2% S| DS S MHE DZETEZ LM Z25H0
Sgo AL OAS AlL2IQZ HIAEGHO 80 G2  TCES MASCH MAE TCs 22 2L fots
£0{, “Bad Request” 27 SE2 Z= HLicl0IEH &, £ (Oracle)22 IPHEHMNH, ZSZE HES9 ‘@
CIOIEf Etel 22, HIRE CGI0E 22 S st LLMO| £3& Task'S Al &0l Met 55 Jisst
NOIAZ S5 HAESOOF BHCH 0l218t EHIAE  2EQ HEHS JHE £ QUCH £3 ‘G HAE AlL2IR
AUel@s O2st APl 282 ZE8S XD Y= APIM - Hol 9 g &4 gt Met o2l TCZ Test Suite
2RI oo HOSECH HAE AlU2IRs X0l HEHR ¢S & UL
SE2 A ©0, OAS 2AQ &) LD=DES
MATl= O AFREI 3-3. APl HIAE & 2%
LLMS Sofl M&E TCE AE56l0i APl HAEES
3-2. IEOE M4 L TC M4 £3SHCH OFF  Oraclet APl Z20]  UXI&HK
TC U= MAZS 9ol LMol Zogs ZEODEE Q=0H 25 A4 RS0 dUstd Lerxol
EXMo DZE2IDE XM J|YPoz M ZERIE  HAEQJE 2| HAE AN BHEA APl ZEo2
SZeig JIEot0] MASCH16]. O 4 = 2 ZMshs 20| Ofdl, TC ZEO2 ok OPIE HY &
=20 A ARE DEDE S@Z2S CAISE J20/0 D m=olCt
£ A4S S0 APl ZEOR HAEIN AE
1 Youare Negative Testcase Generator A2, APl =® 3 37 HAEZ 285101 APIC
© lone b peniht Spectfication EXS SAMAIZ £ UCH DS TC ZEOZ2 HAED}
© With this OpenAPI Specification, nake negative testcases AN, LLMS DEDZEZ £E5HU, LLM Fine
 (Test Scenarios) TuningS 48501 TC KNHE M4 TZHAS T3
o retTeesions? SHOF BHCF.
E {Restrictions}
14 {Cote Bxample} 4. & 8
12l 4 TEZE HESZ oA
2 =20|A Hetats LLM (OpenAPI2l Chat-GPT4)
DEDE HE309 =2 NS S 20 Jlgl TC RME MA JI¥S 2856101 KT Genielabs
© g 13 APIM AlAEISl APl 2E AZZS $oiQUCH KT
% Ei)|A¢SE§//t—|IL:ccja|9|§z%gg|{i He Genielabs APIM AlAEIZ A ME, Rof HE EX
@ LLMO| %88 Task So| APIZ 2I5ts AIAEOICH
® YLEO| TCE MAGHI| 9l HLAS
® (Optional) One-shot Gl Al
4-1.0OAS 2M 237
DEDE wEaS SAH = 3 AP OAS 2AE OAS 2AE Il HIEE 2435 TRE2 Sof =II=Q
HAE Aleles D=Eoe  gzZay gose o 20IF ASSs 3dE 5 Sl WS S0, KT
n=nes 2480 APIM U APl OICH JHexoz GenieLabs APIM AIAE W #=2& APl & FastAPI
DY YUY JIPe] APl KIECZ OASE MM &)
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WEol, =Jt 3= 8101 OAS 2A #=&O0| Jtsotlh
OAS EAMel &

AlLtel 22l &

WE=S Z&otd Ut AMAE2Z Al & 0i0F Sl

- Data type

- Required / Not Required

— Default Value

— string: minLength, maxLength
- integer: min, max

- Enum (fixed values)
(optional) XFH O Description

HeXt= OAS ZAMo HmetllHE H)lotes &S
Soft Jl=ot)l 02 Wetlle dAs MSAMSES
AMANHE Sol Jlz=g == UL WE =0, 24
mtetolglel oiole Bty s 2AEZ FdE g2
d<, g x4 M 20l Mg = UCH
otXIgr Hig W 2 2XA4E2 Z0IE JIE ItetiIH
HI)| #E2=Z HMéetote H2 =ItsotlH, NE=Z
Mot AHe IJtsottt. 2 =20kds  LLMS
AtEol0 OAS EBAE Weotll =0l 012 20l
MHOZ Jls=gt MefAre & metolee S40HA
gret TC &40l Jtsottt

201 Ity Sd 52 2F #3 20k OAS
EME d4 SEO e 30 e b3 2F0l
et S n3s 25 ZEet0t
4-2. HAE AlLt2I2
APIM W APIEY <F SYs ZdAIl=

AlLtelee s 201 2=

— Missing required parameters

— Empty string in required parameter

— Exceeding maxLength or less than minLength
for string parameter

—  Wrong data type for integer parameter

— Invalid value entered

- Value out of range (minimum, maximum)

Ol= &M ASXsS0l Elgsl J3gst APl 2%
HOIAZ, MEXSO0| OlaXl Rt g8 = FHEs

L Al Edots 4= F2otALH

4-3. IEDE HE3 B APl HIAE

3-2 ZOUM HMotst ZEZE HIESZ J|Ete=z
Clorst TEDES MASI0f TCS MAMO. 18 5 =
MAst TETEO O AOICH (code example2 22f)

You are Testcase Generator

This is OpenAPI Specification.
{OAS Document}

With this OpenAPI Specification, make positive testcase

and negative testcases.

Case 1: Valid Request

Case 2: Missing required parameters

Case 3: Empty string in required parameter

Case 4: Exceeding maxLength or less than minLength for
string parameter

Case 5: Wrong data type for integer parameter

Case 6: Invalid value entered

Case 7: Value out of range(minimum, maximum)

For the seven cases presented above, please create test
cases that can test the API without changing the request
input format specified in the specification. Create a
Python code in the form of a function. If you need any
assumptions other than the conditions given when creating
a test case, please create it except for the case.

base_url is https://aiapi.genielabs.ai/kt/nlp

I'll give you an example for your reference. I created
the sumarize-literature api as follows, and please create
it in the same form.

getTimestamp, getHmac, getHeaders functions are
predefined and already established in my environment.
you should exclude these placeholder definitions and not
request pameters used in those functions.

Example:
{Code Example}

% 5. Pii Detection APl ZEZE

3-2 Z0AM HMAS ZSZE #3329
2=20= LLMOI

A
— (=)
HAE AlL2I28 288 4 = 92 Ao 488

Instructions
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Z0Z 'input format's AIE& 3%, LLM2 2= At
HE 22X QLTAAEES O0loictA Rot0, RFAES
BIHGHA 42 TCE M4ol HAE AWz 0l BCH
B, 2XME2=2  'request input format’ 22 Jl=E Al
HFAtErE OloHOH0d 23 MY &L AlLtelRE &=+
TCE M40l HAEWN 33T

import requests
import json
base_url = 'https://aiapi.genielabs.ai/kt/nlp’

def test_pii detection_api():
timestamp = getTimestamp()
signature = getHmac(client_secret,
f"{client_id}:{timestamp}")
headers = getHeaders(client_key, signature, timestamp)

# Valid Data
valid_data = {
"user_id": "LETS",
"data": ["This is a test string."]}

# Test Cases

test_cases = [
{"input": valid_data, "expected_status_code": 200},
# Case 1: Valid Request
{"input": {}, "expected_status_code": 400},
# Case 2: Missing required parameters
{"input": {"user_id": "", "data": [""]},
"expected_status_code": 400},
# Case 3: Empty string in required parameter
{"input": {"user_id": "LETS", "data": ["A" * 513]},
"expected_status_code": 400},
# Case 4: Exceeding maxLength for string parameter
{"input": {"user_id": 123, "data": ["Valid string"]},
"expected_status_code": 400},
# Case 5: Wrong data type for parameter
{"input": {"user_id": "INVALID", "data": ["Valid
string"]}, "expected_status_code": 400},
# Case 6: Invalid value entered
{"input": {"user_id": "LETS", "data": []},
"expected_status_code": 400},
# Case 7: Value out of range (empty array)]

for i, case in enumerate(test_cases, start=1):
response = requests.post(f"{base_url}/pii-detection”,
json=case[ 'input'], headers=headers)
status_code = response.status_code
expected_status_code = case['expected_status_code']
print(f"Test Case {i} Status Code: {status_code},
Expected: {expected status_code}")
print(json.loads(response.text))

# Execute the function
test_pii_detection_api()

O2l6 LLMOE MMSE HIAE FE
5-3. API HIAE & &=
4-2 HOA B0l NEZO TZ2UEE =gl &8sst
TCE &805t0, KT GenieLabs APIM AIAE L APIE
atecz HAEE 4860 08 7 2 HAE A

HOI A2 Ol AIOICH.




KCSE 2024 H26H HM|1=

=8 & APl HAE 21t

=8 = APl HAE 21t

Test Case 1 Status Code: 200, Expected: 200
{ ‘code': 200,
'message': 'Success’,
'resultCnt': 1,
'result’: [{'detection': []}]}
Test Case 2 Status Code: 500, Expected: 400
{ ‘Message’: {
‘code’: 503
'type': 'InternalServerException',
‘message’: “Prediction failed” }}
Test Case 3 Status Code: 200, Expected: 400

Test Case 1 Status Code: 200, Expected: 200

{ 'code': 200,
'message’': 'Success',
'resultCnt': 1,

"result': [{'detection': []}]1}

Test Case 2 Status Code: 400, Expected: 400
{ 'Message': 'mandatory param error'}

Test Case 3 Status Code: 400, Expected: 400

{ ‘code': 200, { 'Message': 'mandatory param error'}
'message': 'Success’,
'resultCnt': 1,
'result': [{'detection': []}]
O 7. HAE AIf #o|Ao| oAl (2£)
2 7 9 HAIE B9, HTTP QEN st =2¢ [1] “Global APl Management Market 2023-2032.” (2023-05-
’ 06) Custom Market Insights.
ZJF TC W Oracledt CHE 212 &0l & £ UL
AE U DS HAE AW HOIAMN e A= [2] https://huggingface.co/spaces
[3] https://rapidapi.com/hub
AAE 2D, MHE TCE APl ZH AIED HIAE
[4] https://cloud.google.com/apis
AMUEIRE Z=Fot=e Aoz, UAl 6, APl Z&Eol .
[5] https://developers.naver.com
gj% ii’oglél-ﬁ I' O|0'” III-EI' APlQ'I DEdém}’% #géﬂgn:ly [6] ht’[DSi//developerS.kakaO.Com
g 7 9 #¥ = HLE Zoet 200 Oraclest [7] Y. Bang et al.. “A Multitask, Multiingual, Multimodal
2UX|Ble =2HES oS A QQL} Evaluation of ChatGPT on Reasoning, Hallucination, and
= - eEs == T A Interactivity”, arXiv preprint arXiv:2302.04023, 2023.
[8] “Github copilot: your ai pair programmer.” [Online].
Available: https://github.com/features/copilot
6. 2 8 (9] X. Hou et al., “Large Language Models for Software
Engineering: A Systematic Literature Review”, arXiv
preprint arXiv:2308.10620, 2023.
APIMO EZS YUX5)| 96 225 C4Ust APIO [10]  Reynolds, Laria, and Kyle McDonell. “Prompt programming
for large language models: Beyond the few—shot
HAEQS TCE HdMHol= #s2 Lsd«%FoIt. = paradigm.” Extended Abstracts of the 2021 CHI
Conference on Human Factors in Computing Systems .
=z 08 oilZat)l o LLM Jlgt TC Ats M4 2021.

- = — = [11]  ChatGPT Prompt Patterns for Improving Code Quality,
JIBE Metetth. Migtot= ZEE OASEAMSE HIAE Refactoring, Requirements Elicitation, and Software
ANLIZIQE HIg o2 TETES MM451, 0/2 LLMO Pesian.

[12] Software Testing with Large Language Model: Survey,

Z oI5t Kts MASHCH KT GenielLabs APIM AIAE! LK Landscape, and Vision.
- B B [13]  Xie, Zhuokui, et al. “ChatUniTest: a ChatGPT-based
NLP 2t&d APl 16 &= HIAEDSII| floll TC 96 MHE automated unit test generation tool.” arXiv preprint

= > = = arXiv:2305.04764 (2023).
ddolU2, APIHIZE 240t & 2E TCO Chol [14] Wang, Chaozheng, et al. “No more fine—tuning? an
TC Z&0| 9= A= =SoIGHYCH CHor, FMietets experimental evaluation of prompt tuning in code

intelligence.”  Proceedings of the 30th ACM Joint
81 E vision, voice & Multimodal APIE HIAEGH| European Software Engineering Conference and
S ==L oHe SHAS JIND Aol HH= %;nzp'osmm on the Foundations of Software Engineering .
Multimodal2 SHX5l0| €8t o1m= Xisist H=0|CH [15] Kang, Sungmin, Juyeon Yoon, and Shin Yoo._ “Large
language models are few-shot testers: Exploring lim—
based general bug reproduction.” 2023 IEEE/ACM 45th
International Conference on Software Engineering (ICSE) .

2249 IEEE, 2023.

[16]  https://platform.openai.com/docs/guides/prompt—
engineering
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2 o
“ATZERN =S4 X (SDV, Software Defined Vehicle)"2 Xlot= Xt WY MACS Hat= O
&5 DM LIRS BHASH)| /ol JIE X M AZEYN OIS HE BRI &t JIE X
ATEQN O E MOl JIs (Function) S&2 OPIEIMZ SEHQ & MOI2E SAH JlBtet
ZAE OIS XMOICH JdLE SDVlIMd=E SEX0l0 DEsHE DA LIXE EAIID] fIoh AASK S
4o TX (Feature)Ofl DIt S ASE OPIMXME 22 &HCH J2dU OFENE X MO AZE
A0 ORI A Hst0l et A2 L= Meldt S201 MAIEA 28t 4F0ICH Tetd = FF0ANE
SDVE XI&otJ| gt & MO AZE0 cIHEZ0 et Atell AE d& StACH AHE MO AZ
EO cIHEL2 Lrede 2HUA UGROHE = AN, Oty HAY 2Rs JIE 2 Mo JIsSS bt
BOoZ AESA S4 LIXME AEots 230 &S0t =, 5 S WHEetE Mo JIsss 0E
H MEX S&2 HIMZ MBS & A0IH, £ AASH 4 LM L0tU SHIE2H A8 L A=K
Z SOvVOl 28t FIOHH0ILD XI=H U MO 2ZEYN cIBE

.A & AEStD UACH
gptdoz X M AZE/H= I EME
ATERO Jl=01 LU Oet, MEX 7= =E2 A== 0180t UOIEHE =400, 2& X2
8 O =&oty, ol XM, DTstEl= =Al0ICH X & AEX 27 AMHIAE XMl ot Og Mo
e XS MHiA AZENS S40 HIse Hpts el =, 01 OAl U UHERKIAE S
DHAM HISH Jldst===&d2=2 =0t&l 2101 AAOICH A4S AFO0O0IEHE HOlote Sg= ettt WTetA
4N =2 sAM-sE MHHES2 OTA (Over-The—Ain) 0l A2 Ml & MO FEa0l otLtel SEHQ JIsLe 2
JIBtet FOD (Feature On Demand) MHIAS XI&5HD FEHAH S &/4 JIBto OPIEHE F A5,

J_=dl, 0 Sot g 4gsolut HO JIs2 2cld2ZE= MOI| (ECU, Electronic Control Unit)
FIECZ HBotH Ao st LIXE SFAMA Jlgtel 24t 0PI HE  JiKle 2101 S&O0ICH
Lot UCH &8 85 g F#H2 HIEst JielstE AU =2 ShV A9 OPIEXUAME Croetd
QIZHCOIHE, T2l 28 % 23 22 48X 2&tMol DM X5 gt¥oll) §82H0 FOD MES
SOFHMA CHest AHIAZ SUS0 L2 Aoz ol e JIssS0l =gE MO =380l JIsot=s
JICHE LY. O H (Feature)dt =40 & =2 FEE opIgd=z
Olefst 2ol AZEQN IAS XsX &go CIHEZ & ZA0l WEZACH ol sS=-H JIs
Bgle HMAHECZE HME S8z 20234 (Function)2 MEX L= 2dXIF §8 S&HE AL
SUXSKOM SOV (Software Defined Vehicle) & & THEEE Adte Jls L= JIss9 HEES
HdAZ2 HIES 20239 93 Mercedes—Benz Group2 °|0IotH, =8 HOHE <8 IH (Feature)= & Xt
MMA (Mercedes Modular Architecture) Z3E % Alget £ Qe Jls =¥ BFez MEN K=
MB.OS (Mercedes Benz Operating System) /& &9, ST X & = A= Jls SHHAZ g = UL
Volkswagen Group?2| Software Architecture E3 2.0, Metd =S&ofd 22 LUAE  Xelot)l PofA=
2l Toyotall Arene 0OS & S O 24X Mool 2Jlgtel mtEstEl =8 Jls 4 0PIEH
HUMNE L2ZEQN =& X o8 S Ble A2 = 28X 49 Jls ¢Rel OH
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(Vehicle Control Unit) AZEY
AZXO MO AZEQNE aez

2. 4@ A7

A2ZEYON JHEH U TI™ME S&0 == FOD

(Feature Driven Development)2 JE0l OfXL
BHES 2FIe=z2 Mz ANMEUAL, ol BO
oMol 8Hs Java 2N F2lot0d MAIGHACEH
Lst RIS 20 g MI|/EX AlAE" Y
AZEN Iz EE=FIE Q8 IsSX gH 2o
gsoz IOIME JlEdte ol 2Eeo =EES
A0l UQUCH OIS [ 1]2 E&E g SHZE0

System and  Software

AUTOSAR  (Automotive
Architecture) 2
AAIE ULEHCEH

Feature Model
e
e
enane e i
.t i v
-------- F o e S S O, —

[Od2 1] AUTOSAR Feature 222 &8t
Feature 2 &2 Atgl

HEX =S0ME, X FOI/HRS 218 JIsS
PEHOE BAGH O M2 B9 R4 FEOD
JIHHOIAS  EFstoteis  AIEI  UAD[4],
201 O2 SHUN Jisol 28 IXRCHE I
IOIE{Sl EEsS IEoH0I SIRKZS oD

ACHB] (O 2).

[O& 2] COVESA Vehicle Signal Specification
3. OIX AY (Feature Identification)

& AE MO LA I

SHEEH MODIE Jls DS DG N0l

OIZOIZICH WM HoJlgR 2FXN U ARX
S OZABID Fld BRE PSS AE HA
AQIXERE YHS WOb YO IS, MS
. BX 59 Jls0l B BRH 0/S
O

eS| |
2 ZI3HCZE I QPAEES BEAZE ==
aQ

S H 32 A X R O

;

<_6:>t

8‘:!-

OLl, SOV HEUAM 2 M 2&X L AIEXs =0

OIXl &&= 0l MO Jls otUstLiE Algst= 210]

Liet, MEXIt AE  oIXstl, AdAs/HOMHES
M25te oI A2 AZEJNHS UAEEOZR
OIAIGHD] 20l SDVIt Z"ole NSAE AE
BENAN A= MEA ZEEW JIXE  ASHGHA
MZotol {8 AM&etn soH, 1O AESX HE
Xl OX el 288 £ QL.

IXHet QI 2EQ  I0IHM 23X
LHUNANE QLTPAIEO0ILD AIEX LE0AE= LIXOICH
il OHEXE A, X doz HdE
QIAEE AIZ2X2 ASESID AMEXS RFPE =
202 HYGHA 20 AFEXe RFE 25| g8,
H ue Z8l IHXE H3I3ote XNSIXHE USI|
s ScHe QTFALEO0l otLliet AtE X2l L&A
MEXIS AZ Jles TIHE SAUH F00F StCt.
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- X 1D
- O™ e ge
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. Bl A5/ B
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o A2 X9 (Visibility)
olet &2
LXHE Agol
AEE IOIXD
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(Analysis of Feature |dentification)

3.2.1 Il A 2 IH F ZE HO|

202 IOXE S©=06 UEZ6tH LWHE S0
S0lotXl 210 HEE Jts, g&2aJIiE s=&0lAX
UCH HIXE EA, HMED| &= EREXE 2=
o0d 28 HMAE O™}, UEs, =28 F
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ZC.

+ Driving (=&)

+ Energy (0IL4XI)

« Safety (2tH)

+ ADAS (=& EX)

» Body/Cabin (HFCI/A LK)
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+ Infotainment (2 ZHIQIHE)
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[E 1] IH 28 AAH
z2s SEF &9
Accessibility g H2d, 215, Solx 28 OA, o) = &Xl, =0, & g4
« D XUIAH Xt 220 CHSt AOIE &2, XtE FH0| IHsotEE s= JIs
- SOIXF MEUNA SZHUHH XN AR AIOFE HSotd SotiE s= Jls
Visibility ¢ 220 ALZHQ HEE HZE, =249 U2 FH(XZ, 22X, IHEH S)HA
Body/Cabin 2ele Jls
s SZUAH Xt LHRL2 AIOLE WS
Comfort SHEX L AIZXOIH ot2tE HE g WE 8HE MZots Jls
omfor
0l) SE2lEl 2, 25 &, JAHAE AIE
Warning A J1s0l EF Jls o0 Z&TH UK 22 L, o) &
AD = E AE NS XY U 2L Y SHE s od Il
Occupant Safety
Safety Gl) OioieH, SOS AlAE
Pedestrian Safety | Al = I8 A& A, 28X o™ J|=, 0f) VESS, DRL
« = Al SHEQ ZFD = HIFHO 2 s Sl = |A L= MIE
Driving Assist g Xlot= Jl=, o) FCA, DSW
[ _ _ _ B} B}
ADAS « 2H IZE 0|1 2EXQ HOE T=26lD| <ol AIAEI0 M=oz FIs
SX F= MDE YXist= Jl&, ) SCC, Downhill Cruise
Parking Assist FX Al EWAEQ HD L= H=HO 2 JjY2 Sdl MIDE 2Xotl, F=XE
A g JUAEE 5= JI=, o) RYM
c st I =2 HIRE 2H0U AF=SHD] /S HUX €&, HEL 2S8E Jl=
nergy Storage )
e 0l) H2 Tank Status, Air Pressure Gauge
nergy — — -
. OUX 22 Z2ENM SO0l X2 HH|/AMUIE &A= D=
Energy Efficiency . )
0ll) DTE, Battery Discharge Warning
Powertrain e =g st 2 M4 Jl=, o) Drive Mode Shift, Top Speed Limit
Transmission MEE S2H8 ML (HZ) E= HEOIMZ)ols Jls, B2 st I Hd
o ] .
0ll) Differential Lock, Wheel Lock
Brake U HS, 25 L= X AEHE S, 0l) Retarder Brake, Brake Assist, EHS
Driving Steering X&Fol X&F, 0fl) Rear Axle Steering
S ) CHOZEES XsS2 Mot Hos SXZ2 MIBots JlsEg ¥ =2
uspension _
& X5t= Jl=, O) ECAS
Axlo =2 UHAE Sote sk 2 KXot & M Jl=
0ll) Axle Up/Down, TPMS
[E 2] AI2XF AlLI2I2 OlAl
vl |2 - |[AF8 AR AlLf2| 2 - |Feature Title (2t Feature Matching) | 7IE Feature HHT | M7 Feature 223 |
EEEEEE T 2Z0|M ADLEZ2 0|33 Bluelink XD ADLEE 7ho| CHY¥st AR AL 28 A3
1) FA A =2l DTE (Distance To Empty)
2 #2875 Ael =l Vehicle Start Stop
3 AlSS 7L -
BxE 7T MHSCH AE0Y T I SMS HOH Temperature Adjustment
2 ;:: 2-07‘2701_ -—e TEET R Auto Temperature Adjustment Qe 20 W2} Target 252 A|AHO0| XFS22 &Y
6 %ézza;’ﬂﬂ: X o8 M Ao MENI Ysorn mato| |Steering Wheel Warmer 1) EM A =F d XsAIZE =Y
St BHEos H 2 2HNME 0j2] HE=S AN
Heated/Ventilation Seat 2ZEo=z 55
Window Opening-Closing
New) 2F T A 22 o8 A mz/A Ag 28 § Azl HEU g8
ZH0| JHsBHx| FEEoE BY
RFEZLBA |1 Crerst 2efol 7((Fop, 715, 212 21 A0 TStk Smart key
2) 7| 215 (7| SEjol W2t 215 EAtE AR = SAR) [NEW] Various Key Types FE 7|, ADIE= o 7| x|
3 A2 1 eSS Welcome Light

(2 1]l= O™ =28 HMAE Jigtez2 AMEXR Atell HR0IME B AISXH AlLEI20 FIH6H]
AlLtel2 OIAIE UHEFLHZD RJUCH S8k AlL2I2 210% sl €2 FtEe R 26ttt
Cteet RE HEotd AMAMEES T2 € = UL =2
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« QOperation Pattern View: AIZXIJF IIHE & Sdl=
gr Al
- M AE &S On-board, Remote
- =22 &=: enabled by Default, enabled by
User

— No Operation: Information, Warning, Comfort
« Object View: LMo =& &, 0 E &= =

=2 C - T

Al

- X FE, FX, 28, 25
- §sA 2L, 54
- 28 BHMI, O X, JIE &2 0182 =X
- 22 RANEL, o™, 2ot oIy =&
» Regulation View: A2t 2= O/ X
- OtM(Safety): /S otNQ A& LE NS
orekzs #A
- 8tH(Environment): A ==, HiJ|, dg, A8
SO0l tist =2
- Jl=(Technical): Jl=& QFAE Al
- JIEt: GhFst IAME 2 JIE 28 A
3.22 IIM 2lAE &4 L IO HS got
M 2A40] 80lotl &0 A= IXMES
FIOotAHLE Al #8g = UESE otdH  UIA
cIAEE HOIHHIoIA EElz Xgs & LIt UL
4l RloideE 9d 2 DM E3 2 KRZSHA
2ZE otst M Ul 28 §BE g2 = U= S0l
Z ottt [HE 3]2 IIMH =42 Footn, 1 549
LtHeg =45 MHRe JIES UEUC. "gsty,
JISHE =011 X 2 Huw 287 2 ZHE=2 A
& 4 QUEE E £ UYOH METNA DE %= YN
OIRCH H4d2 2 2]0M BH O3 M JHKZ Us
= UCH
1) I Algn 28 £4: Title, Description,
Marketing Name, 1D
2) Ai2Rietel AS g0 A28 £4: User Control,
LAY, Output
3) Ulx & sk st £4: Diagnostics, OTA,
New Tech, EOL, FOD
[ 3] IId &4 39
&= &Y
Title Ix 0l8
Description Ixd JsHel &9
Marketing Name AR Y AISKUAH LHE SEQ
23
ID O™ AMEX
User Control MEXIE HEAH Jlss Z&Hot=AX
(ZZ 24

2R oMo &dst & Xl et £240]
AYEE FS 2
Output sclHel =8 7E
Diagnostics G (2 (RY), & gral
OTA OTA AZEYO SO0IEI BREHN
New Tech H= LAGH= I12 20Kl (New)
QHE BlotKl &&= Jl&2lXl(Legacy)
EOL Configuration | EOL HHIMNA &&EOI JtsolioF ot=
jlips!
FOD FOD XI& =2
UslE 4]l dY s 2X (FCS, Forward
Collision Avoidance) TSl A& 0l0ICH
[E 4] FCA TIH &4
Title FCA
Description dY s X X (FCA)
A% === HlotAL S=Al &S
E0== IIH
Marketing Name et SSYA EX
ID 1
User Control Manual
AL A XtE Hel
s XA (B, 2 XAS, ItH)
Output Vehicle Motion (Xt HIS)
Display
Sound
Diagnostics Remote
OTA Yes
New Tech New
EOL Configuration | Not Necessary
FOD 8D
[E 5]z & Atell 220lM st T2t 23 &2
“X0ICH UM 2t 2HE FHoot= &&= 0/0
AUTOSARUIAM HIAlGtD Uz JIEO0 UALB=Z 0|2
AHEOHUCH deflt 2010 ot 20 o™ £
A= = BHAISHR 1, == NS 0§ X+t
JIE2 0l d8dle MICZ22RH LM dE2
AESH=0 MOl= Z=Hol ZHA| & olbt
F AL B ORI CE.
[E 5] D2t 2H 39
Relation =4 Description
USE Decomposition/Hierarchy Category
SE-XtAlol EE ZHAE JHE O, =
282 IHME O H2 IXMZ ZE€E =
US
1) MANDATORY,
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2) OPTIONAL,
3) ALTERNATIVE
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e
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IHES &X 25

HE S0 [
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me ng
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g2, ts

Title EHS

Description HAe !
XSS CHIE CHA
THE0| FHZ Ll

Marketing Name | A& 2 &l 28X

ID 98

USE OPTIONAL

RELATION REQUIRES

RELATION REF.

Retarder Brake

dalE Il
28 dgd=s
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IIHE Use Case Diagram0l 2 A
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)
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C TPMS
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Warning &
Al OIH

4., Validation of Feature Identification

ANEX IH=E22H AZ8 TIX2 SAHES
MEol ZE4dsE 2=l 8 2% MAL C
£ O, [Og 4]2 20l HiCI/AWH, =M
JIZ2&el Jist 2eE IOXI HsSE € = U

FCEV Sd& 0lUXl 2& TXot ZCh

ra
AL >
Zhqy >
R H

[l

b,

Commerecial
Purpose Driving
24%

Body/Cabin
41%

Energy
16%

ADAS
9%

[08 4] 28 WA HEF 22X

[O8 4] 20l 25 MA =, 5
SEXS SHa Brake 2@ LAY

Comfort, Visibility 2t& IIXJF O ADAS,
[=]

CIXLHQIHE S F20 2= = JIs2
dUEC=Z Hls0l AKX L UEHCIHE =20t=
2o iwgz =2c=H0 AN AN ZESotK=
EAXEH  SEX AIFEOILE QUEHQUHE, I
HBH0l =5 EF o2 Atcllet HlWotH Lae

A EetXA @=L
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Cup Holder
warmes/cooler

O 2IAER AFZSXE AlLIZI22 2HE LEMNHEH,
ASK HEZ0A Algot) A0 S Hels T
eIAEE  TAHE A== g4 UL, AEXN
AMUZIQ0AE S8 &, T2H0lA HE LIXHE AHE,
= FISCH OgEOH O ASI AlU2I2IF AW
MNEXDIL BEoteE Ohe s Btdotl UA=AKsE,
He I X OF A 0kLE AMEL AlLI2I 20l A
AMZ2EZ)HD UAsX 1 HBHHEIXZ SaE 4= UL
£ AN Hegl= =0 Xz EMots
FeatureJt UCHH axde2 INR=DN; O = & Off
SEEASS 20IsC. D2l AMEBX AlLUe2E
HAUS| HESHAM M= EMOHA LK AHZ
st IINE g=22 =5 UL
5. Discussion and Future Work

I clAE= g SHUHAM 2 O E/E OPIEXH
g4 RAAEO0l &L 0 WM JIE TIM JHd
T= 0Id2 IHE dESCe A2 HINA =22
M gk, HA ALE0l XHAICH E/E OFIIEIMSl A
LAAMEOl =HCO= 2019 UL =2 Atdl H-0A
CES Jl=9 2N gy ((Y™y Cgs, 3 O2st,
Jls e, 8=28)2 Btdol= XHAIO E/E OPDIEIHE
JHeSt= A0I Gk DHAIOICE.

SIERIN, AZEQHE 25 =ZE&st S&§ E/E
ORI HE H&HW =SUHIt)l Hol S22t HEe=z
‘=cl® Jls OPPIEIM”E JNEE oFOICH Jls &¢d
getd=E Jls OBIEXe AH FetEoe=Z A0t
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Access
© Anti-Theft Wamning
-2 Cap Tilting
Vehidie start stop Cap Tilting Warning
i <> Door Lock Switch
< Door Open Light
-’ Driver Departure Warning
© Easy Access
= Headlamp
= Key Reminder
Smart key
- Various Key Types

> Welcome Light
Comfort
Visibility

Sl &2 ME2 MY Jls OBIEME 48
ol & 0l CH
1) Jls OP2IEld &4 2 2 Notation ZE
2) Jls OPIEX = A 52 &£&
« AFEA 2E OIM e g HE dH sE
3) Jls OFJIENH™ & & O™ 83
- e EEd Nes e84 Us IIH &3
« OBl AH EQIE MG
4) Jls op2|1el N =4
« A% ¥ Jls 2 & Decomposition
s MBS OFIEI HAH EQIE BtHA
6. 28
NESX LAHOMM Sbv deg2 ol I M
A2TEQN MY B3SOt 28t A2 0101 2HE
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| <&t
A MO AZE0 ODIHN 2WEY ZRSS
I, 1 HEW HAH=Z JIE S MOl =12
Jl=(Function) ARV =g s SEHS
Il X (Feature) J18t S TS OIIEHZO HED
Zest OIId AZ0l st MAdE & 22U 0IE
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i u Low code based

(LCDP) 1}

Methodology
Platform

Hu
Ho
kU
N
—
T
M|k
L
O

Intelligent Hyper Auto _‘ 4l

[

“ b

Ameg il
Zegol, . y 44
M7 ARO| St3 e 2o Pt M

* LCDP(Low Code Development Platform) g Spr'ng® EGOVFrame w

* RPA(Robotic Process Automation) WWW.SWFObOt.Com
* ML(Machine Learning)

EAMP 7 | @@ @rvsol

=X}

Hyper Automation O|2t? Hyper Automation SDLC 7|ch =z}

3.1 &N st

3.27|8H, BHH =1t

1.1 Af2l) LEEE| AS-IS HFZ2 M| A 21 ERIAL /)L ESHEWLCDP)
12 YFXHS2} - RPAXE 2.2 Hyper Automation2 2 2%t
1.3 YFXE2L 0|2 AAPH

1.4 7t — Hyper Automation2| &
1.5 Intelligent Hyper Automation!

* SDLC : Software Development Life Cycle
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1. Hyper Automation O[2t?
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1.Hyper Automation O[22

1.5 Intelligent Hyper Automation!
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1.Hyper Automation O[22
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2. Hyper Automation SDLC
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SOFTWARE is
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