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OFP (Operational Flight Program)

- S 0lH|H| 2| Real-Time Embedded Control Software

< Actuators =

Servos / SWM
A
A itorin;
( Monitor } — £ < Sensors =
managing
AHRS
t Data Store
'] et : MNAY
-
ntroller INS
controlle oo
SWM
GCS
Operational Flight Program
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Model
Modeling Formal Checking ( Formal Formal Modeling
Model t Verification & Verification
4
Design Specification
Recovery Design Recovery Requirement Reverse
Specification Specification Engineering
4
4 N
Functional Testing
A /
Structural Testing SW Testing
S J
9
Static Analysis
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Code Level Design Level Requirement Level

OFP

Source

Code Design . Specification .
Recovery Design Recovery Requirement

Specification Specification

4

Redocufentation

Code

Description
4
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Code Design Requirement
Descriptions Specification Specification

Ry \

Functional Testing

OFP ) \
Source Structural Testing
Code ) )
Static Analysis
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. EE'EI Xﬂ?—l (Model Checker)

2

SMV HAE E 2| 7|8tO| Reactive system BA| & HZS SMV Input Program
SPIN =M SWE SN Z=2EZ BN U ES PROMELA
VIS SIEQ 0 ==2| Synthesis, A|Z2{0|M & AS Verilog
CBMC CEZOHE XY™ HZ (7|5 HzHH) C
UPPAAL  A|ZtS ™ =tStAH BEHS|OF Sl= A|AHIO| HAS Timed Automata
HyTech Hybrid System2| & A| & HZS Linear Hybrid Automata
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1
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reading /
w@g_' SharedVar(
semaphore reading
SharedVarl
SharedVar3
SharedVar4
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¥ SPIN CONTROL 5.2.3 -- 25 November 2009 EEN
File.. | Edit. | View.. | Run.. | Help |SPIN DESIGN VERIFICATION
2
assert( (mutex_01=2) &&
(mutex_11=2) &&
Assert A4S (mutex_2 1= 2) &&
(mutex_31=2) &&
(mutex_41=2))
i
init
{
chan semad = [0] of {bit};
chan semai = [0] of {bit};
chan semaz = [0] of {bit};
chan sema3 = [0] of {bit};
atomic{
run manitor(semal, sema’l, semaz, semai);
run readerd{semanl);
run readeri{semal), — A AlSH
run reader2(semas); ﬁﬁkﬂ_ = o
run reader3(sema3l);
run cantroller()
E }
i
I ay =
PROMELA =273 pp—
simulations
e AT ATH Tl [ Wi ol T T BT ) ol o T o T S SR Y ol o TR ' e TN S
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§2| Linear Time Temporal Logic Formulae | = B ® |

Formula: |[J (sensor_send -= <= reader_recy) Load...
<>| U |—:-|m[i|:br|'|u

Operators: []

Property holds for: = All Executions (desired behavior) ¢ Mo Executions (error behavior)

| Motes:
+ Use Load to open a file or a template,

-

Symbol Definitions:

+ Hdefine sensor_send sensor[0] == 1
#define reader_recy semaphorel ==

—

Mever Claim: Generate

i+

+ Formula &s Typed: [] (sensor_send ->= <> reader_recy)

* The Wever Claim Below Corresponds

+ To The Hegated Formula !{[] (sensor_send -> <= reader_recy))
+

+

M|

(formalizing violations of the ariginal)

- Mever - e V0[] (sensor_send —>= <> reader_recy)) =/
Verification Result: valid Run Yerificaticn
E| NeYer clalm +
Fm assertion wiolations + (if within scope of claim)
I acceptance cvcles + (fairness disabled)
invalid end states - (disabled by never claim)
State-vector G4 byte, depth reached 130833, errors: O -
S 600471 states, stored (B4BE75 visited] ———— SPIN 4l3 Zu}
Help | Clear Close | Save As.. (LTL property HZE)

O
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¥2| Simulation Cutput = B X ES| Sequence Chart lilﬂlﬂ
Search for: Find ndnitor) 2 i
~ e e L i el UL Sy 12 L
1089; proc G (reader_4) line 37 "pan_in” (state &) [mutex_A = 0] 2
1080; proc 6 (reader_4) line 111 "pan_in” (state 12} [sema = 0] read 2 -
1091: proc 6 (reader_4) line 112 "pan_in” (state 14) [.{goto)] 13
1082; proc 2 (monitor) line 121 "pan_in” (state 73) [(1]] EE———.____
1093; proc 2 (monitor) line 120 "pan_in" (state §8) [data = 3] "_“'3-'-4-.____
1094:  proc 5 (reader_3)line 102 "pan_in" (state 32) [sema = (] i repder 3:5
1095: proc & (reader_3) line 103 "pan_in~ (state 34) [(gota)] 30
1096: proc 2 (monitor) line 121 "pan_in” (state 72} [{goto)] [&7
1097: proc 2 (monitor) line 138 "pan_in” (state 89) [(gota]]
10893: proc 2 (monitor) line 131 "pan_in” (state 88) [((data==3))] gader 1103
1099; proc 2 (monitor) line 134 "pan_in” (state -} [values: 3!1] 58
1099; proc 2 (monitor) line 134 "pan_in” (state 45) [sema_ch_3!1] Eg-——-—___
1100; proc 5 (reader_3) line 98 "pan_in” (state -) [values:; 371] et |
100 proc 5 (reader_3) line 97 "pan_in” (state 33) [sema_ch?sema] 73]
1o proc 5 (reader_3)line 67 "pan_in~ (state 171) [((mutex_D==0)]] EE—-———___
3 -
Single Step ‘ Run ‘ Save in: | sim.out Clear| Cancel | I T
/ (130 |
_‘——_._____*
§%) Data Values =|B| % A refder 4.6
Search for: Find (127 —oo |
|
“ data = ___‘——EZEI
mutex_A = 0 6 |
mutex_B = 0 (142
mutex_C =0
mutex_ D =0 146 |
mutex_E = 0 (156 —0n00 |
i |
158
- [ER| T | ik =
= e
SPIN A|Z2j|0o|M =}H
20
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< Reading Processes >

< Object Data Store > Managing < Sensors >
access ..
reading Data 00 Reader 00 (semaphore) monitoring AHRS
Data 01
Reader 01 /
Controller . GPS
Data 02 Monitor |l&— |
< >
Reader 02 4— \GCS & S WM
p % Data 03 \ GCS
SwM

Data 04 Reader 03

i
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UPPAAL B & (Timed Automata)

SWhMsensor NAVsensor GPSsensor GCSsensor Ticker
SharedVar0
Idle Idle Idle k == t20ms
clk == t50ms clk == 1100ms clk == 1100ms dle
N\ T
clk == t100ms clk == t100ms idle , Tick -
chan! . o 7
ck=0 ck=0 clk == t20m
. Preempted
Monitored Monitored Meonitored Monitored clk = 0, tick = true
Monitor Reader(
dle Ready
SharedVari SharedVar2? SharedVar3 SharedVard
idle idle idle idle
Tutex Ch1? Tutex Ch2? T T R )
. Preempted . Preempted . Preempted '. Preempted
Readeri Reader2 Reader3
Ctr
Idie Ready Idie Ready Idle Ready
Idle Wait1 Using®d Wait2_0 texChz aitd
ck_mutexCha! mnlack_mutexCh2! fick = false,
ck=0 ck_mutexChd!
() Wiite () Wiite
Waitd () Waitd (:1 ck_mutexCh2!
ck_mutexCH1! ck_mutexCh{1! ck_mutexChd!
ock muteCh ock mute , Using2
() C) () C:] ock_muteChdl W (nlock_mutexCh2! W ook
nlock_mutexCh1! nlock_mutexCh1! Lksings Waitd Usingd
Wait1 Wited Wait1 Wited

22



B

e

TG D/ITRC/Z=2CH ITRC/uppaal/new/013.xml - UPPAAL =@ % |

File Edit View Tools Options Help

RTINS
| Editor | Simulator| Verifier |

Qverview

Check

eader0.Writel [[...

|| Readerl.Wr Remove

Comments

Query

All {Cir.Waitd && Cir.clk = {20ms && Reader2 Writed)

Comment

Controller doesnt waitto access SharedVar4 over 20 ms while Reader2 accesses SharedVard

.

Status

Al 1(Ctr, Waitd && Ctr.clk > t20ms && Reader Virited)

Property is not satisfied,

AL] 1(Ctr, Wait3 && Ctr.clk > t20ms &8 Reader Wirite3)

Property is not satisfied,

AL 1(Ctr, Wait2_0 | | Ctr,Wait2_1) && Ctr.clk > t20ms && (Reader0, Write1 || Reader! Writel || Reader2, Write2
Property is not satisfied,

AL 1 Ctr. Wait] && Ctr.clk > t20ms && (Reader(, Write1 || Readerl, Write1))

Property is not satisfied,

ALl 1(Ctr, WaitD && Ctr.clk > t20ms &8 Reader3, Write)

Property is not satisfied,

< | 1 | »

»

4

UPPAAL
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G C/ITRC/ 720 [TRC/uppaal/new/013.xml - UPPAAL

File Edit View Tools Options Help

- Simulator | Yerifier

DaE e | a{a-e

[ Drag out

]j[ Drag out

Enabled Transitions

Ticker -
chani: NAVsensor --> Monitor
chanl: GPSsensor --> Monitor

chand SWhisensor ——> Monitor

{Idle, Idle, 1dle

e, Idle, Idle, Idle, Preemptejis
4 UL} 3

Trace File:

Prey et Replay

[ Open ][ Save ][ Auto ]

U

Slow Fast

tick =1

MAVsensor interval = 100
GFSsensorinterval = 100
GCSsensor,mininterval =
GCEsensor,maxinterval =
SWhsensorinterval = 50
Ticker.interval = 20

NAVsensor

GPSsensor

GC Ssensor

SWhMsensor

| »

Ui

[rere) Wz

Cirintarval = 20 SharedvarD SharedVar1 Sharedvar? SharedVar3 Sharedvard L
Mavsensar,clk = 100 1
GPSsensorclk = 100 e Ny e P-\g -
7] |GCEsensorclk =10 o - o -
SWiMsensor,clk = 50 Sl [+ Tl |k
SharedVarl,clk in [20.40] i— — (a— it
Simulation Trace Sharedvarl,clk =0
UTOTE, TUTE, TOTE, TUTE, TOTe, FTERTPED, e, T SharedWar? clk = 100 Monitor Reader( Reader1 Reader2
unlock_mutexCh1: Reader? —> SharedVarl sharad/ard,clk in [50.60] P— T Rsnty " iy
(die. Idle, Idle, Idle, Idle, Idle, dle, Idle, Pree | |ona=dVardelk=0 Fal
: Ticker.clk = 20 | |
lock_mutexCh3: Reader? —> Shared¥ar3 Cir.clk in [20.40] SN PSRN | P S B | -
{ldle, Idle, dle, Idle, Idle, Idle, Idle, Preermpte Mavsensar, clk = GPSsen By 4 Q_x_b"" .
unlock_rmutexChd: Reader3 --> SharedVard GPEsensorclk - GCSsen [m | '
Siibdsensor,clk - GCSser| N
|dle, Idle. Idle, Idle, Idle, Idle, Idle, P 1 '
{dle. Idle. Idle } 5. 1. Idle. o, Freempte SWhsensor.clk - Shared :g... " - i
lock_mutexChd: Ctr —> Shared‘ard Sharedarl,clk - Ctr. clk in
{Idle, Idle, Idle, Idle, Idle, Idle, |dle, Preempte SharedVar? clk - Shared Reader3 = T
unlock_mutexCha: Cr - SharedVard SharedVarz clk - Shared . o '
(dle. Idle. Idle, Idie. Idle. Idie. Idle, Preempte | | T12ker.clk - Sharedvard.s e g “p e
lock_rmutexCh1: Ctr —> Shared‘ar] N L p
({Idle. Idle. Idle, Idle. |dle. Preernpted. Idle. = b P
= /!
unlock_mutexChl: Ctr ——» SharedVarl 7 I.-“l / [T

Sharedvar0 SharedVar1 SharedvWar? SharedWard SharedWard Monitor Reader0 Reader1 Reader2

r

locH_mutexCh3

()

unlock

[Preempted][Preempted] @@ @@ @@ @i@

=
|_mute

[ [

3

UPPAAL A|&2{|0|M 3}H

KONKUK
UNIVERSTTY
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« AE +=F9| EA{: Code Description

« Redocumentation
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Variable Description Type or Format

fdDbg Serial port int

fdNav Serial port int

semAdtReader Semaphore for data reading from sensor struct/sem_t

semNavReader Semaphore for data reading from sensor struct/sem_t

Data Description

KU

EONKUK
UNIVERSTTY
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main

EPENDABLE SOFTWARE
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Alo_Init

Dio_Init

OpenSerialPorts
GnCParams_Init
InitResources

CreateThreads

Serial_write |

dscADSetSettings

dsclnit

dsclnitBoard

Packet_Adt SetCommandCode

GnCParams_Set

GnCParams_GetYWaypoint

limiter

dscDIOCIearBit

dzcDIOSetBit

Call Graph

28
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Aio_Clogze(fu) woid I} C:hku it Drvaio.c

Aio_lnit[fu) int I} C:hku it Drvdio.c
Ain_Read(fu) int [int, double ) C:hku it Drvdioc
Aio_Readalfu) int [double =) C:hku itDrvdioc
Aio_Readdlléwglfu] int [double =) C:hku itDrvdioc
Aio_ReadButedllifu) it [unzigned short ©) Cohkou iDiredio.
AutoLand_Guids(fu] double [double,dauble] C:hku itGnCautoLand. o
AutoLand_lnit[fu) woid [double,double double] C:hku itGnCautoLand. o
CalcCRCIfu) unzigned shart [unsigned shart,unzsigned char * unsigned short) C:hkuithere.c
CalculateBlock CRC32[fu) unsigned long [unsigned int,const unsigned char *) C:hku ittGpsAeader.c
CRC32 aluelfu) unzigned long [canst int] C:hku itvtGpsReader.c
CreateT hreads{fu) - - -

CzTaSwmPacket(fu]
DetectObstacles(fu)
Din_ClearChatinel[fu)
Dio_Cloze|fu]
Dio_Init[fu)
Dio_SetChannellfu)
Do _w/riteall[fu)
ddf{fu)

df{fu]

flfu)
GetDistanceFromLeqlf
GetDistanceFromLeqf
GetFuturePosition[fu)
GetFuturePosition[fu)
Gethd ode0fPM[fu)
Gethd odeOfPM[fu)
GetPathT arget{fu)
GetPathT arget{fu)
GetPushT argetifu)
GetPuzhT arget(fu)
GnCParams_Get{fu)
GnCParams_Getw'ay
GnCParamsz_Init[fu)
GnCParamz_Set{fu)
GnCFarams_Sefw ayp)

Interface Definitions

Haoldattude(fu)

Haoldautapilot[fu)

HoldFonwardS peedifu]

HoldHeading(fu)

HoldSidesS peed(fu) double [double, double double, double int) C:hbu it GnCautoPilat. ¢
InikAutopilot]fu) woid I} C:hku itGnCautoPilat. ¢
|nitR esources{fu) int 1 C:hku itvmain. c

| 5B ody alid[fu) int [const unsigned char []] C:hku itvtGpsReader.c

| 5B ody alid(fu) int [const ungsigned char []] C:hku itvGpsReader.c
|sChecksurty alid(fu) int [const unsigned char []] C:hku ittSwmReader.c
|sCheckzurtyalid(fu) int [conzt unsigned char [].oonzt int] C:hku itvtM avReader.c
|sCre alid(fu) it [const unsigned char [].const int] C:hku ittt dtR eader.c
|sHeaderV alid|fu] int [const unsigned char []] C:hku itstddiReader.c
|sHeader alid(fu) ink [const ungigned char []] C:hkw ittGpsReaderc
|sHeader alidiful itk [conzt ungianed char M C:hbu itvtGosReaderc
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/" DFD Level 0

"\ /  DFDLevel 1: OFP1

SWM

WAV senzor

GPS sensor

ADT

\

\3
",
e
SWM TNAvp,,
: R‘f“] Object Data Store
ADT e ) ;
«"pﬂ
<

Control

1.2

r
'
st v

0,

Aot

/" DFD Level 2 - Reader 1.1

NG
N

/" DFD Level 2 : Control 1.2

.

5 Py

) (=)
-G

AN
] R -

AN ©
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Data Flow Diagrams
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KU 50

IS HAE

 OFP _'_n"_EO'" EH-‘.’.-_l' 7|% E'"ﬁE(Functional Testing)
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Command,

Waypoint SWM Data
Simulator

GPS, Nav, GPS, Nav,

SWM Data SWM Data (QNX)

€

35
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.« Abef| Ho|of 7|4kt 7|5 HAE

[

Mission complete

Hovering
A A
By user or
Missionjcomplete mission
By user complete
Landing Moving

71E 2M0l Exfol=s BE
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Manual

By user

Taking off

n

Mission complete

Kutopilot
By user

Landed

By user

EPENDABLE SOFTWARE
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Mission complete T

By user

Landing

Hovering

AUTOPIL

By user /
mission
complete

38
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. ) [ . )
Taklni off Taklni off
By user \ /
J - : N\
4 . )
Landing By user %
\,
Manual @ .
\ N 7 Manual Hovering
7 . 1 AUTOPIL
@ Hovering w \ OT J
AUTOPIL f \
oT .
L ) Moving
Moving ) m
<< - N y
r )y
W Landed
ID flightMode(prev) flightMode(next) ID flightMode(prev) flightMode(next)
TC_S00 FM_MANUAL FM_TAKEOFF TC_S06 FM_TAKEOFF FM_MANUAL
TC_SO01 FM_MANUAL FM_LANDING TC_S07 FM_LANDING FM_MANUAL
TC_S02 FM_MANUAL FM_AUTOPILOT TC_S08 FM_AUTOPILOT FM_MANUAL
TC_S03 FM_MANUAL FM_POINTNAV TC_S09 FM_POINTNAV FM_MANUAL
TC_S04 FM_MANUAL FM_WAYPOINT TC_S10 FM_WAYPOINT FM_MANUAL

EPENDABLE SOFTWARE 3 9
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Landed ) By user )[ Taking off 1

)

Mission
complete

I{ l I KONKUK
UNIVERSTTY

Landed@} CHE E| = stateZ} 97| {20 test cases AHAd

Hovering By user

AUTOPIL
oT

=7t

s

-

<«@D -
y

Moving \

By user

Hovering

AUTOPIL
oT

Hovering

AUTOPIL
oT

ID flightMode(prev) flightMode(next) ID flightMode(prev) flightMode(next)
TC_S11 FM_AUTOPILOT FM_POINTNAV TC_S14 FM_POINTNAV FM_AUTOPILOT
TC_S12 FM_AUTOPILOT FM_WAYPOINT TC_S15 FM_WAYPOINT FM_AUTOPILOT

TC_S13 FM_AUTOPILOT

FM_WAYPOINT ->
FM_POINTNAV

- DEPE
y

NDABLE SOFTWARE
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[ Moving \

Mission
Hovering 1 By user complete Hovering
<D ” <D
AUTOPIL J AUTOPIL
oT oT
ID flightMode(prev) flightMode(next) flightMode(next)
TC_S16 FM_AUTOPILOT FM_WAYPOINT FM_AUTOPILOT
TC_S17 FM_AUTOPILOT FM_POINTNAV FM_AUTOPILOT
Mission
Hovering 1 By user Landing ) complete Landed
J D |
oT

Landed?} CHE &| = state”} Q17| | 20 test cases MM &7}

b N
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(Structural Test Coverage Criteria)
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Test Code %}/d v
Test Result Monitoring OFP & Test Code &

- -

Testing Commands

Coverage Monitoring
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11 Test 94.79%

Cases :
1 Test o 17 Test o 4 Test o 3 Test 93.33 4 Test | 93.33
Cases 100% Cases 100% Cases 100% Cases % Cases %

GnCAutopilot

GnCAutoland

GnCObsAvoid

LABORATORY
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&1 (DO-178B SW Testing)

« 47l{2] Category

Functional
Testing

Structural
Testing
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Verification Process |s,fware Coding
of DO-178B in Code Level Process

- Reviews JJ ( Static Analysis 1

Analyses [

.'l'l'Hl:.'J. J.'l.lTIth

| Test Prep [

Y Test Exe |-

Frrivrs

Functional Testing ’

|
7 |
/—| Structural Testing J

Software Testing Categories of DO-178B
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UAV & SW Fusion Research Center (uav-sw)

SW £ 7} Lifecycle0f| CHSt SW Verification & Validation =

e

ol
o

KU 50
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