System Test Results

1.7H8

« EHIAE C{4: DB ®Y EX| A|AH (DB-IDS)

o HAE ZR: tt|(Unit) / % (Integration) / A|AE!(System) / H|7|5(Non-functional)

2.HIAE 29

T2 Z70|lA & 43 Ay H3E
Unit Test 12 10 2 83%
Integration Test 9 7 2 78%
System Test 9 9 0 100%
Non-Functional 8 8 0 100%
o .
3. EtQ| H|AE (Unit Test)
3.1. HIAE 2t
e 0S: MacOS Sequoia 15.6.1
o JDK: Temurin 21
o I3 2LI3: Spring Boot 3.3.2, React 19 / Vite 7
o HE E31: Gradle 8.14
- DB:SQLite 3.45
e E+: JUnit 5/ Mockito
3.2. HIAE F|o]A &M
3.21. UT-01: ProxyRequestHandler
. E%Z com.example.dbids.modules.proxy.ProxyRequestHandler
. gz 2H
o =& AZ0M MYL2 HIO|E HIES FA UTF-8 SQL ¥E2E F&

o H|HA UTF-82 BAIHE HE(02)5H=% &l
o MM EH

o 2/2{2 DB ZEA0|H $TE SQL HE HO|E i
|‘=rl._-lﬁ0” EH?)'HME lllegalArgumentException("invalid UTF-8") 7||:H

A
o I 2HE HIAE BE9| ssserttquais =1 68

E” olzd QOF A7
TCID < 2 (9 7|ty 2
! (@DisplayName) (28) I

UT-01: SELECT |22 B
o -0T: HE2E W o s Ho
UT-01-A UTF-82 £33ict LIJEsers, | UTF-8 H}O|

EXE "SELECT * FROM

users;" 2 H&s| 59
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EHAEY

TCID ] l(Qek J\cH Azt
(@DisplayName) 2l ) =

UT-01-B UT-01: H|™ A UTF-8 HE  HIO|E [0xC3, 0x28] llegalArgumentException 2 81
O|E AJAE= BBt} (HRE UTF-8) HIA|X|Of| “invalid UTF-8" HE&H

3.2.2. UT-02: ProxyResponseHandler

E%: com.example.dbids.modules.proxy.ProxyResponseHandler
?:'!% % : JDBC Resultset X-|E| ﬂ"% Q-C—)|r D"EH RespMeta )E ﬂ%g [[H
o 753 §§0"A‘| oH A( rowCount )% Jgé—_!'a-l 7&71|3|-_T|_ status=SUCCESS % ﬂ’éﬁf%xl,

'I | 01|2| ‘:IE}‘Act| A| rowCount=0 '3:' status=FAILURE = 9_”.‘_*3}7'” ‘_H?E'-'SI‘E | §||‘9_|

©  ResultSet#next() %Q% 7—|H7(1|E A|EE”O|)kq

o MH 2HEHAE FE9| ssssertcquals S0

TCID E|AEY (@DisplayName) olz(29f) 7|ty 23t

UT-02: ResultSet 108 >
UT-02-A RowCount=10,
Status=SUCCESS

meta.rowCount == 10 ,
meta.status ==
"SUCCESS"

when(rs.next()) 7} true 10

)
3| T false Bz

UT-02: ResultSet X2| & o meta.rowCount == 0
when(rs.next()) 7} r
UT-02-B 2| > RowCount=0, SolE fon(*boom?) EHE meta.status ==
xception("boom") EZE =
Status=FAILURE = FAILURE

3.2.3. UT-03-RE / UT-04-RE: RuleEngine , SqlNormalizer

2=
0 com.example.dbids.modules.rule.RuleEngine
o com.example.dbids.modules.rule.SqINormalizer

P
(=]

iy

ol

25.
=".

o SqINormalizer?t &4 ®|A, 4 Y&, tEXL}, 2[EE OtAZ S LREH +HS=XI.
A

o RuleEngine0| F3tel SQLOIM 34 THEH S Fetd| if&stY, 2|0 HZ e @M F&a Fi

AR =4
o RuleSetProvider.defaultRules() AI‘%(”% %5‘!)

o] Epg EJ‘IE 7—|} E‘I|¢EQ| assertEquals / assertTrue / assertFalse %J_'-f 01—'?'—

BIAE #[0]A & 2t

EﬂﬁEno:' olad ROF | Hzi I.
TCID - ol2i(Q ot 7|y 23
(@DisplayName) el =
UT-03-RE-A DROP TABLE > 08 43, /*c*/drop table O A AL, severity=HIGH , B#
severity=HIGH students; > &3} st Z3toll prop TABLE
Oj%&! A, severity=MEDIUM , &
UNION SELECT - 0j& & o e :
UT-03-RE-B ) { - UNION SELECT ... 7t} A0 UNION SELECT %
&, severity=MEDIUM 5
of%l ol e =
OR1=1> & M= Hf‘ AL, severity=MEDIUM ,
UT-03-RE-C ) ' . WHERE ..OR1=1  7}8} 23} £X} OFAZIOZ ORo
severity=MEDIUM "
=0 Z%
SLEEP() > OHA H3 Oi& A, severity=Low , M7
UT-03-RE-D ) ! ... OR SLEEP(5) o ' '
severity=LOW st Zatoll sLeep( EE
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TCID

UT-03-RE-E

UT-04-RE

TCID

UT-03/UT-04-
RE-A

UT-03/UT-04-
RE-B

UT-03/UT-04-
RE-C

EHAEH

(@DisplayName)

24 e SA| 048 Al 23

severity MEt

4 SELECT - 0 gl

EHAEDY

(@DisplayName)

5| B A U B
3t

DROP TABLE ...; ...
UNION SELECT ...;

SELECT name FROM

=)
= users;

22(2e)

/* note */ select * from
users -- tail\n where id=1

...a='abc''def' AND
b="x\"y" AND c=12345

"\n\t SELECT 1\n "

3.2.4.UT-03-DS / UT-04-DS: DetectionService

. E%I com.example.dbids.modules.detection.DetectionService

. A==

oo T

TRl +=0iM BB
o AMM ZU:

H: YrshEl sQLofl Chish mHE EFX| O|HIE Md/M2x MF, Q

7|tH Azt A Zat

oj&! RS, severity=HIGH (HIGH

sY
vs MEDIUM % HIGH &)
o glg sY
7l 23H(Yret 22t o 2t
SELECT * FROM USERS WHERE
D=0 (FM A, 24 ¥2|, 2 59
xtg, =%k 0 otAZ)
... A="?" AND B="?" AND C=0 =9l
SELECT O =9z

o Mock: DetectionEventRepository , NotificationService , QueryLogRepository

o E‘j‘ll assert* %J_'-I‘ + verify(...)

e HAE HO|A B At

TCID

UT-03-DS-A

UT-03-DS-B

UT-03-DS-C

UT-03-DS-D

UT-04-DS-A
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EHAEY

(@DisplayName)

DROP TABLE >
PATTERN/HIGH +

el 2 - 2

UNION SELECT ->
PATTERN/MEDIUM

(23 gig) + 2

OR1=1-~>
PATTERN/MEDIUM
(B8t2 0=0) + &

2|
=

SLEEP() >
PATTERN/LOW (&

o
Helg) + 2

4 SELECT > 0|

HE/RT/2TY oS

[*comment*/ drop table

students : (X7

QueryLog.status=SUCCESS )

... UNION SELECT ...

... OR1=1-- bypass

... OR SLEEP(10)

SELECT name FROM users;

7|ch 2zt

O[HIE MM,
Type=PATTERN ,

Severity=HIGH ,

TS LX| (Yt
ev.sqlRaw ==

Z3tofl prop

normalize(sql) , TABLE , =M H|A
T

QueryLog.status=FAILURE

sto|
2 BH Y |ogRepo.save() o)
18|, notifier.onEvent() &
=
=
O[HIE MM, HE UK

Severity=MEDIUM , 2l ( logRepo.save()
BHE/NE oS, g =E ZEO)

O[HIE MY,

Severity=MEDIUM , A

ot Ao oro-0 Zg, TR LK

FM A, 2 813, 2

SE

O[HIE MY,

Severity=LoW , H11%t 2

< ;lc_.||:| °'7§|
Dol sLeep( X, 2H T
U, L =&

O[HIE giS

( eventld.isEmpty() ), 2l &/ e x|

¥z o35 oS, Uy R

X

ueryLog AEi 23 HA(HIGH>FAILURE), 22 E2|H &

Pass

Pass

H
o

Pass

Pass

o

/27

Pass
(assertEqua\s/True +
verify(save, times(1)) ,
verify(onEvent,

times(1)) )

Pass (assert* +

verify(never())/times(1) )

Pass

Pass

Pass ( verify(never())
oIz 3to|

22 &el)

Mt



3.2.5. UT-05 / UT-06: BehaviorDetector

L] E%: com.example.dbids.modules.behavior.BehaviorDetector

[ ]
ne oy
0x O

o
(T

T J

/H|

-

-

-
ra
e

b

: B2l A|1ZE EH(window) L Eo| ZF /& IHE
M 278l g3 Er[ S£0| J|CHtiE &

o Mock: DetectionEventRepository , NotificationService

o IEIO|E: BehaviorProperties(window=1s, thresholdMedium=0.8, thresholdHigh=0.95, w@pm=1.0, LIHX| 0.0)

uT-05

UT-06

UT-05-A

UT-05-B

HAEH

(@DisplayName)

120 2007
SELECT - Score
= 0.8, BEHAVIOR

OIE + 22

st =100 (X
) > O|HIE /&3
= (A2 ZH

3.2.6.UT-07 /UT-08: Authz

« BE:

: assertr =1} + verify(.) @& {5

Ze |pstant (t0)0f|
A 200U, +2x =
flush 14

AA K|
Medium/HighE
e 3H 8%, s
U A2t 27 +

flush

AA 1 MH, 20U
+ flush

712 LA
(0.8/0.95), 80
+ flush

° klﬂlﬁi com.example.dbids.modules.authz.AuthZService

o X com.example.dbids.modules.authz.AuthZEngine

e H=Z2X.
S =",

o & 7|8t HSFYM(READ_ONLY/DBA)O| 2t 3H 9{HF EIX|(AUTHZ O|HIE),

— P}

7Ich 2t

DetectionEvent.Type=BEHAVIOR ,
Severity € {MEDIUM, HIGH} A,

notifier.onEvent() E&

o ME§ HF(FAILURE), 22 HA|, AIZl 7% 0fE0| STP 7|ECHZE S&ISH=X| Q.

o APM Z=A:

o Mock: DetectionEventRepository , NotificationService

S T435101 0|4 EIX| 0|4 E(BEHAVIOR) 2 A3t 1, 2|
xR 2ol

O[HIE X% =212
x|t A
Type=BEHAVIOR ,
Severity
MED/HIGH, & =1

.ot

XY 25 03
MYy oF oE
=l
g

2Hoj| a2t

oy2ZA

Pass

( verify(eventRepo,
atLeastOnce) ,
verify(notifier,

atLeastOnce) )

Pass (verify(...,
never()) )

Pass

Pass

° I[I'El'nlE‘ii BehaviorProperties(windowSeconds=1, thresholdMedium=0.8, thresholdHigh=0.95, wQpm=1.0, wWriteRatio=0.0, wDdIPerMin=0.0, wErrorBurst=0.0)

o O|O|E| EtA2ERl: M| sleep 0| executedat (ISO8601) 2t AFESH0 A|F(tO, t0+2s) Z2{A|

o I 27: JUnit asserr E3} + Mockito verify(.) & 05

uT-07

System Test Results

HAEH

(@DisplayName)

READ_ONLY Ar2Xt9|
DELETE - AUTHZ 0|

role=READ_ONLY,
SQL= DELETE FROM

7|cH At

O[HIE MM(Type=AUTHZ,
Sev=HIGH),

>
=
X
R
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4
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Pass ( assert* |
verify(...) )



TCID

uT-08

UT-08-A

uUT-08-B

TCID

UT-07-A

uT-08-C

UT-07-B

3.2.7.UT-09 / UT-10: Notification

HAEH
(@DisplayName)
HE Md + HEfEH
(FAILURE) + &3

DBA AtZXte| DELETE
- O[HIE gig, 23/

H/NE QS

userRole O|X|& - F*

HIE S (518) » olME

e
BAT

fail-open — O[HIE XX

02 >

Optional.empty gtgh &

S Xt elg
EHAEH
(@DisplayName)
QT READ_ONLY +
DELETE orders -
Violation gt&t

QIZl: DBA + DELETE -

Violation g1&

AT E|O|E =7 HIH Al

= TS =
* 2 II1=[0f DENY Of
*l

=

role=DBA,

SQL= DELETE FROM
orders;

userRole 812,
SQL= DELETE ...

eventRepo.save() Off

el

2z(e)

user= ro-user ,

SQL= DELETE FROM
orders;

user= dba-user ,

SQL= DELETE ...

user= ro-user , SQL
B

. E%Z EmailSender , SlackSender , NotificationService

o HF &2/

3.2.7.1. EmailSenderTest

2

.

o AMH

(i

B

o Mock: JavaMailSender

| ollel H2| & NotificationLog(Status=SENT/FAILED) 7|22 ©2| &Z0f|M

[} EEH‘IEll NotifierProperties.email.enabled , from , toDefault

o E”g Ej‘ll assert* + verify(mail.send(...)) 3._’_% 01—'?'—

o H|IAE H0]A 5 At

TCID

UT-10-A

UT-10-B

UT-10-C
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EHAEDH

send() > toDefault2
M, props.from M

sendTo() -» from g2
of

o

springMailUsername
ITHH
="

disabled=true -» H&

==
SEQs

AH(2A)

enabled=true, from,

toDefault 8% =

send("SUBJ","BODY")

from=null , 2| MHMO2

springMailUsername Al

El £ sendTo(...)

enabled=false

7|tH Azt

QuerylLog.status=FAILURE ,
eventRepo.save() 18],

notifier.onEvent() 13|

O[HIE Qi5, &l ]|

(SUCCESS), M&/g&l =£ 0

7|ch Azt
Violation.present()==true ,
action=DELETE , ruleMatched Of|

DENY DELETE:* XEg

Violation.empty()

Violation.present()==true

sol,
7|t 2t
JavaMailSender#send 1 ol
%], to == toDefault
HE 2B AIG), &+
MxH= oIXIE XM Z T
sendTo SENE Y

JavaMailSender#send

AN &

A At HE/2A
HE K| Pass
HE K| Pass
HE K| Pass
AN At ™2 A
HE LA Pass
UK Pass
UK Pass
2t nyE/I2A

Pass ( verify(send) ,
assertArrayEquals(to) )

Pass ( verify(send) ,
assertArrayEquals(to) )

Pass ( verify(never()) )



TCID HAEY 2A(29f) 7Ich 2t A 2t Hy/2ZA

=&
bled=t

toDefault =2 > e ool UM MESE Pass ( assertThrows ,
UT-10-D . toDefault=null £ s

lllegalStateException L) = verify(never()) )

3.2.7.2. SlackSenderTest
o MH
o UHICIE HTTP MHZE A= ASZOIE BAK( jok 5200, /err =500)
o EEE‘IEli NotifierProperties.slack.enabled , webhookUrl
o THE 271: assert + hit count/2H payload 7|15
o HAE #HO|A Y AW

TCID EHAEYH () 7|ch Azt A A =HHIZA
UT-09-A 200 OK > M 43 Jok AEHQIER =& =21, payloadol] “text” oHW Pass (hitCount,

(SENTOI| sHg) send("hello world") ~ A|X| & S= body 2tel)

of| 2| T A|X]of|

500 8§ - Pass
UT-09-B ) = i e SLACK_WEBHOOK_HTTP_500 X S¢

RuntimeException send("oops") ., ( assertThrows )

I - 5= of

UT-09-C disabled=true > == & enabled=false hitCount=0 Y Pass

o] 2|H

hookUrl =8 >

UT-09-D webhookUrl - webhookUrl=null  0f12] HHAY s Pass

lllegalStateException

3.2.7.3. NotificationServiceTest

o AR ZAU:
o Mock: EmailSender , SlackSender , NotificationFormatter , SlackFormatter , CurrentAdminEmailResolver , QuerylLogRepository , NotificationLogRepository
o IEZIHE|: NotifierProperties

o ]I._I'g E'j'ii assert* + verify(...) §%/I'Pé* =) ;.:'HX‘I( Noliﬂcat\'onLog)

o EHIAE #HO|A Y H}

TCID EHAEH LA Y) 7| Axt A At EZAH
Email ON, Slack o|H|& ON, Slack iISend d() 1%]
emallsenaer.sen
UT-10-A OFF - EMAIL/SENT = : ' = Pass
174 OFF notifRepo.save(EMAIL,SENT) 124
Stack ON, Emall 2 0N, Email lackSender.send() 1]
UT-09-A OFF > (?F; o Sa:fR . er‘se(nSLACK S’ENT) 1A sd Pass
SLACK/SENT 171 roneRe s ’ =
email/slack 22t 13| =&
UT-09-B/ UT- Email+Slack ON = ! Pass (27 M&E
10-B / 2t xH": SENT 17244 = CtON NotificationLog 2Z1(EMAIL/SENT, s = ( 12
e = SLACK/SENT) =
TS Email 20 > Emafl ON, notifRepo.saveiEMAlL,FAILED) 1H(LE ol Pass
EMAIL/FAILED M&  emailender O]  TE/HA|IX| Zg)
UT-10-D Slack A4 > Slack ON, notifRepo.save(SLACK,FAILED) 121(2%F =9 Pass

SLACK/FAILED X Z slackSender Ofl2]  AE/HAIX| ZF)

3.2.8. UT-11: StorageService

. E%Z com.example.dbids.modules.storage.StorageService

o« A

(=]

iy

Ol

2%
=

=.
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o #Z|

o AMMZEZ:

27 x& 239|

O  QuerylLogRepository % Mocke 2 —;F—ﬂ( @Mock , @InjectMocks )

~
S

rH

o

e EHAE #

TCID

UT-11-A

UT-1-B

uT-1-c

UT-1-D

UT-1-E

UT-1-F

E'j'IE assertEquals , assertThrows , verify %j'—l' 0:1—'?—

O|A o At
HAEYH (@DisplayName)

At insert - repo.save 1
%, id ghgt

A oA
L Fega/uiEt >

lllegalArgumentException

AlZt X8 23 > invalid
executedAt

25l status - invalid
status
sqlRaw 8KB X1t= Mt &

Py
S

sqlSummary 512 1= &
ST

3.3.HAE Q¢

TCID
uT-01
UT-02
uT-03
uT-04
uT-05
uT-06
uUT-07
uT-08
uT-09
uT-10
ut-n
UT-12

i 25 e

Proxy Request Handler Pass
Proxy Response Handler Pass
RuleEngine Pass
RuleEngine Pass
BehaviorEngine Pass
BehaviorEngine Pass
AuthZEngine Pass
AuthZEngine Pass
Notifier (Slack) Pass
Notifier (Email) Pass
Storage (SQLite) Pass
Storage (S3 Job) Fail

22(29)

repo.save() 7t K& ¢ll
E|E[Q] id=100L 2 ME
off Hietst= 5 AE

userld="",
sglRaw=null ,
returnRows=-1,
status="" 22t ==&
executedAt="2025/10/21
12:00" (HRE ZH)

status="DONE"

sqiRaw Z0] 9000

Z0| 600

sglSummary

i)

4. £E¢ EH|AE (Integration Test)

4. HAE &3

e 0S: MacOS Sequoia 15.6.1

o JDK: Temurin 21

o I2|/3: Spring Boot 3.3.2, React 19 / Vite 7

o HE T3 Gradle 814
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7|cH At

save() 18] &, "2 id 1= null

2} Alo| Antct
lllegalArgumentException 24,

repo.save() S= ot st

lllegalArgumentException("invalid
executedAt")

lllegalArgumentException("invalid
status")

X% dE[E|Q|
sqglRaw.length()==8192
NF AEIE|C
sqlSummary.length()==512

save() 138 &AF,

dtst 001 2

NotNull

olel 421 B& &
M save() ZE
0%l

S o2l A oAl
x|zt

S 02 3Ol
x| =t

X E AEIE|Q]
20| 8192
UK E AE|E|Q]
20| 512

oE2A

Pass ( assertNotN
verify(times(1)) )

Pass ( assertThroy
verify(never()) )

Pass ( assertThro\
assertTrue(msg cc

Pass ( assertThroy
assertTrue(msg cc

Pass ( assertEqua
captured.getSqlRav

Pass ( assertEqua
captured.getSqlSur



» DB: SQLite 3.45
o =3 Mailhog, WireMock

4.2. EH|AE FHO]A &AM

4.21.1T-01: Query Logging

H

=/CHA}: API /apifingest/log , API /api/logs

[ ]
oY

=32
o =

il

o 2T APIZ FEHE H2|7t HA MEE K ol
o 21 Z3 APIOIM W3 HES HRET} Z8lEl =K ol

o AMM X7

(L
© profile=local , baseUrl=http://localhost:8080
o 61“:": Content-Type: application/json

o T 27| ME|RE/2E 7| 20l 8l POST SE a2 GET 23t contentioria X &

HAED
TCID (@DisplayName) 2@ 7Ich 2t MX| Z3t(29) ]

Body: { "executedAt": null,
IT-01: % =X

"userld": "itO1@test.com", 200/201 St 230
QIE0i| INSERT "sqlRaw": "SELECT * FROM ! . 200 OK, {"id":"de8d7091-5fad-
IT-01-A {"id":"<MNID>"} E Pass
(POST users;", "sqlSummary": "SELECT = 41f5-b2bf-969663250d8e"}
s
/api/ingest/log ) users", "returnRows": 3, "status": =
"SUCCESS" }
200 OK, totalElements: 1,
content[0].id="de8d7091-5fad-
IT-01: X3| =X 200 OK. 220 41f5-b2bf-969663250d8e" ,
OIEZ 9432 |0 Query: 2 K, 2& userld="it01@test.com" ,
IT-01-B : : "content":[ ... ] sqlRaw="SELECT * FROM Pass
29l (GET user=it01@test.com&size=10 e
. totalElements 2 1 users;" , returnRows=3,
[api/logs )
status="SUCCESS" ,
executedAt="2025-10-
29T12:14:32.7355772"
POST id = de8d7091-5fad-
IT-01: POST/GET POST 8&¢9l id < GET c ot ol
IT-01-C P A LA 41f5-b2bf-969663250d8e Pass
UKL HE content[0].id H|1d - o1
> GET content[0].id S
IT-01: LE MEtA status="SUCCESS" ,
= GET 22 L content[0].status , _
IT-01-D #ol ( status . . ol 2 7|cHet Ux| Pass
returnRows , sqlRaw %.*.0_| sqlRaw="SELECT *
rows , sqiRaw ) FROM users;"
. 39

o POST %EI:'; 'on"_‘l‘E‘: {"id":"de8d7091-5fad-41f5-b2bf-969663250d8e"}

o GET %E‘ Bgfi totalElements:1, content[0].id="de8d7091-5fad-41f5-b2bf-969663250d8e" , userld="it01@test.com" , sqlRaw="SELECT * FROM users;" ,

returnRows=3 , status="SUCCESS"

« CLIZHNZ
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4.2.2.1T-02: PatternEvent

S . API /api/ingest/log ,

o DE/THA

. BZ =XH:
o 34N
o O[HIE

o AP Z=A:
[e]

profile=local ,

L( brop TABLE .

SQ
==

)2

oA #HEt logld &2l

o B||C: content-Type: application/json

o 2R ¢l

o EEZ
o« HAE #HO]
TCID
IT-02-A
IT-02-B
IT-02-C
. 5

o POST

&S (Slack/Email): (2

H: dejRE/RE |

2

>
pis)

HAEH

(@DisplayName)

TAM

[=k k=]

IT-02:

sto

=

[

SQL 3 AXI

(POST /api/ingest/log )

IT-02: PATTERN O[HIE

x3| 9! ZE| (GET
/api/events?

type=PATTERN&size=100 )

IT-02: o4l
(Et/ Azt E /T

oct.
SH.

o GET SE (Y 2):
{"id":"37b9ef59-393d-4e5b-9177-2e81920108bc","logld":"4a0e07de-c709-4948-8439-
b4a9d7a6e808","eventType":"PATTERN","severity":"HIGH",...,"userld":"martin115@example.com","sqlPreview":"DROP TABLE SECRET_DATA"}

« CLIZANZA

4.2.3.1T-03: BehaviorEvent

« BE:

AETIQIE:

com.example.dbids.modules.behavior.BehaviorDetector ,

Al PATTERN/HIGH O[HIE7} ‘M &| =X

FAIL

API /api/events?type=PATTERN

Z3|E| =X gel

baseUrl=http://localhost:8080

TC= O[HIE ME/HAT HE)
2! POST 8% id = O|HIE logld
Uz (29)
Body: {

"userld":"martin115@example.com",

"sqlRaw":"DROP TABLE

secret_data",

table secret_data g
"status":"SUCCESS" }

sqlSummary":"drop
returnRows":0,

Query: type=PATTERN&size=100
> A3 CHH0|2 2 Vjq --arg L

"$LOG_ID" ".content([]

(B)e| EE{ &
severity , O|7}&

{"id":"4a0e07de-c709-4948-8439-b4a9d7a6e808"}

POST /apif/ingest/log , GET /api/events?type=BEHAVIOR

o Y AEA UHIE @F(ALO|3)

System Test Results

AN eventType ,
SQL Z2|F =el

gol

UX| 05, O[HIE EFY/
7| Axt
200/201 SH, 220
{id":"<A44ID>"y It

Al
(=]

select(.logld==$L)" 2

logld 7|4t ZE

eventType=="PATTERN"
AND severity=="HIGH"

Al Type=geravior O|HIET} MM E|E=X]

com.example.dbids.modules.notify.NotificationService

Ze

ok
o

A 23 (29)

200 OK, {"id":"4a0e07de-c709-
4948-8439-b4a9d7a6e808"}

=

200 0K, =5
id> QOME =12

eventType:"PATTERN" ,

severity:"HIGH" |

userld:"martin115@example.com"
sqlPreview:"DROP TABLE

SECRET_DATA"

‘[.content [

S logld == <POST

]
02

Pass

200C

{"id":'
2e819:
c709-<£
b4a9d

Pass



o O|HIE MZt(Severity) 7t & AAX]| O] & I nicn = HI|=E=X

o

B
ot
>

PIOI[A 3l AHEAF ZE|Z O|HIES HM 7+SSH=X]

O baseUrl=http://localhost:8080 (proﬁ\e:loca\)

o HE BIX| I2tO|Ef: windowseconds=60 , thresholdMedium=1.0 , thresholdHigh=2.0 , wQpm=1.0 ,

o A 274: of2lf Pass/Fail 7|& £& 0% + AX| Evidence

o« HAE HO|A B At

TCID HAEYH UA(R) 7|ch At
S AEX}
_—
behav@test.com Ofl CHaH 200 0K,

BEHAVIOR Ol 1% (j CtH posT

IT-03-A £ yM/x3| N y o) content([].eventType=="BEHAVIOR" ,
fapifingestflog , Bl Sie AL Xt O[HIE 22 174
GET /api/events?
type=BEHAVIOR&user=...

IT-03-B A E£oHQPM) S L sqiPreview content[].severity=="HIGH" ,

2 HiGH &2l W QPM £=X] =2l sqlPreview LH opm A 0|4
.
o GET 3%

wWriteRatio=1.0 , wDdIPerMin=1.0 , wErrorBurst=0.5

AH Zaoh(HE 2t )

content[0].eventType="BEHAVIOR" ,

userld="behav@test.com" , H 0| &
totalElements=1

severity="HIGH" ,
sqlPreview="USER=behav@test.com
QPM=200.00..."

Pass

Pass

{"id":"fe4f767e-ff4e-4467-a4e3-d60117f124d2","logld":"5c87191a-fOcb-4931-8fb8-3499a267ff53" "eventType":"BEHAVIOR" "severity":"HIGH" "occurredAt":"2025-10-

29T712:55:25.691259Z","userld":"behav@test.com","adminld":null,"sqlPreview":"USER=behav@test.com QPM=200.00 WRITE_RATIO=0.00 DDL/m=0.00 ERR=0

SCORE=200.00"}

e CLI Quick Check

p for i in e
n" —d "{\"userId\":\"b

; done; -s "http:
select(.eventType==\"B
PASS

com.example.dbids.modules.authz.AuthZService , com.example.dbids.modules.authz.AuthZEngine

POST /api/ingest/log , GET /api/events?type=AUTHZ&userld=...

: application/jso
"} >/dev/null
.content[] |

o READ_ONLY AtEXIE ZX|E M7|(INSERT/UPDATE/DELETE) Al Type-auTHz O|HIE ‘HM

o ng—hlg ‘?"H|_|' )\| severity=HIGH =2 7|%

o Z3| APIOIA usera LF2HO|E{ 2 SliE O|HIE HA Jhs

o baseUrl=http://localhost:8080 ( profile=local )
o RBAC 7|2 71H: READ_ONLY - DENY INSERT/UPDATE/DELETE/DDL
o IFM 274: Ol2{ Pass/Fail &% + Evidence

o H|IAE HO|]A 5 Axt

TCID EHAEH U (29) 7|ci 2t
201/200 , O|HIE FS20{|A

eventType=AUTHZ Z=Xi

AUTHZ O|HIE ¥ serid=authz@test.com &

IT-04-A
0 o INSERT INTO users...

System Test Results

A ZaH(F) =y

POST 200, GET 200,
AUTHZ O|HIE A
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TCID EHIAEE Y (k)

IT-04-B M7tz HIGH S99

IT-04-C logld 2X|4 POST S&el id o O[4E
logld

. 3

o POST 8Y
{"id":"271cb54e-2485-4d82-aa2d-1e2565af834b"}

o GET 8H

7l 23t AR ZIHQY
O|HIE ity="HIGH"
severity="HIGH" ||_ everity:
29l
logld == id jq %‘E‘IE %OE“S Q?_IEDI

{"id":"0eb5c76b-4d11-4b59-a352-262238bd0735\n","logld":"5ac33925-d400-4685-8a66-
20e80885fdb6\n","eventType":"AUTHZ","severity":"HIGH",...,"sqlPreview":"INSERT INTO users(id) VALUES (1)"}

e CLI Quick Check

4.2.5.IT-05: Notification
. IS
com.example.dbids.modules.notify.NotificationService ,

EmailSender , SlackSender , NotificationFormatter , SlackFormatter ,

com.example.dbids.modules.auth.CurrentAdminEmailResolver
o QIEIOIE

©  POST /api/ingest/log

o  GET /api/events?type=PATTERN&user=...&size=...

O  GET /api/events/{eventld}

o O|HIE E2|7{ A| Email 2t Slack 25 & M2 =ol
(Slack2 WireMock #=Z 22 CiA|)
o O|HIEQ| jogid 7} M posT SE ia 2F YK
o M =
o baseUrl=http://localhost:8080 ( profile=local )
o Email=Mailhog, Slack Webhook=WireMock
o WireMock 7|5: Dockerg Edll 7|5

o WireMock 0HZ (&2 =):

curl -X PUT http://localhost:9090/_admin/mappings/new \

-H "Content-Type: application/json" \
-d '{

"request": { "method":"POST", "urlPath":"/slack" },
"response": { "status":200, "jsonBody":{"ok":true} }

}n

o Y/ZZMHE|

System Test Results
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notifier:

email:
enabled: true
from: noreply@dbids.local
to-default: admin@dbids.local

slack:
enabled: true
webhook-url: http://localhost:9090/slack

. 2¥/SY

o POST /apifingest/iog = 201 Created

Header: Location: /logs/ea50e18b-0fbd-4bb7-89ec-1069b58241c5

BOdy: {"id":"ea50e18b-0fbd-4bb7-89ec-1069b58241c5"}

o GET /api/events?type=PATTERN&user=alert-ok@test.com&size=5 - 200 OK

K 7 Al

(A =D

®  eventType="PATTERN" , severity="HIGH"

" ogld="ea50e18b-0fbd-4bb7-89ec-1069b58241c5" (POST idSf 2 X))

m  sqlPreview="DROP TABLE IMPORTANT_TABLE"

o H|IAE H0|]A 5 Axt

TCID HAEH 2 (29)
userld="alert-
PATTERN/HIGH ok@test.com" ,

IT-05-A O[HIE MA sqlRaw="DROP TABLE
important_table"
IT-05-B Email &4 43 IT-05-A% 5
Slack &4 M3
IT-05- IT-05-A% 5
05-C (WireMock) 05 tee
i o|HIE
IT-05-D logld S| Y| POST [ <> olE
logld
NotificationLog 7| o
IT-05-E = B =3
L] éﬂ!
o Headers
= Content-Type: application/json
o POST Body
{

"userld": "alert-ok@test.com",

"sqlRaw": "DROP TABLE important_table",
"sqlSummary": "drop table important_table",
"returnRows": 0,

"status": "SUCCESS"

o curl

System Test Results

7|ch Azt

POST 200/201, GET Of

A olglE =xi

= &

oY
EE&= NotificationLog
EMAIL/SENT )

=

WireMock /slack

logld == id

EMAIL/SENT &
SLACK/SENT

HEREETNL RSN

pPOST 201, GET 200,
PATTERN O|HIE A

A 2/ = DBOIA

EMAIL/SENT =0l

__admin/requests/mappings -y

ol
o

fol

ne
Rasd
ot

J

bt
ry

230 &£ MY seEnT =X

Pass

Pass

Pass

Pass

Pass
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# (A) 324 SQL » O[HIE E2|H
curl -s -X POST "http://localhost:8080/api/ingest/log" \
-H "Content-Type: application/json" \

-d '{"userld":"alert-ok@test.com","sqlRaw":"DROP TABLE important_table","sqlSummary":"drop table important_tabl
e""returnRows":0,"status":"SUCCESS"}'

# (B) PATTERN O[HIE X3
curl -s "http://localhost:8080/api/events?type=PATTERN&user=alert-ok@test.com&size=5" | jq .

# (C) & 2 eventld AMA|
EVENT_ID="<content[0].id>"
curl -s "http://localhost:8080/api/events/$EVENT_ID" | jq .

e CLI Quick Check

o PATTERN/HIGH ZXi

o Slack(Webhook) 3|E = 1 (WireMock)

dmin/requests/count

o notification_log &

re

«/backend/data/dbids.sqlite %
order by
20.911324.

Teclbfe3-TThb-489c-9bT7-dal498475551 | SLACK | SENT | 2025-10-30T09 20.9113247
970cdb75-B4ae-49c3-8561-a7518de5ed10 | EMAIL | SENT | 2025-10-30T88: 48:07. 0995077
970cdb75-84ae-49c3-8561-a7518de5ed10 | SLACK | SENT | 2025-10-30T08: 48:07. 0995077

« Evidence

System Test Results
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From noreply@local.test
Subject [DB-IDS] [HIGH] Type=PATTERN User=alert-ok@test.com

To admin@local.test

Plain text Source
@ DB-IDS Detection Alert

Event ID : fcclbfc3-ffbb-489c-90bf7-dald98475551

Log ID : eab0el8b-0fbd-4bb7-89ec-1069058241c5
Type : PATTERN

Severity : HIGH

Time : 2025-10-30T09:05:20.9106692

User : alert-ok@test.com

Status : SUCCESS

Rows : 0

SQL Summary:
drop table important table

SQL Raw:
DROP TABLE important_ table

3 -s http://localhost:9898/__admin/mappings |
{

"mappings": [
{

"id": "bleBbfa6-35d1-4e80-b393-dEbedfdedb7a",

4.2.6.1T-06: DashBoard
e BF: dashboard((React+Vite) , MAE  com.example.dbids.api.*
o AC=HEOIE(UI):
o flogs (23 HIO|E), jevents (OIHIE HIO|E), stats (R2F J2{I)

b

=
° 7“3 =

(=]

Jg

1=

o Moo A4 E HOJE| 7 CHAIZ 20| Fets| Bt e =] 2ol

Fa

(i

o A

ral
%

o FE: http://localhost:5173
o BE: nitp://localhost:8080
o OOJE] M
PATTERN_ID=$(curl -s -X POST "http://localhost:8080/api/ingest/log" \

-H "Content-Type: application/json" \
-d '{"userld":"dash@test.com","sqglRaw":"DROP TABLE t_dash","sqlSummary":"drop table t_dash","returnRows":

System Test Results



0,"status":"SUCCESS"}' \
| jo -r .id)

BIAE #loj2 & 21t

TCID HAEH
Qo X & 2zl
IT-07-A o Al 12
( /stats )
O|HIE E{|o|E &
IT-07-B
Al( Jevents )
olHIE LE| St
IT-07-C IS 2
( /events )
27 H0|2 EA
IT-07-D 1015 #4
( /1ogs )
23 4LE 5%t
IT-07-E 2E]
(/1ogs )
IT-07-F XHs Al ol
=4
o o
O /stats

System Test Results

22(29)

stats H&

Jevents F&

/events?
type=PATTERN&user=dash@test.com

flogs E&

/logs?user=dash@test.com

Jevents EE [stats HOE F A7

POST

7|cH At

HEZ!0 userldet LX|st=
HA|

| AlRHo| AT HH, HH
(eventType, severity,
userld, occurredAt,
sqlPreview) =&

2|AEO|
eventType=PATTERNO| 11

user=dash@test.com 2t
L&

R

250
user=dash@test.com?!
Ak FA|

UH F7| = HO|S/XIHO|
Al ClolE HHE

H
0z

Pass

Pass

Pass

Pass

Pass

Pass
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mailto:dash@test.com
mailto:dash@test.com

o

o

System Test Results

/events

[logs

Usage Analytics

Total Queries

1,091

AERHE 72| &7 10

AZioHE 72|

Detection Events — All

Refresh page1/2

TIME

2025. 10.

Top

behav@test.com

TYPE SEVERITY  saL

PATTERN DROP TABLE T_DASH

Logout

(] Last 7 days Today

21:00

1 pre ARK

Logout

16



Logout

Query Logs
Search Download 1 Auto refresh

Next
>

TIME ¥ sTaTUS saL (st ACTION

20; as! cC ash view

Logout

Query Logs

Search  Download 1 Auto refresh

TIME ¥ sTATUS SQL (SUMMARY) ACTION

View

Logout

Query Logs
Search  Download 1 Auto refresh

Next
>

drop table
INSERT users

INSERT users

nses
INSERT users
INSERT us
INSERT use
INSERT use
INSERT users
INSERT use

SELECT

apiZt F7|HO = HAg

4.3.HAE Q9F

TCID AlLiz|2 A H| 1

IT-01 ez =22 5% Pass -

IT-02 THE 7|8k et Pass -

IT-03 WS 7|8 EX| Pass -

IT-04 ok 7|8k et Pass -

IT-05 L2 AS Pass -

IT-06 22! ol Fail ME7|s 0173

IT-07 AIEE HE Pass -

IT-08 27 ot7to|e Fail 7ls 0|7¥

IT-09 E7-0[HE AZY  Fail 7| 0|17

5. AJAHI H|AE (System Test)

5.1. HAE 2tA

=)

System Test Results



e 0OS: Ubuntu 20.04

o JDK: Temurin 21

o I2e{3: Spring Boot 3.3.2, React 19 / Vite 7
o WE T3 Gradle 814

» DB: SQLite 3.45

e T Gmail, Slack

5.2. HIAE #H|0|A &l

5.2.1. ST-01: Admin - SELECT &% - QueryLog M% & LHA|EE X3
« 25:FR-13Z O{& 80l — &7 APIO]| SELECT 212 7|28HH jog. X3 U CHAILE 0] BHEE=X| 2

(] Q’é/ﬁlﬂ baseUrl=http://<EC2-Public-DNS>:8080, Admin 7:”)5! st01-admin@test.com Af%

. POST /api/ingest/log 2 SELECT 7|2 MA

. GET /apiflogs?user=...&size=10 O£ Yz MMt =

[m]

=3

0x
Lot
°

1
2
3. CLI Quck Check 2 POST 8% is 2 /iogs 2| contentlia 2K
4. THAIEE /logs 2t KM ZE A|ZAH HE
o IHY J|E Chy|
. POST 201/200 (5xx Otdl) > =&
. GET 200 0K » £&

N[y

1
2
3. SHEE content) EXMH U 0 LA > F
4

COAEE A[ZHH 20l » 5%

mpute.amazon

* FROM user
LECT user

HTTP/1.1 201
Vary: Origin
Vary: Access-Control-Request-Method
Vary: Access-Control-Request-Headers

X-Content-Type-Options: nosniff
X-XS5-Protection: @

Cache-Control: no-cache, no-store,
Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Content-Type: application/json
Transfer-Encoding: chunked

Date: Mon, 1@ Nov 2025 @7:33:16 GMT

{”id":"d?ﬁa92ca—35&S—%FFe—QSCC—09d252d29dlB"}E

POST /api/ingest/log & SELECT 7|2 A

System Test Results



Vary: Access-Control-Request-Method
Vary: Access-Control-Request-Headers
X-Content-Type-Options: nosniff
X-XS5-Protection: @

Cache-Control: no-cache, no-store, max-
Pragma: no-cache

=@, must-revalidate

Expires: 0

X-Frame-Options: DENY
Content-Type: application/json
Transfer-Encoding: chunked

Date: Mon, 1@ Nov 2025 @7:33:45 GMT

talElements":1,"first":true, "last":tr

false},"offset
"d76a%2ca-35a8-4ffe-98cc-09d282d29d10", "executedAt”
sglSummary”:"SELECT users","sglRa "SELECT * FROM users;"

;" "returnRows
,"sort":{"sorted":true,"empty":false,"unsorted":false}, "numberOfElements":

GET /api/logs?user=...&size=10 S 2 &= MAMst 27 x3|

Sot

&8

ST-@1 CHECK: LOG_ID linked -> PASS

CLI Quck Check 2 POST S& i« ¢t S UK =l

[J SUCCEss FAILURE

Search  Download " Auto refresh

page
20/page y Next
>

TIME ¥ USER STATUS SQL (SUMMARY) ACTION

2025. 11.10. 2% 4:33:08 st01-admin@test.com

SELECT users

SQL Summary Copy SQL Raw Copy  Download .sql

SELECT users SELECT * FROM users;

OHAIEE Jlogs ot'H X2 AIZAH HE

o %Z MH > Pass

5.2.2.ST-02: UNION SELECT Ii& EfX] - PATTERN O[HIE QI
2

== o8 2ol — 22 M SQL(UNION SELECT)Z2 £&stH r1ype-partern O|HIEIL MM /X3 & =X HE

s

. %@/EI‘" baseUrl=http://<EC2-Public-DNS>:8080 , E‘”ﬁE AF%X} st02-pattern@test.com
1. posT /api/ingest/log Z UNION SELECT E_C"J 2 MM

2. GET /api/events?type=PATTERN&user=...&size=50 = tc'!
p yp!

]l
0 >
0%
rm
k=)
&
Im
B
ot

3. CLI Quick CheckZ POST S& id2t O[HIES| logld A U EF/MZHE UK| =l
4. THAEE jevents SFH M2 A|2ZH™ HS

o T 7|FE ChH|

1. POST 201/200 (5xx Ol'd) » &&

=
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GET 200 0K » &&

& 22 £ logld==PosTid O|(H eventType="PATTERN" ->

o
I

severity="MEDIUM" 22 E7|(3|'_1IH A 7|—7.-_c—) > &=

ST
oo

. HAIZEOIN S O[HIE 2l > £F

=

H]|
o

ol

[ST-@2] POST /api/ingest/log (pattern attack)
HTTP/1.1 201

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers

Location: /logs/d897c184-841c-4198-9835-8e11f1814d07
X-Content-Type-Options: nosniff

X-XS5-Protection: @

Cache-Control: no-cache, no-store, max-age=@, must-revalidate
Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Content-Type: application/json

Transfer-Encoding: chunked

Date: Mon, 1@ Nov 2025 B7:57:09 GMT

{"id":"d897c184-841c-4198-9835-8e11f1814d@7"}
[ST-02] LOG_ID: d897c184-841c-4198-9835-8e11f1814d07

2 UNION SELECT =g 21 M

[ST-82] GET fapi/events?type=PATTERNSuser=st@2-pattern@test.com&size=50@

{
"totalElements": 3,
"content": [

"id":
"logId":
"eventType":
"severity”":
"occurredAt”:
"userId":
"adminId":
"sglPreview":

"id":
"logId":
"eventType":
"severity":

"occurredAt”:
"userId":
"adminId":
"sgqlPreview":

"id":
"logId":
"eventType":
"severity":
"occurredAt”:
"userId":
"adminId":
"sqlPreview":

System Test Results



2025.11.10. 2

POST status -> OK

LOG_ID parsed -> 0K
PATTERN/HIGH for LOG_ID -> 0K
QC3: sglPreview contains UNION -> OK
C3b: sglPreview contains PASSWORD ->

CLI Quick Check& POST S id2t O|HIES] logld HA % EFY/&lZ = &

QC1:
QCilb:

QC2:

£ 4:57:02

st02-pattern@test.com PATTERN MEDIUM SELECT ID FROM USERS
HAIEE ofH M= AZAHE AF

5.2.3. ST-03: L& SELECT AI}0|3 -» BEHAVIOR O|HIE(HIGH)

o SX:FR-35Z 02 — S AMEX 8IE EHT M Al Type-BEHAVIOR , severity=HIGH

o BF/HA:

o Hih:

1. executedAt=TO _?_789% El‘?j POST /api/ingest/log 7.‘_"%(200?_", %:'an

2. }I=2 FA|(TO+~60s)

3.

4. CLI Quick CheCckZ BEHAVIOR/HIGH , QPM

baseUrl=http://<EC2-Public-DNS:8080 , A}%X} st03-behav@test.com

5)
7! ¥ H0| 174 POSTZ flush RE

GET /api/events?type=BEHAVIOR&user=...&size=20 _7F_§|

27(=100) EE

5. EHA|EE /events §|‘E 7=,HX‘I§ A|7—||‘E|I %‘%

o Y J|ZE ChHI:

1. CHZF POST & 5xx 818 » 35
2. GET 200 OK %! O|HIE XA 1A > £F
3. eventType=="BEHAVIOR" AND severity=="HIGH" => =&
4. sqpreview L apm=z100 > EF
. 59

[5T-03]
[5T-03]
[sT-03]
[ST-03]
[ST-03]
{

"totalElements”:
"content": [

System Test Results

windowSeconds=6@, T0=2025-11-10T08:37:22Z, T1='(sleep At & )'
sending 200 logs in parallel (5) at executedAt=T@

sleeping 655 to cross window...

posted 1 dummy log at NOW=2025-11-10T08:38:31Z » flush expected
events summary (top 3):

1,

nge=z A H& (2007, HE 5)
Y= ZA(TO+~60s) @2l | CI0] 14 POSTE flush K=

=3

QC1l: BEHAVIOR/HIGH -> OK

QPM >= 100 -> OK

Qcz2:
EVENT_ID=e2c4bdbe-afde-4bac-bcfc-06ca9553e377

CLI Quick CheckZ , 7(2100) BZ

UNION SELECT PASSWORD FROM

|Z3 ==X E5



Detection Events — All

Refresh  page

TIME USER TYPE SEVERITY saL

2025.11.10. 2 st03-behav@test.com BEHAVIOR USER=st03-behav@test.com QPM=167.00
% 5:38:31 WRITE_RATI0=0.00 DDL/m=0.00 ERR=0 SCORE=167.00

HAIEE S UMz AAH HS

o %Z MH > Pass

5.2.4. ST-04: READ_ONLY - 2X| M7| A|E > AUTHZ O|HIE MAM/X3|

. %E! FR'4 %"—-‘E o:lﬂu— é!’?_' - READ_ONLY AI'%XI'E E.‘XIE.J &7|(|NSERT/DELETE) M Type=AUTHZ Ol”.i'Eﬂ‘ g*c;lEl_T'_, severity=HIGH
ZR|BE=XE3

o BHA/HAE|: baseUri=http://<EC2-Public-DNS>:8080 , AFE Xl sto4-authz@test.com = READ_ONLYZ 7+
o Hxh
1. POST Japifingest/iog = =KX MI|(INSERT) Al
2. GET Japi/events?type-AUTHZ&user=.. &size=30 = Sha 22t jAE|= AUTHZ O|HIE Z=3|
3. CLI Quick CheckZ posTid == event.logld , eventType=AUTHZ , severity=HIGH , sqlPreviewol INSERT/DELETE =&t 20l
o EH J|EOHH
1. POST 201/200 (5xx Otd) » &
2. AUTHZ O|HIE =& 200 OK » &
3. eventType=="AUTHZ" AND severity=="HIGH" > &&
4. eventlogid == PosT 2gid X > EEF

=1
=]

Ol

[ST-04] AUTHZ test start (user=st@4-authz@test.com)

[ST-04] POST response (headers+body)

TTP/1.1 201

fary: Origin

fary: Access-Control-Request-Method

fary: Access-Control-Request-Headers

Location: /logs/979b3832-e278-4Bbe-adfa-b3945dc@5df5

K-Content-Type-Options: nosniff

X-XS5-Protection: ©

ache-Control: no-cache, no-store, ) must-revalidate
a: no-cache

X-Frame-Options: DENY

ontent-Type: application/json
ransfer-Encoding: chunked

ate: Tue, 11 Nov 2025 ©8:27:55 GMT

{"id":"979b3832-e278-48be-a@fa-b3945dc@5df5"}
[ST-04] LOG_ID=979b3832-e278-48be-adfa-b3945dc@5df5

2 3K XI|(INSERT) Al
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[ST-04] events summary (top 3)
{
"totalElements": &,
"content": [

"id":
MIGT- T
"eventType":
"severity":
"occurredAt”:
"userId":
"adminId":
"sglPreview"

"id":
MIGT- T
"eventType":
"severity":
"occurredAt”:
"userId":
"adminId":
"sglPreview"

"id":
MIGT- T
"eventType":
"severity":
"occurredAt”:
"userId":
"adminId":
"sglPreview":

2 gz 279 0jA L= AUTHZ O[HIE X3

QCl: POST status -> 0K
QClb: LOG_ID parsed -> 0K

QC2: AUTHZ/HIGH for LOG_ID -> OK
QC3: sqlPreview contains write op -> 0K

CLI Quick CheckZ

o %Z MH > Pass

5.2.6.ST-06: Admin 2191 = O|HIE X3| > UI-DB 2} ¥X| &

ol

e ZX:FR-6 £ OfF =AQl — 2[Rt 208 F CHAIZENM X33 LIZ0

or | eioll= DB 9! API SE 1t &
o SHH/MA|: baseUri=http://<EC2-Public-DNS>:8080 , Al sto6-ui-db@test.com
o HAI

1. 324 FE(EHESEC2 API)

®  POST /api/ingest/log (DROP TABLE) -> 201 Created

XEZF L0G_ID=8b441b7c-8d56-44da-9a3f-celda550d1da
E

2|(API)

v

®  GET /api/events?type=PATTERN&user=st06-ui-db@test.com&size=5

® EVENT_ID=14a219e2-ee79-453d-b82b-940878f29041 , eventType=PATTERN , severity=HIGH =tol

3. EC2 L5 DB X &2l

=

e SELECT ... FROM detection_event WHERE log_id='<LOG_ID>' —> 1?;', PATTERN/HIGH

e SELECT ... FROM query_log WHERE id='<LOG_ID>' = status=FAILURE , SQL O|2|5=7| DROP TABLE important_table...

System Test Results

ok
o
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4. Ul AJZ ERI(CHAI 2 = ZK)
o Jlogs SHH: Sl AL XF Ol FAILURE, drop table important_table FEA|
e Jevents 2tH: TYPE=BEHAVIOR/PATTERN & PATTERN/HIGH & =% (0|'H 42 PATTERN/HIGH &¢2l)
o TN 7|ZE Chy|
. API POST 201/200 (5xx Otl) » &

. O|HIE API 200, pattern/HicH X8 > ZF

I

1
2
3. DBQ| detection event [ query_log 2f0| API®t S > =
4. Ul( iogs , fevents ) A7 DB-APIZt 2X| » BF

=1
=]

Ol

[ST-86] 1) PATTERN/HIGH & &= : DROP TABLE

HTTP/1.1 201

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers

Location: /logs/8b441b7c-8d56-44da-9a3f-celda550d1da
X-Content-Type-Options: nosniff

X-XS5-Protection: @

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: @

X-Frame-Options: DENY

Content-Type: application/json

Transfer-Encoding: chunked

Date: Tue, 11 Nov 2025 08:4@0:38 GMT

[ST-06] LOG_ID=8b441b7c-8d56-44da-9a3f-celda550dida
[ST-06] EVENT_ID=14a219e2-ee79-453d-b82b-940878f29041 (PATTERN/HIGH)

(DROP TABLE) -

[ST-@6] detection_event: @3 LOG_IDM # S O HE
id log_id event_type | severity occurred_at
14a219e2-ee79-453d-b82b-940878F29041 | Bb441b7c-8dS6-44da-9a3f-celda550dida | PATTERN HIGH 2025-11-11T08:40:30.819192941Z
[ST-86] query_log: # & LOG_ID 4 A
id user_id status executed_at sql_preview

8b441b7c-8dS6-44da-9a3f-celda550d1da | st@6-ui-db@test.com | FAILURE | 2025-11-11T08:40:30.807469402Z | DROP TABLE important_table...

=14,
> , SQL 02| 7]

2025.11.11. 2% st06-ui-db@test.com drop table important_table
5:40:30

sto: o2k AF2 X} SH0j| FAILURE, HA|

2025.11.11. 2 st06-ui-db@test.com PATTERN DROP TABLE IMPORTANT_TABLE

£ 5:40:30

3tH: TYPE=BEHAVIOR/PATTERN & PATTERN/HIGH & ‘==

5.3.HAE Q%

TCID AlLtz| oy H| 1

ST-01 Admin - SELECT ¥ > QueryLog X% & CHA|2E X3 Pass -

System Test Results 24



TCID AlLt2|2

ST-02 UNION SELECT password 32 & - PATTERN O[HIE
ST-03 S ALK} T2 Efl(RI=S ZA flush) > BEHAVIOR/HIGH
ST-04 READ_ONLY AM2X} A7| AZ(INSERT/DELETE) > AUTHZ/HIGH
ST-05 HIGH O|HIE 24 A| Email & 83

ST-06 2301 S Jlogs - fevents Ul 3t <> DB 3t L AS

ST-07 2301 Af A| 22 HAIX] EA|

ST-08 30¥ Z3t 23 0H710|H(S3 HEE 3 H )

ST-09

il
[

-O|HIE UM (POST id = event.logld, AlEf 2& 2%|)

6. H|7|s HIAE (Non-Functional Test)

6.1. HIAE 83
e OS: Ubuntu 20.04
o JDK: Temurin 21
o I3 Spring Boot 3.3.2, React 19 / Vite 7
o HYE T3 Gradle 814
o DB: SQLite 3.45
o 3 JMeter

6.2. HIAE FH|0]A &N

6.2.1. NFT-01: EtX| X|A

« HAE 47

AN ME2| SEAIZH(Average/95p) Tt LEES J|1EOZ THH,

1. POST /api/ingest/log EZ] AC’,“;; -|Q|-|—|ﬂ |D)

2. GET /api/logs?page=08&size=208&sort=executedAt,DESC % ’é’E}% .7_|'7—4|9§ EEEEI

-

3. SE S=0| Y3 YdE logld7t HO|= AIEE ZAlL

=

. By

N

=
o W SEHAIZH<1,000 ms
o 95MMIEtY < 1,000 ms

o LRE<5%

« &3 X|E (Aggregate Report)

28 #Samples Hi(ms) 95p(ms)

A-POST /api/ingest/log 304 193 453

A-GET /api/logs 1,317 197 420

TOTAL 1,621 197 431
By

System Test Results

o Hol RH: A2 SA|M(Threads=3), B2 Z&(0msx22| - 10~25ms, |} 40%]).
=

§ EH’}J: POST /api/ingest/log (E: %“}5‘) + GET /api/logs?page=0&size=20&sort=executedAt,DESC (

Z|C(ms)
1032
1481
1481

ESIN

7|5 O+

7| 017

[

2FE
1.64%
3.34%
3.02%

=8) 3gA

—_

REE
36.6/sec
159.6/sec
195.3/sec
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o WH/95p BF 7|FE UHE, 238 < 5% > NFT-01: Pass
6.2.2. NFT-02: X{2|2
o EIAE My
o ZH: API T ZZ2(POST /api/ingest/log)e| X|& Xz2|2 AS.

o B3t B Threads=10, Ramp-up=10s, Hold=60s 0|4},
=

1. E20|HETL £ L™ £ Z posT Japifingest/iog R H&

2. MH7t QueryLog 7|2 = 2xx S&

3. JMeter?t M2|Z(ops/sec), LFE, XIHEXLE T
o« HHEIIE

o X|& X2|ZF = 100/sec

o LRE<5%
o =73 X|E (Aggregate Report)
T2 #Samples Ha(ms) 95p(ms) Z[cH(ms)
B-POST /apif/ingest/log 6,041 448 923 3,566
TOTAL 6,041 448 923 3,566

o Ty
o X|& XN2|& 102/sec, 2F & 0.83% > NFT-02: Pass

6.2.3. NFT-03: SA|Y

o HAE M7

o ZA: HA|EE API( GET /api/logs?page=0&size=20&sort=executedAt,DESC )9| SAI100E H& Al SEHH A

1. 100Ee| 7t AMEXIZF SAO Japifiogs 2
2. M7} 200 OKZ £|Al 21 T|0|X| Rkt
3. JMeter7} SE AlZt 2E-2F7E-X2|2F TA|

=l

—

A

o Response Code = 200
o Response Time =< 2,000 ms (2 ME)

=3 X|E (Aggregate Report)

2 #Samples Y7 (ms) 95p(ms) Z|th(ms)
C-GET /api/logs 100 67 182 245
TOTAL 100 67 182 245

o EH

o M ME 2% O, 2FE 0% - NFT-03: Pass

System Test Results

o 3t B2 Threads=100, Ramp-up=10s, Loop=1 (100 13| SA| TI!)
=

R*FRE
0.00%
0.00%

M A posT /apifingestiog SEH(MSE/XIH), JIMeter Aggregate Report X2|2(Throughput).

2FE
0.83%
0.83%

0l

a2
102.0/sec
102.0/sec

NEE
20.1/sec
20.1/sec
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6.2.4. NFT-06: HOH(H|A HS XH)
o HAE M7
o F&: Admin Al H|YHS It SHA-256 SHA|2 XHE ==X 2ol
o CHA E|O|&/Z&: admin_user / password_hash
o EMH J|FE: H|IO|S0| HE HIYHSTIL ZEXSHR| b2, ME 40| SHA-256 3iA| AEH(16%! 64%}) S BY
e ANUEIR EE
1. DBO|M admin_user EH|O|E X3
2. password hash ZZ0| W20 ot SHA|Z HEH=X| &l
3. oH M2 B =

H]|
o

ol

o X% Zto| H20| ofL| SHA-256 SHA| HEHRAS WK Z 22l > NFT-06: Pass
6.2.7. NFT-07: 22|14
. EHIAE M7
o 2 A E2fLnt 22 E2of thot 2E(FPR) / OIEHFNR) HE.

° tcl’Hng curl + jq ﬁiE&IE/%El'OIL'IE API S= gtl Ol”.iIE _7|<_§|

= HAH1,000: Th2 seieer F, 50ms H|O|AO 2 HEEIX| = 3|1,

» 22 502 propasle .. 2 HAIX IE 7|9 E AR,

(50) » TP=50, FN=0 - FNR =0.00% (¢
X 4H(1000) : £(100) > FP=0 - FPR~0% (¢

6.2.8. NFT-08: 42|
o HAE M7

o

o

H: O|HIE 2l Al L (0| Y/Slack) & S ES A5,

o

o WH: ciijq 2TE/ARO|L{R API 23 X OMIE X8| 3 2} O[HE Azl AZRIA

System Test Results



o HIO|E: 3& 100 ( bROP TABLE important_table )2 PATTERN O|HIE Q.
AUzl 58

o propTABLE .. 7|8 51007 44 > PATTERN O[HIE 100 &

=M A j_l.
o =2
test -
B wohol 159 dsUc
& smuman x
= M Gmail Q oz £
2w a= 9
o e © ==t QUEED
O vemu
N o 05081 i) TypesPATT
[} n (08051 41GH] TypespAT
s u [DB-IDS] [HIGH] Type=PATTE
v e N (051081 M TypespAT
- . N (05081 HiGH) TypespATT
. n 05081 i) TypespATT
n (081081 HiGHI Type=pAT
n (05081 HiGH) TypespATT
n 05081 i) TypespATT
n (081081 HiGHI Type=pAT
n (05081 HiGH) TypespATT
N 051051 i) TypespATT
n (981081 HiGHI TypespAT
n 05081 iGH) TypespATT
u 05081 i) ypespATT
n 105081 HIGH] TypespAT
05081 i) TypespATT
05081 i) ypespATT
Gmail 10071 H&
o T

6.3. Hl2&

TCID

NFT-01
NFT-02
NFT-03
NFT-04
NFT-05
NFT-06

System Test Results

Im
<o)
12

HOHSQL Injection)
Hok(AE H|o)

HoHH|ZHD XF)

AlL2|2

100071/% SELECT
1000TPS &3t

Dashboard 100 Al & 8 = 2%

IHE, &S 7|4t Injection
READ_ONLY - UPDATE
Admin PW &¢I

o7
A

%
0K

Event.Type=AUTHZ
SHA-256 SHA| K&

Pass
Pass

Pass

22602
22602
sseo | &
22602
se2 |+
23602
22602
22601
28601
e
22601
2860
E
2z601
28601
e
2s60r
28601

e >

ST-02, ST-0322 CHA|
ST-0422 CHA|

28



TCID LS AlLtz| ofl4 Azt M| 23t g
NFT-07 MY (EXIB) H4M000, 3250 QEt<5%, O|Ef<2% Pass -
NFT-08 Mg (e MZE)  Event100U MIE 299% Pass -
7. @7k M OjER|A
FR uT IT ST NFT
FR-1 UT-11 (P) IT-01 (P) ST-01(P) NFT-02 (P)
FR-2 UT-03,04 (P/P) IT-02 (P) ST-02 (P) NFT-04 (P)
FR-3 UT-05,06 (P/P)  1T-03 (P) ST-03 (P) NFT-01 (P)
FR-4 UT-07,08 (P/P)  IT-04 (P) ST-04 (P) NFT-05 (P)
FR-5 UT-09,10 (P/P)  IT-05,06 (P/P)  ST-05 (P) NFT-08 (P)
FR-6 — IT-07 (P) ST-06,07 (P/P)  NFT-03 (P)
FR-7 UT-12 (P) IT-08,09 (P/P)  ST-08,09 (P/P) —
8. =8 Z% (Defect Summary)
ID R0 22 adTC ok B %l
UT-11, UT-12
D-01 Log Backup & Archive 7|5 O|7% High IT-08, IT-09 7|ls 0|7 0|z 7%
ST-08, ST-09
D-02 2701 A &3 HiA|IX| o] 7H Medium ST-7 M& 7|s o/ o= 3ol
D-03 2t Ay 0|2 Medium IT-06 ME |5 038 olF 79

9. MG XI=
9.1Unit Test 21
9.1.1. AuthZEngineTest

o™a yaohz oPdeg K V2 “0T@e% AlT™(

T{gife2fel golK adgu MagavcCz2Via Veagiale{Y acgiVauif®igeUzMMg¥M&izagwi?2igVVviol?leé
Y i{ip uwiuKA BYaKE?2 pl?2 @E

TMW g{\2gii

T{gikKiuiggiu golOA?IAIaE6TA & 6T_ _e_& @E2&B{?ii&l @K adgiu MagavCa2Vvia Veagiaus{Y
‘2 gmi{g? pI?@ @

T{giKiiggli golodAMAe. B- Ué éT_ _oeVEVVe éE2 aVg2R&VveafBgyoT _-UET_ lé&edidi U g
olK ad@iu Magavcavia Veagiaie{Y amiydz Ppi?2@?2A=i

T{giKiigiu golodAMAAE& 61,8 @& EuSe 81 8EVYT_-Uébd&aiii 0 @K adgu Magavcav
Veagiaue{Y a «{ViagiPdyg pl?@?@ i

THgife2gi

9.1.2. AuthZServiceTest

o™a a2 oPdeg K V2 “0T@e% AlT™I(

T{gife2fei golK agiu MagaVvC2Via Veagiaie{YOR e EZigiWIDiéU2MNMJG¥eEi2agWwi?gWVVii2ie
Y i{ip uwuKA BYaKEg2 pl?2&EJIN

TMW g{\2gi i

T{giKiiggi golOdA? I AAREN MgN& 8 8 HAS @ éBM{2 (axpVRG s & [&Kauii 0 gK adu

System Test Results



MagaVC2Via Veagiaie{YOR legV2gg 2& Il +i

T{giKuiggli golodd? 1 Me-ig\ags ¢ & &0y By € Bj ” & I&auii 6 @K agu Magavcavia
iate{Y a «{YR2ugi{g2 pi?2@2D=+1

i{gikKiigi golodd?2laeTvAya) 6T o B & & Re°aexe Nv és & [&alii 0 gK adu Maga
C2Via Veagiaue{V a q¥egifa? gpi?2@2C+i

T{gikuiggu golocdMaés_ B- Ukya) éT_ _ce_éOéeiE " 80 0¢° VY% O-_ edél&xauii g
olK agiu MagavcC2Vvia Veagiale{YORtog MRZoi?@ 2 +i

iHgife2gi

9.1.3. BehaviorDetectorTest

a™a a2 oRdé&g K V2 “0l0e% AlT™I(

P{gif+2f&l golK adgi MagavCz2Via V-a@iasgVit MggKMgi{ggifolDieUzM Mg &izaghvl?ig WV
Voi?ie i{ U ol p%UKA o¥aiKg? pl?2DC

TMW g{#gi i

i{gikKiiggi golOod?EAA €|l &g E< §—-Sé BEj” 48§ I&Kalii G @K adgu Magavca2via Veadia

VAAgVE MggKMgi{d2 ol?22 @G

i{gikKiiggi golOdd?EAz &1 #&é €-Sé Ej” & &z €i 648§ I&auii 0 @K agu Magavc?
VeagiaCeraAgDiE MggKMgi{d2 pl?2@?2E+1

T{gikKiiggi golodd?®aes @ 0@?RN&Y e Bj " ++« & &lz i 648§ I&auii 0t @K agu Maga)

2Via VeagiaOgiagOid VMggK{Mgi{d2 gpi?@?2@i

i{giKiiggi golOB?ERE@ANEZ  loeé 64KPMBEA EABERE” é06e I&aiii 0 @K adgu MagaVv:
ia VeagiaCQ¥angos MggKMgi{g2 ppl?22@ i
PHgife2gi

9.1.4. DetectionServiceTest

a™a a2 oRdég K V2 “0l0e% AlT™(

i{gife2géu golK agu MagavcCz2via V-agiavagia{? Zovogi{goifolEléUzMMg¥éu2agwi?ig WV
Vol?2ie i{ 0 ol pPBUKA B¥ag?2 l?@AG

TMW g{#gii

i{gikKiiggi golOdd?DABLAEZ  IeEj& & Xv +. és & |&adii 0 @K adgu Magavcavia
iavgK{z ag&fz ZOovkgi{g? pl?2@2G=1

i{gikKiiggi gol©OB?CATZ4EB 6 @y@ &+ % _THO%E" 4 &20? é6&@s [&aluii 0 @K agu Ma
gavcCaVvia V.agkiVgho&{z ZOQ¥gi{g? pl?2@2E=+1

i{gikKiiggi gol©Od?CATZ4a67 __ xitxoé éxBI&E] ” YT eaxe 668 és [&alii 0 @K agu Maga
C2vVia VeagigR{®{ ag&f2 ZQ¥egi{g? pl?2@?D+i

i{giKiiggi gol©d?CATZ460-AB-672_ oteé-6x%_ TRO%ET & = é 668 és I&alii U @K
Al Magavcz2via VeplgiaVvagef? ZQvkgi{g2 pl?2@?2D+i

T{gikKiiggi gol©OB?2CATZa6T Mx&otxea _o-+/jjé 606cegV ai{i{-i0 ©-2@edd és [&aui
i 0 golK agu Magavca2via V-@agiavage{z Zovkgi{g2 2@ 2D+

iHgif-2gi

9.1.5. EmailSenderTest

a™a a2z oRdé&g K V2 “0l0e% AlT™I(

T{gife2géu golK agu MagavcC2via V-agiauiazyg ogoMgifoiDieUzMMgRénzaghwi?2igVVii?ie
Y i{iu @ pPriKA B¥aHE?2 pI?2@AG

TMW g{#gi i

i{gikKiigi golodd@?AA&E_ (12479 VY \LqidyMBG\es 8 6iMV % 2a0igg8lo ¢y &auii U @K
agili MagavC2Via Ve.agiaiuiazg sggM? pli?2@ACHi

i{gikKiigi golodd@?ATaé G2aZg VgVEGH &> @uépaagigakigM{i&aiii 0 gK adiu Maga
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C2via Veagiaa{2ueazggopg? pi?@2@i

i{gikKiigi golodd@?Alaé_ G2aZg VgVeéVvV2iuCag\wodBeg&Me®d ¥oS (& alii U @K agi Maga
C2Via Veagiaaf{2u€azg gapg?z oli?2@i+i

i{giKiiggi golodd@ 2k _ G2aZg VgVeéigTg¥li-@udf ReNINa " \evy I&aiii 0 gK adu Magavc?
Veagia {aei2aZgogg? gl?2@+i

iHgif-2gi

9.1.6. NotificationServiceTest

a™a a2z oRdé&g K V2 “0l0e% AlT™I(

T{gife2géiu golK agu MagavcCz2via V-agia{2{ake Z@Vigi{dgifolEléU2MMgY etzaghi?2ig VvV
iol?2le& i{ 0 i PWUKA B¥aWsg? pi?2@1Jii

TMW g{#gi i

i{gikKiiggiu golodd@?Al1ae0lugaee 6 % A A%TE Blv &xYH & ~— & X é&h |&auii 0 K agiu Ma
gavc2via Veagia- {27®R ZOVKgi{d2 @I ?@HE+i

T{giKiiggi golOA?IAAAG@PAAAE  (1240ZaUKUEB-8 & %l AZ7-gav@ellv (&auii 0 @K ag
40 MagavcC?2via V-agia{2{@gge z2@vkgi{g? pi?@?2D+i

i{gikKiiggi golodd@?ATadAaBKBEEZ | +%A TE Blv &YH & ~— & X 6&h [&aiii G @K agu Ma
gavcz2via Veagia- {27®R ZOVKgi{d2 pi?2@?2A+i

i{gikKiiggi golOodd?)AeZaUiKUEB-RE_ 2A8BE %ote@Ze*@Blv &K AUii U @K adgi MagavC2Via
agia {adte{2 ek Z@Vkgi{g?z pi?®@2C+i

i{gikKiigi golodd@ 2k _ 12a6B-ReZAaiKUEB% % & & e9@Bl & adiél @K agi MagavC2Via
gia {2aeé {274k Z@VKgi{g? pi?2@?2C+i

iHgif-2gi

9.1.7. SlackSenderTest

a™a a2 oRdég K V2 “0l0e% AlT™(

i{gife2f8l golK adiu MagavcCaVia Ve.agvaukUy ggVigggiioDiéU2M Mg Ei2agwi?2igWVVvii2ie
Y i{iup priKA B¥aug?2 pl?aA@J

TMW g{#gii

i{gikKiigi golodd?JAlaeZaikKUZg VgVeéVvV2iuGa&gwByM-9é é&Kalii i g K adgu MagavcCavia

cagia {8ZAUKUZggV{g® pl?2@ DA

i{gikKiiggi golOodd?IJAAAEZaUKUZY ¥@Vée?2{Rég KgM{2 YIZ 1_AijBB jeeE??&aiii i g

olK adgiu Magavc2via VeagrauRU& gaVide ol ?@Ei+i

i{gikKiiggi golOodd?IATaeZaiKUHL VoWaite> ¢ eAaagligakigM{d&aiii 0 gK adgu Magavc:
Veagia {aZ2aiKUZggVEe ol?2®@2D+1

i{gikKiigi golodd?lAéZaiKUZg VgVen?&B ¥©Z¢ - RaMY éda{EG i&aiii 0 @K adgu Maga

C2Via Veagiaai@ekKUzZggVig® pl?2@2 6+

THgife2gi

9.1.8. ProxyRequestHandlerTest

a™a a2z oRdé&g K V2 “0l0e% AlT™I(

P{gife2fei golK adu MagavcCaVvia V-a@kade\gSegi{ijl VépVdgifolAeU2MMg¥eizaghwi?igV
VVoIi2ie i{ i ol pPWUKA B¥ag?2 l?2@?Di

TMW g{#gi i

T{gikKiiggi golOd?@iEé 60e%hb O- 67200072y 7011_WRaluii 0 @K agiu MagavC2Via Veag
gax\aegSe.gi{ju VégVgz pl?@?2@1

T{giKuiggl golodd? @@¢ 0 WAEIée UpP &G; I&adii 0 @K adgiu MagavcCa2Vvia V-adgkaaeV

System Test Results
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egSegi{ilu VéepiVg2 pl?2@?2A+1T
iHgife2gi

9.1.9. ProxyResponseHandlerTest

a™a a2z oRdé&g K V2 “0l0e% AlT™I(

i{gife2fel golK adu MagavCaVia V-a@kade\giM igil VagMggifolAleU2MMg¥éiuzaghwi?ié
gVVvpl?ier i{ i ol p%UKA B¥aiKg? l?28 2D

TMW g{\#gi i

i{gikKiigi golod?A@mé-dZg{@@?-Ul » {0@R%&{i0Z0II_Z&Kaiii G0 gK adgu Magavcavia
iaM¥E&x\aegiM igjiu VagMg2 pli?2@ AT

T{gikKiiggi golOd?A@mé-dZgi{6é d §HeE .Ul « {OMedf+io% ©-l&auii 0 K agu MagavcavVv
VeagiaW@x\aegiM igjil VagMg2 pl?@?2A+1

iHgif-2gi

9.1.10. RuleEngineTest

a™a a2 oRdé&g K V2 “0l0e% AlT™I(
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Query Logs

System Test Results



System Test Results
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