Software Design Specification

1. Introduction (£7H)

1.1. Purpose (54H)

2 Software Design Specification(SDS) 2A|= C|O|E{H|O] A &R} EFX| A| AE
(Database Intrusion Detection System, DB-IDS)2| AHA| MAE 7|&stCt.

O] EME A9 EMQ! Software Requirements Specification(SRS)2 78IS Z SHH, A

U 2 SN HEE & U 7IES MBI

EfX| O[HIE 2 A| 2|Xt= HAIZH 22 (Slack, O|H[Y)S 21, & 7|EH CHA|HEE 83l 2
19} O[HIEE AlZfatet 4 ATt

o TM ALEOFF|HIM L HEHE £

=
o ALEX} QIE{T{|O|A HA|

. RFAY EH A

1.3. Definitions, acronyms and abbreviations (0] % F
of Fel)
o
 IDS (Intrusion Detection System): LIEQ{3L} A|AHIO| A L MHSH= O|HIEE ZL|H

S0 H|QITtEl HZO[Lt O] RIS B XIStE AIAH.

HAISHH Y A=E EX[sh= EetEl IDS.
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SQL (Structured Query Language): £tA|& Cl|O[E{H|O| A 2t2| A|AEI(RDBMS)0| A
ClO|E] oot ZEof| At &= EE 0.

S ot F{ops otge 27 |y,

Proxy (ZEA|): 20| AES} Mt Ato[of M SAIE A= F2t A|S. DB-IDSE
D2 J|HOR SR HalS TR D BAE,

Pattern-based Detection (Z{E 7|8t &FX[): O|2| He|=l 34 A|OL|ML} 2X|El SQL
22 7|4to = EX|SH= 7[H.

Behavior-based Detection (3% 7|ut
S (2 vz 25, 4lo|H Htetzr 25

Authorization-based Detection (&%t 7|8t EIX]): EH ALEXtLE A 0| O|O|E{H|0] A

(
Ko g = AXE 5185t= oHd.

Alert (2El): 2 O|HIET} AHMS S e Xl A SXISH= HIAIX]. O|H[E, SlackLZ

HE 7ts.

Dashboard (EHAI2E): Zt2[Xtof|A| B X| O|HIE, 21, S4| HEE AZsete] ®MSot=
ul.

RDBMS (Relational Database Management System): A& H|O|E ZHE J|HIO
2 O|0|HE MZE-22|st= A AEL MySQL, PostgreSQL, Oracle S0| &,

Admin (22|X}): DB &S EIX|S17] QI A|AHIS AF2SHE Al AFZ XL
False Positive (2&}): MAt™ol 2| £ Ko 2 &R EIX|St= E L.

False Negative (O|E}): A H A|E EX|SHX| Rot= 2.

1.4. References (11X}l &)

IEEE Std 830-1998, Software Requirements Specification

IEEE Std 1016-1998, Software Design Specification

Halmstad University (2022), Anomaly Detection in SQL Databases
GreenSQL (2EAA DB HOt TEA|)

OWASP SQL Injection Cheat Sheet

ISO/IEC 27001:2013, Information Security Management
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1.5. Overview (7R)
=2 B = A|AEIQ| OFF|EIKE MEst S 2t
Ef A7 AFRX} OIE{HO|A MA| AN &

0| JHAHs Ao et AES SN 4 UD
ROM, AT NAHS| REY S43 ofef2 4

2. System Overview (A|2H! 71 K)

DB ¢l EfX| A|AHEl(Database Intrusion Detection System, DB-IDS)2 C|O|E{H|0] A QF
Tt IEANZ S5 2= SQL HEIE ZAISHL, CHket EfX| 7|HE SOl HI-F&Xl H2
ANEE AESICE

AMARI2 3 M 7HK] Ze 2 SEiLt:

1. =%l (Collector);: DB MHZ FEL|= D= SQL AT S22 7120 23 3}SHCL

2. EfX| 8! &2t (Detection Engine & Alert): THE 7|8t &iE 7|8t Hst 7|dt EFX] J7|HES
HMESHH H|HA Y E THHESID EBHX| O[HIE 2 A Zt2|XIof| Al Slack/Email ¥ES ©
&SI

3. AlZsl(Dashboard): & 7|8 CHA|EEE E6ff 21 5l O|HIEE A|Z4X O Z H|ZBtCt,

DB-IDS= MySQL 8.02 7|2 X|&lstH, Spring Boot 7|8t EIX| 2IEl, React 7|8t CHA|EE,
SQLite L8 MEAZ FMHEICH 2F A2 Linux(Ubuntu 20.04+)0|H, 22t2E VM £
= Z1H|0[H 2t H0| M i I 7HSSICL.

2 ANAHE Sof #2[XH= thett DB 212 = AE57| 022 SQL Injection, CHEF X3,
HIQIZ} Mot H 2 S 0|4 HWRIE AAZICE QXY = U2, HIO|EH|O|A HotHE IA &
ofg o= ALt

3. System Architecture (A|AE O}7|&lX])

3.1. Architectural Design (O}7|EllX] A #])

Software Design Specification



+ Ao 53 Log Archie |
Log Backup

QuarpLogEemts ¥ 3 +  SiackWebhook

sayrc metadaly ! SO it et & Inchre

fiwisct Durshiberd Broarsar RESTSSE

3.1.1. Context View

O| #= DB-IDS A|AEIS SautAZ 7tR610 [ AE| 3l 2|5 A|ARINO| HAE HHE
Ck. A|AEIO] O 2HF K01 fIX[SIH, =7t 0] A|AEIS ALEdt1 O 2 MH|AL} S 45}
L X2 M™sic),

External Actors
o Client App (2= CHA 0HE2|AH|0|M): SQL #2|Z2 DBA| MSHH, DB-IDS= 0| Eafjm
= DLIE ST

M
=

o Admin (2EXH): React 7|t €l EEIRXE E6lf DB-IDS2| 212t O|HIEE =2HQIst
M2 H|ofstLCt.

kd

External Systems

« MySQL 8.0 (2L|E{Z Ci2 DBMS): Client App2| SQL X2 ANZ X2|5t= 2F
Cl| O E{ &[0 2.

o Slack Webhook: EIX| O|HIE 4l Al MA|ZH S2IS FEHEHE= Q2 HA[Z MH[A.

e SMTP Server: O|H[& 22 S &S| 2/t 2[F HIY MH.

e Amazon S3 (Log Archive / Backup): 7| 23 E2t2 2|3t 82 AEZ|X].
Interfaces

« SQL E2{I: Client App <> DB-IDS <> MySQL (TCP 3306)

|

o 22| 2IE{H|0|A: Admin <> DB-IDS Dashboard (HTTPS REST/SSE)

o 22l QIEm|O|A: DB-IDS <> Slack (HTTPS Webhook), DB-IDS <> SMTP (TLS
587)

o 27 0f7t0|Hl: DB-IDS <> Amazon S3 (HTTPS Upload)
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3.1.2. Container/Component View
0| 5= DB-IDS A|AH! LHE LXE SI0|EHAZ HO{ED, £Q HEHEESQ| AEg ZHt
SHA| AE St

e SQL Proxy / Collector: Client Application2| SQL 22 72 MySQLZ Mt

1, A HIEtH| OB & =T BICt.

» Spring Boot Service: e{& 2M Sl Ko ZXHER X 2% £33 O[HIE X2|, LT
ME, 2O ot7to|Y S IS

e SQLite Meta & Index: £[2 23 3 EX| O[HIEE MESI= HEIAEOCE, B E X3 E
X|@lstCt,

o React Dashboard: 22|XI7t 212t O|HEE X2|-A|Ztetstn, MHE HHE £~ U=
UIE H|Z3tLC},

e Amazon S3 Log Archive: 7| 21 0t710|EE BY50] H|E 28Xl Hata 57 7|
52 HMSett.

3.1.3. Runtime/Interaction View (4! A3 A)

2 Mol M= DB-IDS(Database Intrusion Detection System)7t &3l A| £85t= F2
SO ASEE ™S ML 2 HiE SRSOHIM He|=l 7|5 RFAIEE J7|8te 2 &, 2
ALIZ|QEZE AA” LHE ZEHEQ} I MHE 7to| SX 2tAE 7|=tCt.

sQL 238 XMz A 2Z (FR-1)
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1. Client Application2 SQL #2|E DBO| ME$iCt.

N

. SQL Proxy/Collector= sl M2 712x0f MySQL DBZ HYSIHA], SQL €& &
A HIEIH|O|E{ (AFE XL, A& AlZt gzt & £~ 5)E FEtC

w

22 £l HEIH|O|E{= Spring Boot Analysis EngineQ 2 ME EICE,
4. Analysis Engine2 O|E SQLite HIEtAEO0{0| QueryLog= A& BtLt,
0|4} EtX| (FR-2, FR-3, FR-4)
1. Analysis Engine2 $=4lot 22| E et & oHalot |, EFX] AT HEotCL.

2. Pattern-based Engine2 2X|& SQL A|JL|X{(DROP TABLE, UNION SELECT &)
E EX|gict.

w

Behavior-based Engine2 &3l A|Zt, gtet & &~ 2| HI=E FA T 204 0t H| WS}
of O|& {2 E WEHSHCE,

4. AuthZ Engine2 AFEX} Motat SQL CHaH 4K E H|WsHo] H|QITF H2S EFX|BHC.
5. EIX|El O|#Hl E = DetectionEventZ MM E|0{ SQLited| 7|2 EIC}.

6. SAl0f| Event RouterZt O|HIEE Notifierdl| MEsto] &S E2|HtCt,
gzl M4 (FR-5)

1. Notifier= DetectionEventE $=4I15HH 22 HA|X|E AL},

2.

&2 Slack Webhook API2t SMTP MHE Sdli 212t &A[ZE HIA[X|2t O|H[& = ME

3. ¢& M3/A1 {5 = NotificationLogZ 7| S EICY.

4. TE Al Al Z|Ch 32| THA|=E +>otH, A 27t H=Ct.

22| Xt CHA| 2 E X2 (FR-6)

1. Administratore & E2tRXE Sl React Dashboardofl F2StCt.
2. Dashboard= Spring Boot API0]| 21 5! O|HIE Cj|O|E & QM SICY,
3. API= SQLite0i| M HIO|E|E Z=2|5t11, Z2HE Dashboardof| BHetotct.
4

. Dashboard= A2t 213, BX| OJHIE =5, S X E AZetoto] 2| X7t ehele

b |

& UEE Bict,

E1 8 gl oj7}o|E (FR-7)
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1.
2.
3.
4.

Scheduler/Jobs 22 ¢ F7|0iCt 2eiE 238 MEBICE,
20 o2 k= H2| & Amazon S3Z2 YZ EEICE,

=
Y ZE AIt= Analysis Enginelt SQLitedl| 7|1SE|H, Mo A| RjA|=EICH

o

|1E Sall &7 23 22 8 x| &7t 2EZEIC.

3.2. Decomposition Description (24 M| M)

3.2.1.SQL Proxy / Collector

g Client Application?] 2= SQL ™S 7I2M 10 MySQLE MESiCE,

MRl SQL A2t A& H|EIH|O[E{ (A2 X}, Al A2t giet ol &~ F)E TSI Spring
Boot Service2 MESHCL,

3.2.2. Spring Boot Service (Analysis / Event Router / API SSE /
Notifier / Jobs)

Analysis Engine: Normalizer, Rule Engine, Behavior Engine, AuthZ Engines %
SHSHH, TS 7|ut- s 7|eh- s 7|8 SRS S33iC),

Event Router: ©X| ZT}E Z8tst0] O[MIES WAt K& U Y202 Er[sht,

API / SSE: Dashboarddfl 271 5! O|HIES H|S5tH, B 22| REE M2|otht,

-~

Notifier: EfX| O|HIEE Slackzt O|HYZ M&SHH, Ao A| X|CH 3| 7tX| R{A| =BICT.

Jobs: 22iEl 235 =5t Amazon S3Z OFFHO[RISHT, F7|

1

=
18°2
mjo

3.2.3.SQlite Meta & Index

oig 5|3 27 oA, EX| O[HIE, 2Kt AH, U 7|2 ML,

S30: Dashboard®| #2 Z3|9t LE{S X|€st0, S3 0f7to|=o| 2 20 &zs
S OEtHIOlES BHa|Bict.

3.2.4.React Dashboard (Ul)

A 2| Kol A| ZAIZHOIHIE HLIHE, 23 &3], SH AlZet 7|52 MS Lt
M. 2 A2t BAl 7% 2FS 22ISHH, RBAC 7|8 2 ®OE HELILY.

3.2.5. Amazon S3 Log Archive
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o UM J|ZtO| Xt 2O MAUS FI| Eatsict,

o SF:HIE 28X0|1 HFH0| g2 AELX|ZE, YEHE 21 OYS HASIH A &=
= =

3.3. Design Rationale (&4 27#)

2 HollAM= 3.10/| A HA|El OFF|RIM E xHEHSE O] 7 2F 2l CHOH 2|10 £ Efo|lED
E ddotrt

3.3.1. Proxy 7|4t O}7|Ell x| MEH

2 AMAEE2 SQL Proxy/CollectorE S DB X & 7I2M1 215 +3st= HAlZ MEH
SIRICE O] M2 2 DB MH XHME =X 5tAHLE O Z2[A[0]M 2i[Hof| & =22 AUSHK|
i BE SQL Egfjm S FHSHA A & ACt= &HO| UL

o O|H:DBMS S&d E&, |X|24 0|, Ctet 2t0|AUE 2HFof| M It

1

o CH2H: DBMS Z2{1921 Hh4

o HiH| Ol: EF I S5t 95 Kot 7tsd, ECRE SF0 M| =&ty A9}

3.3.2. Spring Boot 7|t 2 ol ZI
2M AZXIS Spring Boot LYY IE 7|OE THE|ULCE
o O|F: QHEXQI M JHEY MEHA|, REST/SSE X2 80|, CtYst 2to|E2{2| 28 Jts
e CHOH: Nodejs 7|ttt 21 EM OE
o HHH| O|F: &A|Zt O|HIE X2|ofl= &gt
A HEY =X0| M= Java 7|t 2tF
3.3.3. 0| X &4 X (SQLite + S3)
21 XMZ2 SQLite + Amazon S39| 0|F 1 =Z M L|ALCL.
« O|F:
o SQLite: 2% DB= thE =2 3! Dashboard SE 45 &
o S3: &Y E, opjto|Y, HIE a2 gH
o Lok £t RDBMS(MySQL)O| 23

o HHX| O|R: 2 CIO|E &5 Al H|2! DB &5 Aot & 2F 2|23 F7t
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3.3.4. =gl kg Ax

242l A|A-I2 Slack Webhook + SMTP Z&O 2 MA|=| ULt
o O|F: 8o HAIX glo|= EA| 29 75, 22| Moy

o CHOE: DIAIX|] 7 7|tk 22! X2

o HiH| O[F: MVP THA[0A Q122 EXdE S7HA7|1 28 RES 718

3.3.5. E3o|c I Qo

o 45 vs HH: Proxy g2 &

1

o| X|Hs RLSHXA|2, DB SEdnt HEHS flo M

-y H o o
EHSHRILCE.
o ©H2d vs R4 Slack/SMTP X HSL M WX|Bh £7| i 9l 29 thay
S 9ol AHEHBISCE

o CHU XA vs O|F K& A: B MEAE 22|7F EhadtX| B Hs X5t @[&o| 3 2=
O|F NMZ&EA LXZ MAISHRLCE.

A

4. Data Design (H|O|E{ & #)

4.1. Data Description (GI0|E{ MH)

DB-IDSE Gi|O|E{H|0] A H 2 5! A EfX|et 2telzl HEE Ciefet M0 2B, H|o]

EHe F2 MAIZE 238 tHJ| AEZ|X|(SQLite) 2t &7| 222 01710|E (Amazon S3)2 —Tl
2|0 MEEH, 22|XH= DashboardE E4l| 0|2 2| & 2AMe £ UL} =2 H|0|H &

2 Ltk 2L

1.1. SQL Query Logs (F2| 21)

A9: Client Application0| 8ot 2= SQL X9 A EZ 2t Al HEIH|O|HE XM&

o

¥

rot

Ct.
o XZTA: 7| 3| = SQLite, 27| E&2 Amazon S30| &% 3l ot710|2 HENZ N E =
C.

o X o=: LogID, UserID, &8 AlZt, SQL AZ/29F, et & = A3 ME{j(d3/4T)

[ o

[ )
ot

=

tE: Xl O[HIE =X Z2|xt ZA 5 &4
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4.1.2.Detection Events (E!X| O|JHIE)

o HF:IfE [ AF 7(ak, Aok 7(ak BX] AT/ Lot O]k U O[HIE

—

—_

o XZ&A:SQLite

o X% B=: EventID, & LoglID, EHX| R8, &2tk (Level), T AjZF A2 2|

[ ]
[l
olo

 He|xt &E E2|U, 2o ZALH|olE

4.1.3.Notification Logs (2 & 7|5)

o H3:Slack L= O|HE = & HoF RO Hat JEf S XMEFIL)

0
I

o XZA: SQLite
o I3 3= NotifylD, EventID, M'&(Slack/Email), M& Z1t, M& A2t

o 28 28 43& ZLIHE, Tl &4

4.1.4. Admin Users (22| X} 4| ™)

o AH: Dashboard ™2 #Hot2 7HE 22| Xt HEQ} o1F 2t& O|o|H

o XN ZEA: SQLite

-

o SIS AdminID, PW SHA|, O|HIY, X2 291 A7t

e

o 22: RBAC(Role-Based Access Control), A|AH! Hot atz|

4.1.5. Archived Logs (0}7}0| 2 21)

o M. AN 7|ZHO: 30Y) O|A X|Lt SQL #H2| E3E E7| E2StE H|0|E
o XZEA: Amazon S3.

o IITHGHE. OFXE| 277 O}

o E: HO AN =4, HO| S, 0tH 24

4.2. Data Dictionary (HIO|E{ AFX)
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AdminUser
Archivelog

| Ui AdminiD PK

UUID | ArchivelD | PK |

string Email unique

string FilaPath s3:ffbucketf... fpart-xmoxi.gz

l string PasswordHash

datetime | CreatedAt I
sting | Role READER|WRITER|DEA

int Size bytas

l datatime | LastLogin

executes archives

QuerylLog

uui LogiD PK

Ui AdminlD FK | &+ AdminUser. AdminlD

datetime | ExecTimea

text SOLRaw masked & truncated

text SOLSummary

int RowCount

Status SUCCESS|FAILURE

ArchivalD nullable

triggers

DetectionEvent

uuin EventiD

Ui LaglD -+ QuerylLog.LoglD

enum Type PATTERM|BEHAVIORIAUTHZ

enum Sevearity LOW|MEDIUM|HIGH

datetime | OccurredAt

text SOLRaw

notifies

MotificationLog

Ui NaotifylD PE

LD EventiD FK | &+ DetectionEvent.EventiD

anum Channeal SLACK|EMAIL

anum Status SENT|FAILED

string ErrorCode nullabla

text Erroridessage nullabla

datetime | SentAt
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4.2.1. QuerylLog

Attribute Type Description

LoglD UuID F2| 2O 07 A}

AdminID UUID (FK) A 22| Xt A"l A'EX} (- AdminUser.AdminID)
ExecTime Timestamp A AlZE (1ISO 8601)

SQLRaw Text A2 sqQL #Hz|

SQLSummary  Text Q9 SQL 7 &

RowCount Integer HretEl H(row) =

Status Enum AlSH AFEHf (SUCCESS / FAILURE)

ArchivelD UUID (FK, nullable) Of7t0|E I ID (= ArchiveLog.ArchivelD)

4.2.2. DetectionEvent

Attribute Type
EventID UuID
LoglD UUID (FK)
Type Enum
Severity Enum
OccurredAt Timestamp
SQLRaw Text

4.2.3. NotificationLog

Attribute Type

NotifylD uulD

EventID UUID (FK)
Channel Enum

Status Enum
ErrorCode String (nullable)

ErrorMessage Text (nullable)

SentAt Timestamp

Software Design Specification

Description
EIX| O|HIE 1R AlHX}

HEHEl QueryLog®l LogID

gm

tX| 94 (PATTERN / BEHAVIOR / AUTHZ)
AZtE (LOW / MEDIUM / HIGH)

I 2 Al2t

(@)

BXIE sqQL = (Ot2E HE)

Description

12



4.2.4. AdminUser

Attribute Type Description
AdminID uuiD 2| Xt AE AEX}
Email String 22| X} o|H|Y =24 (unique)
PasswordHash  String H|ZHS SHA|
Role String 2| Xt e (READER / WRITER / DBA)
LastLogin Timestamp 2 2301 Azt
4.2.5. Archivelog
Attribute Type Description
ArchivelD UuID Of7t0|E mY 113 AlHX}
FilePath String S3 L M& A= (0l: s3://bucket/.../part-xxxxx.gz)
CreatedAt Timestamp otztol2 MM AlZf
Size Integer oY 371 (bytes)
RelatedLoglDs  JSON ZotEl QueryLog ID 5 &

5.1. SQL Proxy / Collector

5.1.1. handleConnection(clientSocket)

loop accept clientSocket:
dbSocket := connectTo(MySQL)
spawn pipe(clientSocket - dbSocket, onRequest)
spawn pipe(dbSocket - clientSocket, onResponse)

procedure onRequest(sqlPacket):
ts := now()

Software Design Specification
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forward(sqlPacket) to dbSocket
recordContext.currentQueryStart := ts
recordContext.user := extractUser(sqlPacket)
recordContext.sqlRaw := extractSQL(sqlPacket)

procedure onResponse(resultPacket):

elapsed := now() - recordContext.currentQueryStart
rows := extractRowCount(resultPacket)
status := extractStatus(resultPacket)
meta := {

user: recordContext.user,

sql: recordContext.sqlRaw,

execTime: elapsed,

rows: rows,

status: status,

timestamp: now()
}
enqueueAsync(meta) to AnalysisService
forward(resultPacket) to clientSocket

5.2. Analysis Engine (Spring Boot)
5.2.1. processQueryMeta(meta)

norm := Normalizer.normalize(meta.sql)
features := Parser.extract(norm)

ruleVerdict := RuleEngine.evaluate(features)

behVerdict := BehaviorEngine.score(meta.user, features, meta.execTime, met
a.rows)

authVerdict := AuthZEngine.check(meta.user, features)

event := EventRouter.route(meta, norm, ruleVerdict, behVerdict, authVerdict)
Storage.saveQueryLog(meta, norm.summary)
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if event != null:
Storage.saveDetectionEvent(event)
Notifier.trigger(event)

5.2.2. Normalizer.normalize(sql)

sql1:= trimWhitespace(sq]l)

sql2 := uppercaseKeywords(sql1)
sql3 := maskLiterals(sql2)

summary := summarize(sql3)

return { normalized: sql3, summary }

5.2.3. RuleEngine.evaluate(features)
for rule in RuleSet.active:
if rule.pattern.matches(features):

return {match: true, ruleld: rule.id, severity: rule.severity}
return {match: false}

5.2.4. BehaviorEngine.score(user, features, execTime, rows)
profile := Baseline.get(user, features.tables, currentHour)
freqA := zscore( profile.freq, currentFreqg(user))
rowsA := zscore( profile.rowcount, rows )

latA := zscore( profile.latency, execTime)

score := 0.4*freqA + 0.3*rowsA + 0.3*latA
flag := (score >= 0.8)

return {score: clamp(score,0,1), flag: flag}

5.2.5. AuthZEngine.check(user, features)

Software Design Specification



role := RBAC.roleOf(user)
for obj in features.objects:
if not RBAC.isAllowed(role, features.verb, obj):
return {violation: true, policyld: findPolicy(role, features.verb, obj)}
return {violation: false}

5.2.6. EventRouter.route(meta, norm, ruleVerdict, behVerdict, authVerdict)

if ruleVerdict.match or behVerdict.flag or authVerdict.violation:
sev := maxSeverity(ruleVerdict.severity, scoreToSeverity(behVerdict.score),
violationSeverity)
return {
eventld: uuid(),
logld: meta.logld,
type: classify(ruleVerdict, behVerdict, authVerdict),
severity: sev,
occurredAt: now(),
sglRaw: meta.sql

}

return null

5.3. APl / SSE (Spring Boot)
5.3.1. GET /api/query-logs
validateAuth()

params := {from, to, user, table, status, page, size}
return Storage.findQueryLogs(params)

5.3.2. GET /api/events

validateAuth()
params := {from, to, type, severity, page, size}

Software Design Specification
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return Storage.findEvents(params)

5.3.3. GET /api/events/stream (SSE)

validateAuth()
openSSE()
subscribe(EventBus)
onEvent(e): sse.send(e)

5.4. Notifier
5.4.1. trigger(event)

msg := template(event)

results := []

results += trySendSlack(msg)

results += trySendEmail(msg)
Storage.saveNotificationLog(event.id, results)

function trySendSlack(msg):
retry up to 3 with backoff:
resp := http.post(slackWebhookURL, json=msg)
if resp.ok: return {channel:"SLACK", status:"SENT", ts:now()}
return {channel:"SLACK", status:"FAILED", ts:now()}

function trySendEmail(msg):
retry up to 3 with backoff:
resp := smtp.send(to=adminList, subject=msg.title, body=msg.body)
if resp.ok: return {channel:"EMAIL", status:"SENT", ts:now()}
return {channel:"EMAIL", status:"FAILED", ts:now()}

5.5. Storage (SQLite + S3)
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5.5.1. saveQueryLog(meta, summary)

insert into QueryLog(LogID, UserlID, ExecTime, SQLRaw, SQLSummary, RowC
ount, Status)

values(uuid(), meta.user, meta.timestamp, maybeTruncate(meta.sql), summar
y, meta.rows, meta.status)

5.5.2. saveDetectionEvent(event)

insert into DetectionEvent(...) values(event...)

5.5.3. archiveJob() (Scheduler/Jobs)

candidates := QueryLog.where(ExecTime < now()-days(KEEP_DAYS) and Arc
hivelD is null)

batch := makeFile(candidates)

s3key := s3.upload(batch.file)

archld := insert ArchiveLog(ArchivelD=uuid(), FilePath=s3key, CreatedAt=now
(), Size=batch.size)

update QueryLog set ArchivelD=archld where LogID in batch.loglds

delete or compact local raw bodies if policy says so

5.6. Dashboard (React)
5.6.1. uselLogsQuery(filters)

call GET /api/query-logs with filters & pagination
render Table with virtualized rows

5.6.2. useEventStream()

evtSrc := new EventSource('/api/events/stream’, withAuthToken)
onmessage(e) = push to realtime table & toast
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6. Requirements Matrix (Al HEZIA)
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Requirement ID Requirement Description

FR-1

FR-2

FR-3

FR-4

FR-5

FR-6

FR-7
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HE sQL #HE2E =Z oLt

IHE 7|8k 3H(SQL Injection,
DROP TABLE, UNION
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EX| OJHIE 2y A| BH2|X}ol|2|
ozl AT

% ClIoE QE|E|QF OHHE[H, O] S3ll A

Related Components

SQL Proxy / Collector,
Spring Boot API

Spring Boot Analysis
Engine (Rule Engine)

Spring Boot Analysis
Engine (Behavior
Engine)

Spring Boot Analysis
Engine (AuthZ Engine)

Notifier (Slack, Email)

React Dashboard,
Spring Boot API (SSE)

Jobs (S3 Upload),
Amazon S3

Related Data
Entities

QuerylLog

DetectionEvent

QuerylLog,
DetectionEvent

AdminUser,
QuerylLog

NotificationLog

QuerylLog,
DetectionEvent

ArchivelLog
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