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Project Overview

ÕüÝú ¼
Ö

DB îÇ ÐÉ ÞæÝ (DB-IDS)

ó÷ñ¼÷æ ßúÕ ÇÞÝ SQL ÕýÞ ¾¼ß îÇ ÐÉ ÞæÝ

ÿ åÝ½Ï÷Ù üýß Ýì

ÿ åÝ½Ï÷Ù üýýÿü¶ DB ´½ 
ý­Ç æÞ¬ÿü ßÅÝ¾ ßö

DB ¸¼ Ç× ¬Þñ ½ù

SQL Injection, ³ÿ øÞ, þÿ¬ ìÝ 
Ùý õ DB ×ü Ç×Õ ³Ý ¬Þñ÷ 

½ù

öÇ DBAß ºúñù üÆ

öÇ DBAß ÿ½ ºúñù ½öü ìì 
Ö Þí ½Ý Ýìý üÆ
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Project Goal

¾·É »Ü

1 FR-1. æÞ¬ SQL üý ÚÙ

ºô SQL ÿ½ý æÞ¬ÿü ÚÙÝì ÈçÝí DB ú¿ýß Æ½Ý ¬Þñ ×ü

2 FR-2. ýß ¾¼ ý­ ÐÉ

DROP TABLE, UNION SELECTÆ ½Ç ³ÜÉÿ DB ý­ ûõÇ ýß ¾¼ÿü ÉÞ ÐÉ

3 FR-3. Ýû ¾¼ ÷Á ÐÉ

ïÇ Þ¬ ´ þÝÁÉÿ ³ÿ ÿ½, æÞ ûõ õ þÝÁÉÿ ÝÇ ×ûÿü ÐÉ

4 FR-4. ­Ý ¾¼ þÝÁ ÿ½ ÐÉ

READ_ONLY ìÝß DDL/DML Þ÷ õ ìÝ ­ÝÕ ÿÉ Ï¶ ÿ½ æÝ ¼É

5 FR-5. æÞ¬ Í½ ÞæÝ

ÐÉ¼ ÷¼úý Slack/Emailü âÎÝ¬ ÌþÝí ­½×ß ³× Þ¬ ÝÍÖ

6 FR-6. ­½× ÿ ³Þüü Üý

üýÆ ÷¼úý Þ¬, ç×, ìÝüü û½Ý¬ øÞÝì Õñùõ Ú Ï¶ ³Þüü Üý

7 FR-7. üý ç¾ ü­ ¿ Åþ÷¾

ÿÝ ¾¬÷ É¼ üýý ÍÌÝ¬ ç¾ ü­Ýí ÁùÝ ìÖ ½Ý÷ ¬·Ý÷ý ý

https://gamma.app/?utm_source=made-with-gamma


Project Goal

þ¾·É »Ü

NFT-1. ñ·: ÐÉ Éõ & Ü½ÿ

Íû 1,000üß ú¿ý Þ½ÕÝ÷ ÍÝÉÿ îÇ ÐÉ ¿ Ü½ ü
ç

NFT-2,3. ñ·: ûÞñ & ³Þüü ×÷ñ

öÚß ­½×¬ ûÞÕ ³Þüüý ìïõ ý÷ ×÷ Éõ ÝÍÖ

NFT-4,5,6. üÍ: ý­ ÐÉ & ó÷ñ üþ

SQL Injection, ­Ý Ç¼ Þ÷ý Ý×ß ÐÉ

­½× ìÝ þ¼¼þ ÍÌÝ¬ Èç

NFT-7,8. â¸ñ: ÐÉï & Í½ ñýù

ý­ ÷¼úÕ ³Ý ³Ç ÐÉïü Í½ ñýù ÉÎÉ çÉ
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Project Archievement Standard

þñ ¾É
01

æÞ¬ SQL üý ÚÙ (FR-1, NFT-1, NFT-2)

Ìá¼ SQL÷ ¶ÿ Ç÷ 100% ¾ý

üý ÈçîÉß Ûí Éõ Þ¬ f 1Í

ÉÎ Ü½ÿ g 100/sec

02

ý­ ûõ ¾¼ ÐÉ (FR-2)

DROP TABLE, UNION SELECT õ Ýß¼ öî ûõÕ ³Ý ÐÉ ¶
ÿ Ç÷ ¾ý

03

G3. Ýû ¾¼ ÷Á ÐÉ (FR-3)

ÿ½ æÝ Þ¬, ¼Þ Ý Ú, þ÷ ¾¼ ÷ÁÕ ³Ý ÐÉ ¶ÿ Ç÷ ¾ý

04

G4. ­Ý ¾¼ ÐÉ (FR-4)

UPDATE/DELETE õ ­Ý ¾ ÿ½ Þ÷ Þ ÐÉ ¶ÿ Ç÷ ¾ý

05

G5. æÞ¬ Í½ õû (FR-5, NFT-8)

ÐÉ ÷¼ú ¼Ý Þ Í½ ñýù g 99%

÷¼ú ¼Ý ³ Slack/Email ÷íîÉ Éõ Þ¬ f 10Í

06

ÐÉ â¸ñ(NFT-7)

÷¼ú ÐÉÕ ³õ öÏü ½Ç ¾É ýù

ûÐ(False Negative) f 2%

æÐ(False Positive) f 5%

07

üý ç¾ ü­ ¿ Åþ÷¾ (FR-7)

ÿÝ ¾¬(30ÿ) É¼ üý¶ Åþ÷¾ ÈçÍü ×û Èç

08

þ¼¼þ Èç üÍ (NFT-06)

­½× þ¼¼þý Û»÷ Åþ SHA-256 õÞü Èçõ ÍÌñ üç

09

G6. ­½× ³Þüü Üý (FR-6, NFT-3)

ÿ½ øÞ ¾· Üý:

°Ý, ìï×ü Õñù ¾· / SQL ÿ½ Öý» Üý ¾· / CSV ööüü ¾·

ÐÉ ÷¼ú øÞ ¾· ¿ Öý ¾· Üý

100¿ ûÞ ÙÍ ÁÿÕÝ ×÷ Þ¬Ç 2Í ÷Ý
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System Design

ÞæÝ ÅôÝÜ

1
ôÿ÷ýú åÝ½Ï÷Ù

SQL ÖíÇ ÌáÝ¶ üü. DB-IDS ÞæÝß ºúñù ³Á ú¿ýß ÞØØ

2
SQL Proxy/Collector

åÝ½Ï÷Ùü DB ì÷ÕÝ ºô SQL ÿ½ý ¬üÌì, ½Þ þÿ½úü ÌþÝ¶ õî Ù¼×

3
MySQL 8.0 (ºúñù ³Á DB)

ôÿ÷ýú õß SQL ÖíÇ æÜü Ü½Ý¶ öÇ ó÷ñ¼÷æ

4
Analysis / Event Router / Notifier

SQL Proxyü½ñ Ìþ¿Ç ÿ½ý ½ÞÝí îÇÇ ÐÉÝì, ÷¼úý Ü½Ýú, ÕÖÝ ½ö Í½Ç ÌáÝ¶ þÿ½ú

5
SQLite Meta & Index

Ýý SQL üý ¿ ÐÉ ÷¼úý ÈçÝ¶ þÐó÷ñ ÈçÍ

6
Slack Webhook / SMTP Server

ÐÉ ÷¼ú ÀÝ Þ æÞ¬ÿü Í½Ç ¿Ç Ú Ï¶ þ½ þÞÝ Ýþæ õû ÉØ

7
­½ ³Þüü

React ¾¼ß ÿ ÕøúÕüü, SQL üýÆ ÐÉ ÷¼úý øÞÝì ÞæÝÇ ­½Ý¶ ÿñÛ÷æ
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System Design

ÞæÝ ÎüÝüö

ÿ½ Ü½ & ÐÉ

ClientApp ³ SQL Proxy/Collectorü 
SQL Ìá

Proxy¬ ÿ½ þÐó÷ñý 
Analysis/EventRouter/NotifierÕ Ì
þ, ÿ½¶ MySQLü ÿÎ½

ÕÍ÷ QueryLog Èç ³ Pattern / 
Behavior / AuthZ ÐÉ ³ 
DetectionEvent Èç

Í½ ¼á

ìÇÝ ÷¼ú ¼Ý Þ ÕÍ÷ Notifierü 
Alert ú½ü

Notifier¬ Slack, Emailü ý­ Í½ Ìá

Í½ ¼üý NotificationLogü ¾ý

³Þüü øÞ

Admin÷ React DashboardÕÝ üý·÷
¼ú øÞ Öí

Dashboard ³ ÕÍ ³ SQLite Þÿü ó
÷ñý øÞÝì

ý­ ÷¼ú·ÿ½ ÷½·Í½ ÁÜý Ý Öþ
ÕÝ Þ­Ö
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Demo

óº
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Unit Test

úÇ Ýæú(UT)
01

ÿ½ Ü½ ¬Ý

þÝÁ UTF-8, SQL Îþ
(SQLException) ¼Ý Þ ÝÁ Ü½ ×
ÿ (UT-01, UT-02)

02

ÝýÖ üÊ ¬Ý

1=1 ³ 0=0 ½ñ÷ ùæù, üÞ Üü õ 
öÞ Þ÷ ¿½Ö ¬Ý (UT-03-RE)

03

ûõ ÐÉ ¬Ý

ÝýÖ¼ SQLÕ ³õ ûõ ÐÉ ÷¼ú 
Ýñ ¿ î­÷ ðÝ üÊ ¬Ý (UT-03-
DS / UT-04-DS)

04

Ýû ÐÉ ¬Ý

úÇ Þ¬ û Éß ÿü õß Ýû ûõß 
÷¼úý ÝñÝ¶ üÊ ¬Ý (UT-05 / 
UT-06)

05

­Ý ÐÉ ¬Ý

ø ¾¼ ­ÝÝÍÕ µÿ ­Ý Ç¼ ÷¼
úý ÝñÝ¶ üÊ ¬Ý (UT-07 / UT-
08)

06

Í½ Ìá ¬Ý

÷þÿü î¿ Í½ ÌáÕ ³Ý ¬Ý 
(UT-09 / UT-10)

07

ÿ½ üý Èç ¬Ý

ÿ½ üý Èç üÊß çþñ ¬Ý/ÝýÖ/Èç õûÇ úÇ ÚÉÕÝ ¬Ý (UT-11)
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Integration Test

õý Ýæú(IT)

ó÷ñ ß÷Õÿÿ

üý ÚÙ(POST)½ñ øÞ(GET)îÉ ó÷ñ ÿ­ñ ¿ ID ÿÞ ×
ÿ (IT-01)

ÐÉ-Í½ õì

DROP TABLE ÚÙ(POST) ³ PATTERN/HIGH ÷¼ú Ýñ ³ 
Mailhog(Email) ¿ WireMock(Slack) ûÞ ¼á ñý (IT-05)

³Þüü(UI) õû ¬Ý

½ÕüÕ Ýñ¼ ó÷ñ¬ ³ÞüüÕ Ý×ß ¼Ç

ÐÉ 3Í õì

ûõ(IT-02), Ýû(IT-03), ­Ý(IT-04) ÷¼ú ºô API ¸¼ÕÝ 
ÝÁ Ýñ ¿ øÞ ×ÿ
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System Test 

ÞæÝ Ýæú(ST)

1

õî Þ¸½æ 6Í Pass

üï, ûõ, Ýû, ­Ý, Í½, UI Ý
þñ ºô õü

2

ó÷ñ Ýþñ(ST-06)

EC2 ³Þüü UI µ  API ×÷ µ  
DB ó÷ñ ¬ ½ÿÞ ÇÏ ×ÿ

3

¬Ý Æü

ìï× Öíìý(FR-1~6)ß õî ¾·÷ æÜ Þ½ÕÝ ÝÁ ûØýÇ ÇÝ
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System Test 

ÞæÝ Ýæú(ST) ¼Ö

Ýæú Þ½

öÇüÜ: Ubuntu 20.04

JDK: Temurin 21, Spring Boot 3.3.2

ÕøúÕü: React 19 / Vite 7

ó÷ñ¼÷æ: SQLite 3.45

þü ÷í: Gradle 8.14

Í½ ÷í: Gmail, Slack Webhook

Ýæú ¼Ç

üý ÚÙ

SQL ú¿ýß ÚÙ ¬Ý

ÐÉ (PATTERN/BEHAVIOR/AUTHZ)

ûõ, Ýû, ­Ý ¾¼ß ý­ ÐÉ üÊ ¬Ý

Í½

÷¼ú ¼Ý Þ æÞ¬ Í½ Ìá ¬Ý

³Þüü/UI/DB ÿ­ñ

Ìü ó÷ñ ×½ß Ýýñ ÕüþÕü ¬Ý
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System Test 

ÞæÝ Ýæú(ST) Áù ¼ü

1

üý ÚÙ & øÞ (FR-1)

­½×¬ SELECT æÝ üýý /api/ingest/logü Ìá Ö, /api/logs ¿ ³Þüü /logsÕÝ ûÿ IDü øÞ¼¶É ×ÿ

¼ü: Pass 3 API ×÷, DB, UI ºô ÿÞ

2

UNION SELECT ûõ ÐÉ (FR-2)

UNION SELECT passwordý ÿýÝ¶ ý­ ÿ½ ÚÙ Ö, /api/events?type=PATTERN øÞ Þ eventType=PATTERN, 
severity=MEDIUM, ý½ì õû logId¬ ×ÿ¼¶É ¬Ý

¼ü: Pass 3 Ýß¼ ûõÕ ³õ ÝÁ ÐÉ

3

³ÿ SELECT æß÷ü ÐÉ (FR-3)

ûÿ ìï×¬ 1½ ´Õ 200üß SELECT ÿ½ý 5¼ß ý¼ ùÙÿü ÙÙ ¼ÝÞø Ö, Ï÷ö Íü Ö /api/events?
type=BEHAVIOR øÞ Þ eventType=BEHAVIOR, severity=HIGH, QPM g 100ÿÉ ¬Ý

¼ü: Pass 3 ìþ÷ ú¿ýÕ ³õ BEHAVIOR/HIGH ÷¼ú Ýñ

4

READ_ONLY ­Ý Ç¼ ÐÉ (FR-4)

READ_ONLY ìÝÿü INSERT/DELETE Öí üýý ÚÙÝ Ö, /api/events?type=AUTHZ øÞ Þ eventType=AUTHZ, 
severity=HIGH, ý½ì õû logId¬ ×ÿ¼¶É ¬Ý

¼ü: Pass 3 ­Ý Ç¼ Þ AUTHZ/HIGH ÷¼ú Ýñ
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System Test 

ÞæÝ Ýæú(ST) - ó÷ñ Ýýñ ¬Ý
­½× ³Þüü Öþ÷ ½Õü API ×÷ ¿ æÜ DB ¾ü ÿÞÝ¶É ¬Ýþúö.

01

ý­ ç÷: SQL üý Ìá

POST /api/ingest/logü DROP TABLE÷ ÿý¼ ý­ üýý ÌáÝ
ì, ×÷ÕÝ LOG_IDý ÝÝ

02

API ÷¼ú øÞ

GET /api/events?type=PATTERN&user=... ÕüÿÿúÕÝ 
eventType=PATTERN, severity=HIGH, ý½ì ÝÝ¼ logId¬ Ý×
ß ÿÞÝ¶É ×ÿ

03

DB ÊÙ øÞ

detection_event Ý÷¾ÕÝ log_id=LOG_ID ¸ßü¬ 
PATTERN/HIGHü ¾ý¼Í¶É ×ÿÝì, query_log Ý÷¾ÕÝ 
id=LOG_IDß status=FAILURE ¿ SQL û½ü¾Õ DROP TABLE÷ 
ÜÞ¼¶É ¬Ý

04

UI Öþ ×ÿ

­½× ³Þüüß /logs ÖþÕÝ õû ìï× ÝÕ FAILUREÆ 
DROP TABLE÷ î¼ý¬ ÜÞ¼¶É, ý½ì /events ÖþÕ 
PATTERN/HIGH ÷¼ú¬ ùÝ¼¶É ÝÍÉÿü ×ÿ

¼ü: API ×÷, DB ó÷ñ, UI ÜÞ¾÷ ºô ÆÌ ÿÞÝí ³ Pass
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Non-Functional Test 

þ¾· Ýæú(NFT) ¼Ö

Ýæú Þ½

öÇüÜ: Ubuntu 20.04

JDK: Temurin 21, Spring Boot 3.3.2

ÕøúÕü: React 19 / Vite 7

ó÷ñ¼÷æ: SQLite 3.45

þü ÷í: Gradle 8.14

½Ý ÷í: Apache JMeter

NFT ¬Ý ý»

ñ· (NFT-01 ~ NFT-03)

ÐÉ Éõ, Ü½ÿ, ûÞñ Ü½ ·½

üÍ/â¸ñ (NFT-06 ~ NFT-08)

­½× þ¼¼þ Èç ½ß, ÐÉï, Í½ ñýù

; NFT-04 ~ 05 (SQL Injection, ­Ý Üõ)¶ ÞæÝ Ýæú(ST-
02~04)ü ¬Ý ³ü
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Non-Functional Test 

þ¾· Ýæú(NFT) Áù ¼ü
DB-IDS ÞæÝß üÖ þ¾· ÖíìýÕ ³Ý Ýæúý ÍÞÝì, ­ ý»ü Áù ¼üý ½ÞÝ÷úö.

NFT-01: ÐÉ Éõ

½ÿ ûÞñ Þ½ÕÝ POST/GET ×÷ Þ¬ ïÝ (¾É: Ûí·95p f 1,000ms, æùï < 5%)

¼ü: POST Ûí 193ms (æùï 1.64%), GET Ûí 197ms (æùï 3.34%)ü ºô ¾É íù ³ Pass

í½ #Samples Ûí(ms) 95p(ms) Ý³(ms) æùï Ü½ÿ

A-POST 
/api/ingest/lo
g

304 193 453 1032 1.64% 36.6/sec

A-GET 
/api/logs

1,317 197 420 1481 3.34% 159.6/sec

TOTAL 1,621 197 431 1481 3.02% 195.3/sec

NFT-02: Ü½ÿ

10 æ¸ü, 60Í ½Ý Þ½ÕÝ POST /api/ingest/log ÉÍ Ìá (¾É: ÉÍ Ü½ÿ g 100 req/sec, æùï < 5%)

¼ü: Ý 6,041ü Ü½, Ûí Ü½ÿ 102 req/sec (æùï 0.83%)ü ¾É íù ³ Pass

í½ #Samples Ûí(ms) 95p(ms) Ý³(ms) 3,566 0.83% 102.0/sec

B-POST 
/api/ingest
/log

6,041 448 923 3,566 0.83% 102.0/sec

TOTAL 6,041 448 923 3,566 0.83% 102.0/sec

NFT-03: ûÞñ

100¿ ûÞ /api/logs øÞ (¾É: ºô ØÝ ×÷ Þ¬ f 2,000ms, æùï 0%)

¼ü: Ûí 67ms, Ý³ 245ms (æùï 0%)ü ºô ¾É íù ³ Pass

í½ #Samples Ûí(ms) 95p(ms) Ý³(ms) æùï Ü½ÿ

C-GET 
/api/logs

100 67 182 245 0.00% 20.1/sec

TOTAL 100 67 182 245 0.00% 20.1/sec
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Non-Functional Test 

þ¾· Ýæú(NFT) Áù ¼ü

NFT-06: þ¼¼þ Èç 
üÍ

³Á: admin_user.password_hash î
ÿ

¾É: Û» PW ûìï, SHA-256 õÞ
(16Í 64×) ×Ü Èç

¼ü: DB øÞ ¼ü õÞ ×Üü Èç ×
ÿ ³ Pass

NFT-07: ÐÉï(æÐ·û
Ð)
ó÷ñ:

ÝÁ ÿ½ 1,000ü (SELECT, 50ms ¬
­)

ý­ ÿ½ 50ü (¿ÞÉ DROP TABLE 
ÿý)

¾É: FPR f 5%, FNR f 2%

¼ü:

ý­ 50ü ³ TP=50, FN=0 ³ 
FNR=0%

ÝÁ 1000ü Ù Üü 100ü ³ FP=0 
³ FPRj0%

NFT-07: Pass

NFT-08: Í½ ñýù
ó÷ñ: ý­ 100ü ³ PATTERN ÷¼
ú 100ü ¼Ý

¾É: Slack + Email Í½ ñýù g 
99%

¼ü:

Slack Webhook þÞÉ 100ü ÷í

Gmail ÚâýÕ ÷þÿ 100ü ÷í

NFT-08: Pass
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Detailed Defect

¼ý ½Ý

1

D-01: üý Åþ÷¾ ¾· ûíÖ

Çõ ¼Ç: UT-12, IT-08, ST-08

öáÞÇ: High

ç¾ üý ­½ ¿ æñ½É ÝÉÖ ÕÖ

2

D-02: üýÿ æû Ü½ ûíÖ

Çõ ¼Ç: ST-07

öáÞÇ: Medium

ìï× ÿÝ Îþ Ü½ ½Ö ÕÖ

3

D-03: Í½ æû Ü½ ûíÖ

Çõ ¼Ç: IT-06

öáÞÇ: Medium

Í½ Ìá æû Þ ïÞ÷ üÊ Ý¬ ÕÖ
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Goal Achievement

»Ü þñ í½

¾· Öíìý þñ

úÇ, õý, ÞæÝ Ýæúý õõ üý Åþ÷ÿÇ ÜþÝ ºô õî ¾·÷ ñ
ýÉÿü íÖ ¿ ¬Ý¼

þ¾· Öíìý íù

ñ·, üÍ, ÍÝñ õ þ¾· Öíìý÷ þ¾· Ýæúý õõ »ÜÞý íù¼
Ç ¬Ý
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¼ìýúö
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