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MAENHAE(ST) &M 24t

U

a3 & x2| (FR-1)
1 2H2|Xt7t SELECT A 23 E /api/ingest/logZ & =, /api/logs & CHAIEE /logstA S IDE 3| &[=X] =l

&1t} Pass - API 8, DB, Ul 25 2X|

UNION SELECT IHE EtX| (FR-2)

UNION SELECT passwordE Z&tst= 24 #2| =& F, /api/events?type=PATTERN Z2| A| eventType=PATTERN,
severity=MEDIUM, 12|11 8T logld7t 2QI==X| A4S

A1} Pass — HO| =l THEIO]| CHal A At EFX]

CHZF SELECT AI}0| 3 EHX| (FR-3)

S AR 1E LHO| 200742| SELECT #2|E 5702 HE MM E HE WA 7l =, =R Z= F /api/events?
3 type=BEHAVIOR Z2| A| eventType=BEHAVIOR, severity=HIGH, QPM = 1002!X| &4&

A1} Pass — 1HIE EE{Tof CHsH BEHAVIOR/HIGH O|HIE AfM

e

READ_ONLY &3t |8t EtX]| (FR-4)

READ_ONLY AI™ O Z INSERT/DELETE & 215 %8t 2, /api/events?type=AUTHZ Z3| A| eventType=AUTHZ,
severity=HIGH, 12|11 5 logld/t 2Ql==X| 4S5

Z1t: Pass — Aot 2|8t A| AUTHZ/HIGH O[HIE MM
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22[X} CHA[EE otHO| Hll=E API S 3! &H| DB 2tz EX|5H=X] 4

O1

02

3AfL:SQLEO NS

POST /api/ingest/logZ DROP TABLEO| Z&tEl 34 212 MA¢}
1, SHOA LOG_IDE =&

03

API O|HIE X3

GET /api/events?type=PATTERN&user=... A=

eventType=PATTERN, severity=HIGH, 22|11 3
o| LX|5h=X| 2l

|EO1|*1
El logld7t et

04

DB 2 X3

detection_event E|0|=0]|M log_id=LOG_ID &2 =7}
PATTERN/HIGHZ 7|E%|/I=X| 221511, query_log El[O| =01l A
id=LOG_ID2| status=FAILURE %! SQL O|2|=7|0{l DROP TABLEO|
HAEE=X A3

[ST-06] 1) PATTERN/HIGH #% T : DROP TABLE

HTTP/1.1 201

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers

Location: /logs/8b441b7c-8d56-44da-9a3f-celda550d1da
X-Content-Type-Options: nosniff

X-X55-Protection: @
Cache-Control: no-cache,
Pragma: no-cache
Expires: @
X-Frame-Options: DENY
Content-Type: application/json
Transfer-Encoding: chunked
Date: Tue, 11 Nov 2025 08:40:

no-store, max-age=0,

38 GMT

[ST-06] LOG_ID=8b441b7c-8d56-44da-9a3f-celda550dlda
[ST-06] EVENT_ID=14a219%e2-ee79-453d-b82b-940878f29041

[ST-86] detection_event: ¥ 3 LOG_IDO 3 Y &&= OlHE

id log_id

14a219e2-ee79-453d-bB2b-940878129041
[ST-06] query_log: 8 Y LOG_ID & M

id user_id

8b441b7c-8d56-44da-9a3f-celda550dlda st@6-ui-dbatest.com

2025.11. 11. =%
5:40:30

st06-ui-db@test.com

2025.11.11. 2
< 5:40:30

st06-ui-db@test.com

&1t API &, DB H|O|E{, Ul #A|Z[0] 25 2t LX|5H0 - Pass

8b441b7c-8d56-44da-9a3f-celdab5@8dlda

status

FAILURE

PATTERN

Ul =t& =fol

|

ZE[X} CHAI2E2] /logs 2t HO|A e AFEXH Y0l FAILURES}
DROP TABLEO| 2HIZ2A| EA|E|=X|, J2|1 /events SHHO|
PATTERN/HIGH O[HIE 7} = EE|=X| 2| SEO 2 =l

must-revalidate

( PATTERN/HIGH)

event_type severity occurred_at

PATTERN HIGH 2025-11-11T08:40:308.8191929417

executed_at sql_preview

2025-11-11T08:40:30.8074694027 DROP TABLE important_table...

drop table important_table

DROP TABLE IMPORTANT_TABLE
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H|7| s HIAE(NFT) 7H&

EHAE 23 NFT 435 &5

o 2FAH|H: Ubuntu 20.04

M= - ~ -
o JDK: Temurin 21, Spring Boot 3.3.2 li* = (NFT O1~NFT 03)

e IEEQIE: React19/ Vite 7 EIX| XA, M2|ZF, SAM HE| s
o [Cj|O|E{H||O|A: SQLite 3.45
o HIE -3 Gradle 8.14

Hot/AMZ[M (NFT-06 ~ NFT-08)
o EG} T3: Apache JMeter Q

HE| K} H|UHS K& HEAl EIX|8 2l MaE

— o Ty ] O o

[J % NFT-04 ~ 05 (SQL Injection, ¢t M|0])= A|AE HIAE(ST-
02~04)2 AZ CHA|
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H|7|S EHIAE(NFT) AHM| 1}

B SAIE 20 POST/GET S& AlZt £F (7|1&: B-95p = 1,000ms, 2LFE < 5%)

#3}: POST i 193ms (2F = 1.64%), GET B 197ms (2FE 3.34%)2 2= 7|& 55 - Pass

T2 #Samples M (ms) 95p(ms) Z[CH(ms) REZE SEE
A-POST 304 193 453 1032 1.64% 36.6/sec
/api/ingest/lo

g

A-GET 1,317 197 420 1481 3.34% 159.6/sec
/api/logs

TOTAL 1,621 197 431 1481 3.02% 195.3/sec

NFT-02: X{2| 2
10 A2{|E, 60% 235} 2t-F30j|A POST /api/ingest/log X[& ®& (71&: X% X2|2F = 100 req/sec, LF & < 5%)

21}t = 6,041 XM2|, W K22 102 reg/sec (2F 2 0.83%)2 7|& £Z - Pass

= #Samples H(ms) 95p(ms) Z|CH(ms) 3,566 0.83% 102.0/sec
B-POST 6,041 448 923 3,566 0.83% 102.0/sec
/api/ingest
[/log
TOTAL 6,041 448 923 3,566 0.83% 102.0/sec

NFT-03: SA|M
100 SA| /api/logs 2| (7|&: 2 HE SH AlZh =2,000ms, 2LF7E 0%)

A1 W 67ms, £|C 245ms (FE 0%)E 2= 7|& 5F > Pass

o #Samples T (ms) 95p(ms) %|CH(ms) RIE SEE
C-GET 100 67 182 245 0.00% 20.1/sec
/api/logs

TOTAL 100 67 182 245 0.00% 20.1/sec
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(o) El
EH ok .:.) CIO|E{: 22 10071 - PATTERN O]t
CHAb: admin_user.password_hash & Cllo[E: E1004 24
7|E: W2 PW OJAFR, SHA-256 3 Al =) 99%
(167 64 JB4 MT 22 32| 502 (HA|X DROP TABLE At
&1} DB 3| 21t ofA| HEfZ X7 =t zZ9l) Slack Webhook H|A|X| 10074 =4f
2l > Pass 7|%: FPR = 5%, FNR = 2%
. = o, = o Gmail =2l 0" O|I}||°| 1007'l EIF
r=ILg NFT-08: Pass
27 5072 > TP=50, FN=0 >
FNR=0%

4100071 & 21007 > FP=0
-> FPR=0%

NFT-07: Pass
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