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1. math.random() £ 0t H 2t

O 39 &g 7 BEE Security Hotspot-1 : Math.random() 2021/05/28 04:49
Security Hotspot-1 : Math.random() «§2| 35/35|Ct2 =»
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2. printStackTrace() £ 9 F <t

O 48 =3 3}z g2 Security Hotspot-10 : printStackTrace() 2021/06/08 00:20
O 47 23 B}z =2 Security Hotspot-9 : printStackTrace() 2021/06/08 00:20
0O 46 =23 3}z g2 Security Hotspot-8 : printStackTrace() 2021/06/08 00:20
O 45 z23 4z e Security Hotspot-7 : printStackTrace() 2021/06/08 00:20
0 44 =23 HZE g2 Security Hotspot-6 : printStackTrace() 2021/06/08 00:19
O 43 =3 SHZE =3 Security Hotspot-5 : printStackTrace() 2021/06/08 00:19
0 42 =% HZE g2 Security Hotspot-4 : printStackTrace() 2021/06/08 00:19
O 41 =3 FHZE =3 Security Hotspot-3 : printStackTrace() 2021/06/08 00:19
0 40 =23 HZE = Security Hotspot-2 : printStackTrace() 2021/06/08 00:19
Security Hotspot-2 : printStackTrace() «FH2| 34/35]| TH2»
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Testing: Security Hotspots

Moy O 32g7

2|X| : CardList.java / Line 52

printStackTrace()= SZXt2| 3HE &0|5t7 HLCH
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2. printStackTrace() £ 9 F <t

O 48 =3 3}z g2 Security Hotspot-10 : printStackTrace() 2021/06/08 00:20
O 47 =23 HZE e Security Hotspot-9 : printStackTrace() 2021/06/08 00:20
0O 46 =23 3}z g2 Security Hotspot-8 : printStackTrace() 2021/06/08 00:20
O 45 z23 4z e Security Hotspot-7 : printStackTrace() 2021/06/08 00:20
0 44 =23 HZE g2 Security Hotspot-6 : printStackTrace() 2021/06/08 00:19
O 43 =3 SHZE =3 Security Hotspot-5 : printStackTrace() 2021/06/08 00:19
0 42 =% HZE g2 Security Hotspot-4 : printStackTrace() 2021/06/08 00:19
O 41 =3 FHZE =3 Security Hotspot-3 : printStackTrace() 2021/06/08 00:19
0 40 =23 HZE = Security Hotspot-2 : printStackTrace() 2021/06/08 00:19
Security Hotspot-3 : printStackTrace() <2 | 3335 |
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2%

9%/ : Controller.java / Line 71

printStackTrace()= 220 225 20[5HA ELIC
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printStackTrace() 22t 2}

0 48 =3 3}z g2 Security Hotspot-10 : printStackTrace()
o 47 Z% HE oy Security Hotspot-9 : printStackTrace()
O 46 =23 3}z g2 Security Hotspot-8 : printStackTrace()
O 45 z23 4z e Security Hotspot-7 : printStackTrace()
0O 44 z28 HE e Security Hotspot-6 : printStackTrace()
O 43 =3 SHZE =3 Security Hotspot-5 : printStackTrace()
0 42 28 HE E2= Security Hotspot-4 : printStackTrace()
O 41 =3 FHZE =3 Security Hotspot-3 : printStackTrace()
0 40 Zz23 SHE E2= Security Hotspot-2 : printStackTrace()

Security Hotspot-4 : printStackTrace()
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Security Hotspot-10 : printStackTrace()
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Security Hotspot-6 : printStackTrace()
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Security Hotspot-10 : printStackTrace()
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printStackTrace()= ZZAtS| ZZE 20/5HA ELCH
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2. printStackTrace() £ 9 F <t

0 48 2 B2 =22 Security Hotspot-10 : printStackTrace() 2021/06/08 00:20
O 47 23 Sz 28 Security Hotspot-9 : printStackTrace() 2021/06/08 00:20
O 46 zg B2 = Security Hotspot-8 : printStackTrace() 2021/06/08 00:20
O 45 23 B}z =2 Security Hotspot-7 : printStackTrace() 2021/06/08 00:20
0O 44 z28 HZ = Security Hotspot-6 : printStackTrace() 2021/06/08 00:19
O 43 2 B}z =2 Security Hotspot-5 : printStackTrace() 2021/06/08 00:19
0 42 28 HZ =2 Security Hotspot-4 : printStackTrace() 2021/06/08 00:19
O 41 2% HZE =2 Security Hotspot-3 : printStackTrace() 2021/06/08 00:19
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Security Hotspot-10 : printStackTrace()
Security Hotspot-9 : printStackTrace()
Security Hotspot-8 : printStackTrace()
Security Hotspot-7 : printStackTrace()
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Security Hotspot-5 : printStackTrace()
Security Hotspot-4 : printStackTrace()
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Security Hotspot-2 : printStackTrace()
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Security Hotspot-10 : printStackTrace()
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Q%] : Network.java / Line 224

printStackTrace()= =
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Null pointer & X

(] 49 ZE% sfEZ EE  Bug-1: Null pointers should not be dereferenced

Bug-1 : Null pointers should not be dereferenced

admin AdminO|(7+) 11 MO 718 2 10412t FO| X E.

HEY: HE
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Testing: Bugs
49

1% : Network.java / Line : 96

Line 25 0 A Msg sendMsg = null 0|2t1 425t 1 Line 960 Af sendMsg.getSrc_id()Z

NullPointer 0j2{7+ 2% 7t540| L.

2tA NullPointerException X2|7F 2235t

AREAZE:
Sz 7|5k
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Resource closed 2| (I} YEH)

(J 53 Z% &Z 2 Bug-5: Resources should be closed
(] 52 Z% sfE€ <= Bug-4: Resources should be closed
(J 51 Z¥ sZ {2 Bug-3: Resources should be closed
(J 50 Z¥ ©sZ =2 Bug-2: Resources should be closed

Bug-2 : Resources should be closed
admin AdminO|(7}) 112 FOf Z=7F8h. 2F 10A|12H FOj SHE,

Eq: SHE
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Testing: Bugs
=3

9X| : CardList.java / Line : 28

9] 2j22 & Closeable 30f SHLICH SHA| DX Q|2 Ols) 0| £/EX| L 4 YL/
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AutoCloseable S2§4 'try-with-resouces IHHE M 25i= 7S
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50

=} IZ  Bug-5 : Resources should be closed 2021/06/08 00:28
P IZ  Bug-4: Resources should be closed 2021/06/08 00:27
HZ IZ  Bug-3 : Resources should be closed 2021/06/08 00:26
SHZ IZ  Bug-2 : Resources should be closed 2021/06/08 00:23
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Busg-3 - Resources should be closed

admin AdminOI(ZF) 112 TCl =71 2F 10A|2F Toji =T =l

AFEH: SHZ= AIEFALZE: 2021/05/28
2M=2: b= A= IS

=R =

Testing: Bugs

==

2]X] : Controller.java / Line : 38

2 Ej==2 = Closeable SHOF SHLICH. ©¢X| =CI GIAE 2USH =
AutoCloseable E21= 'try-with-resoucesTHSHS ArS5t= ==
CHAl =

private void readTheFile() throws IOException {

Path path = Paths.get(this.fileName);

BufferedReader reader = Files.newBufferedReader(path, this.charset);
/f

reader.close(); // Noncompliant

Files.lines("input.txt”).forEach(System.out::printin); // Noncompliant: The stream needs to be closed
>

private void doSomething() {

OutputStream stream = null;

try {

for (String property : propertylist) {

stream = new FileOutputStream{"myfile.txt"); // Noncompliant
£

3

3 catch (Exception ) {

F finally {

stream.close(); // Multiple streams were opened. Only the last is closed.

>
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Resource closed 2| (I} YEH)

(] 53 &Y sz IZ  Bug-5 : Resources should be closed
O 52 &g sz IZ2  Bug-4 : Resources should be closed
(] 51 2% &Z I=  Bug-3 : Resources should be closed
(] 50 &% sz 12  Bug-2 : Resources should be closed

Bug-4 - Resources should be closed
admin AJmInO|(Z}) 112 =Of| 3=7pEt. 2F 10A|ZF TOj| =TS

=

2]X] : Controller.java / Line : 89

2] iz Closeable SHOF SLICH &X| RXE=C0HE GIRK/AE QIS =F0| =TEIX| &L= =+ ASLCE
==

AutoCloseable S8 'try-with-resouces' I & & Ar=2Zsr= =

\
N|ﬂ

oAl :

private void readTheFile() throws IOException {

Path path = Paths.get(this.fileName);

BufferedReader reader = Files.newBufferedReader(path, this.charset);
/..

reader.close(); // Noncompliant

[ -
Files.lines(Tinput.txt”).forEach(System.out::printin); // Noncompliant: The stream needs to be closed
>

private void doSomething() {

OutputStream stream = nul

vy {

for (String property : propertylList) {

stream = new FileOutputStream("myfile.txt”); // Noncompliant
VAT

T

3 catch (Exception e) {

/-

> finally {

stream.close(); // Multiple streams were opened. Only the last is closed.

sz AIEPALZE:
U= 2= 715
Bugs

2021/06/08 00:28
2021/06/08 00:27
2021/06/08 00:26
2021/06/08 00:23
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53
52
51
50

= I=  Bug-5 : Resources should be closed 2021/06/08 00:28
Tz IZ  Bug-4: Resources should be closed 2021/06/08 00:27
HZ I=  Bug-3 : Resources should be closed 2021/06/08 00:26
SHZ IZ  Bug-2 : Resources should be closed 2021/06/08 00:23
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Bug-5 : Resources should be closed

admin AdminO|(ZF) 112 TOj| S=7bEF. oF 10A|2F FOjl ===

AFER: SHZE AIEFAIZE: 2021/05/28
A== o= 2= 7Tk

=SSX: -

Testing: Bugs

=3

2{X| : Controller.java / Line : 210

2] 2j==2{ Closeable SHOF ' LICH X 2R=CHE CI2A= QISH =F0| =JEX| 22 == USLICH
AutoCloseable E2f= 'try-with-resouces’ T &S Ar23st= HE F=TTLICH

oAl :

private void readTheFile() throws IOException {

Path path = Paths.get(this.fileName);
BufferedReader reader = Files.newBufferedReader(path, this.charset);

£
reader.close(); // Noncompliant

Files.lines("input.txt”).forEach(System.out: :printin); // Noncompliant: The stream needs to be closed

private void doSomething() {

OutputStream stream = null;

try {

for (String property : propertylList) {

stream = new FileOutputStream{"myfile.txt™); // Noncompliant

/:;/ SR
3 catch (Exception e) {

F finally {
stream.close(); // Multiple streams were opened. Only the last is closed.
g
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5. Resource closed 2| (43! 2#&d)

57
56
55
54

7l  Bug-9 : Resources should be closed
72  Bug-8 : Resources should be closed
7l  Bug-7 : Resources should be closed
72  Bug-6 : Resources should be closed

wEonson i
pot pot pot pot
(Rl pe ] Rl
= W= = W=
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59 Bug-10 : Resources should be closed

oot
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Busg-6 : Resources should be closed
admin AdminO|(FH) 112 TOj F=7rEk.

AFEl: P =1
=LA s
X =
Testing: Bugs
==

2{X|] : Network.java / Line : 31

O] =TEIX| 2HE = AUSLICE.

2] Si==={ Closeable SHOF ELICH. SX| XE=COHE HIKAE 2USH =
=

=
AutoCloseable S22 "try-with-resouces Il &S& ArE2ZsSr= 22 E=TELICH
CEA =
private void readTheFile() throws IOException {
Path path = Paths.get(this.fileName);
BufferedReader reader = Files.newBufferedReader(path, this.charset);
/"

reader.close(); // Noncompliant
7

Files.lines(Tinput.txt™).forEach(System.out: :printin); // Noncompliant: The stream needs to be closed
>

private void doSomething() {
OutputStream stream = null;

try {
for (String property : propertylList) {

stream = new FileOutputStream{"myfile.txt™); // Noncompliant
P

g

3 catch (Exception e) {

> finally €
stream.close();: // Multiple streams were opened. Only the last is closed.

AL EFALZE:
2=71sE:
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57
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7l  Bug-9 : Resources should be closed
72  Bug-8 : Resources should be closed
7l  Bug-7 : Resources should be closed
72  Bug-6 : Resources should be closed
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59 Bug-10 : Resources should be closed

oot
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Bug-7 - Resources should be closed
admin AdminO|(Z}) 112 Oj =7+

HER: A=
=2 Edi—4
=R =
Testing: Bugs
==

2iX] : Network.java / Line : 112

2] 2= Closeable SHOF SHLICH. B X| L =0 GIUE QUS| =0 =TEIX| 2= == ASL|CEH
AutoCloseable E2= 'try-with-resouces T T = ArESt= HE =

Oz A} =

private void readTheFile() throws IOException {

Path path = Paths.get(this.fileName);

BufferedReader reader = Files.newBufferedReader(path, this.charset);

reader.close(); // Noncompliant

e
Files.lines(Tinput.txt”).forEach(System.out: :printin); // Noncompliant: The stream needs to be closed
55

private void doSomething() {

OutputStream stream = nul

try {

for (String property : propertylist) {

stream = new FileOutputStream("myfile.txt™); // Noncompliant
i

>
} catch (Exception e) {

} ﬁnally 232
stream.close(); // Multiple streams were opened. Only the last is closed.

AIEPAIZE:
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57
56
55
54

7l  Bug-9 : Resources should be closed
72  Bug-8 : Resources should be closed
7l  Bug-7 : Resources should be closed
72  Bug-6 : Resources should be closed

wEonson i
pot pot pot pot
(Rl pe ] Rl
= W= = W=
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59 Bug-10 : Resources should be closed

oot
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Bug-8 : Resources should be closed
admin AdmiIinO|(F}) 112 Toj =Sk,

AFEH: 23 AP EPAZE:
2= ns =St
=X -

Testing: Bugs

==

2iX] : Network.java / Line : 141
2§ 2y==A= Closeable SHOF & LICH ©FX| LE=CHE GIKY=E QUSH =0 =TEX| 2= == USL|CE
=t ==

AutocCloseable S22 ‘try-with-resouces’ oSS Ar=2sSt= 22 =S LICH.
OFA] =

private void readTheFile() throws IOException {

Path path = Paths.get(this.fileName);

BufferedReader reader — Files.newBufferedReader(path, this.charset);

7 e
reader.close(); // Noncompliant

Files.lines("input.txt™).forEach(System.out: :printin); // Noncompliant: The stream needs to be closed
>

private void doSomething() {

OutputStream stream = null;

try {

for (String property : propertylList) {

stream = new FileCutputStream{"myfile.txt™); // Noncompliant
o

= 3
3> catch (Exception e) {
V4

> f:l;';ally <
stream.close(); // Multiple streams were opened. Only the last is closed.
>
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7l  Bug-9 : Resources should be closed
72  Bug-8 : Resources should be closed
7l  Bug-7 : Resources should be closed
72  Bug-6 : Resources should be closed
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59 Bug-10 : Resources should be closed
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Bug-9 : Resources should be closed
admin AdminO|(Z}) 112 TOj| =7t

AFER: a7
=21 LU=
=EEEE: =
Testing: Bugs
==

2]x| : Network.java / Line : 178
2] Sl Closeable SHOF ELICH. & X| 2E=0HE GIKAE 2USH
AutoCloseable E2= 'try-with-resouces'TjSi= ArS2Sr= 24

ogAf =

private void readTheFile() throws IOException {

Path path = Paths.get(this.fileName);

BufferedReader reader = Files.newBufferedReader(path, this.charset);
o

reader.close(); // Noncompliant

Files.lines("input.txt").forEach(System.out: :printin); // Noncompliant: The stream needs to be closed

private void doSomething() <{

OutputStream stream = null;

try {

for (String property : propertylList) {

stream = new FileOutputStream{ " myfile.txt™); // Noncompliant
e

3
3 catch (Exception e) {
£y

> finally <
stream.close(); // Multiple streams were opened. Only the last is closed.

AIEEAIZE:
= os:

2021/05/28 05:14
2021/05/28 05:13
2021/05/28 05:13
2021/05/28 05:13

2021/05/28 05:16
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5. Resource closed 2| (43! 2#&d)

57
56
55
54

7l  Bug-9 : Resources should be closed
72  Bug-8 : Resources should be closed
7l  Bug-7 : Resources should be closed
72  Bug-6 : Resources should be closed

wEonson i
pot pot pot pot
(Rl pe ] Rl
= W= = W=

0oo0d

59 Bug-10 : Resources should be closed

oot
r=
Sh
()
il

O

Bug-10 : Resocurces should be closed
admin AdminO|(Z}) 112 Xioj Z=7}=t.

AFEH: o7
M= o=
=X =
Testing: Bugs

=
21X] : Network.java / Line : 208
2] Sz Closeable SHOF ELICH. € X| 2RECHE GIKAE 2USH S=0| =JEX| 2BS == ASLICEH

AutoCloseable E2i= 'try-with-resouces IS = Ar=Zst= =
L+ "Soccket’s ‘finally’gtojl == HRE =TS L

CIAl =

private void readTheFile() throws IOException {

Path path = Paths.get(this.fileName);

BufferedReader reader — Files.newBufferedReader(path, this.charset);
i

reader.close(); // Noncompliant

&

Files.lines(“input.txt").forEach(System.out: :printin); // Noncompliant: The stream needs to be closed

private void doSomething() {

OutputStream stream = null;

Ty

for (String property : propertylList) {

stream = new FileOutputStream{"myfile.txt”); // Noncompliant
[l -

>
3 catch (Exception e} {

3 finally €
Stream.close(); // Multiple streams were opened. Only the last is closed.

AIEEAIZE:
=i

2021/05/28 05:14
2021/05/28 05:13
2021/05/28 05:13
2021/05/28 05:13

2021/05/28 05:16
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6. =4 xcla 3t
= & |Major]: This block of commented-out lines of code should be
Z25H z3 e
O 58 &% ¥s i removed. - Network.java
(] 65 ZE sz 2 [Major]: This block of commented-out lines of code should be removed. - VMList.java
] 64 ZZ siZ <42 [Major]: This block of commented-out lines of code should be removed. - VM.java
(] 63 ZZ sz <42 [Major]: This block of commented-out lines of code should be removed. - Card.java
. O o  [Major]: This block of commented-out lines of code should be removed. -

0 62 2% AE =S Gyr_yMListjava
(J 61 Z% sZ 2 [Majorl: This block of commented-out lines of code should be removed. - GUI_Frame.java
[] 60 Z s§Z =2 [Major]: This block of commented-out lines of code should be removed. - Controller.java
[Major]: This block of commented-out lines of code should be removed. - Network.java

admin AdminO|(Z7t) 112 To| =718, 2F 10A|ZF Toj =T &.

SHE
==

Code Smells

2iX|: Network.java / Line: 239-284 , 127
=3

S92 7IS8S £0I7] YAMA S ASTX RE VS FAFI G4 AHBFE HO| SO

AIREAZE:
Sr= 7|5k

2021/06/08 00:45 e

2021/06/08 00:49
2021/06/08 00:48
2021/06/08 00:47

2021/06/08 00:47

2021/06/08 00:47
2021/06/08 00:46

2021/05/28
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6. =4 xcla 3t
= & |Major]: This block of commented-out lines of code should be "
Z25H z3 e soe
(O 58 €% € =S8 removed. - Network.java 2021/06/08 00:45
(] 65 ZE sz 2 [Major]: This block of commented-out lines of code should be removed. - VMList.java 2021/06/08 00:49
] 64 ZZ siZ <42 [Major]: This block of commented-out lines of code should be removed. - VM.java 2021/06/08 00:48
(] 63 Z sig <2 [Major]l: This block of commented-out lines of code should be removed. - Card.java 2021/06/08 00:47
. O o  [Major]: This block of commented-out lines of code should be removed. - /
O 62 3agy sz 3 GUI_VMList.java 2021/06/08 00:47
(J 61 Z% sZ 2 [Majorl: This block of commented-out lines of code should be removed. - GUI_Frame.java 2021/06/08 00:47
[] 60 Z s§Z =2 [Major]: This block of commented-out lines of code should be removed. - Controller.java 2021/06/08 00:46

[Major]: This block of commented-out lines of code should be removed. - Controller.java

admin AdminO|(7}) 112 TO| F=7pE. 2F 10A|ZF F0j =FE.

AFEH: SHE PNESINPJH 2021/05/28
S4=2: e EZ 7|5k

224 -

Testing: Code Smells

=22

2iX| : Controller.java / Line : 252
32

9| FHRET £017] UMM E AHBTHR| RE BSE TAXE OY AFHFTE 20| SCh
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6. =4 xcla 3t
= & |Major]: This block of commented-out lines of code should be
Z25H z3 e
O 58 &% ¥s i removed. - Network.java
(] 65 ZE sz 2 [Major]: This block of commented-out lines of code should be removed. - VMList.java
] 64 ZZ siZ <42 [Major]: This block of commented-out lines of code should be removed. - VM.java
(] 63 ZZ sz <42 [Major]: This block of commented-out lines of code should be removed. - Card.java
. > we L[Major]: This block of commented-out lines of code should be removed.
0 62 2% AE =S Gyr_yMListjava
(J 61 Z% sZ 2 [Majorl: This block of commented-out lines of code should be removed. - GUI_Frame.java
[] 60 Z s§Z =2 [Major]: This block of commented-out lines of code should be removed. - Controller.java
[Major]: This block of commented-out lines of code should be removed. - GUI_Frame.java

Redminelll S&& 0l#

admin AdminO|(Z}) 112 O S=7pg. 2F 10A|2F TOj| =T &.

AHEH:
fSd=2A:
SR

Testing:

Ad
=23

Hz
HE

Code Smells

21X|: GUI_Frame.java / Line: 45

TS| FHSAE £017] ATKAS AFSSHA| R BEE TAXE Y AFSMTE 20| SCh

AEEA|ZE:
fz 7|3k

2021/06/08 00:45 e

2021/06/08 00:49
2021/06/08 00:48
2021/06/08 00:47

2021/06/08 00:47

2021/06/08 00:47
2021/06/08 00:46

2021/05/28
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6. =4 Xc&E 3t
2 o |Major]: This block of commented-out lines of code should be
Z25H z3 e
0 58 2% A2 =S removed. - Network.java
(] 65 ZE sz 2 [Major]: This block of commented-out lines of code should be removed. - VMList.java
(] 64 Z sig == [Major]: This block of commented-out lines of code should be removed. - VM.java
(] 63 Z sig <2 [Major]l: This block of commented-out lines of code should be removed. - Card.java
. > wueo L[Major]: This block of commented-out lines of code should be removed. -

0 62 88 M2 =S Gyp_vMList.java
(J 61 Z% sZ 2 [Majorl: This block of commented-out lines of code should be removed. - GUI_Frame.java
[] 60 Z s§Z =2 [Major]: This block of commented-out lines of code should be removed. - Controller.java

[Major]: This block of commented-out lines of code should be removed. - GUI_VMList.java

admin AdminQ|(7}) 112 FOf| =718k 2F 10A|12F T =T E.

HEl: SHE A EFA I ZE:
=2 == AZ 7|5k
22 =

Testing: Code Smells

=23
21X|: GUI_VMList.java / Line: 33

FEO| FHSEE £017] ARME AR RE BHE FANE A AFHTE 20|

o

Ct.

2021/06/08 00:45 e

2021/06/08 00:49
2021/06/08 00:48
2021/06/08 00:47

2021/06/08 00:47

2021/06/08 00:47
2021/06/08 00:46

2021/05/28
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6. =4 Xc&E 3t
2 o |Major]: This block of commented-out lines of code should be
Z25H z3 e
0 58 2% A2 =S removed. - Network.java
(] 65 ZE sz 2 [Major]: This block of commented-out lines of code should be removed. - VMList.java
(] 64 Z sig == [Major]: This block of commented-out lines of code should be removed. - VM.java
(] 63 Z sig <2 [Major]l: This block of commented-out lines of code should be removed. - Card.java
. > wueo L[Major]: This block of commented-out lines of code should be removed. -

0 62 88 M2 =S Gyp_vMList.java
(J 61 Z% sZ 2 [Majorl: This block of commented-out lines of code should be removed. - GUI_Frame.java
[] 60 Z s§Z =2 [Major]: This block of commented-out lines of code should be removed. - Controller.java

[Major]: This block of commented-out lines of code should be removed. - Card.java

admin AdminO|(7}) 112 0| Z=7pE 2k 10A|2F FOj $HE.

HEf: HE AJZHA|ZE:
UEI: 22 2=k
2SIk -

Testing: Code Smells

9JX|: Card.java / Line:27-40
3

S9| S48 £07] UHME ABHK e BHE FUNE (Y 4HHFE 20 SO

2021/05/28

2021/06/08 00:45 e

2021/06/08 00:49
2021/06/08 00:48
2021/06/08 00:47

2021/06/08 00:47

2021/06/08 00:47
2021/06/08 00:46
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6. =4

] 58 2

0O 65 2% @z
O 64 2% %z
O 63 2% @z
0 62 2% %z
O 61 2% %z
0O 60 2% %z

o
0
kU
In

ol
Uiz
AL
njo

removed. - Network.java

[Major]: This block of commented-out lines of code should be removed. - VMList.java
[Major]: This block of commented-out lines of code should be removed. - VM.java
[Major]: This block of commented-out lines of code should be removed. - Card.java
[Major]: This block of commented-out lines of code should be removed. -

AL AL AC
oo olo ojo

e i
F GUI_VMList.java

22 [Major]: This block of commented-out lines of code should be removed. - GUI_Frame.java
=2 [Major]: This block of commented-out lines of code should be removed. - Controller.java

[Major]: This block of commented-out lines of code should be removed. - VM.java

admin AdminO|(7}) 11 F0j F=7bg. oF 10412t T ST E.

HE:
L=
SR
Testing:

Ad
=3

21X : VM.java / Line : 11

HE A|EEA|ZE: 2021/05/28
22 A57|3kh:
Code Smells

|Major]: This block of commented-out lines of code should be 2021/06/08 00:45

2021/06/08 00:49
2021/06/08 00:48
2021/06/08 00:47

2021/06/08 00:47

2021/06/08 00:47
2021/06/08 00:46
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6. =4 xcla 3t
= & |Major]: This block of commented-out lines of code should be "
Z25H z3 e soe
(O 58 €% € =S8 removed. - Network.java 2021/06/08 00:45
(] 65 ZE sz 2 [Major]: This block of commented-out lines of code should be removed. - VMList.java 2021/06/08 00:49
] 64 ZZ siZ <42 [Major]: This block of commented-out lines of code should be removed. - VM.java 2021/06/08 00:48
(] 63 ZZ sz <42 [Major]: This block of commented-out lines of code should be removed. - Card.java 2021/06/08 00:47
. O o  [Major]: This block of commented-out lines of code should be removed. - /
O 62 3agy sz 3 GUI_VMList.java 2021/06/08 00:47
(J 61 Z% sZ 2 [Majorl: This block of commented-out lines of code should be removed. - GUI_Frame.java 2021/06/08 00:47
[] 60 Z s§Z =2 [Major]: This block of commented-out lines of code should be removed. - Controller.java 2021/06/08 00:46

[Major]: This block of commented-out lines of code should be removed. - VMList.java
admin Admin0|(7}) 112 F0| £7}3. o 10412t HOj £XE.

AME: Sz A ZEA|ZE: 2021/05/28
U8 e 2=7|5:

EELS .

Testing: Code Smells

29
2IX| : VMList.java / Line : 33,42, 51-54, 58, 80

BSOS 4 £017| ABAE ASIA RE B4E FANE Y AFHFE Z0| SCh
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7. 33 Hx 2d 22X
(O 67 Z% &2 =2 [Minor] Make this final field static too - GUI_Dispenser.java 2021/06/08 00:50 -
(D) 66 Z% HZ 22 [Minor] Make this final field static too - GUI_Error.java 2021/06/08 00:50 -

[Minor] Make this final field static too - GUI_Error.java
admin AdminQ|(7}) 112 TOj| F7tE. 2 10A|ZF 0| =T E.

HEj: HE A|ZEA|ZE: 2021/05/28
Sz 2= Az 7|5

221 =

Testing: Code Smells

=22

2IX|: GUI_Error.java / Line:13

MOIA| =7|3HE M= final 20} static final2 41 Q1540F5HCE

33
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7. & B HEH ZN

2  [Minor] Make this final field static too - GUI_Dispenser.java
2 [Minor] Make this final field static too - GUI_Error.java

[Minor] Make this final field static too - GUI_Dispenser.java

admin AdminO|(7}) 11 FOj FItE. 2 10A|ZF T 0| S=FE.

EY: HE
SR g

29Xk =

Testing: Code Smells

Xk

3
2IX| : GUI_Dispenser.java / Line : 14

MOA| Z7|32 M=+ final 2L} static final= M §i5H05HCE

2021/06/08 00:50 «ss
2021/06/08 00:50 «=-

AEEAIZE: 2021/05/28
a3
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8. 3IJES

Ja

=L

gE [Critical] Define a constant instead of duplicating this literal "5t 2 1=
= “Send Msg:", "localhost”

= "Receive
£ o

it

0 69

[Critical] Define a constant instead of duplicating this literal "2/ = 31 =], "Receive Msg:", "Send Msg:", "localhost™

admin AdmIinO|I(ZF) 112 TOfl S=7rSr. 2F 10AIZF TOj =FT &!.
AFEH: SHZ=

2= ==

=X =

Testing: Code Smells

AIEEAIZE:
=i

Az
=23

21x]:
GUI_Admin_java - line40, GUI_CardPayment.java - line46, ...

Network.java —

String literals should not be duplicated
Duplicated string literals make the process of refactoring error-prone, since you must be sure to update all occurrences.
On the other hand, constants can be referenced from many places, but only need to be updated in a single place.

Noncompliant Code Example
with the default threshold of 3:

public void run() {
prepare(“actioni”); // Noncompliant - "action1” is duplicated 2 times
execute(“action1™);
release("action1™);

@SuppressWarning(Tall") // Compliant - annotations are excluded

private void method1(Q) { /™ ... / 3
@SuppressWarning("all™)
private void method2(0) { / ... ™/ >

public String rnethod3(String a) {
System_.out.printin(™"” + a + ""*); // Compliant - literal *'~ has less than S characters and is excluded

; // Compliant - Ilteral " has less than 5 characters and is excluded

Compliant Solution
private static final String ACTION_1 = “actionl1”™; // Compliant

public void run() {
prepare(ACTION_1); // Compliant
execute(ACTION_1);
release(ACTION_1);

Exceptions
To prevent generating some false-positives, literals having less than 5 characters are excluded.

Msg:",

2021/05/28

2021/06/08 01:01
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9. JIEt EH
() 68 Z =z tt2  [Minor] Use the opposite operator ("!=") instead. - GUI_VMList.java 2021/06/08 00:51 «..
(] 73 &% g =& [Critical] Add a default case to this switch. 2021/06/08 00:55 -

[Minor] Use the opposite operator ("1=") instead. - GUI_VMList.java
admin AdminO|(7t) 112 F0| F7tE. 2F 10A[ZH 70 =T E.

HER: SHE A|ZEA|ZE: 2021/05/28
SH=: == AZ |5k

ECL -

Testing: Code Smells

a9

oIX| : GUI_VMList.java / Line : 59

I(address[i]==null) & E&s =5 Z0t= address[i] =null 2522 G CHestA Z=3or= 7i0] Lt

U= A

36



Redminelll S&& 0l#

() 68 Z¥ “Z =2 [Minor] Use the opposite operator ("!=") instead. - GUI_VMList.java 2021/06/08 00:51 «e.
(] 73 Z% ©%4Z =& [Critical] Add a default case to this switch. 2021/06/08 00:55 <=
[Critical] Add a default case to this switch. <52 | 35| oz Compliant Solution

admin Admin0|(7F) 112 RO 7K. 2 10412 FO0J $HE. switch (param) {

case 0:
yEg: 5z AREAIZE: 2021/05/28 doSomething();
2u9: =g aE7|s: break;
e case 1:
Testing: Code Smells goSo':nethnglse();
29 oo reax

P R default:

21Xz . _ error();
GUI_Error.java - line65 break:
GUI_Frame.java - line139, linel74 4
Network.java - line49 } .

Exceptions

If the switch parameter is an Enum and if all the constants of this enum are used in the case statements, then

"switch" statements should have "default” clauses .
no default clause is expected.

The requirement for a final default clause is defensive programming. The clause should either take appropriate

action, or contain a suitable comment as to why no action is taken. Example:
Noncompliant Code Example 2

switch (param) { //missing default clause public enum Day {
case 0: SUNDAY, MONDAY
doSomething(); }

break;

case 1: S
doSomethingElse(); switch(day) {
break; case SUNDAY:

b doSomething();
switch (param) { break;

default: // default clause should be the last one case MONDAY:
error(); doSomethingElse();
breaks break;

case 0: '
doSomething(); b

break;

case 1:

doSomethingElse();

break;
}rea 37
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10. GUI &= && 22Xl

74 Z3 9H 2= [Critical] Use static access with "javax.swing.SwingConstants” for "CENTER".

0O 72 g8 oA ZE [Critical] Add a nested comment explaining why this method is empty, throw an UnsupportedOperationException or complete the implementation.
70 Z@® o £ [Critical] Refactor this method to reduce its Cognitive Complexity

[Critical] Refactor this method to reduce its Cognitive Complexity «SIZ| 4/35| Ci2»

admin AdminO|(7}) 112 F0j| F7+&. ¥ 10A1ZF T SR E.

AHER: o7 A REA|ZE: 2021/05/28

U2 =E AT 7|5

EEtls =

Testing: Code Smells

oy ® =227
X

GUI_CardPayment.java - line38
GUI_Prepay.java - line36
GUI_VerificationCodeMode.java - line28

Cognitive Complexity of methods should not be too high

Cognitive Complexity is a measure of how hard the control flow of a method is to understand. Methods with high Cognitive Complexity will be
difficult to maintain.

See
& https://www.sonarsource.com/docs/CognitiveComplexity.pdf

2021/06/08 00:56
2021/06/08 00:54
2021/06/08 00:54

38
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-
o

GUI &= &8& A

O 74 zg¢ oaA 2= [Critical] Use static access with "javax.swing.SwingConstants” for "CENTER". 2021/06/08 00:56 ==
0O 72 g8 oA ZE [Critical] Add a nested comment explaining why this method is empty, throw an UnsupportedOperationException or complete the implementation. 2021/06/08 00:54 .
O 70 zg oA 2 [Critical] Refactor this method to reduce its Cognitive Complexity 2021/06/08 00:54 .
[Critical] Add a nested comment explaining why this method is empty, throw an «5HE mo o
UnsupportedOperationException or complete the implementation. 45
admin AdminO|(7h) 112 TOj| =7t F 10A|ZF [0 +TE. GUI._CardPayment.java - line62, line9o, line11s, ...

GUI_Prepay.java - line60, lineso, ...
ArEg: oz AZEA|ZE: 2021/05/28 GUI_VerificationCodeMode.java - line54, line83, ...
U= £ AT 7|5
croHR) o Methods should not be empty
Testing: Code Smells There are several reasons for a method not to have a method body:

It is an unintentional omission, and should be fixed to prevent an unexpected behavior in production.

It is not yet, or never will be, supported. In this case an UnsupportedOperationException should be thrown.

The method is an intentionally-blank override. In this case a nested comment should explain the reason for the blank override.
Noncompliant Code Example

public void doSomething() {

4

public void doSomethingElse() {

Iy

Compliant Solution

@Override

public void doSomething() {

// Do nothing because of X and Y.
¥

@Override
public void doSomethingElse() {
throw new UnsupportedOperationException();

Exceptions
Default (no-argument) constructors are ignored when there are other constructors in the class, as are empty methods in abstract classes.

public abstract class Animal {
void speak() { // default implementation ignored

¥
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GUI &= &8& A

-
o

O 74 z® 24# 2&  [Critical] Use static access with "javax.swing.SwingConstants” for "CENTER". 2021/06/08 00:56  «=»
0O 72 g8 oA 2E  [Critical] Add a nested comment explaining why this method is empty, throw an UnsupportedOperationException or complete the implementation. 2021/06/08 00:54 e
O 70 zg A 2&  [Critical] Refactor this method to reduce its Cognitive Complexity 2021/06/08 00:54 ==

1/35| OE»

[Critical] Use static access with "javax.swing.SwingConstants” for "CENTER".

admin AdminO|(7t) 119 T F7+8h. 2 10A1ZF T =T E.

Ay oz AJREA|ZE: 2021/05/28

2429 == 24273

Y =

Testing: Code Smells

23 © =E27]  Compliant Solution
switch (param) {

R case 0:

GUI_Main.java - line92 doSomething();
break;
case 1:

“switch" statements should have "default” clauses doSomethingElse();

2 . . s break;

The requirement for a final default clause is defensive programming. The clause should either take appropriate action, or contain a suitable default:

comment as to why no action is taken. error();

: break;
Noncompliant Code Example 3
switch (param) { //missing default clause Exceptions
case 0: If the switch parameter is an Enum and if all the constants of this enum are used in the case statements, then no default clause is expected.
doSomething();
break; Example:
case 1: )

i ublic enum Da:
doSomethingElse(); gUNDAY MOND);\Y{
break; 3 A
¥

: switch(day) {
switch (param) { case S(UNDAY:
default: // default clause should be the last one doSomething();
error(); break;
break; case MONDAY:
case 0: doSomethingElse();
doSomething(); break;
break; 3
case 1:
doSomethingElse();
break;

’ ' 40
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Q S WHDH

1. math.random() £ 2t F of

0]
developer Developer©|(7}) & O|oF &0 B4 math_random() SIESHPN|
. MEIS(2) YOIM FHE(2)E HBEHALLIC java.security.SecureRandom() & == AIZ.




C *8 WY

2. printStackTrace() £ 9 F <t

0|2

developer Developer©|(7t) 2 10A|ZF T0f| HZ

printStackTrace()S
System.out.printin(e.toString()) £ 23

printStackTrace()E
System.out.printin(e.toString())2 %1 &
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3.  Null pointer &=X

o=

ne

admin AdminO{(7}) 11

ujo
ufu

=2

JIE null 21 Gl X2t b=l DE0A
HelXdel =&.
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4. Resource closed 2| (1Y &)

JE

admin AdminO|(7H) 112 T 0 8 Z

. Bug-1 : Resources should be closedOlM Bug-2 : Resources J| & FileReader 28 Ml E Close & = QU
reveloner Develoner] (21 S 1047 o 2 Ht 2 BufferedReader0fl €4 & 2 & +=&
eveloper Developer©|(7t) 5 10A|ZF T 0| HE

CHE0t 22 FEE closeabledtA S3.
FlleReader fileReader = new FlleReader( ./TextFiles/CardInfo.txt");
BufferedReader bufferedReader = new BufferedReader’ﬂleReader,,

bufferedReader.close();
fileReader.close();

45
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5. Resource closed 2| (43! 2#&d)

JE

objectInputStream Zi&| 2t
objectOutputStream ZE& ¥4 = close() 3HX| ¥= 2H S s ZstFsLICE

objectinputStream 1t objectOutputStream=
close() ot Xl 220t Z2i5t= =Xl ol 2.
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