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Introduction

« UPPAAL is a tool box for validation (via graphical simulation)

and verification (via model-checking) of real-time systems

« UPPAALZ 2719 =82 MIE= 4.
« Graphical User Interface (GUI)

« Model-checker engine
« AMEA QEEHO|A2t S

Of

P HFEOIA A or MBOIN SYHOE MY s

r

. 5215
« Modeling : real-time system2 timed-automataS 0| &30 B

« Simulation : 2t/4st mEo| SXS A& 0|M

- Verification : TCTL (timed computation tree logic) #7|&= 2} ot
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Introduction

« Graphical User Interface - Editor

T4 uppaAL

File Edit View Tocls Cpticns Help

Ladd2¢|adaaR

Project : Mame: | Termplate

A1, um;} S \®|

Editor  Sirmulator ConcreteSimulator Verifier Yggdrasil

Parameters:

- # Declarations
.Si Ternplate
“ @ System declarations
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Introduction

 Graphical User Interface - Simulator

T4 uppaAL

File Edit View Tocls Cpticns Help

LaB|dC(RAAIRA: >0

Enabled Transitions

Slow

L]
L
[ Maxt 2 FReset
Simulation Trace
Trace File:
4l Prey I Mesxt [+ Feplay

& Open Save M Random

Fast
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Introduction

« Graphical User Interface - Verifier

15 uppaAL - - O %

File Edit View Tocls Cpticns Help

CaBo2C(AAQAR@= e

r ‘Yggdrasil

Editor Simulator  ConcreteSimulatar

Overview
Cluery

Comment

Status

Establizhed direct connection to local server,
(&cademic) UPP&AL wersion 4,1,19 (rev, 5649). September 2014 —- server,
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Timed Automata

« Timed Automata = Finite State Machine + Clock
« Clock2 AEXEOI AIZH & H== 442 71
« Clock2 A|AEIQ| global clockdt 2f 2-&2| local clockO| EXH
« B = Clock2 a8t £ 2 57t
« Clock2 Transition2| guardO|A] ZZHLE AHEO| 7+53HH,

Transition¥| Al reset & = A2

1B

7

—

e Invariant : &4 BtE5|OF St= clock 240l CHer 2FERQ|

c25 ’msg c:=0

e

;/J
/

y

“'/I.

-, /msg, c:=0 ¢ <5, ’msg -

- - DEFENDABLE SOFTWARE
201 7 04 03 7 B LABORATORY




Mod

eling

=l 2| &

e In UPPAAL, A|AEIZ timed-automatasS 0| 2310 2 E 2l =l

« Zt qutomaton?| clockE =St &=

Structure of an UPPAL Model
AOf| MllzlE ZEMAZO EHetez 1Y

« 2%t gutomaton®| GIAEHA

— 0O —

UPPAAL REI2 &

=2 Tt

2t2to| ZEM|A £ timed-automaton2 2 C|A}

« Automaton< location?| £

Mot edgeE “HA| =

2tS AHESH| 9

graph® #3

S TemplateS AtE

1% CwlserswDSLabwDesktopwSt WIS 2w S AN 517 | wadvanced Softw. - m] X
File Edit Wiew Tools Options Help - .
@ B Train{0) Train{1) Gate
DaE2¢|aaaB/a=-mo (0) ()
Editor  Sirmulator  ConcreteSimulator Yerlfier Ygadrasil
Project Marne: | Ti Safe
# Declarations
-5 [E
-5 Gate
=-H Scenariol e = fr
B Scenario? x=0 el
# Systemn declarati queu
App
K=

Stop

Template

JiQOKskkeal 2017-04-03
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Modeling

 Location2 O|E 1} InvariantE 7}2& £ S ¥ Edit Location X

° I-C)(:Eiti()r]'é§' Zl:7l-7(| EirﬁgJ ()l %EE:J(H feemmomeemeesssssseessn

Mame:
. Normal Invariant:
e Initial
« Urgent

. Rate of Exponential:
« Committed

Initial
[ ] Urgent
[ ] Committed

[0];8 Cancel
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Modeling

« |Initial location

. HZa12 X QX0 A Ao} sfopst
e ZFHHE=EZ|IS
-1 O A -

initial 2 EA|=l X7} StLE =XY sfofet

-

Initial location2 O|& RS2 HH

14 UpPAAL - — O %
File Edit View Tools Options Help

LaMDe | aaa[/a—-—o
Editar  Simulator ConcreteSimulator  Verifier  ‘gadrasil
 Praject :Name: Template Farameters:
@ Declarations ~
2R T miplate
L4 Systern declarations

start end
W

|2 QO EskkeAl 2017-04-03
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Modeling

 Invariant

« Invariant= automatonO| SIS location0| U= S F=2A
« Initial, Normal location invariantE & = U S
« 2t location@| Invariant= clockOl| CHEF X|2F ZZHE HA

a -

File Edit View Tools Opticns Help

a2 ¢ aadae|R@--~-o

Editor  Simulator ConcreteSimulator Yerifier Ygadrasil TS Edit Location bt

: Project :Name: Template Parameters: Comments Test Code L

-~ # Declarations Location

Ee

. - # Declarations Mame: [test

@ Bystern declarations Invariant:

start test Rate of Exponential:

©O—Or—0

[ Initial
[ Urgent
[ Committed

Cancel

JiQUESREEAl 2017-04-03
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Modeling

« Urgent location

» Urgent locationO| A= A|ZH0| S 2X| pF

o A|ZHO| X|LEZ| MOl urgent locationO| A 0|7t L O{L}OF &t
« SAIO| Bl CHE ZZ N A0 AME Urgent location®l A 0|7t LofLtZ| Fof
H

=] Sk A o
o7t 2de = UAs

. O —
- Urgent location= "U"'E #¥
15 uppaAL - R
File Edit Wiew Tools Options Help
Ra@|De|aaa R —e
Editor Sirulator ConcreteSimulator Verifier Ygadrasil
. Project | Name: Template Parameters:
- # Declarations -
BN Termplate
- Systemn declarations
start urgent end
-0 -
© ~-©——0O
W
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Modeling

« Committed location

KU

Committed locationOf|X|= A|Zt0| S2X| Ri=
SAO] AlFQl CHE2 T Z A0 A= Committed locationO|A] 0|7} LO{L}7|
HNHKl= o7t gZdlie = 23

« Committed location2 atomic sequenceE TtE=0| FE%

Committed location2 "C'E B

T4 UpPAAL hat - O ¥
File Edit Wiew Tools Options Help

LaE92¢ AaaRK@H->o

Editor Simulator ConcreteSimulator Verifier  Yggdrasil

Project : Mame: | Termplate Parameters:
- Declarations ~
BN Termplate
@ Systern declarations
start end

©

@

-O
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Modeling

- Edge= Guard, Update, Select and Synchronization Z labeling =

. 212t9| label@ W47} OfL|2t ME4X

19 CwUserswDSLabwDesktopwEdge Example.xml - UPPAAL had - O * .
File Edit View Teols Options Help a Edlt Ed gE }{
Ra@dclaaaB@a—swe | |
Editor - Simulatar ConcreteSimulator  Verifier Yggdrasil .Edgel Comments Test Code
,,,,, iject’ Name: [Tomplate Parameters:
- # Declarations ~ select! |rame - ins
----O Systern declarat
name : int Guard: [x « 10
X <10
m? .
nc. |m?
Start value = 10 End g
@ >O Update | valee = 10

’ 0] 4 Cancel
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Modeling

« Guard= 2 29| clockl} variableg AIE%t HEBAIC 2

tseX| LEEFLEZ] 23 AHE

re
=
pal
i)
~

ex) x >0, x==10
. EX AZto] o2 7HQ| edge?t guardE BHESH= AR 1 5 8ILEO| edgelt

o7 - d=t

1% C#UserswDSLabwDesktop#Edge Examplexml - UPPAAL - — [m| *
File Edit Wiew Tools Options Help

DaBE ¢ aAdaRB@A= >
Editor  Simulator ConcreteSimulator Verifier Ygadrasil

: Mame: | Template Parameters:

4 F‘mject

- Declaratmns

niplate
= System declarat

x <10
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Modeling

- Update= 0|7} LOi%t= [ A|ABIO| MEfE HIA|Z| 7] 2[5H AFE
« BHA2 Clock, integer variables, constantZtS ALE
clockOl= H= a8 &2

eXx) clock = 0, set = true,

 Select= edgel|ATH AR E|= A2|2| 4= &&= BHE ALESH| 2[5l AFE
« name : type 2 HEH
« name: B0 O|E

« type : M= type (built-in or custom)
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Modeling

* Synchronization 2 = 0|2 Z2MA9| Z% 5 ZFESt= O ArE &=

= =
7|2 O|7tL|E 2 2 Message Passing frameworkE &
« = = 00 ZE2MATE SA0 HO|E &

« m!: Emitting a message

* m? : Reception of the message

s start s _end

I end

o——0 o=

. UPPAALO|= 37}X| CtE synchronizationO| ZX|
* Regular channel
 Urgent channel

e Broadcast channel

2017-04-03
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Modeling

« Regular channel
» Declaration0| A Ct&1t €0| M4, eg. chan ¢

« OAIX] emissiondt receptionO| SA|0f| BtEot= 8% SA[0| TO[7) &
r_start r_end
s_start s_end

O m!

r_middle

« A0 2 ZEMAV ST E 2 non-deterministic SHA| SELEL| A RF M O| 7t

Receiver1 Receiver?

Sender
'_E-I:ﬂ't r end
z_sztart ]

2017-04-03 18 S DEPENDABLE SOFTWARE

LABORATORY

i
3
(=]




Modeling

- Urgent channel

» DeclarationOf| A Ct&1F 20| MY, e.g. urgent chan ¢

« Regular channelZ} 2| FAt

- F EZMATEOI0] S70|2 E = Ues A=0M XAHAES LX|SH7| fI5] AR
- urgent channelO| = edgeOll A& guard0f clockO| S EE[X] %S

« OF2fet Z2 A2, mol i3 A regular channel2 7Hs3HX| Bt urgent channel2 &7ts

r_start r end
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Modeling

« Broadcast channel
» Declaration0| A Ct&1t 0| 42, e.g. broadcast chan ¢;

« SAO O ZEMATE 7S & E9, s B ZENA0A HO7F Y

0

Receiver Recejver?

Sender
r_start r_end
5_51:5'1: 5_enda

Receiveri Receiver?

Sender
'_5t5|'t I _end '_5-1:5'1 I _end
5-_5-1:5'1: 5 end

2017-04-03 20 S DEPENDABLE SOFTWARE
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Modeling

 Broadcast channel

« MAIX|ZE emissionSte ZEM AR /e A0 & ©O|7t

Sender

5_start

Receiver

r_start

Recejver2

r_start I_&end

HFAH
= o

Receiver

r_start

Receiver?

r_start I_end

« urgent channeldt OHE7LX| 2 edgel| guardOfl clockO| S{EE|X| &S

KU &8
KONKUK UNIV.
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Modeling

« System declarations

T4 CwUserswDSLabWDesktopw S W TS Sl Siwdd A1 27 |wadvanced Software Engindgring... O P
File Edit \iew Tools Options Help
Ra@|oec|aae @+
Editor  Simulator ConcreteSimulator  Yerifier Yggdrasil
Proi ool activatedl, activated?: A
roject b
----- # Declarations urgent chan pushed!, pushedz:
[‘jﬁﬂ- Daor uraent chan closed!, closedZ
~- 4 Declarations
=5 User
@ Declarations Doorl = Door(activated!, pushedl, closedl, closed?):
""" ¢ HRENREREEIIE  Door? = Doorfact ivated?, pushed?, closed?, closedl):
User!l = User(activatedl, pushed!):
User? = User(activated?, pushed?):
swstem Doorl, Door, Userl, Userd:
by
£ >

|2 QO EskkeAl 2017-04-03
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Modeling

+ Global Declarations

T4 CwUserswDSLabwDesktopW S WIS 2w S A SH7 | wadvanced Software Bhgine.. — O X

File Edit VWiew Tools Options Help
LaE ¢ e [P --o

Editor  Sirnulator  ConcreteSimulator Verifier  Yggdrasil

............................................ q . _ e _
' Praject Jconst int N =6 // # trains ~
""" L Meclarations tvpedef int [0,M-11 id_t:

- Train
-5 Gate

chan appr [N, stop[N], leavelN].
urgent chan go[M]:

-4 Systemn declarations

2017-04-03 23 BDEFENDABLE SOFTWARE
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Modeling

- Template Declarations

T4 CwUserswDSLabwDesktopW S WIS 2w S A SH7 | wadvanced Software Bhgine.. — O X
File Edit VWiew Tools Options Help
Ra®E ¢ QA& [P >0
Editor  Sirmulator ConcreteSimulator Verifier  Yggdrasil
“.“‘H;‘D‘j‘é;::t‘ JJJJJJJJJJJJJJJJJJJJJJJJJJJJJ : Name: Gate Parameterg:
- Declarations ld_t list[N+1]: "
- Train : .
55 Gate int [0.M] len:
% Wcclarations
@ aystemn declarations // Put an slement at the end of the gusus
void engqueuslid_t element)
1
list [len++] = element:
// Remove the front elemsnt of the gqusus v
< - >
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Simulation

- HOo[ot System?| W= A E= 240

. B 2t m2 A0 HEfeh # 3t 2Ol Ths

9 C#UserswDSLabwDesktops S} I CH St 2w 2441 At 31 7| wadvanced Software Engineering®UPPAL#Uppaal-4.1.19%demowlsc_train-gate_parameters.xml - UPPAAL had — O =
File Edit View Tools Options Help

BaE[9C/NAaR@= v

Editor Simulator  ConcreteSimulator Verifier Yggdrasil

Enabled Transitions W E-E) Gate M

Slist - L0 Train{0) Train{1) Gate

=] <Cunslrams>
+-Train(l),= & [7.18]
rain{1},x € [0.15]
STrain( 1. - Train(0).x < [-15.01

dequeuel)

v Aepe
xe=2
P Mext & Reset
Simulation Trace
(Safe, Appr, Ucc) ~

Train(1)

(5afe, Cross, Occ)

appr[01: Trainf0) — Gate[0]
(&ppr, Cross, oidd)
stop[tail{}]: Gate — Train(0)
(Stop. Cross, Occ)
leave[1]: Train(1) — Gate[1]
(Stop. Sate. Free)

golfront(}]: Gate = Train{d) Train(0) Tfﬂilligﬂ_ : Gate
(Start, Safe, Occ) —
appr[11: Train(1) — Gate[1]
(Start, &ppr. o_id0)

stopltail()]: Gate — Train(1)

Trace File:

4l Prev 1P MNext P Replay
= Open Save M+ Random

Slow Fast

LABORATORY
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Simulation

Simulator= 371X| &I O 2 A8 Tt
1. AFEAZ OGS THAZ FE TO|E MEISIHM =522 A|ARZ Al=g0|M
2. A|ABI0| HESHA XM Z A= 0|M

3. Veriﬁcation% Ol-g-'é'l-oil EI" Ak' 0“ EHO|' reachable statea —-|| |'E A|%E'”O|}k|_:'

G CwUserswDSLabWDesktopwSt IwIH S Slw== Ziwad AH 37| wAdvanced Software Engineering®UPPAL¥Uppaal-4.1.10%demotsc_train-gate_parameters xml - UPPAAL had - ] x
File Edit View Tools Options Help
PEE LI T
Editor  Simulator  ConcreteSimulator Verifier Ygadrasil
1 Enabled Transitions =F Gate 5 -
T @-Hst:{D,D,D} Train(0) Train{1) Gate
appr[11: Traini1) — Gate[1] ! Eﬂ ig
I [21=0
ioielen =1
E-<Constrains>
v e Train(0x € [10.4 enqueuele) | deg
= Train{1).x = 10
b Next 2 Reset = Train(),» = Train
Simulation Trace
(Safe, Safe, Free)
appr0]: Train{0} — Gate[0]
(Appr, Safe, Oced
Train{0) Train{1) Gate
Trace File:
Al Prev | ERS J Repla
Slow Fasz
< >

KU Komﬂm:}m-t 2017-04-03 26 BDEFENDAELE SOFTWARE
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Verification

« £74 propertyE A|AHIO| BHESH=X] 221 - Model Checking

T CUserswDSLab¥Deskopw S Sl TH S Slw== 2w ad A SH7 | Wadvanced Software EnginesringWUPPALWPracticetrain_example.xml - UPPAAT

File Edit Wiew Tools Options Help

PLEERLLNLY

Editor Simulator ConcreteSimulator Yerifier  Yggdrasil

Owerview
Train.near --> Train.far ]
Check

Insert

Femove

Comments

CQuery
All not deadlock

Cornrment

P

Status

TTaNTLTTEar TSI, TET
]

Yerification/kemel/elapsed time used: Os / Os / 0.001s,
Fesident/virtual memaory usage peaks: 7.200KB / 26,224KB,
Froperty is not satisfied,

&[] not deadlock

Verification/kernel/elapsed time used: Os / 0s / Os,
Fesident/virtual memaory usage peaks: 7.024KB / 26,048KE,
Froperty is not satisfied,

| AQUEsRiEl 2017-04-03 27 BDEFE“J;@%;E\ESWRE
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Verification

« Syntax and Semantic of Properties

B =
a0 =
Ex)

E<> p : there exists a path where p eventually holds.

E[ ] p : there exists a path where p always holds.
A<> p : for all paths p will eventually holds.

A[ ] p : for all paths p always holds.

p --> g : whenever p holds g will eventually hold.
E<> deadlock : Exists deadlock

A[ ] not deadlock : There is no deadlock

210| QAIAEIAQ| dot()2 AFRSHH location

Train.near --> Train.far

2017-04-03

(= EF p)
(= EG p)
(= AF p)
(= AG p)
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Example

 Railroad examples in lecture note

| || | | | | | | I H

mad BENINEENEENNENRENEEN

App

far

near

Example : modeling a railroad crossing

Dependable Software Laboratory 76
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Example

 Railroad examples in lecture note

far App! near

trainclock =0

1 < trainclock && trainsjock < 5

2 < trainclock && trainclock < 5

Exit!

lower

up
: ADD?
: f‘ gateclock = 0

Train 1zgateclock && gates@@EEIOCK =R gateciock && gateclock < 2
App?
gateclock =

raise

&
1yt ?
éﬁ:‘@atecmm:: 0 DD

Gate

el Skl
KU ;E,iﬁ(&i 2017-04-03 30 BDEFET[&'Q%LREA SoFTWARE



Example

» System Declaration

* |f one trains

% CUserswDSLab#Desktop#Edge Examplexm| - UPPAAL

-
File Edit \iew Tools Options Help

CaEocaaq R

Editor  Simulator ConcreteSimulator Verifier Yagdrasil

-{} =g D

. /fens trains
. Project L
; Declarations

swstem Train, Gate:

* |If two trains

% CUserswDSLab#Desktop#Edge Examplexm| - UPPAAL

-
File Edit \iew Tools Options Help

CaEocaaq R

Editor  Simulator ConcreteSimulator Verifier Yagdrasil

-{} =g D

Project J//if two trains
Declarations

& Train
2

trains = Trainl):
trainsz = Train():

swstem trains, trains2, Gate:

2017-04-03
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Example

« Simulation
« Lower -> RaiseZ HIZ transition 2t

« GateclockO| guarding conditions g0zt

AR SR RAes at BEe el woes e @D -

Elle Edit View Tools QOptions Help
BaBo¢c/aaqR@=<e
[ Editor | Simulator| ConcreteSimulator | Verifier | Yagdrasil|

Transition chooser &-<Global variables>

%:il' Tlaing-;oﬁm & = 40 65 0 - ©-S ‘;'?;1:\ " Train -
===
r gateclock = 4, 147816
|
| KA ) | i &8 gatecioc
Delay: 05| O ResetDelay

[ D Take transition ] D Reset

Simulation Trace

44 First 44,435 | P> Last
[ 4l Prev ][ » Play ][ 1P Next ]
Speeder

y} “Gant Char
S 4y 9 10 M )2 13 14 15 16 17 18 19 M 2 2 23 M % % 2 B P W RBMBH B BHMU LB M

[ P Random ]

(near, lower) - : =
Galg 1 « (] »
(near. down) = Train _Gate

Train

(on, down)

Exit: Train — Gate
(far, raise)

App: Train = Gate
(near. lower)
Train

(on, lower)

(far, raise)

« »

201 7'04'03 32 BDEFENDABLE SOFTWARE
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Example

» Verification
« Property : A[] !deadlock
« Unsatisfied : Lower location O Al invariantsZt 810 Al deadlockO| & == QJUCtD F=F

« Counter example

File Edit Wiew Tools Options Help
BaE e aadaR@— e
I Simulator | ConcreteSimulator | Verifier | gadrasil|
Enabled Transitions @-<Constrains> P
Trail
I
Train _Gate
(k]
|App
E=EES
Trace File:
[ @Pe | ®New || P Replay |
[ = Open ][ B Sawe ” P Random ]
9
Slow Fast
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Example

» Verification
* Property : Train.near --> Train.far
« Unsatisfied : 22t €2 0|/ E =&

» Counter example

- — - - e - - - -
File Edit View Tools Options Help
BaEpe aeeaR@rwe
I Simulator | ConcreteSimulator | Verifier | Yagdrasil
Enabled Transitions E-<Canstrains> T
o Traintrainclock € (1.2}
-Bate, gateclock = (1.2) Train

L-Train trainclack = Gate.gateclock

trainclock =0

1 < rainciock &8 traifglock < 5 - .
2 < trainclogk &8 trainclock < &

L Exit! taingfock =0

Simulation Trace

(far. up} @
App: Train — Gate

.
[

‘ Y steciock= 0

Train _Gate

Aer

Trace File:
[ 4l Prev ][ b Next ][ P Replay ]
[ 3 Open ][ Sawe " M Randorm ]

g

Slowr Fast
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