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Software Verification

« Software verification (A5
— Software?} specification (A0l XA & 7Y £[A=X]

—> 2IZEQN JfZO| AHE =
Crefot At &AM, AR

« Software verification techniques
— Testing
— Simulation
— Model checking
— Theorem proving

’ ! \ :;DEPENDAE!LESOFTWARE hDNh['IK'
N\ | ABSEATE I i [ ] UNIVERSITY



Software Testing

+  (Functional) Software Testing
Ctget S50 Met +A = e
HE Jtsot =203 £ REO|

Input
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X 0|
1 -

ol gd
H 7

0| 4d5t7| &gt
ore J|HEQ| 92
LS — H = AN OO

Output

Expected
Output




Why Testing Isn't Good Enough

« Testing can be used to show the presence of errors but not their absence.
(by Edsger Dijkstra)
— Test result is all TRUE -> no error?
No errors about the input data

BIAE SiEX| g2 220
CHoH =l S Hé-_ = gleH
Full coverageE H-d3t7| O &
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Model checking?

. QDEK o

AZ =TI} M5 BE HR0| £2 AAstof BASLI| H20) o As7| of2fe oS
Zopd = RUAS

HAE 2O H|EA|ZH+XH)0| B0l ZHLSHA | =2 safety-critical systemdt 22
critical system2| 450 &&= Ef. b oeuxja wwEa, He w3,

Formal Model + Verification Requirements (property) + Model checker (verification tool)

Formal definition + formal semanticsE 7% 2 &
T2 QEOES JEl2 #3850 /US

Does the Model
model really -
. satisfies the
satisfy the ropert
property? Property.

Model satisfies property?

Model or
Property ﬂ Counter :> property has

LABORATORY

EPENDABLE SOFTWARE

example error.

Model checker= ME7IE 52} L

AFO| =T £M & BEH|OF H SE0| Birt
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Automata

* (Finite) Automata

— A machine evolving from one state to another under action of transitions
« State= A|AEIQ| LHE X QI AEY, transition2 AEHC| HDtE LIEFHCE

« 3 counter example
— (0~2)7HA| =XHE M= 7H2H
— inc 2 dec ¥ (O|HIE)E 7t
o ==Xt S7Kinc), =Xt LA (dec)

state

e

transition ;. dec
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LABORATORY




Door lock example

« A digicode door lock example
[ - AR 25 0= AS Hoots A|lAE

oo o

== 27| ?l6lM 71§ Jolld =M HZ ¥
QR — 2 =5 OF otCt.

3 keys (A, B, O)
Correct key sequence : ABA

2 2{8of B} 0 LRE S BB A HSRE

—
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Door lock example

» A digicode door lock with counter
- AIRd 25 0= A= MOo5t= A|LHE
== 27| #6718 Folltl =M =2 Y=0loF ol ZX el e
2 =1} Of otC}.
+  3keys (A B O

+ Correct key sequence : ABA
HOEE|H A|AMS HACL <— FHE 27AY

= ot CHA| M5

If ctr <3 If ctr <3
B,C A If ctr <3
ctr := ctr+1 ctr '= ctr+1 B, C
ctr ;= ctr+1
A
ctr:=0 j /
If ctr <3 \
C If ctr <3
ctr := ctr+1 A, C
If ctr <3 ctr := ctr+1 If ctr=3
B C B,C
cir = ctre ctri=ctr+1
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Door lock example

- ZENFA= WREHS=ZE §F 2 EE= unfoldingdtO] =44 2HCt.
— A oMo M= ZL&Zt2] message passing = 0|83t0] 753t s

« State explosion problem
- =M g REo| JEUF HF MOt 245 &
SN ArESH=s B2 it B0 e

If ctr <3 If ctr <3

B.C A If ctr <3

ctr:= ctr+1 ctr:= ctr+1 B, C
£ ctr:= ctr+1

fctr <3
B, C
ctr:= ctr+1

EPENDABLE SOFTWARE [{ I‘I-\L INKI -TK'
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Door lock example

« Execution

— A sequence of states describing one possible evolution of the system
— e.g.) ABA, ABBA, AAAABA, ...

« Execution tree
— A set of all possible executions of the system in the form of a tree

T
TN N

KONEUK

i ,'%DEPENDAE!LE SOFTWARE B l I o
A LABORATORY UNIVERSITY
LU

10



Door lock example

« Temporal Property
CHEA QL Of - CTL, LTL
HEO| @A E BHESH=EX
2 HO[ executiong {5ty 2pde Qv

- Property= O|&%t ZF (CTL) O Al
AAEL2 G EEF AE[Of XX E=7F?

LS =

«  FALSE => err stateOl| A] HZL| = state”t SIS

— ABAQ| &=AME QS IS [ StA 20| D=7
¢ FALSE => ctrO| 3 O|&fO|H

%DEPENDAE!LESOFTWARE B l KDNK[JK

LABORATORY UNIVERSITY
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Hybrid System

| f;:‘DEPENDAE!LE SOFTWARE B l I B‘QNB‘UK:
N4 LABORATORY UNIVERSITY
SN



Hybrid system

« Hybrid system
— Discrete system + continuous system

— FE continuous parte 22|82l H3tE, discrete parte= A2 LHEX QI MEfE HH S}
=0 A+ EICE

— Eg) HAE A[LHE, X AL, ofHX],

« Analog signal
UEFE O] A|A”HIE MMEZEE B2 H ZF= digitalizedt X 2|
« Eg) AEZ|ISI HES M FEE YUt FE2= L8 +=F 0] (threshold)0|H & LSHA 214
X

— Hybrid system analog signal 2185 28 20t 0|0 Ciet X 2[, M0 =S otCt.

pressure

threshold

time

;:;‘DEPENDAE!LE SOFTWARE E\DN h['IK' 1 3
LABORATORY I{U UNIVERSITY



Hybrid Automata

* Hybrid Automata
— Hybrid system= 22 &5l=0 At El= 2 EDOHE}
— Non-deterministic transition (jump)

x2| 240] 30| E| 2T jump?Zt L/ StX]
HA = (X,V, flow, inv, init, E, jump, &, syn)

e X is a set of continuous, real-valued variables

e V is a set of control modes (locations)

flow is a labeling function that assigns a flow condition to each control mode v € V. The flow
condition flow(v) is a predicate over the variables in X U X, refers to the first derivative of z; € X.
While the control of the hybrid automaton A is in mode v, the values of the variables and their
first derivatives satisfy the flow condition flow(v).

e inv is a labeling function that assigns an invariant condition to each control mode v € V. While
the control of the hybrid automaton A is in mode v, the variables in X must satisfy the invariant
condition tnv(v).

e init is a labeling function that assigns initial condition to each control mode v € V.

e E'is a finite multiset of control switches. Each control switch (v, /) is a directed edge between a
source mode v € V and a target mode v’ € V.,

e jump is a labeling function that assigns a jump condition to each control switch e € E. The jump
condition jump(e) is a predicate over variables in X U X",

e 3 is a finite set of events, and a labeling function syn that assigns an event in 3. to each control
switch e € E.

DEPENDABLE SOFTWARE
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Hybrid system?2| =4

. 30|HE|E A|lAHIS
HE APESt7| "Lt
— Eg) 01 1ALO[S] A
— Region (2t2| HEHE O|%6F

gop7| M0 ERtHel RENZ 7|

. EN AS &7

HyTech, Spacekx, Flow*, d/dt, ...

‘ ) DEPENDABLE SOFTWARE B l I KONKUK
| ] LABORATORY

UNIVERSITY
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ECML (ETRI CPS Modeling Language)

« ECML
— O0|EE|E AMAES Al 0|4 57| ?let Z&E 210
ZEd A AEH oY &8 HE

—

CSMCPSVehicie2
i [0 - w009 08,081

EPENDABLE SOFTWARE
LABORATORY



B

SpaceEx

S p a C e E X [Virtual Machine Server]

Home About SpaceEx

Documentation

Run SpaceEx Downloads

Contact

Model Specification  Options  OQutput  Advanced

System  Cy_Fill_System - |Update L

El-cH_Fill_System
E"'Contmlled : Controller_1.2, valve, motor, position, level,
Controller_1.e_sx, Filler_i.e, Filler_i.e =, Conveyer_l.e = t

""" Base-components : Controller_1, Filler_1, Conveyer_1, timer_1

Initial states 2]

»

Controller_1.e==0 & valve==0 & motor==0 & position==0 &
level==0 & Controller_1.e_sx==0 & Filler_1.e==0 &
Filler_1.e_sx==0 & Conveyer_1.e_sx==0&t==0 &
loc{Controller_1)==init_asap & lociFiller_1)==5top_asap &
loc(Conveyer_1)==5top_asap

Forbidden states @

m

level=10 || position =10

Console

Tteration 555... 556 sym states passed, 3 waiting 0.0045  «
Tteration 556... 557 sym states passed, 2 waiting 0.003s
Iteration 557... 558 sym states passed, 1 waiting 0.003s
Iteration 558... 559 sym states passed, 2 waiting 0.002s
Iteration 559... 560 syrm states passed, 2 waiting 0.0055
Iteration 560... 561 syrm states passed, 1 waiting 0.004s
Tteration 561... 562 sym states passed, 0 waiting 0.004s

Found fxpoint after 562 terations.

Computing reachable states done after 2.162s

|Furbidden states are not reachable. |

Output of reachabhﬂtﬂs.\ﬂs

P

Reports

2.31s elapsad
2992KB memory
SpacebEx output file : output (ted).

Graphics

i

Forbidden states are not reachable.

4

1

m

Execution terminated

Level O|L} Position O] 102

KONKI

EPENDABLE SOFTWARE E I!_!:‘
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Barrel Product Example

« Barrel Product example

— Barreld] 22 N1 =0| 7t5%t barrelZ O|A|7|= AlA

— BarrelFiller@} BarrelMover2| subsystem2 2 4

CSMBarrelProduct

[D] in_switch : int D] switch : int

| & CBNBarrelFiller
[D] barrel : int
[A] flow_in : float | ———————

[A] inflow - float

El
(o

- arrelMover [A] out_dist : double
[D] barrelinput - int [A] barrel_dist_out : double
e —

EPENDABLE SOFTWARE
LABORATORY
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Barrel Product Example

* Sub-systems

CBMBarrelFiller
Variable
+|  <Discrete Variable>

+| <Continuous Variable>
[A] contents : float = 0.0

[D] switch : int
/ contents=0, barrel=0
switch_on [ switch==1 ] / barrel=0

glosed switch_off [ switch==0 ]/ open
ﬂ d(contents) = 0 * il d(contents) = inflow [D] barrel - int

[A] inflow : float

barrel_out [ truds=true ]/ barrel=1
contents_high [ contentg>=10 ] / contents=0

barrelOut
d(contents) =0
ﬂ \ ) CBMBarrelMover

Variable
k| <Discrete Variable>

+|  <Continuous Variable>

[A] barrel_dist : double = 0.0
7-barreldist=0, bafrel_dist_out=0 2
arrel_on [ barrelinput==1 ]/

working

d(barrel_dist) =1
barrel_dist_out = barrel_dist

stopped
barrel_off [ barrel_dist>=10 ] / barrel.dist=0.

[D] barrelinput : fint ¢| d(barrel_dist) = 0 7
" barrel_dist_out = barrel_dist

[A] barrel_dist_out : double

Gt==11/

newbarrel [ barreli
reset_dist [ true==trpie ] / barrel_dist=0

checkbarrel

¢| d(barrel_dist) = 0
e barrel_dist_out = barrel_dist

19
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Barrel Product Example

CBMBarrelFiller
Variable
<Discrete Variable>

+| <Continuous Variable>
B [A] contents : float = 0.0

#

[D] switch : int
/ contentsj@, barrel=0

switch_on [ switch==1 ] / barrel=0

closed
i‘ d(contents) = 0

switch_off [ switch==0 ],/ open
Leob B ot Lmata 22, =
4| d(contents) = inflow [D] barrel - int

[A] inflow : float

barrel_out [ truds=true ]/ barrel=1

contents_high [ contentg>=10 ] / contents=0

barrelOut

d(contents) = 0

Ll

Cin_switch___switch

contents

Clbarrel__barrelinpu|

closed_prog0

in_switch__switch < 1

contents'==
@barrel__barrelinput'==

inflow

Clflow_in

in_switch__:

open_prog0

in_switch__switch < 0
switch < 1 & contents <= 10
contents'== flow_in__inflow

gbarrel__barrelinput'== 0

in_switch__switch ==

closed_pass

e<=0

& barrel__barrelinput'

e'==1fcontents'== 0

open_pass
in_switch__switch < 0

e<=0

& contents == 10

in_switch__switch = 1

closed_progl

in_switch__switch = 1

a
&barrel__barrelinput'== 0

contents'=

KONEKUK

TTHIV] ITY
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barrel__|

in_switch__switch = 0

contenteie=10 & contents <= 10

contents := 0
Be:=0

barrelout_pass open_progl

e<=0 in_switch__switch > 0

& contents <= 10

e'==1fcontents'== 0

& barrel__barrelinput'==0 contents'== flow_in__inflow

tharrel__barrelinput'==

20



Barrel Product Example

CBMBarrelMover
Variable
#|  <Discrete Variable>

+|  <Continuous Variable>
[ [A] barrel_dist : double = 0.0

7 barreldist=0, bafrel dist out=0 <
arrel_on [ barrelinput==1 ]/

working
d(barrel_dist) = 1
barrel_dist_out = barrel_dist

stopped
d(barrel_dist) = 0 barrer-off [ barrel_dist>=10 ]/ barrel;dxlsl:l)
%

barrel_dist_out = barrel_dist

[D] barrelinput -int | .

ut==1 1/
reset_dist [ true==trfie ]/ barrel_dist=0

newbarrel [ barrei
checkbarrel
c" d(barrel_dist) = 0
barrel_dist_out = barrel_dist

stopped_progl

barrel__barrelinput < 1
barrel_dist'==0
&barrel_dist_out__out_dist'==0

barrel_dist_out__d

barrel_dist

bigrrel_\barrelinput < 1

[A] barrel_dist_out - double

barrel__barrelinput > 1 working_progl
& barrel_dist < 10 barrel__barrelinput = 1
& barrel_dist <= 10
& barrel_dist_out__out_dist «<=10
barrel_dist'==
abarrel_dist_out__out_dist'==

barrel__barrelinput ==
;=0
abarrel_dist_out__out_dist:=barrel_dist

stopped_pass

e<=0

& barrel_dist'== 0

e'==1&barrel_dist_out__out_dist'==

working_pass

e<=0

barrel_dist >= 10 e 1 .
&barrel_dist_out__out_dist'==
abarrel_dist'==0

barrel_dist 1= 0 5
arrel__barrelinput < 1

barrel__Harrelinput = 1

stopped_progl
barrel__barrelinput = 1
barrel_dist'==
&barrel_dist_out__out_dist'==0

Be:=0
& barrel_dist < 10

&barrel_dist_out__out_dist:=barrel_dist

barrel__barrelinput == warking_prog0

barrel__barrelinput = 1
& barrel_dist == 10
& barrel_dist_out__out_dist <=10

e:=0
dist_out__out_dist:=barrel_dist

checkbarrel_pass
barrel_dist'==1

e==0
&barrel_dist_out__out_dist'==
g'==
barre|_dist_out__out_dist'==10
& barrel_dis

KONKUK
UNIVERSITY

K
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Barrel Product Example

«  =0| 75% barrelO| conveyor ®E 27X FAX|=7F?

S p a C e E x [Virtual Machine Server] Home

Model = Specification = Options = Output = Advanced | Console
IOl ration 3078... 10 , 6 waitin
System BarrelProduct > {Update ) Ite at!o 3078... 1023 sym states passed, 6 v a' l
: — Iteration 3079... 1022 sym states passed, 5 waitin
BarrelProduct Iteration 3080... 1022 sym states passed, 4 waitir
Controlled : in_switch__switch, flow_m__inflow, t, Iteration 3081... 1022 sym states passed, 3 waitir

BarrelProduct_BarrelFiller.e, contents, bael__barrelinput,

Iteration 3082... 1022 sym states passed, 2 waitir
BarrelProduct_BarrelMover.e, barrel_dist_out__out_dist,
PR = Iteration 3083... 1021 sym states passed, 1 waitir
e e L B e il g Iteration 3084... 1020 sym states passed, 0 waitir
Found fixpoint after 3085 iterations.
Initial states @ | Computing reachable states done after 19,4655
[IH_SWILTI_SWILHI==U 1OV _IT1_TIHIIUW==U & 1=~uU & ‘ -
BarrelProduct_BarrelFiller.e==0 & contents==0 & * || |[Forbidden states are reachable. ]
barrel__barrelinput==0 & BarrelProduct_BarrelMover.e==0 & Output of reachable bad states... 0.009s

barrel_dist_out__out_dist==0 & barre|_dist==0 &
loc(BarrelProduct_Input)==loc1 &
loc(BarrelProduct_BarrelFiller)==closed_pass & = Graphics
loc(BarrelProduct_BarrelMover)==stopped_pass

{(lac{BarrelProduct_Input)=lach & loc(E

Forbidden states (2] = 20 & barrel _dist_out_out_dist ==

‘(|°c(Barre|Product_Ban'e|M°ver):=working_pr°go] [ Barre|Product_BarrelFil ]er H-=s 0 & ban
loc(BarrelProduct_BarrelMover)==working_prog1) & loc(Barre|Product_BarrelFil ler}=open_m
barrel__barrelinput==0 & barrel_dist==10 = 10 & flow_in__inflow == 1 & in_switcr

barrel __barrelinput = 0) | (loc(Barre|Prc
loc(Barre IProduct_Barre IMaver )=working.
in_switch_switch = 0 & contents = 10
(Imef{RarreProduct Inout)=locR & loc(R

EPENDABLE SOFTWARE [{ I‘I-\L "T‘-P\J T_]..{
LABORATORY LUNIVERSITY




Barrel Product Example

« Behavior

switch$
on
off
inflow Time
2
1
10 ————————— —— 10 T T T T T T T 0 >
_ contents 4 Time
Bl : . B y & 10
: / 8
w 6 7 ] 5 : d /
- T~
7] _ 4 y
+ g
[+] =
So4b . B 4t _ . 4
2 < ] 0 I
| barrel _dist 4 Time
[ P R B S 0 P T B T R - i
o2z 4 8 8 10 1z 14 o2z 4 BB 10 12 14 10
t 1
: : . . 8
(a) Sequential change of contents (b) Sequential change of barrel_dist /
0 &
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