Software Security

Security Development Process for KUPE
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Security
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® Google(155)
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® Oracle(71)

® Microsoft(69)

® Apple(54)

m Cisco(34)

m PHP(27)

B Linux(19)
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m Mozilla(11)
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Vulnerability
SQL Injection

> gz FHelE2 o ot Ho|HH| o] A0 H2ot= W
> DB Admin #ot EtF 8l DB HE 7=

Buffer Overflow
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SQL Injection

select user_id, user_pw form member where user_id=""id"" and user_pw=""password

or 1=1 or2= 0|&8st 54, 1=10| £0|™ True
or 2>1 27t 12 C} ACH7F &0|H True

or ‘abc’ @} ‘abc'7F Z 2 ™ true

‘abc’="abc’

= - 5lo| 22 F4 Xz

Online Banking Login Hello Admin User

Usarname: |1ur 1=1-- | » Welcome to Altoro Mutual Online.
Password: | | View Account Details:
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Stack Growth

Buffer Overflow




Resolve

SQL Injection

> DB 3| AMO| M X|-&3}= Prepared Statement Ar%
DB 2421 H[O|X|O| o2 HO|X| L= 5|X| UYL= XA
> El ot AR

A\

Buffer Overflow

- HIH 37|& MASIH ST 27| E&= HlOolH & & &X]
o Return Address 4o HZ 274 A| 4K S&

- EXIE AFEA| Null Zte2 =2 UH
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Process

1000 pjan and 2000 . 3000
Elaboration E Build —> Deployment
2 OEY 28 4
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Phase 1002. Create Preliminary Investigation Report

« Description
— Write an investigation report on alternatives, business needs, risk, etc
— Input : draft project plan
— Output : an investigation report
« Steps
1. Write alternative solutions
Write project’s justification (business needs)
Identify and manage risks, and write risk reduction plans
Analyze business market
Write managerial issues

vk wnN



Phase 1002. Create Preliminary Investigation Report

Risk Management

Risk Probability Significance Weight
Buffer
Overflow ) . 20
SQL : 5 20
Injection

Risk Reduction Plan

« Buffer Overflow (20)

2 M= «S | ot oY Hme| 37| F=to| X|F

« SQL Injection (20)
SQLe| = gt Cfiet HEE % o2 HAIX[7} F 2 F& X REF F9



Phase 1003. Define Requirements

« Description
— Write a requirement specification for a product
— Input : draft project plan, investigation report
— Output : a requirement specification

« What is a requirement? (IEEE Std 610.12-1990)

— A condition or capability needed by a user to solve a problem or achieve an
objective.

— A condition or capability that must be met or possessed by a system or
system component to satisfy a contract, standard, specification, or other
formally imposed documents.

— A documented representation of a condition or capabilities as in (1) or (2)
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Phase 1003. Define Requirements

Security Functions

Ref. # Vulnerability Functions Category

Buffer size check Secure

R1 Buffer Overflow Return address check :
Coding

Etc
SQL filtering

L Secure
R2 SQL Injection Error page block Coding

Etc




Phase 1008. Define Draft System Architecture

« Description
— Construct a rough preliminary system architecture
model
— Input : requirements speci
fication business use case
model

— OQutput : a draft system architecture
« Steps
1. Define logical/physical layers of the target system
Separate the whole system into several subsystems

2.
3. Assign business use cases into each subsystem
4. Identify and draw up hardware resources



Phase 1008. Define Draft System Architecture

Security Architecture

Login Sign up

SQL Injection = Access

N U

Authorizatic
acquisition

Non-Access

Secure Coding

Protect
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Activity 2030(sec). Check Possible Use Case Vulnerability

> OhT AIARIOIA AT 4 QL HIOH HOpHS 1B
> 3oF8 98 RS 033t 20| Lt
a. AALOIH 25 A B
. A T3 AS 2, BRE HO[E BAXY 5

« ex) Buffer Overflow, SQL Injection, XSS &
b. H2V|S(2E, B2H O, 7|28 =2, dHekitg| 5)2 &4
o) BT 07t ZREE BENE, SEAEE 1jAY
c. oA
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Activity 2030(sec). Check Possible Use Case Vulnerability

> 1 5 HotEFe =2 2010 &= /YHOO|H 25 H & FAE =0 Lo
Of| A| (Buffer Overflow, SQL injection)

> Q& : Business use case description(1006)
> *34 . Security requirement description

> Step
a. Select each use case from business use cases
b. Identify system functions corresponded to each use case
c. Find system functions that user input data

R1.1 | System Access 1. Login | Primary
R 1.1 System Access 2. Logout Primary
R12 [ Make Account 3. Make Account] Primary
R1.3 Identify Balance 4. Identify Balance Primary
R 1.4 [ Recharge Balance 5. Recharge B‘@ Primary
R 2.1 M Primary
R 2.2 Check Balance 7. Check Balance Primary
R 3.1 Identify Paper 8 Identify Paper Primary
R3.2 [Eecharqe Paper 9. Recharge Papg Primary
R33 Identify User 10. Identify User Primary
R34 Identify Money  11. Identify Money Primary

d. Check whether upper vulnerabilities could be occurred
« Buffer Overflow / SQL injection
e. Write security requirement description based on possible vulnerabilities
of step d



Activity 2030(sec). Check Possible Use Case Vulnerability

» Security requirement description format

Use Case Login
Actors User, Manager
Description - APEA} or B2|AE A[ABIES AMRSHY| /5] id, pw
£ 013 Hh=[}
= H-H1 o .
- O] use case= 2US 22 id/pw 2F HEE Z|H EE
£ &2l id, pw’/t EA[5t= B2 AlAHE AR S
=2l oLt
- 2|2 ER user2 HE| A2l EE manager2 21
¢l ot 2t HE FeotLy,

-

- id, pw7t @X[5tE 2 1 H0[H HAS =0l

= L—

Al
(SQL query2 HERQIX|, PL/SQL &4 HERQIX]|, Y2{zto] HIHAM o= 7IX])

~

Use Case Make Account
Actors User, Manager
Description - O] use caset= id/pw & 25 =0}
- YE E2id 2t €X[5t= id7F Ble A AEAA
X o NS}
=2 OO

=

(SQL query= HEHRIX], PL/SQL &t HE{QIX|, F= O] B SH 2= ZIX])

=

- Y id7t 7|E dbof| Rl % O HlojH ¥AES =
(]



Phase 2030. Analyze

2031. Define Essential Use case(E = SX#|0|A C}o|{3H HO|)

Business use case description0]| event flowE F7}gt

2 & : Business use case description(1006), Security requirement description
=3 : An essential use case description(Secure use case description)

M HZT : 22 E| yse case format

YV V VY

Y

Step
a. Business use caseOf| Al ZtZtQ| use case A EH
b. 27 AL HMAOAM MEHEl use casell #HO| U= systemet= AH
C. Business use caseO||A| step bE &5l| MEHZ] use case AH
d. @FAIE M AL ZEHO| A= 212} use casel| O|HIE 17HZ A&
(0] BE20) ZOF O/|HIE £,
v Z=Q O|HIE 1™ (main event flow)
v Oix| O|HE 1IPH (22| Me)
v 0|2 O|HIE 1P (0 2 X2)
a. =8 S [N Oo|HE 8= ELE essential use case 2+A
(2tEHE| yse case formatsS M &8




Phase 2030. Analyze

» Example : Buy Items(?| &= 20 o|E #HO| L1t CH

Use Case
Actor

Purpose
Overview

Type

Cross Reference
Pre-Requisites

Typical Courses of
Events

Alternative Courses of
Events

Exceptional Courses of
Events

A ENR)

Make Account

User

ME2 ALEA AE S gttt

dde AEOl id/pwE 2YH = H8 HES =2 MEZ2 MEA AEE M
Ao+t Mz st AE32 2% id7t 9= A28 A =l
Primary

Functions: R 1.2

Use Cases:

N/A

(A) : Actor, (S): System

1. (A) - AE AEd 2 e ot ID/PWO| QIHHELE =+QISIT}

> (A) |DXPWE DIE:| ?'_H:l'/ = o =

3. (S): ID/PWE RPL otd 7|&E AFE AR} H| W SO}

4. (S): AE Mdo| HEst B AHEX AEE Ml Bt

E1. S2¢tidE 7T A’80| o|o] Z=xjo}
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Phase 2030. Analyze

2032. Refine Use case Diagram(§Z=#|0|A CIo|{ = HH|)

» Business use case Diagram= ASotl =Het

» = : Business use case model, essential use case descriptions(Secure use
case descriptions)

» =3 : A refined use case diagram

» M8 HZFT : UMLCL| use case diagram

» Step
a. Essential use case diagram| [L}2} Business use case diagram& 4 E
b. Use case Y relationshipS =7} - £=435}0] Use case diagram& HA|

2033. Define Domain Model(=H|Q! 2 & X 9|)

» Domain concept model= 9]

» Q& : Business concept model, essential use case descriptions(Secure
use case descriptions)

» =2 : A conceptual class diagram

> M8 HZF : UMLC| use case diagram

> Domain modelO|Zt
v A4 AEE= BEE EE THE JHEHE - 20| classs= He
v’ AX| software object A Al 7| = Xt27 & £ A2




Phase 2030. Analyze

2035. Define System Sequence Diagrams(A| A =i ClO|o{ 12 H9|)

> Actorl| O|HIEOf [[}Z systeml| &&F &=A{ C}O|O{ gl &Fd
> & essential use case HA|A{, use case diagram
> =8 . A[AH] =X C}O|0] 12H(SSD)

> AAHD &= CHO[O Z12H(SSD) Of 2t
v’ ActorQ| &0 [HE event M NHS A|lAHMOoZ HOjF:= &l
v B = System black-boxZ F =
v SSD& Ch28| & 7HK[E Held
« TR M3 AL/ BE, BF, CHeE AlLtE| 2

> Step
a. Use case0f 7|HtSI{ SystemC 2 CHEE|= 242 black boxz2 Hat
b. Use casel|A =8 event 1P’FHd= H 11 SystemOf MOl AAHAZ St=

actors= A4

c. System boundaryE Z7%H
 Use casejA|l Z actorE £t =82 event 25 NfHS AlH
(Zt O|HIE S &E&Z 5= AZ system eventz} g)
« System eventOj| O|E X|™H (Lot O/HIE L 0] F}FOJA] FI}F)
(SA+=X 0] 2HAl 0|5 &2 X| ™ ex: enterltem)
d. Zt Actor0j St=t=l SSDO|| CH$tH use case textE =t
(use case text= TIA| system event 1}7H 0| Cl{iel LHES E3)




Phase 2030. Analyze

2036. Define Operation Contracts(SZF ™ H AFSE X 9|)

> A" 20 2t 4 3229 FE AR (Contracts) H2
» & : System Sequence Diagram(SSD), conceptual class diagram
» &3 : Operation Contracts

> ™M H Atgt(Contract) O| 2F

v ot =2 (operation), & SSDOJ|A{ system eventZ ™HO|=l A=Z ESIH
system operationO|2} 1 & gt

v O|Ze| S0 Cigt o8] HE(HA=H, EFY, O2AlY, &4, d:X

[=)

> Step

sle= & 52 =AMZ Tt AS 2 A (contract)0| 2t g

a. System sequence diagram2 £ 2 E{ system operation A/
b. System operation names& contract name2 £
c. Contract0] O ME=S 7|¢et

v

AN

Responsibilities, Type, Cross References, Notes, Exceptions,
Output, Pre-Conditions, Post-conditions &

(Exception £:20] ZZLYL £}
Pre-conditionO| 2t 3| & operation A& ™
Post-conditionO| 2t S| & operation A3l & A|AH ANE 2ot



Phase 2030. Analyze

2038. Refine System Test Case(A|AE! H|AE #H0|A MA|)

> It HEHE AFESHY system test plang =8 3 HA|

> Q& : essential use case description(Secure use case description),
system test plan, &=A{ C}O|0{ 1 &8

» =9 . K| =l system test plan

> Step

v analyze T2 M A ZAOIE 0|£310] 10091 0| AtE HA|g
v 28u 452 ?lol HAE S=0M 245 54780 siEst=

2ol A E|ﬁE



Phase 2030. Analyze
i R B Y 100

Id, pwE Y50 = 192 AlEE 5ty 2 19

1 29 AlH 1. Login R 1.1
oAl 7|5 test 9
2 EI0Z Al™ EJoOIE HEES =8 21012 7|5 test 2. Logout R 1.1
_ HE M Ho|EE Qs AE MM 7S
3 AE 4d Al == [EIE ot A 22 VIS 3. Make Account R12
test
4 Ty =Hol Al Thel =0l HHE % Ol 2 test 4. Identify Balance R 1.3
KIOH =X A= JoHe oladst] AHOH 5. Recharge Balanc
5 T S ||:| o= |:|—|°|'-L (el | 7|otest 2 R 14
6 Qlif HE AlE Qlf of~& Y3t QY 7|5 test 6. Request Print R 2.1
7 e "3 A 7. Check Balance R22
3 SX =2l Al X THE 5 test 8 Identify Paper R 3.1
9 22X T AIE 27X E7 test 9. Recharge Paper R32
10 ALER 55 =0l A" T M EXR 55 £F test 10. Identify User R 3.3
11 9] =ol Al E Z 7Y £9 test 11. Identify Money R 34
Test — System
= IIHOF" AEC| Id, pwE 33D 2921 Al
= o] ==
1-1 EI21 Al 2 510] 2101 7|= test 1. Login
= EMEHA| H= AELl Id, pwE ROt 27 :
- =
R ol AIEE 80 2191 715 test 1. Login R11
- 292 MEfoM Z0 2 HEZS &=
2 20k AlE ol2 7o tl?l i IRHEE =R, Logout R 1.1
o A AL HO|HE s X A 7=
3 AE dd AlE zj_-ls? &9 CIOIEE g0 A 828 7Is 3. Make Account R1.2
4 They =tol Al THY =2l HE SZ O F test 4. Identify Balance R 13
5 T BT Al SeHS QIeistD Tl £ Il test > Recharge Balanc g 14
6 Rl HE AlH Qlaf o8 RSt A 7|5 test 6. Request Print R 21
N ZhoHO| =5 AMEJOA] Ol D=2 Qs
7-1  FoH HA Al E g,lﬁI:teg’t 'ﬂﬂ HOH$S 8% 5 check Balance R 22
= [=3 =13
O] HETH AEHOIM P12 THEE el
7-2 A HI AH 3Ol T|E tect 2o == 7. Check Balance R 2.2
8 2 =2l Al 27X Tt =3 HES S5 715 test 8 Identify Paper R 31
22X 54 AE U 22X = YHSL D 22X 54 test 9. Recharge Paper R32
2038 10 AIERX S 0l Al HAH ARA BF 597 test 10, Identify User R 33
11 9 =l Al T 7 = test 11. Identify Money R34



Phase 2030. Analyze

2039. Analyze(2030) Traceability Analysis(Analyze TtA|Q] XM 2 M)

» 2030 EHAQl Zits52| gatdas =4

> = : Essential use case M| A (Secure use case description),
sequence diagram, operation contracts

» =9 : Traceability analysis Z 1}

> Steps : Zf ChA[O| A= =2| A E AT & d (07 £ operationdff F7}E])

System Function

Use Case Operation

R 1.1 System Access 1: enterinfo

R 1.2 Make Account 2: reglogin

R 1.3 Identify Balance
R 1.4 Recharge Balance
R 2.1 Request Print

R 2.2 Check Balance

R 3.1 Identify Paper

R 3.2 Recharge Paper

R 3.3 Identify User

R 3.4 Identify Money

Logout
h\* Make Account
Identify Balance
\ Recharge Balance
\Request Print
Check Balance
Identify Paper
» Recharge Paper
Identify User
T |dentify Money

/

/

/|

)

3:reglogout
4: reqMakeAcc
: enterAccinfo

oy

: regAccount

~l

: reqBalance

co

. enterFee

w

: reqRecharge

10: enterSheet

11: reqPrint

12: regPaperldentify
13: enterPaperNum
14: reqCharge

15: regUserinfo

16: reqMoneylinfo



Phase 2040. Design

2041. Design Real Use Cases

> THA 2E8 Ve S TME o SHOML| ZA| use case 2 & &

> OteF 2 UIZF AatE| QI ™, X use case= GUI diagram 5! } |
THAQ| interface 9{Z 7F 2 A ES Zo{OF &

» Q& : Essential Use Case Descriptions(Secure Use Case Descriptions)

> %E‘. Real Use Case Descriptions

> Steps

a. Essential use caseO||A] Zf use case AlH

b. =& El formato] UI I’Si'é FIIA|A 2 O|HE 18| £ H& 5
Mg =2 2E Ul widgeto | HE 2= =M 0| O F7tE)



Phase 2040. Design

2044. Define Interaction Diagrams

VVVYVYVY

Object(Class)E0| HEH MZ2E5I=X|E LIEtLH= I8
KUPE 0JJA|0jA{= Sequence Diagram S .2 Xf4A

2124 : Real use case EA|A]

%E'. interaction diagram

HT M8 : UML's sequence diagram, CoIIaboratlon diagram

Interaction diagram2 HtX o = 29| 27tX| E== C}O|0{AM O =Z LtE
v CoIIaboratlon diagram : graphL} network formatOﬂM object 7t M4 AlE

v Sequence diagram : 50| A YAMo= HAHEL|Y RO, 229
objectS0| =02 HB|R(YLFE A|ZA CHO|0|12H0| O3 HAl)

Steps
a. ActorE AtMd
b. Real use case M A2} 7§ EX class diagram= &1 E 2t use caseQ|
S| 20 SE= objectlt classE HYX|
c. Use caseQ| S HE EH/H57| Qo A|AHIO| object 7t M 2SS A
(2= AL AZEIZ use case HMAZ A|Z])



Phase 2040. Design

» Login0j| C{3t sequence diagram

2: chkUserlInfo()

: ManagementSystem
[]

: USER !
' 1: reqUserlogin() :
; =
i
1
1
i
1
]

i

1

1

1

[}

i

:

:..;;S ...............................

: 7 : showMessage ||
I

. 1

: SecurityManagement : Userins
- ;
loopuser| p find ) '
| 3ichkinputbatal) ™1
P
4: checkLogin()
A L




Phase 2050. Construct
2051. implement class & methods definitions(£3 A 9 HA = o)

» Input : Design class diagram, real use cases, Interaction diagram
» Output : Class & Methods description
> Phase 206092| ‘'Unit test case’ A A 0| A At =ILCT
» Step
a. Design class diagram(2045)°| 2 = SciA 2} HAE AlH
b. 9| TS AFSEO RN SHO| T 4P Xty

o O —
c. 7%
Type  [Method
Name chckinputData
Purpose UserZt IDE =351 loging
517517] Fof, Bej2 A

St= method
Cross Reference Use Cases: 1. login
Input(Method) N/A
Output(Method) N/A

Abstract N/A
operation

Exceptional

Courses of Events e

30



Phase 2050. Construct

2052. implement windows (GUI?} @ 1{2]|0|M Al0o] S EH9|)

» Input : Interaction diagram, design class diagram, real use case description,
UI Story board, operation contracts
Output : GUI implements results and description, Refined Class Diagram
» Step
a. Actor?} SystemA}0| Q| interaction diagram0j| A GUI system operation
b. GUI operationZ =7t 2 M 7HMEl interaction diagram ZtM
c. CHO[O{O=O|A GUI 2ugolde] 285 18

: ManagementSystem : Userins

reqUserLogin chkUserInfo
(GUI Y3 E) R

1:reqUserlogin() ' H
2: chicUserinfo( o § chkUserInfo Loop(chkInpu
loop Jser bﬁnd/J : tData,
| 2ichikinputbara) checkLogin)
< Az
4: checkLogin() .
RREEICEEEEEEEEE
5 N v = : showMessage Message Z3  ShowMessage
6 o : 2 94
=
GUI =7t
i | 7:showMessage | LI 31




Phase 2050. Construct

Name | reqUserlogin

Responsibilities

Type
Cross References
Notes

Pre-Conditions
Post-Conditions

Text box0f| &=l AL X} ID2}
PWEZ 29015 @ HSILC}.

GUI
N/A

Text box0j| YHE =XZ =tH
O FEA|SHCE.

ALE XD PW7F 215 [ O] OF 2t
Login H{=0| =2{XO0F 2Lt

32



Phase 2050. Construct

2053. implement reports(E2ME H, 7§ M=

=| C|X}ol A1

» Input : All of information

Chot Y ZE

o]

» Output : Analysis, design reports

XEIEHS A QFAIOJA] 2/9FK

AE'I EJI]O! Ix = XFAS

=XN:

http://www.openeg.co.kr/category/%EB%B3%B4%EC%9
5%88/%EC%8B%9IC%ED%81%90%EC%96%B4%EC%BD

%94%EB%94%A97?page=1

CIXtol Sl =228 x4+

Her| e

UAF(Use-After-Free) and Buffer Overflow, SQL Injection+

Q=E‘J st

Hzal 8 & &E 8 HHeHESS saL ael

1. UAF and Buffer Overflows+
int main(int arge, char “argv(l}
{

char buffer[10];

i (arge =33

{
fprintfistderr. “%s W™, argv(Ol);
return 1;

¥

strepy(butfer, argviill:

return O;

ZoEI T !
-
2.50L Injection+
String tableName = props.getProperty("jdbe. tableMame™);
5tring name = props.getProperty(jdbe.name;
String query = “SELECT*FROM" + tableName + “"WHERE Name =" + name;
stmit =con.createdtaterent();
£
1. UAF and Buffer Overflow A
S A oEF HzelE dATeds, oiFEs EXMses HAE BEH0
#HAE Hzal Yzl ST Hete S ML T EZQIEZ ASEHY
AL MAHE Mods $4H3E @ Z20UE ASAFSCE FHe

2.54L Injection +
ClO|EHI0|A S HEE SSZ=27THAMS UBEo| SHAT SQLES &
&0 DEESE Cl0|EE ETHHL ZTAT L
1. VAF and Buffer Cverflow+
DetE s stol=2palel 4 Agdd HzalE HI"’H
E o Ji+El 3= strlenslt weslens & AMSE0d HEE 20 HE2IE A
B E 4 ook o 2o 7IEL 2R g5 FHol _SJl- EE o|lFel B8
AEsE HY 2HZS BHE T & itk
@ BEL
Ho 2HES S =X :'I Qs Mz wyle= AZiolt B 4o 2T} A
HElE HE o=t 3ERAE W 2HEZE 0/8F0 Yolg 2 =EE =
2o HESM &UE + URlg &8 ¥ 2357 gio®, 3 I=8
Aga T s oHE AEE 01I94= =ra A |FICk L
@34 ZTH uiA TheEty

axijpee | 4" Isel Jp T4, S0[28E, B AY F4& 52 UE ZHAM

a F4 B HEECS

2.50L Injection+

@izziol oS g2t S Z0|2 AlEE 4 AE o2 #dl
ST DB MIeE AT YMElR| BES glzgio| Zol7k Herg
s AERISZ2 MTECHY

Gzizio] A2lel TEE HBAFIE 22 Uxlsl=S 8y,

ol gistglol Sialsic SRS o gusiol YBA ST YO o
oEE= sased QP HElel FES HBAMTIE ZE ¥R[ToHe
D0 SHEFE HSHR AES ggiw F5E N

DB QUERYO ASEIS ol izdgol cfsiod S+8% § STHHAE HEs
=5 ZEg d®e

33



Phase 2050. Construct

2055. write unit test code

» Input : Implements results, class & methods definitions
» Output : Unit test code

» Examplel) Buffer overflow unit test

public void testSetAllocate() {
String cnt = request.getParameter("cnt");
if(cnt == null)
{
cnt = "0";
}
int cntl = Integer.parselnt(cnt);
String[] arr = new String[cntl];
for(inti = 0; i<entl: i+4)
{

arr[i] = request.getParameter("r"+i);

}




Phase 2050. Construct

2055. write unit test code

» Example2) SQL injection unit test code %}/d

"""q_-‘."‘\.:H:|

+~ B

union
select
insert
drop
upd ate
from
where
join
substr (oracle)
user_tables {oracle)
user_table_columns {oracle)
subsring {ms—saql)
information_schema (mysal)
sysobjects {ms—sql)
table_schema (mysal)
declare (ms—sal)

Regular Expression AF&5}0
= E-| 2| M2
O 710

A

A 4

public static string[] blackList = {"——",";——","","/=","«/","@@","@",

“alter”,"begin”,"cast","create”,"cursor”,"declare”, "delete”, "drop”, "end”,

“char”,"nchar”,"varchar”, "nvarchar”,

"exec”,"execute”, "fetch”,"insert", "kill","open”,
"select”, "svs","svsobjects”,"syscolumns”®,

"table”,"update”}:
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Phase 2060. TEST

2063. System Testing
» Input : Implements results, system test plan and cases

» Output : System testing results, reports

System
Function

Test
Number

Test = Description Use Case

1-1 230 Al EXSIE Al™Lld, pwE =50 2921 1. Login R11
AEE 5l 219l 7|5 test

1-2 230 Al EXSIE Al™Qd, pwE =50 2921 1. Login R. 11
AEE S0 2191 7|5 test
1-3 29 AE  SAXI FE M HASHES Y 1. Login R11
O 29 AEE 510 2101 7| & test
2 Z0tZ Al® =ZE19 ME{ojA ZEO0t2 HES 281 & 2. Logout R1.1

J0tR 7| s test

3 AZEE Al AE dd HOolHE &5t AE dd 3. Make R13
7| stest Account
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