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PRIMARY EVENT SYMBOLS

BASIC EVENT — A basic initiating fault requiring no further develop-
ment

CONDITIONING EVENT — Specific conditions or restrictions that
apply to any logic gate (used primarily with PRIORITY AND and
INHIBIT gates)

UNDEVELOPED EVENT — An event which is not further developed
either because it is of insufficient consequence or because infor-

mation is unavailable

EXTERNAL EVENT — An event which is normally expected to occur

%2l 8 Primary event symbol

INTERMEDIATE EVENT SYMBOLS

INTERMEDIATE EVENT — A fault event that occurs because of one
or more antecedent causes acting through logic gates

a8l 9 Intermediate event symbol
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GATE SYMBOLS

AND — Output fault occurs if all of the input faults occur
OR — Output fault occurs if at least one of the input faults occurs

EXCLUSIVE OR — Output fault occurs if exactly one of the input
faults occurs

PRIORITY AND — Output fault occurs if all of the input faults occur
in a specific sequence (the sequence is represented by a CONDI-
TIONING EVENT drawn to the right of the gate)

INHIBIT — Output fault occurs if the (single) input fault occurs in the
presence of an enabling condition (the enabling condition is
represented by a CONDITIONING EVENT drawn to the right of
the gate)}
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TRANSFER SYMBOLS

TRANSFER IN — Indicates that the tree is developed further at the
occurrence of the corresponding TRANSFER OUT (e.g., on
another page)

TRANSFER OUT - Indicates that this portion of the tree must be
attached at the corresponding TRANSFER IN

AN
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Software FMEA analysis results for “Channel 3 Equipment Check” sub-module.

Sub-module Failure mode Failure cause Failure effect Failure detection/comments
Other Channel Omission Omission in equipment diagnosis or Periodic automatic test is There is no update procedure for a variable
3 Equipment heartbeat monitoring functions affected adversely AL_1_ATIP_ATIPD_PHBC.— Channel A, B, and C cannot recognize
Check when the channel D HB is malfunctioning
Incorrect There is an error in equipment Malfunction in Channel 3 No failure detected
realization  diagnosis or heartbeat monitoring equipment diagnosis
functions
Unintended Additional functions in equipment There is no effect on No failure detected
addition diagnosis or heartbeat monitering equipment diagnosis
functions
Function Inappropriate location of There is an degradation in this No failure detected
interaction  implementation of a function module
Input Wrong input definition, assignment, Malfunction in Channel 3 No failure detected
definition address, or type definition equipment diagnosis
Input value  Wreng min/max limits or Malfunction in monitoring No failure detected
initialization value in heartbeat of channel D ATIP heartbeat
coefficients signal
Input timing An input variable is used before Delay in processing the No failure detected
updating input signal
Input format Omission/addition of an interver, ~ Malfunction in Channel 3 No failure detected
wrong input number, or input equipment diagnosis
disorder
Output Wrong output definition, Malfunction in Channel 3 No failure detected
definition assignment, address, or type equipment diagnosis
definition
Output value Wrong assignment of an output Malfunction in Channel 3 No failure detected
value equipment diagnosis
Output Wrong timing for generating an Malfunction in Channel 3 No failure detected. (Output from this
timing output value equipment diagnosis submodule is correctly used in the next step.)
Output Omission/addition of an interver, ~ Malfunction in Channel 3 No failure detected
format wrong output number, or input equipment diagnosis
disorder

12! 14 Software FMEA A}2]| worksheet Y&

3.4  Hierarchically Performed Hazard Origin and Propagation studies (HiP-HOPS)
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Hierarchically Performed Hazard Origin and Propagation studies (HiP-HOPS)= Functional Failure
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HiP-HOPSL= 0|2{3t EXELS sl ZAst7| sl /W=l hazard analysis 7|2 HEXo=Z LIEIL}
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A|AHEIO| functional level£E low-level2| component failure modeZtX| 248 S 5= QI
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Failure ID Effects on System Severity Detection Recovery Recommendation
OYB: FL3 The car tends to Critical Locally, Not In addition, the
drift to the side using Possible failure can be
Loss of o feedback from detected by a
Braking -30% stability pressure global rotational
(omission) -18/-32% braking sensor :Z::iiration
when there i s R tely, b )
::Ls bra]_cing -15% steerability tﬁzossaius Y An Electronic
intention In the worst case reporter and Stability Program
the drift is monitor tasks device may handle
opposite to the phe problem (this
drivers intention is out of the
scope of this BBW
system)
CNE: FL4 The car tends to Critical It is Release Detection
i drift to the side possible in actuator algorithm should
Unintended certain cases be sufficient to
Braking ( by comparing detect pedal
Commission) the state of sensor failures
the pedal and internal
‘;:e:othere with the corruption of the
: pressure pedal messages.
?:i::‘tg‘:n sensor There should be
feedback from provisions to keep
the wheel commission
failures
temporally limited
%2l 15 Functional failure analysis 0| A]
Output Description of output Input Deviation Component A (£/h)
Failure failure Logic Malfunction
Mode Logic
O-PEDALL. Omission of PEDALl (V>max-PSl.value | |PEDALl.task 1.00E-07
Driver msg |output (braking V<min-PSl.value) & |malfunction
demand) . It can be (V>max-PS2.value |
caused by task V<min-PS2.value)
malfunction or out of
range failures of both
pedal sensors
Vs_0- PEDAL1 output (braking |Vs min-PSl.value & |PEDALl.memory |(2.00E-07
PEDALIL. demand) stuck at 0. It |Vs_min-PS2.value stuck_at 0
Driver _msg |can be caused by
memory stuck at 0
failures, or by stuck
at minimum failures of
both pedal sensors.
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o Al st
= AFEE.
System Design Safety Analysis Mechanically generated fault trees which
show how functional failures that we
— I have identified in the FFA arise from low-
/' Y level component failure modes that we
% o P \ = - have identified in the IF-FMEAs
/ Fault Tree [ ] |\ _J,J !
. Synthesis / Vo [—,\—]
Algorithm

=2 &
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=

? :;’::l ‘fl —————————————— "t‘,,,
I L//Zi “' IF-FMEAS™ |

‘FFA: Functional Failure Analysis {Analysis of the failure behaviour of the system at the functional level)
“IF-FMEAs: Interface Focused FMEAs (Analyses of the local failure behaviour of the system components)
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3.5 Systems-Theoretic Process Analysis (STPA)
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STPAE= Systems theory0f 7|g8t$t System-Theoretic Accident Model and Processes (STAMP)Z2t11
Sl= accident modelE AtE%l= hazard analysis 7|22 Systems theoryO| M= safetyE
emergent property (AEA)EtD HOMA A|AHISl ABEOLS HA= A|AHH FH O CiSH safetyE

golg = Gifte 442 7IZ222 st 7| WE0 Al2"EE d5ts HEHEN X7t )i
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loopo| HAE EOFC

| SYSTEM DEVELOPMENT |

Congress and Legislatures
Government Reports
Legislation 1 I Lobbying
Accidents

Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Regulations Cetification Info.
Standards Change reports
Certification X Whistleblowers
Legal penalties Accidents and incidents
Case Law
Company
Management

Safety Policy Status Reports

Standards l Risk Assessments

Resources Incident Reports

Policy, stds. Project

— Management =———
Safety Standards Hazard Analyses
Progress Reports

Design,
Documentation

Hearings and open meetings

Hazard Analyses
Safety-Related Changes
Progress Reports

Control action& WELHZD 0|0 CHP+ FeedbackE Br=C}. 12l 200| Process model1} control

| SYSTEM OPERATIONS |

Congress and Legislatures
Government Reports
Legislation Lobbying
Hearings and open meetings
Accidents
Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Regulations Accident and incident reports
gtar??ar?.s Operations reports
ertification Maintenance Reports
Legal penalties Change reports
Case Law Whistleblowers
Company
Safety Policy i
Operations Reports
Standards pe P
Resources
Operations
Management

Change requests
Audit reports
Problem reporis

Work Instructions

Operating Assumptions
Operating Procedures

Standards

Safety
Reports

Manufacturing

Safety Constraints

Test Requirements

Implementation
and assurance

Test reports

Operating Process

Hazard Analyses
Review Results

Revised

operating procedures

| Human Controller(s) |

Automated
Controller

Hazard Analyses
Documentation

Software revisions
Hardware replacements

v ]
[Actuator(s) | [ Sensor(s) |

Physical
Process

Management Design Rationale
Work safety reports Maintenar!ce
rocedufes | audits and Evolution Problem Reports
work logs Cha Tge_dRequssts
inspections ncidents
Manufacturing Performance Audits

ad
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¢ Plant Condition
¢ Plant Mode

e Others...
Process Other Inputs
ntroller ‘
Controlle Model or Conditions PMV
A States
A
Control ¢ Normal
CAs oo () Feedback Process Model + Accident
¢ Increase v ! Signals Variables e Increasing
e Decrease —_— e Decreasing
o Open \/ o As Needed
¢ Close Controlled Process * Pressure * On
« Hold + Flow o Off
e« Switch + Temperature ¢ Mode 1
« Others. + Voltage « Automatic
« Current « Manual
o Others... e Others...

gl 20 Control loop®} control action, process model2| 0 [20]
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1. A|AH" 2Ol accident?} hazard, safety constraintsQ| AlH

2. Control structure?| &

3. STPA step 1 : unsafe control actionQ| A&

4. STPA step 2 : unsafe control action2| & & AlH

=~

1ol 4THA & %2l 1, 2 THAZE A2ES] A R EME B ALH 2o 24
Sl STAMP ZEES 2tMst= Gt
MO AFE|H o7|M e £~ Q= unsafe control actionS A &/ STPAGIM= O] unsafe

= A
control actiong | 7FX|2 EE3st1 QUC}H
1. Not providing control action causes hazard
2. Providing control action causes hazard
3. Wrong timing/order of control action causes hazard
4. Control action stopped too soon/applied too long

et &2 471X|0f| SiHEt= A|AH B#O| unsafe control actionS A2 Z STPA step 2CHA O A
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