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7HL (INTRODUCTION)

712 (Introduction)
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7HL (INTRODUCTION)
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EXT4 File System & Al-25}= Platform (Android Phone)0j| A{ 2| File Recovery System & +Z3tL}.
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Z3 (PROJECT ENVIRONMENT)

TZME A (Project Environment)

CHAF =t (TARGET ENVIRONMENT)

—

Android Platform Mobile Phone (Odroid Series) Linux Kernel 3.0 O] A

1.7GHz Exynos4412 Prime Cortex-A9 Quad-Core Processor
2GByte Ram, 8GB SD Card
Android 4.X

EXT4 File System at /data partition mounted

<72l > 0droid-XU Lite

7H ':é" §|_|-7C=,| (HOST ENVIRONMENT)
Ubuntu 12.04 64bit



7 A (REQUIREMENT)

2 At (Requirement)

7|&™ QL AFSH (FUNCTIONAL REQUIREMENTS)
1. AMEXRIFALK|SHIHY & SQLite £ A& St H|O| B T == BHCt.

A, EXtHA|X| (ex> com.sec.mms)
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7|E} SQLite AF2 3= APP S 9| [ 0| Ef
2. ZZ= §|0|H = SQLite Database Browser 2 2 Qlat 4= QILC}.
3. Native C @} C++& O| &38| & siC}.

4. Z 3t A2 Shell Scripting = 0| 2% 4= QILC}

H| 7| =X QT At (NON-FUNCTIONAL REQUIREMENTS)
1. S C|HFO| A Q| Root Privilege € = 1H 2 M| 2 $HC}. (
2. MNE ZCHE G|0IE{ 7L 20 20f C|O|E{ Q] UL T} o} Q= A ST L
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4. MTIE Yol YBETL2 7 014 EXfSHE B SROHA| L

5. HEEIt & E HO|HE= SToHA| H=L.

6. YN A 2| =% (Compile & Build) §/0| 0|2 7}53}L}.




7 2 (DEVELOPMENT PROCESS)

o

72t e (Development Process)

7422 Linux Ubuntu 12.04 O| A =2 Tl £, C A 0 2| Native Functions & 0| 23}0] K| &S},
EXT4 File System 1}9| §|O|E H-Z2 C A 0{2| Native 7} Z42|StH, A7 AIRSI=E Z2 122
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SYSTEM LAYERED ARCHITECTURE
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7} ek HEEH (DEVELOPMENT PROCESS)

EXT4 FILE SYSTEM

Super Block
Block -
_mo_d_ﬂ“_& Block .
— Group GDT (Group Descriptor Table)
I Block | 0
Block -
[ Block |
———— Block Recerved GDT Blocks
— Block | Group
—Eln_c[ 1
Block . .
— Block Block Bitmap
[ Block | Group )
[ Block | 2 Inode Bitmap
Block B
TEIH_CE Block
T Block | Group Inode Table
[ Block | 3
Block a
_% (I;.’rlock
I Block |
— n‘:;up Journal Log Area
T S
I Block |
I Block |
I Block |
I Block |
Block :
Block Block Data Blocks
I Block |
Block | Group
| Block | n

H2E 98| BE S2E2 02| /o] 22 1E0= ROojA Bal3ich Lo 22 18 Ao
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SCHEMA TABLE PARSING (A 7|0} H| 0| & m}A))
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O] i= 0] Leaf 0 ZXfoH= 20| 7} 7H# Xl S TEHET 0|8 4 ULk

HHAQ AXEole 52 282 ofeff 2 ah £t

Schema Table parsing

GGoto Page 2

Gather all free block offset

&ow first free block

Go to next page Inspect Free Area

Go to next free block QC&« 1: Single cell Gauz Not Single cell

Extract data ]q Split to Single cell

<712 > AK| OOl 29 1pd
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Page Header

Cell offset 0
Cell offset 1

Cell offset 3

Free Space

gl |

Cell 3

2

Cell 1
) cello [0 Deleted Area

= O

10

o MR 2 A= FY

— —

(D2 (2) T = 7tssta[eT AR H10],3 H2 2 4o HIEZ MM A= FEHZM 577t

=7hs ot7| 20 =75HA| f=t.

SQLITE DATABASE FILE
SQLite IF QO MA| L= ofg) 1211t Zro 0 MO A|TLL| A= 0x53 51 4c 69 74 65 20 66 6f72 6d

6174203300 O|C}. [F=2 2HELX}ZF Q17| CHE0| A| QL E E38f SQLite Database File 2 T2 3tC}.

SQLite Database file signature
E2"81 4C 69 74 85 20 66 BF 72 6D 61 74 20 33 00] SQLite format 3.
@01 01 00 40 20 20 00 02 38 CB 00 00 00 00 ..... B EBaeavs
Page size (big endian)

<71 &l > SQLite Header Structure

SlE o[ X|off EX5tE 7|0 HO|E0= SEZZ -0 A SQLite It A= T+93t= HIO| S, AH A,

Ed|70f 2ot §=27F S0 ULt of2 12 sQLite 27[0f H| 0| = 2| FEO|LY.
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——> Schema type
3B 74 €61 62 BC ;tableOraclel0g0
72 61 63 bBC 65 raclel0yg .CREATE
[

54 41 42 4C 45 20 4F 72 b1 63 6C 85 31 30 67 20 TABLE Oraclellg
28 53 65 71 20 49 4E 54 45 47 45 S2 20 SO0 52 49| (Seq INTEGER PRI
4D 41 52 59 20 4B 45 59 20 4E 4F 54 20 4E 55 4C| MARY KEY NOT NUL
4C 2C 20 42 sC 6F 63 6B 4E 75 6D 62 65 72 20 49| L, BlockNumber I
4E 5S4 45 47 45 52 2C 20 45 6E 74 72 79 53 69 7A| NTEGER, EntrySiz
65 20 49 4E 54 45 47 45 S2 2C 20 4F 50 63 6F 64| e INTEGER, OPcod

C

65 20 S6 41 52 43 486 41 52 28 31 32 38 29 2C 20 e VARCHAR(128).

41 63 74 69 B6F BE 20 56 41 52 43 48 41 S2 28 31] Action VARCHAR(1
32 38 29 2C 20 54 69 6D 65 73 74 61 6D 70 20 56| 28), Timestamp V
41 52 43 48 41 S2 28 31 32 38 29 2C 20 45 6E 74 ARCHAR(128), Ent
72 79 S3 43 4E 20 42 49 47 49 4E 5S4 2C 20 4F 62| rySCN BIGINT, Ob
6A 65 63 74 49 44 20 42 49 47 49 4E 54 2C 20 45| jectlID BIGINT, E
74 63 20 56 41 S2 43 48 41 S52 28 32 35 36 29 29| tc VARCHAR(256))

<712l > SQLite Scheme Table

O|2t ZO| 4H & HAES F+517| fIoiM 27|01 H O] & & BIOI S Y42 27|0H0| A SQL Query
=2 SiAMtCh HO|2 0| F, EE2| Bt Y, 0| §, 2EQ| 7|5 FEDIL,.

SQLite o E = EI 22 Integer, Text, Blob, Numeric | 7tX| 7} =X SHH, 4 7HX| EFRLO]| 2HSHA{BE

USER APPLICATION (C)

Shell Script &£ = Native C ZZ2 12 - 535}0] Android C|HFO| A L{O| /data TE[MO| H| 2t A S
0|0|X| 2 %2 (dd) = BI0|E| S AXt5}0] 2t 0| Z2|7]0] 4 59| SQLite Database File S 5 A3}0f
ALK =l H|O|E g2 EE 2Qlst 0t Q-8 & = 3| HHC}. User Application 0| A= Mounting &l /data

OiE[Mel d=E YEotH T

PREDICTED OUTPUT

ADDRESS DATE TEXT ETC
123123 123123 EOEAE 1
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gF 91 (DEVELOPMENT SCHEDULE)

HF 21 (Development Schedule)

TUYPS(LDP) 6 7 8 91011
Odroid-XU Rooting 2! /data THE|4 S 2=t Application 2%
[data Free Area Image Extraction (H|ES E9 =&

tH £20] 399 20 oYM 3= S

H4HE ARGV LY HE FERE 7

HET HEE L OHZ

EUUWEOEFE) 6 7 & 9 10 11
SQLite Database File Analysis (Header, Scheme Relation) (5QLite 2= 2403
File Carving (H| 22 FH2| sQlite Data £2 £8)

Database File Lj S| AtF 5 &% mor

AT E HIEE CEV LY = E FERE I

HEHZE I OHZY
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