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5Zt. Establishing and managing a
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5.2 Establish the B
programme

« Description
— 5.2.1 Defining security policy
— 5.2.2 Defining the programme scope and boundaries

— 5.2.3 graded approach to I&C security and risk assessment
» 5.2.3.1 Security Zone
 5.2.3.2 Degree
» 5.2.3.3 Assignment of technical requirements

— 5.2.4 Management approval




5.2.1 Defining security B

policy

Description
— Defining security policy
— The I&C Security Policy shall:

be defined in terms of the characteristics of the nuclear power plant’s
organization, its location, national regulatory requirements, digital I&C
assets and technology, risk of system exploitation;

include a framework for setting objectives and establishes an overall
sense of direction and principles for action with regard to digital I&C
security;

take into account legal and regulatory requirements, as well as
contractual security obligations;

ensure security requirements are applied through all levels of supply
chain for all life cycle activities

align with the nuclear facility’s strategic risk management context in
which the establishment and maintenance of the I&C Security
Programme will take place;

establish criteria against which risk will be evaluated including
consideration of the outcomes from digital I&C system exploitation; and

have been approved by management.




5.2.1 Defining security _—

policy

Detailed solution
— Security policyE A3t}
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9.2.2 Defining the programme ...
scope and boundaries

« Description
— Defining the programme scope and boundaries
« Security programme?| scope?} boundary0| =0{7t= E20 M &S
2 a@cr.
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5.2.1 & 5.2.2 -

« Task

— Defining security policy
e Domain 0% E A5}
» Domain ZHE &, 7, BE A}
« Security ZHHEl A S TAF Gl EAB}
 Security 221 H UM E M}

— Defining the programme scope and boundaries
 location,
» national regulatory requirements,
 digital I&C assets and technology,
 risk of system

« Solution
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5.2.3.1 Security Zone T—

« Description
— The application of a zone model should comply with the following
guidelines:

Each zone comprises systems that have the same or comparable degree
of security and importance for safety;

Systems belonging to one zone have similar demands for protective
measures;

Different computers systems belonging to one zone build a trusted area
for internal communication within that zone;

Network equipment (switches, cables, etc.) is located in a security zone
consistent with those of the interconnected I&C systems; ™

Zone borders require decoupling mechanisms for data flow built on zone
dependent policies;

Zones can be partitioned into sub-zones to improve the configuration.




5.2.3.1 Security Zone T—

« Task
— Security Zone 74 (M3}

 Solution
— SystemOf Ztot JHE 24, 27 A A4 28
— Security zone € Lt £ = 7|F &Y
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» Task

— Security degree &2 (system, tool)

» Solution
— Safety @ ALY E =X
« CIE2 HZF (61513, 61226 and 61513)2 &=,
— 0|0 =0 %l safety level (Category A, B, C Function)E 0| &
» Ex) Category A Function -> S1
— Safety level& ™Esl= analysis & &=X

DegreeE & 4= Q= 7|&F, process, assessment 2t

— EESE T AFRE|= toolOf CH3A = security degreeS Tt
* Security0f 21HE2 tool AL, QIF THY T

- =AMz}

-—



9.2.3.3 Assignment of "
technical requirements

» Task
— Technical requirement & (EAM2})

-

« Solution
— Programmj| Cli ot security degree 2t=H0| M3l
- 53249 X &38}= requirementE ek
~ Programmoj| TS R AN 2 M 28 U Eha
— F7HH QI security requirement= assessment activityE o o
 vulnerability assessment

 attack scenario analysis(including the country-specific design basis threat
(DBT))
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9.3 Implement and operate the .-
programme

Programme level

« 2.Do
- 1L 7%
« Security requirement 7} & HIHO| | & 13 ey =
-2 A

o cyber attack®j 28l K| Ol £t2|, update
« 2HE AFERSOf TSt Training

» Solution
— Security requirementZ} & 151 | =X| Metric 2142 £
* Metric 4
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9.4 Monitor and review the B
programme

Programme level

« 3. Check

— Monitor and review the programme

— To conduct period security program reviews. S .
 Solution

NP

— Reviewing & @4 2
w

=
= 1
— Monitor, review & = Q= program, procedureE 2}
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5.5 Maintain and improve the programme

Programme level
PLAN

o 4. ACT | i
— internal and external programme reviews i
— ongoing training programme

— periodically evaluate and update the security
threat assessment

— measures to evaluate whether the improvements achieved their
intended objectives

« Solution

_  TIA™EOl cariirityvy thra
AN==5 0 SEelurity wire

— ongoing training programme A2 =&l
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6. Life Cycle Implementation for ! —
1&C system security

System level
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6. Life Cycle Implementation for  —

1&C system security
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6. Life Cycle Implementation for  —

1&C system security
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6. Life Cycle Implementation for

1&C system security
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6. Life Cycle Implementation for

1&C system security
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6. Life Cycle Implementation for ! —

1&C system security
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6. Life Cycle Implementation for

1&C system security
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