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 Main Goal

— The primary obJectlve of this standard is to define adequate
programmatic measure for the prevention of malicious or
misguided acts which could lead to an accident.



»  Excluded

— non-malevolent actions and events such as accidental failures,
human errors and natural events.

— site physical security and room access control and site security
surveillance systems

- Application
— This standard is limited to security of I&C systems used in a an NPP.

This standard |

wn

« for modernizing existing NPP,

 for designing new nuclear power plants (NPP),

« for initial system design and

« for modifying existing systems throughout the digital system life cycle.



« Cyber attack Story
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— & Standard = establishes requirements and provides guidance

— For the development and management of computer security
programmes at NPPs



« Cyber attack Story

— Computers are also used to store important and sensitive data,
where any malfunctions could lead to the loss of important data or
the unauthorized release of sensitive information.

« Ex (O Ot 2%t &)
- oz £ ZE -> Physical Security
— Computer0f| H% ©H -> Cyber Security

— The complexity of these computer systems makes it difficult to

identify comprehensively the potential threats to the nuclear power
plants.



« Cyber attack Story

— Experience shows that computer systems without proper protection
from cyber attack can become unavailable or unable to fulfil their
intended function or manipulated to fulfil functions other than the
ones they are required to fulfil, and must be protected throughout
the whole life cycle.

— Computer-based systems (hardware and software) must be secure
as reasonably possible from digital risks.

* The consideration of hardware shall include physical access control and
access control of data communication paths (Example: modems,
connectivity to external networks, data links).

« Security of computer-based software relates to the ability to prevent
unauthorized, undesirable, and unsafe intrusions throughout the life
cycle of the computer-based system.
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5.4 Monitor and review the T
programme

To conduct period security program reviews.

» Develop and implement a review programme that addresses the purpose, scope, roles,
responsibilities, requirements and management commitment associated with reviewing elements
of the I&C Security Programme for effectiveness.

» Develop and implement procedures to facilitate and maintain the review programme
including required frequency of the reviews, and qualifications of individuals performing the
reviews.
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5.5 Maintain and improve the

programme
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The I&C Security Programme shall
establish the process to:

« Implement programme improvements
identified during internal and external
programme reviews including corrective and
preventive actions.

« Communicate the actions and
improvements to all interested parties with
a level of detail appropriate to the
circumstances, and as part of the ongoing
training programme.

 Develop and implement a review
programme to periodically evaluate and
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« Establish measures to evaluate whether
the improvements achieved their intended
objectives.
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5.2 Establish the progremme

« 5.2.1 Defining security policy

« 5.2.2 Defining the programme scope and boundaries

- 5.2.3 Graded approach to I&C security and risk assessment
« 5.24 Management approval



5.2.3 Graded approach to 1&C security  jg-..--
and risk assessment

« I&C security shall be based on a graded approach.

— Security degree , Security level
— S1,S2 .. S5

» Security Zones -> Degree -> Requirement



5.2.3 Graded approach to I1&C security  ——
and risk assessment

« Security Zones -> Degree -> Requirement

« Security Zones

— A possible practical implementation of the graded approach is to .
categorize computer systems into logical zones, where graded protective
principles are applied for each security zone.

— security zones are practical implementations of security degrees. They are
not limited in number.

— different I&C systems may have similar impacts on plant safety or
erformance, so that they are attributed the same security degree.
evertheless, they may be implemented in different security zones so

that a cyber-attack does not {(eopardize them at the same time, or for
administrative or other sorts of constraints.

= Id&C systems grouped in a given security zone have the same security
egree.

— every I&C system is useful to the plant, even if it only processes
functions with potential delayed impact on performance. Hence it is
secured in an adapted way and, if isolated, may be the single device of a
specific security zone
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Example Graded Approach with Zone Applications
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5.2.3 Graded approach to I1&C security  ——
and risk assessment

« Security Zones -> Degree -> Requirement

« Link between safety categories, safety classes and security
degrees

— The security graded approach described in this standard aims at
defending the plant safety and performance against cyber threats,
built on a consequence-based analysis

« Description of the security degrees and associated assignment
criteria

— S1, S2 and S3

— I&C systems are not the final target of a cyber-attack, they are only
vectors which, if not correctly secured, allow plant equipment to be
targeted. Hence, successful cyber-attacks regarding I&C systems may
have consequences on population, plant personnel, environment
and equipment. Only three degrees are necessary to feature such
conceptual consequences.



5.2.3 Graded approach to 1&C
security and risk assessment

category A functions -> Security degree S1
category B functions -> Security degree S2
Real-time operation -> security degree S2

operation and maintenance -> security degree S3.
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Appendix A

Predefined External Recipients

X3
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Site Area ZAc
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_ 4
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Example Security Zone Model and Security Degrees
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Zone1 Cat. A Gateway
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[
c
O
(;) Embedded Safety I&C _ Hardened OS
3 Protection System iy Diagnostics and
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Example Security Zone Model and Security Degrees
- Assignment of Increased Security Degrees



5.2.3.3 Assignment of technical + S——
requirements

Security Zones -> Degree -> Requirement

5.2.3.3.4 Degree S1 additional requirements
5.2.3.3.5 Degree S2 additional requirements
5.2.3.3.6 Degree S3 additional requirements



5.2.3.3 Assignment of technical

requirements

a.

Degree S1 additional requirements

For S1 systems, networked links shall be authorized only with other S1-graded systems or with S2-
graded systems.

Communications should be oriented from S1-graded systems towards S2-graded systems

Data transmission from a S2-graded system to a S1-graded system shall be restricted to the maximum
extent. Only unavoidable transmissions (e.g., permissives) shall be authorized on a case-by-case basis
and supported by a complete justification and security risk-analysis.

Any data transmitted from a S2-graded system to a S1-graded system shall be secured by adapted
static provisions (e.g., format and time-window controls).

Software upgrade and configuration change of S1-graded systems shall be possible only locally (by
means of local interlock, e.g. keys) and only for one channel at time. Bidirectional data transfer
between I&C equipment of highest security degree and a dedicated service station shall be performed
using as dedicated data connection which is decoupled from the I&C data transfer network used for
online plant safety functions. This dedicated data connection shall be secured by technical,
organizational and administrative means.

Entering communication into I&C systems, either from outside the plant or from IT systems, shall be
prevented. Exception may be implemented only for managing security equipment in case there is no
qualified personnel on site to manage them.

There shall be provisions against hidden functions in the system software (e.g., software code
verification).

Compliance with clauses 5.7 and 12.2 of IEC 60880 shall be required for S1-graded systems.

Alarms of the anomaly detection system should be analyzed promptly and carefully and appropriate
measures should be taken.

KONKUEK
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5.2.3.3 Assignment of technical

requirements

Degree S2 additional requirements

Communications should be one-way from S2-graded systems towards S3-graded systems

Data transmission from a S3-graded system to a S2-graded system shall be restricted to the maximum
extent and justified on a case-by-case basis.

Software upgrade and configuration change of a S2-graded system shall not be possible from a S3-
graded system.

Software upgrade and configuration change of S2-graded systems shall be done only one channel at
time.

Access to S2-graded systems shall be strictly limited to prevent access from unauthorized persons. This
shall be enforced by physical protection measures (incl. locked cabinet, zone access control), monitored
by alarms in control room, and covered by appropriate organizational and administrative measures.

Communications initiated by IT systems (i.e., non I&C systems) towards I&C systems shall be justified
and controlled on a case by case basis. Any direct remote communication from outside the plant shall
be preventedg) Design measures shall limit access to programmable zones of S2-graded systems (by
efficient user authentication) and prevent from any unauthorized creation of new access to these zones.

Alarms of the anomaly detection system should be analyzed promptly and appropriate measures should
be taken.

KONKUEK
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requirements

- Degree S3 additional requirements
— Remote access from outside the plant technical buildings which could influence the I&C
system functions shall be justified on a case-by-case basis and shall not compromise
security and safety requirements associated to the system.

— S3-graded systems shall be physically protected against unauthorised access. Access
control shall include reliable identification of personnel.

— Security logs should be checked periodically for systems performing category C
functions. e) Alarms of the anomaly detection system should be analyzed and
appropriate measures should be taken.
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The following clauses provide an overview of the documents and tasks
that should be included in the I&C security life cycle process on a system

level.
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The following clauses provide an overview of the documents and tasks
that should be included in the I&C security life cycle process on a system
level.



6. Life Cycle Implementation for

1&C system security

It is a list
of I&C systems
without the
detailed design

Ol 7|50]
securityE /sl &
M| OOfF X[ 11

2+Zto| digital
device = security
degree 7} & I
Of Of ohCt.

System level

T~

6.2
Requirements

\

6.7 Installation, Checkout
and Acceptance Testing

6.3
Planning

6.4
Design

6.5
Implementation

6.6
Test

6.8 Operation and
maintenance

6.9 Change mangement

6.10
Retirement

The following clauses provide an overview of the documents and tasks
that should be included in the I&C security life cycle process on a system

level.




6. Life Cycle Implementation for -
1&C system security

KMol design
standards AIE

potential

vulnerabilities =
20l

Software 7} #oho|
gl AFEHOf 2|SHA
710 £|X| UE =
controlsl| Of StC}.

System level

6.2
Requirements

\

6.7 Installation, Checkout
and Acceptance Testing

6.3
Planning

6.4
Design

6.5
Implementation

6.6
Test

6.8 Operation and
maintenance

6.9 Change mangement

6.10
Retirement

The following clauses provide an overview of the documents and tasks
that should be included in the I&C security life cycle process on a system

level.



6. Life Cycle Implementation for

1&C system security

code, database
structures, and
related machine
executable
representations =
Or=0f & Oj
HolEl B &
security
requirements 7}
220 B EE S
Sl OF oLt

System level

6.2
Requirements

\

6.7 Installation, Checkout
and Acceptance Testing

6.3
Planning

6.4
Design

6.5
Implementation

6.6
Test

6.8 Operation and

maintenance

6.9 Change mangement

6.10
Retirement

The following clauses provide an overview of the documents and tasks
that should be included in the I&C security life cycle process on a system

level.




6. Life Cycle Implementation for -
1&C system security

Validation Phase

Conduct of
standard
Verification and
Validation (V&YV)
testing

22t 9| system
security feature £
HS Tt

2B E| = systemO|
security
vulnerabilities,
reliability of safety

functions 4=<otHLC}.

System level

6.2
Requirements

\

6.7 Installation, Checkout
and Acceptance Testing

6.3
Planning

6.4
Design

6.5
Implementation

6.6
Test

6.8 Operation and

maintenance

6.9 Change mangement

6.10
Retirement

The following clauses provide an overview of the documents and tasks
that should be included in the I&C security life cycle process on a system

level.



6. Life Cycle Implementation for
1&C system security

System level

A
6.7 Installation, Checkout
ments and Acceptance Testing

6.2
6.3 6.8 Operation and
A H
Al—. — Ol target Planning maintenance
environment O
2X 2 0O, .
5

T\

_OLH Eol- §._|'7c:>l 0‘” Di‘.ign 6.9 Change mangement
security featureQ|
correctness= V&V
SiC} 6. 6.10
= Implementation Retirement

6.6
Test

The following clauses provide an overview of the documents and tasks
that should be included in the I&C security life cycle process on a system
level.



6. Life Cycle Implementation for e [
1&C system security

System level

\

6.2 6.7 Installation, Checkout
Requirements and Acceptance Testing

2IS7| &l o=z 6.3 _ 6.8 Operation and
security featureE Planning maintenance
20l
6.4
H 7 | A Z1 A Design 6.9 Change mangement
-

@
I

security featureE 6.5 6.10

2|2dst=X| =0l Implementation Retirement
6.6
Test

The following clauses provide an overview of the documents and tasks
that should be included in the I&C security life cycle process on a system
level.



6. Life Cycle Implementation for -
1&C system security

HHS T ZS g
C A| plant
procedural,

regulatory and/or

licensing
commitments =
[h2tOF OFLL.

Mot

HZ0| CHSH review
Qt testing= 3| OF
St

HZE = ot7| ™o
HFC A| security
featureOf| CHoH A
risk assessment<
=Sl OF oLt

System level

6.2
Requirements

6.3
Planning

6.4
Design

6.5
Implementation

6.6
Test

\

6.7 Installation, Checkout
and Acceptance Testing

6.8 Operation and
maintenance

6.9 Change mangement

6.10
Retirement

The following clauses provide an overview of the documents and tasks
that should be included in the I&C security life cycle process on a system

level.



6. Life Cycle Implementation for
1&C system security

System level
\
6.2 6.7 Installation, Checkout
Requirements and Acceptance Testing
6.3 6.8 Operation and
I:II_|7DI-'C‘>I;|- JE-DIEQ _LE% Planning maintenance
= X5t 2|5,
CIX| " ZX| & 0| 4
— . 6.9 Change mangement
Clof, 2= E90f Desig i
so| ARO[ XHES
S{fOF StCY. 6.5 N 6.10
Implementation Retirement

6.6
Test

The following clauses provide an overview of the documents and tasks
that should be included in the I&C security life cycle process on a system
level.



6.2 Re au irements Phase N

« A top-down approach,

— global I&C structure -> individual device

» Specifications shall be written in order to cover the global I&C structure
from a functional point of view, before addressing functional sub-
structures and their interfaces.

« A security degree, as defined in clause 5.2.3.2, and associated
security requirements shall be assigned to each functional sub-
structure



6.3 Plannin g Phase ' _——

« 6.3.11dentification and Classification of Digital Devices
— Each I&C system within the plant or facility design shall be identified.

— Itis a list of I&C systems without the detailed design or
component selections

— This list shall be used to evaluate what functional areas need to be
analysed and secured.

— Each digital device shall be assigned to a security degree.

* 6.3.2Communication Pathways

— As part of this process, the system boundaries should be defined
and a system map established.

— Enforce and document assigned authorizations for controlling the
flow of information, within and between interconnected systems in
accordance with their assigned security degrees



To address control over

— (1) physical and logical access to the I&C system functions,
— (2) use of [I&C systems, and
— (3) data communication with other I&C systems.

The designer should ensure that the software code design
complies with appropriate design standards, to address
potential vulnerabilities that can be introduced as part of the
design process.

Access to all software entities placed under configuration control
shall be subject to adequate controls to ensure that software is
not modified by unauthorized persons and that the security of
the software is maintained.




This subclause is focused on implementation of the secure design
for creation of secure hardware and software.

In the implementation phase, hardware and software shall be
integrated per the system design into code, database structures,
and related machine executable representations, including all
defined security requirements.




6.6 Validation Phase =

Conduct of standard Verification and Validation (V&YV) testing
per required standards shall be performed for appropriately
specified security requirements for safety systems and
important to safety systems.

Additionally, testing shall verify the I&C security design of the
hardware architecture, external communication devices and
configurations for unauthorized pathways and system integrity.



6.7 Installation and Acceptance -

Testing Phase

The installation and acceptance testing for specified security
requirements shall comply with this standard and the plant-
specific Policy and Procedures, as well as the plant digital system
security programme, as applicable. In installation and
acceptance testing, the system shall be installed and tested in
the target environment to verify and validate the correctness of
the I&C system security features and the appropriate
incorporation to the system.




6.8 Operation and Maintenance 't S—

Phase

During the operational and maintenance phase, the periodic
security audits of security features under configuration and
control shall be performed. Prior to any system modification or
maintenance, the affected components shall be evaluated to
confirm that all protective feature and design elements will
remain functional. After such modifications or maintenance are
performed, any temporarily disabled security protective features
and controls shall be restored and security functionality verified.




Change management processes shall follow plant procedural,
regulatory and/or licensing commitments, as applicable, for
maintaining both compliance basis and configuration control.
When required (e.g. major evolution, technological shift), changes
shall follow the same review and testing process for I&C security
as with the original approval process that was applied to the
system or component. A risk assessment shall be performed
before any modifications are made that could affect a security
feature.




6.10 Retirement Phase ="

« The I&C system retirement phase shall be primarily the
responsibility of the plant management.

« An effective continuing programme shall address the retirement
lifecycle phase. Procedure(s) shall be in place to address proper
retirement of digital devices and disposal of media and resident
software in a controlled manner, to avoid disclosure of sensitive
information. In addition, security aspects for the preparation of a
system for retirement such as the dual operation of both the
current and new system — if needed — should be addressed.



7. Security controls
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This is due to the fact that this clause only aims at
providing a complementary perspective on
security controls for NPPs, not to add new

recommendations or requirements to the standard.

It does not aim at providing a detailed or
exhaustive list of security controls.

Security thematic areas

7.2.1 Security policy

7.2.2. Organizing Information
Security

7.2.3. Asset Management

7.2.4. Human Resources Security

7.2.5. Physical and Environmental
Security

7.2.6. Communications and
Operations Management

7.2.7. Access Control

7.2.8. 1&C Systems Acquisition,
Development and Maintenance

7.2.9. 1&C Security Incident
Management

7.2.10. Operation Continuity
Management

7.2.11. Compliance




7. Security controls

« 7.2.1 Security Policy

— The objective of this subclause is to provide plant
management direction and support for I&C security
in accordance with business requirements, safety
considerations, and plant performance while being
compliant with all applicable national laws and
regulations.

— Plant management shall set a clear policy direction
in line with overall security requirements (including
corporate security policy, physical security, and
data security) through the issue, implementation
and management of an organizational wide security

policy.

Security thematic areas

7.2.1 Security policy

7.2.2. Organizing Information
Security

7.2.3. Asset Management

7.2.4. Human Resources Security

7.2.5. Physical and Environmental
Security

7.2.6. Communications and
Operations Management

7.2.7. Access Control

7.2.8. 1&C Systems Acquisition,
Development and Maintenance

7.2.9. 1&C Security Incident
Management

7.2.10. Operation Continuity
Management

7.2.11. Compliance




7. Security controls

« 7.2.2 Organizing Security

The objective of this subclause is to manage security
of I&C systems within the facility.

A management framework shall be established to
initiate and control the implementation of a cyber
security programme within the plant during I&C
platform.

The framework shall take into account the different
knowledge base, threat issues and operational
considerations that differentiate I&C systems and
their associated experts.

279 3 718 S 9% 2ot MEY Y A5 &
=
H

Security thematic areas

7.2.1 Security policy

7.2.2. Organizing Information
Security

7.2.3. Asset Management

7.2.4. Human Resources Security

7.2.5. Physical and Environmental
Security

7.2.6. Communications and
Operations Management

7.2.7. Access Control

7.2.8. 1&C Systems Acquisition,
Development and Maintenance

7.2.9. 1&C Security Incident
Management

7.2.10. Operation Continuity
Management

7.2.11. Compliance




7. Security controls

« 7.2.3 Asset Management

All assets shall be accounted for and have a responsible
owner.

Owners should be identified for all assets and the
responsibility for maintenance and operational
compliance of appropriate controls should be assigned.

Owner should be responsible for maintaining
compliance of asset with the national regulations and
ensuring that asset and respective controls are properly
identified, evaluated and maintained as per system
security plan.

Owner should be responsible for proper evaluation of
asset’s risk component and overall level of vulnerability
as discussed in Clause 5 and ensuring that appropriate
and effective measures are utilized for asset protection.

Owner should also be responsible for ensuring that
new and emergent threats do not impact the required

operation of asset — to the degree required by the
system risk assessment.
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Security thematic areas

7.2.1 Security policy

7.2.2. Organizing Information
Security

7.2.3. Asset Management

7.2.4. Human Resources Security

7.2.5. Physical and Environmental
Security

7.2.6. Communications and
Operations Management

7.2.7. Access Control

7.2.8. 1&C Systems Acquisition,
Development and Maintenance

7.2.9. 1&C Security Incident
Management

7.2.10. Operation Continuity
Management

7.2.11. Compliance
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7. Security controls B-==-

Security thematic areas

7.2.1 Security policy

« 7.2.4 Human Resources Security

— The objective of this subclause is to ensure that Oy
employees, contractors and authorized third
parties understand their responsibilities, are suitable e fesettfansggmen

and qualified for the roles they are considered for
and/or assigned, and to minimize the risk of theft,
fraud, misuse or intentional sabotage of facility. 7:25. Physical and Enironmenta

Security

7.2.4. Human Resources Security

7.2.6. Communications and

—_— XH%-Sl-jl XI_‘lo-” DlEl AE-IDO:|J_|_|- A—I O_II: Operations Management
— XA trainingdt s T2 18 A
_ 2eHsiolof LBt ZAIR Ol Akt A

7.2.7. Access Control

= Hd o e =2 o
O X 'L:I X—I O 7.2.8. 1&C Systems Acquisition,
. [@} Development and Maintenance
DI 8 A0 At
A 1T
— Xl = I_-Il Ol_l Al_l El g 1T E:]_ _I'_g! 7.29. qu{;r;sazc::gnincident
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7.2.10. Operation Continuity
Management

7.2.11. Compliance
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7. Security controls

Security thematic areas

7.2.1 Security policy

« 7.2.5 Physical and Environmental Security
— O|_|7|'E|X| ore %Elx_'! EE—I ﬁ:_AoF, I & C Alﬁl;:é!o.” %:] ?.2_2.0rgasn;zci:r?t;nformation
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7.2.3. Asset Management
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7.2.5. Physical and Environmental
Security

— 7C:>|7:”9|' (le?_ / %‘T‘L ?jE% % gal&! %x-”% -6H7E:|-6HO|: 7.2.6. Communications and

Operations Management

7.2.7. Access Control

7.2.8. 1&C Systems Acquisition,
Development and Maintenance

7.2.9. 1&C Security Incident
Management

7.2.10. Operation Continuity
Management

7.2.11. Compliance
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7. Security controls B-==-

Security thematic areas

7.2.1 Security policy

« 7.2.6 Communications and Operations
M a n a g e m e n t 7.2.2. Organizing Information

Security

— Responsibilities and procedures for management
and operation of the facility shall be established

7.2.3. Asset Management

— The safe and reliable operation of a nuclear power 224 i R Sy
facility require detailed and accurate operational
procedures for the facility. RS It
— These existing procedures should be tied into the e
computer security requirements. el et

7.2.7. Access Control

— establishment of trusted domain

7.2.8. 1&C Systems Acquisition,

—_— O | % A_! DH x-” gl E §/J_|I:|. El Development and Maintenance
O _+_ curity Inciden
- o7 g B e
B Logglng 7.210.0 i inui
. . .2.10. Operation Continuity
— monl‘to rl ng Management

7.2.11. Compliance




KONKUK
- l KUmenr

7. Security controls B

Security thematic areas

7.2.1 Security policy

« 7.2.7 Access Control

— The objective of this subclause is to control logical Sy
access to facilities I&C systems’ information and
O pe ratio n R 7.2.3. Asset Management

7.2.4. Human Resources Security

— Security degree, as defined in Subclause5.2.3.2,
should be the basis for required levels of access T iy
control.

7.2.6. Communications and
Operations Management

- O—H,A:” A ,x:” O-I X—-I ﬂ I:| : g—l JJ-(ISI- E -/ E 9'6 o II—-l A—-'I 7.2.7. Access Control
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7.2.8. 1&C Systems Acquisition,
Development and Maintenance

7.2.9. 1&C Security Incident
Management

7.2.10. Operation Continuity
Management

7.2.11. Compliance




7. Security controls

« 7.2.8 I&C Systems Acquisition, Development and
Maintenance

The objective of this subclause is to ensure systems are
developed and maintained in an appropriate and
secure manner commensurate to their security degree.

Systems should have cyber security elements

considered and designed in from %e requirements
stage.

Designers and developers shall have established and
verified secure development methodologies in place
throughout the development lifecycle of a system.

Prior to any patches and/or upgrades, system
functionality should be verified to ensure that such
patch or upgrade will not impact the safety function
of the system.

Any graded approach to recommendations and
requirements during development, operation and
maintenance should be based upon assigned security
degree.

Security thematic areas

7.2.1 Security policy

7.2.2. Organizing Information
Security

7.2.3. Asset Management

7.2.4. Human Resources Security

7.2.5. Physical and Environmental
Security

7.2.6. Communications and
Operations Management

7.2.7. Access Control

7.2.8. 1&C Systems Acquisition,
Development and Maintenance

7.2.9. 1&C Security Incident
Management

7.2.10. Operation Continuity
Management

7.2.11. Compliance




7. Security controls

Security thematic areas

7.2.1 Security policy

« 7.2.9 I&C Security Incident Management
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7.2.3. Asset Management
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7.2.8. 1&C Systems Acquisition,
Development and Maintenance

7.2.9. 1&C Security Incident
Management

7.2.10. Operation Continuity
Management

7.2.11. Compliance
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7. Security controls

Security thematic areas

7.2.1 Security policy

« 7.2.10 Operation Continuity Management

7.2.2. Organizing Information

- %&ll% Cl||-9.|&||()|_| _%I%EE O|_I-6H I&C Alﬁ%’Ol %EI-_El Security
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7.2.3. Asset Management

— Processes to support operation continuity 724 iven Fesoivoes Sectkty
management with regards to cyber security and the
impact of malicious events should be integrated Gl
into the facilities existing operation continuity —
7.2.6. Communications and

Operations Management

programmes.

7.2.7. Access Control

- 7.2.11 Compliance
- ZHEZ law, statutory, requlatory, security

= 1 L=

reqUirementSO“ O-I):I\-L'l-E x|:-||O| (I:)IIE X| §||-O|_I -6|-E Z-\l- 7.2.9. 1&C Security Incident

Management

7.2.8. 1&C Systems Acquisition,
Development and Maintenance

7.2.10. Operation Continuity
Management

7.2.11. Compliance
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Security thematic areas

7.2.1 Security policy

7.2.2. Organizing Information
Security

7.2.3. Asset Management

7.2.4. Human Resources Security

7.2.5. Physical and Environmental
Security

7.2.6. Communications and
Operations Management

7.2.7. Access Control

7.2.8. 1&C Systems Acquisition,
Development and Maintenance

7.2.9. 1&C Security Incident
Management

7.2.10. Operation Continuity
Management

7.2.11. Compliance




NUCLEAR REGULATORY 5.71



« Title 10 CFR 73.54

— "“Protection of Digital Computer and Communication Systems and
Networks” 2009

— a licensee must provide high assurance that digital computer and
communication systems and networks are adequately protected
against cyber attacks, up to and including the DBT.

* NRC Regulatory Guide 5.71
— "“Cyber Security Programs for Nuclear Facilities,” 2010



RG 5.71 B

« The process of establishing, implementing, and maintaining the
cyber security program.

Establish Cyber Security Program "'”ng,E.;
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S5 Maintain 9=
T L Cyber g2
Security 2 e
Program
£
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Security life cycle process



RG 5.71

Form Cyber Security Team

l

dentify Critical Digital Assetsl«—

i

Apply Defensive Architecturel«—

l

Address Security Controls




RG 5.71

Form a Cyber Security Team

Senior Plant Manager will be designated as the “"Cyber Security
Program Sponsor”

Cyber Security Program Manager will oversee the Cyber Security
Program

Cyber Security Specialists protecting CDAs from cyber threats

Cyber Security Incident Response Team that will include
representatives from physical security, operations, engineering, IT and
other organizations

Other plant staff will also have cyber security roles




RG 5.71

- Identification of Critical
Digital Assets

» A typical nuclear power
plant contains hundreds
of individual systems
that contribute to the
overall operation, safety,
and security of the facility.

- Safety, security, and
emergency preparedness(SSEP)

»  Critical Asset(CA)
« Critical Digital Assets(CDAs).
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- Security Defensive Architecture — e el b LA
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Level 4: Vital Area

Level 3: Protected Area

Level 2: Owner-Controlled Area
Level 1: Corporate Accessible Area O] O] E]
Level 0: Public Accessible Area
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« Security Controls
— Technical Control
— Operation Control
— Management Control



Technical Control =

« Technical controls are safeguards or protective measures that are
executed through nonhuman mechanisms contained within the
hardware, firmware, operating systems, or application software.

access control rights (i.e., which individuals and processes can access
what resources)

and access control privileges (i.e., what these individuals and
processes can do with the resources accessed)

system hardening (i.e.,, the identification and removal of unnecessary
system services, communication pathways, data storage capabilities,
and insecure communication protocols)

management of CDAs (i.e., establishing, activating, modifying,
reviewing, disabling, and removing accounts)

auditing of CDAs (i.e., at least annually or immediately upon changes
in personnel responsibilities or major changes in system
configurations or functionality)

separation of duties (i.e., through assigned access authorizations)




Operational Control B

« Operational controls are protective measures typically performed
by humans rather than by automated means.

— Media Protection
e USB, ... X

— Personnel Security
- CDAO] 7Hel At X
— System and Information Integrity
« CDAO| B3 El HE £ integrity ol{OF SHCt.
— Maintenance
— Physical and Environmental Protection
— Incident Response
— Contingency Planning/Continuity of SSEP Functions
— Awareness and Training
— Configuration Management



Mana geme nt Control B

« Management controls are those that concentrate on the
management of risk and the security policy environment.

— Continuous Monitoring and Assessment

— Ongoing Assessments of Security Controls
— Effectiveness Analysis of Security Controls
— Vulnerability Scans and Assessments

— Change Control
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