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create table kfvp_info (

uid int(7) unsigned NOT NULL auto_increment,
id varchar(20) default NULL,
password varchar(32) default NULL,
name varchar(100),

phonenumber varchar(100),

ip varchar(100),

port int,

is_login varchar(2) default 'N',
PRIMARY KEY (uid’)

);

uid int(7) NOT NULL PK

id varchar(20) default NULL ololt]
password varchar(32) default NULL HEH S
name var(100) o] &
phonenumber varchar(100) K= el
ip var(100) IP Address
port int XE
is_login varchar(2) fe?\a_jt%N’
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O sign_req.php — 215z X|

<?

include_once "db.inc";
session_start();

$id=$_GET['id"];
$password=$_GET['password'];

$query="select * from kfvp_info where id="$id' and
password="$password" limit 1";

$r=%$dbc->query($query);
if ($dbc->num_rows($r)!=1) {

echo "NotAuth";

exit; }
$d=%$dbc->fetch_array($r);
$cn=$d[phonenumber];
$key=substr(md5(uniqid(time())),5,10);
$_SESSION['pin']=$key;
$_SESSION['cn']=$%cn;
send_mphone("010-1234-1004",$cn,"215 7| [$key]");
echo "SUCCESS";
function send_mphone($sendno,$recvno,$msq)

{

$sp=explode("-",$sendno);

$sms_url = "http://sslsms.cafe24.com/sms_sender.php"; //
®M49% URL P php

$sms['user_id'] = baseb4_encode("smsaeris"); //SMS O}0O|LC].

$sms['secur ;
base64_encode("3ae3e60b525c6d7afa727da9383c4e6a") ;//C15 7|

$sms['msg'] = baseb64_encode(iconv('utf-8','euc-kr',$msg));
$sms['rphone'] = base64_encode($recvno);

$sms['sphonel’l = base64_encode($sp[0]);

$sms['sphone2'] = base64_encode($sp[l));




$sms['sphone3'] = base64_encode($sp[2]);

$m mode base64 encode("1l"); // base64d AFEA| HIEA| BE
1§[’<*‘|0F] s ("1%); FE Al |

$host_info = explode("/", $sms_url);

$host = $host_info[2];

$path = $host_info[3]."/".$host_info[4];
srand((double)microtime()*1000000);

$boundary = "--------mmmmmmmeeoo ".substr(md5(rand(0,32000)),0,10);
//print_r($sms);

/7 6l

$header = "POST /".$path ." HTTP/1.0Wrwn";

$header .= "Host: ".$host."#rin";

$header "Content-type: multipart/form-data,
boundary=".$bou ndary "Writn";

/2= 89
foreach($sms AS $index => $value){
$data .="--$boundaryWrn";

$data = "Content-Disposition: form-data;
name=W".$index."#"#ritn";

$data .= "WrWwn".$value."Writn";

$data .="--$boundary¥rttn";  }
$header .= "Content-length: " . strlen($data) . "Wri¥nWrin";
$fp = fsockopen($host, 80);
if ($fp) {

fputs($fp, $header.$data);

$rsp =

while(Ifeof($fp)) {

$rsp .= fgets($fp,8192);

fclose($fp);
}

?>

HO|EH|O|A0A ID of BH|ZM= FEHE |0F
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send_mphone($sendno, $recvno, $msg) - smsE =t QI

O sign_req.php — csr Z4Z 9 QIZ A ZAA}

<?

session_start();

$cn=$_SESSION['cn'];

$pin=$_SESSION['pin'];

$csr=$_POST['csr'];

if ($pin==") {
echo "errorHX| OIZSHHSZ HIOAA|IQ™
exit; }//csr AS

$ret=openssl_csr_get_subject($csr);

if ($ret['CN')'=%cn) {
echo "error:CSRO| cni} &

i
ull
ot
fim]
Tkl
[
ot
_Y_
ujm
Ll
-
il

exit; }
if ($_GET['pin']!=$pin) {

echo "errorQIZHS 7} EEIL|CL"

exit; }
$home="/home/hosting_users/certplan56/kfvp";
$fp=fopen($home."/$cn.csr","wb");
fwrite($fp,$csr);
fclose($fp);

%cmdz"openssl ca -batch -in $home/$cn.csr -out $home/$cn.crt -config
home/openssl.cnf";

system($cmd);
$fp=fopen($home."/$cn.crt","rb™);
echo fread($fp,8192);

fclose($fp);




O regphp — 22I0|ME H< Pt ZE 52

<?

include_once "db.inc";
$id=$_GET['id"];
$password=$_GET['password'];
$islocal=$_GET['islocal'];
$port=$_GET['port'];

password="$password" limit 1";
$r=$dbc->query($query);
if ($dbc->num_rows($r)!=1) {
echo "NotAuth";
exit;
}
$d=$dbc->fetch_array($r);
$phone=$d[phonenumber];

if ($islocal==1) $Ip=$_GET['ip'];

else $Ip=$REMOTE_ADDR;

$query="update kfvp_info set ip='$Ip’,

port=$port,

is_login="Y" where id='$id" and password="$password";
$dbc->query($query);

echo $phone;

?>

$query="select * from kfvp_info where id="$id'

and

HIO[E HO[ A0 H&
ZZ}0|QIEQ| IPQ} ZEZE [|O|E{H|0| A0 S2E
is_loging Y& Hi&E




O logout.php — 2102 Al &t

<?

include_once "db.inc";
$id=$_GET['id"];
$password=$_GET['password'];
$port=$_GET['port];

$query="select *  from kfvp_info
password="'$password" limit 1";

$r=$dbc->query($query);
if ($dbc->num_rows($r)!=1) {
echo "NotAuth";
exit;
}
$d=%$dbc->fetch_array($r);
$query="update kfvp_info set

$dbc->query($query);
echo "Success";

?>

where id="$id"'

is_login="N" where id="$id" and password="'$password";

and

is_loging NOZ HiE

O getphp — SEI0[AES] YL SE0[AUE IP 20 &

<?

include_once "db.inc";
$id=$_GET['id"];
$phone=$_GET['phonecon_number'];

$r=$dbc->query($query);
if ($dbc->num_rows($r)!=1) {
echo "NotReg";

exit;

$query="select * from kfvp_info where phonenumber="'$phone" limit 1";




}
$d=$dbc->fetch_array($r);
if ($d['is_login]!'="Y") {

echo "NotlLogin";

exit;
}
echo "OK:$d[ip]:$d[port]";
7>

ip 8H™A| is_login AAl 2 ipt ZE
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CWaveHdrDB

+m_outWHDR: WAVEHDR
+m_StartP: int
+m_EndP: int

<<create>>-CWaveHdrDB()
<<destroy>>-CWaveHdrDB()
+Get(): WAVEHDR

+Put(): void

+IsEmpty(): int

+IsFull(): int

O CWaveHdrD -AT|H %2 Al oY ¥uQl 0|2 8|H H2PEE
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m_outWHDR — 3|5 B
M StartP — 9| A|Xt ZOIE

M_EndP — #9o| £ ZQIE

Get — H|O{RIE= FO0[E d|HE 7I™H=2Ct

Put — ALESH 0|2 3|EHE grgtotry.

IsEmpty — 0|2 o7} HE HO{RU=X| =2HQlotLt.

Isfull - 0|2 3EH7t HE MESAX| =HQIoHDt.




CPhone

+m_pNetwork: CNetwork
+m_pDevice: CDevice
+m_pMainDisplay: CKfvpDlg
+m_RecvTalkEvent: CEvent
+m_IsRecvOk: int
+m_LogFp: FILE
+m_DebuglLevel: int
+m_PhoneNumber: char
+m_ConPhoneNumber: char
+m_Option: tagOption
+m_State: int

+m_Secure: CSecure
+m_SecureFile: tagSecureFile

<<create>>-CPhone()

< <destroy>>-CPhone()

+Test(): void

+\VoiceSend(buf: char, len: int): int
+VoiceRecv(buf: char, len: int): int
+0OnDisConnect(): int

+Connect(Ip: CString, Port: int, IsSecure: int): int
+StartServer(): int

+StopServer(): int

+StartDevice(): int

+StartTalk(): int

+StopTalk(): int

+PleaseRecv(): int

+RecvCall(): int

+O0penDebuglog(Level: int): int
+WriteLog(Level: int, fmt: char, ...): void
+GetOption(): tagOption

+LoadOption(): int

+SaveOption(): int
+GetIpByPhoneNumber(Info: tagOption, PhoneConNumber: CString, Ip: CString, Port: int): int
+RegisterPhoneNumber(Info: tagOption): int
+Logout(Info: tagOption): int
+WriteDisplay(str: CString): int
+PutPhoneNumber(Key: char): int
+Call(IsSecure: int): int

+End(): int
+SetConPhoneNumber(PhoneNumber: CString): int
+LoadSecureFile(): int

+MakeHello(buf: char, maxlen: int): int
+Verify(msg: char, size: int): int
+MakeOk(buf: char, maxlen: int): int

O CPhone - &0 a3t 7|55 HEots S~ CDevice 9
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m_pDevice - CDevice Z# 29 A2HA~




m_pMainDisplay - CKfvpdlg S =9 IA~H

m_RecvTalkEvent — £7]3E s A= o|HE Wy
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m_Secure - A HATAFAX

m_SecureFile — 7|3
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OnDisConnect - Zo] FJAA SEH= o
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OpenDebuglog - Y81 AHE A3}

WriteLog - 15 ZHA3slo},
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SaveOption - $HEHA S A= A 43}
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LogOut — A oA Z10}2-<
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CDevice

+m_Phone: CPhone
+m_nSamplesPerSec: int
+m_nChannels: int
+m_wBitsPerSample: int
+m_DeviceNum: int
+m_hWaveln: HWAVEIN
+m_WaveFormat: WAVEFORMATEX
+m_inWHDR: WAVEHDR
+m_outWHDR: CWaveHdrDB
+m_hWaveOut: HWAVEOUT
+m_DeviceQueue: CDataQueue
+m_DeviceEvent: CEvent
+m_SpeakerEvent: CEvent
+m_DeviceStop: int
+m_DeviceState: int

<<create>>-CDevice()

< <destroy>>-CDevice()

+Init(p: CPhone): void

+RecordThread(): int

+SpeakerThread(): int

+StartRecord(): int

+StopRecord(): int

+StartSpeaker(): int

+StopSpeaker(): int

+RecvMic(buf: char, len: int): int

+SendSpeaker(buf: char, len: int): int

+GetDevice(Device: tagDeviceData, MaxCount: int): int

+SetDevice(DeviceNum: int, nSamplesPerSec: int, nChannels: int, wBitsPerSample: int): void
+wavelnProc(hwi: HWAVEIN, uMsg: UINT, dwParam1: DWORD, dwParam2: DWORD): void
+waveOutProc(hwi: HWAVEOUT, uMsg: UINT, dwParaml: DWORD, dwParam2: DWORD): void
+StartDevice(): int

+StopDevice(): int
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m_Phone - CPhone®] ¢1~®l~
m_nSamplesPerSec - 5449 29 MEH F
m_nChannels - 5732 AE=
m_wBitsPerSample - &% H|EF
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m_hWaveln - ¢lo]H %5 A5

m_WaveFormat - ¢Jo]H. X9




m_inWHDR - 0|8 =S &t
m_outWHDR - ¢llo]B. &3 3y
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m_DeviceEvent - 4% 57
m_SpeakerEvent - 237 &98€& F7|3} Al7]7] 9%
m_DeviceStop - 1 : AA A7

m_DeviceState - 0 : %] 1: ZE=

Init - %7]3} 34
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SpeakerThread - 4 & 2JYAR &H3< 2dU=
StartRecord — RecordThreadE 4l 3 g+t},
StopRecord - RecordThreadZ % A] 3k},
StartSpeaker - SpeakerThread& 2 3 tt},

StopSpreker — SpeakerThreadS & #| gt}

RecvMic - who] A2 KE FAHolE & zEy=tl. PCMPEH &2

SendSpeaker - =3 AZ =g},
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CNetwork

+m_Phone: CPhone

+m_ConnTmp: ConnectStr
+m_ServSock: unsigned long
+m_ConSock: unsigned int
+m_SendDataQueue: CDataQueue
+m_RecvDataQueue: CDataQueue
+m_IsSecure: int

+m_ServPort: int

+m_PhoneState: int

+m_IsCon: int

+m_StopComm: int
+m_RecvEvent: CEvent
+m_SendEvent: CEvent
+m_SecureKey: char
+m_SelfEvent: CEvent
+m_SelfDataQueue: CDataQueue

< <create>>-CNetwork()

< <destroy>>-CNetwork()

+Init(p: CPhone): void

+PhoneConnect(Ip: CString, Port: int, IsSecure: int): int
+PhoneSendPacket(packet: char, len: int): int
+PhoneRecvPacket(packet: char, maxlen: int): int
+ServThread(): int

+ConnectThread(): int

+SendPacket(sock: unsigned long, packet: char, len: int): int
+RecvPacket(sock: unsigned long, packet: char, maxlen: int): int
+RecvPacketTimeOut(sock: unsigned long, packet: char, maxlen: int, timeout: int): int
+CommSendThread(): int

+CommRecvThread(): int

+StartServer(Port: int): int

+StopServer(): int

+StartComm(Sock: unsigned int, IsServer: int, IsSecure: int): int
+StopComm(): int

+SelfSendPacket(packet: char, len: int): int
+SelfRecvPacket(packet: char, maxlen: int): int
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CloinUsDig

+m_Web: CWebBrowser2

<<create>>-CJoinUsDIg(pParent: CWnd)
#DoDataExchange(pDX: CDataExchange): void
#0OnInitDialog(): BOOL
<<CppMacro>>-DECLARE_MESSAGE_MAP()

O CJoinUsDIg — 3|72 #e

HeL 752 7HH

m_Web - ¢ Bz}$-2 A

DoDataExchange — MFC 7]

OnInitDialog — %7]3}8<




CKfvpApp
-m_bATLInited: BOOL

<<create>>-CKfvpApp()

+InitInstance(): BOOL

+ExitInstance(): int
<<CppMacro>>-DECLARE_MESSAGE_MAP()
-InitATL(): BOOL

O CKfvpAPP — O]Z2|AH 0|4 7|= &0 O
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CKfvpDig

#m_hIcon: HICON
+m_Phone: CPhone
+m_DisplayMsg: CString
+m_KeyMat: CRect

<<create>>-CKfvpDlg(pParent: CWnd)
#DoDataExchange(pDX: CDataExchange): void
#0OnlInitDialog(): BOOL

#0nSysCommand(nID: UINT, IParam: LPARAM): void
#0nPaint(): void

#0nQueryDragIcon(): HCURSOR
#0nLButtonUp(nFlags: UINT, point: CPoint): void
#0nMouseMove(nFlags: UINT, point: CPoint): void
#0nKeyUp(nChar: UINT, nRepCnt: UINT, nFlags: UINT): void
#0nDestroy(): void
<<CppMacro>>-DECLARE_MESSAGE_MAP()
+WriteDisplay(str: CString): int

+EnvSetup(): void
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m_hIcon - o}o]& dMET]
m_Phone - CPhone®] ¢12~®l~
m_DisplayMsg — =% ™ A] A
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OnMouseMove - P}-9-2~ &%}

OnKeyUp - 7|H= 5%+

OnDestroy - & T 8A] 43
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<<CppStruct>>
tagDataMsg

+packet: char
+len: int

O tagDataMsg — C|HIO|AQ} HEQ(A 7to| O|Z8t= 0| F£X

packet — 3}
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CDataQueue

+m_Data: tagDataMsg
+m_QueueSize: int
+m_StartP: int
+m_EndP: int

<<create>>-CDataQueue()
<<destroy>>-CDataQueue()
+Init(QueueSize: int): int
+Put(p: char, size: int): int
+Get(p: char, maxsize: int): int
+IsEmpty(): int

O CDataQueue — C|HIO|AQ} HEQIA 7to| 0|=ét= HO|HE A2

m_Data — H|o] ¥
m_QueueSize - T2 7]
m_StartP - 79 A|ZHH
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Init - =713}
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<<CppStruct>>
tagOption

+ServPort: int
+ServUrl: CString
+Userld: CString
+UserPassword: CString
+SavePassWord: int
+Is_Local: int
+PhoneNumber: char
+HaveSecure: int
+Cert: CString

+Pvk: CString
+MicIndex: int
+MicVol: DWORD
+SpeakerVol: DWORD

O tagOption — A8} Hmot BANY HES HEsts 2xH
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<<CppStruct>>
tagSecureFile

+cert: char
+root: char
+pvk: char

O tagSecureFile — QZA| o 7|otY S HAESE AT X|

cert — QAFA
root - FE °9l=A

pvk — 7i<17]

CSecure

+m_CertData: char
+m_PvkData: char
+m_OtherCertData: char
+m_CSRData: char
+m_Store: X509_STORE
+m_Key: char
+m_BFKey: BF_KEY

<<create>>-CSecure()

<<destroy>>-CSecure()

+LoadCaStore(): int

+VerifyCert(Cert: char): int

+LoadCert(Cert: char): int

+LoadCertFile(FileName: char): int

+LoadPvkFile(FileName: char): int

+LoadOtherCert(Cert: char): int

+LoadOtherCertFile(FileName: char): int

+GetCommonName(cn: char, other: int): int

+EncodeHello(out: char): int

+DecodeHello(entxt: char, size: int, out: char): int

+CheckHello(in: char): int

+CheckBFKey(key: char): int

+MakeCSR(cn: char, csr: char, filename: char): int

+Public_Encrypt(in: unsigned char, insize: int, out: unsigned char, maxsize: int, other: int): int
+Public_Decrypt(in: unsigned char, insize: int, out: unsigned char, maxsize: int, other: int): int
+Private_Encrypt(in: unsigned char, insize: int, out: unsigned char, maxsize: int): int
+Private_Decrypt(in: unsigned char, insize: int, out: unsigned char, maxsize: int): int
+MakeKey(): int

+SetKey(Key: char): int

+BF_Encrypt(in: char, inlen: int, out: char, maxlen: int): int

+BF_Decrypt(in: char, inlen: int, out: char, maxlen: int): int
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BF_Decrypt - A L5372 5353}
CSetupDefaultDig

+m_PhoneNumber: CString
+m_Id: CString

+m_Pass: CString
+m_Pass_Save: BOOL
+m_Url: CString

+m_Port: int

+m_IsLocal: BOOL
+m_Option: tagOption

<<create>>-CSetupDefaultDig(Option: tagOption)
+0nOK(): void

#DoDataExchange(pDX: CDataExchange): void
#0nJoinus(): void
<<CppMacro>>-DECLARE_MESSAGE_MAP()

OCSetupDefaultDlg - $Z4A™ 9! OO|C|Qt H|UHS
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m_Id — o}o|t]

m_Pass — H|EHE

m_Pass_Save - B S A 7o 5

m_Url - A¥ URL

m_Port - gAY LE

m_IsLocal - Z& UWEYA elA 2] FAl o

m_Option — m_Option®] w3+ L SIE

OnOK - &l M=
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CSetupDeviceDlg

+m_SpVol: CSliderCtrl
+m_MicVol: CSliderCtrl
+m_MicList: CComboBox
+m_Option: tagOption
+m_SpVolLock: int

<<create>>-CSetupDeviceDIg(Option: tagOption)
#DoDataExchange(pDX: CDataExchange): void

+0nOK(): void

+OnlnitDialog(): BOOL

+O0nReleasedcaptureSpvol(pNMHDR: NMHDR, pResult: LRESULT): void
<<CppMacro>>-DECLARE_MESSAGE_MAP()

OCSetupDeviceDlg — &X| 4™ Fof Cfst 22

m_SpVol - =239 #A E&
m_MicVol - nlo]3 EH

m_MicList - vlo]=a =] &
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m_SpVolLock — =3 A ¥y WS

DoDataExchange - MFC 7] 3k<=
OnOK — ERIHE
OnlnitDialog - tho]d =1 %7]3}

OnReleasecaptureSpvol - 23 # E&F Z4 #ld it g4




CSetupSecureDig

+m_PinInputWnd: CButton
+m_PinButtonWnd: CButton
+m_PinWnd: CEdit
+m_PhoneNumberWnd: CStatic
+m_SecureCheck: BOOL
+m_PhoneNumber: CString
+m_Pin: CString

+m_Option: tagOption

<<create>>-CSetupSecureDIg(Option: tagOption)
< <destroy>>-CSetupSecureDIg()
#DoDataExchange(pDX: CDataExchange): void
#0nOK(): void

#0nPinbutton(): void

#0nPininput(): void

#0nSecureCheck(): void

#OnlInitDialog(): BOOL
<<CppMacro>>-DECLARE_MESSAGE_MAP()

O CSetupSecureDlg — £9F M %tof Cist i
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m_Option — m_option®l] T3t EIE
DoDataExchange — MFC 7
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CSetupSheet

+m_hIcon: HICON
+m_DefaultPage: CSetupDefaultDlg
+m_DevicePage: CSetupDeviceDlg
+m_SecurePage: CSetupSecureDlg

<<CppMacro>>-DECLARE_DYNAMIC(CSetupSheet)

<<create>>-CSetupSheet(nIDCaption: UINT, pParentWnd: CWnd, iSelectPage: UINT)
<<create>>-CSetupSheet(Option: tagOption, pszCaption: LPCTSTR, pParentWnd: CWnd, iSelectPage: UINT)
<<destroy>>-CSetupSheet()

<<CppMacro>>-DECLARE_MESSAGE_MAP()
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