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= C source code &
= 2} bit2 44 Round key i+ &

Aria_RotXOR iwQ, 0, e

assert( e != ((void *)0)

Aria_RotXOR iwl, 0, e
assert| e != ((void *)0)
Aria_RotXOR (w2, 0, e
assert( e != (ivoid *10)
Aria_RotXOR (w3, 0, e
assert( e != (ivoid *10)
Aria_RotXOR (w0, 0, e
assert( e != (ivoid *10)
Aria_Rot¥OR (w1, 0, &
assert( e != (ivoid *)0)
Aria_RotXOR (w2, 0, &

assert( e != ((void *)0) )

;
N
)
+
)
+
)
+
)
+
);
+
)

1, Aria_RotXOR (w1, 19, e

18);

32);

Arna_RotXOR
Aria_Rot¥OR

Aria_Rot¥OR

1; Aria_RotXOR
1; Aria_RotXOR

1; Aria_RotXOR

w2,

w3,

fwa,

wl,

w2,

w3,

19,

19,

19,

31,

31,

31,

HikeyBits == 258)
assert(R == 16);
else iikeyBits == 192)
assert(R == 14);
else HiKeyBits == 128)
assert(R == 12);
else
assert(0);
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= C source code
IRIZ L2 Ariall X8 0|5 25

Jy

| LI2=Xl &

J
ol

a0 d=

ror

S
/f Right-rotate 128 bit source string s by n bits and XOR it to target string t

void Aria_RotXOR (const unsigned char *s, unsigned int n, unsigned char *t)

| unsigned char i, q;

q = r/8 n %= §
for (=01 < 16, 1++) {
tlig+i) %6 16] ~= (s[i] == n);
i (n 1= Q) tlig+i+1) % 16] ~= (s[i] << (8-n));
[ HO|F(2EF MEE '5_4 ) IHEE s ef to gro| FE 2R g
asserti s = ((void *)0)
assert( t = ((void *0) ‘.
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= C source code & &
= S-box?2| J|RE0| H&5| 0|20 X=X AS

)16 v+l = p L
= B2 1++)

for |
for 1

L T |

for j=0;) <16 j++)tj1 =S | % 4][e]] ~ c]II;
Aria_DLit, c); e += 16;
for j=0,) < 16, j++) t]]
Aria_DLit, ¢); e += 18;

SI2 + J) % 4]e j1 ~ < JII;

assert( t != ((void *)0) );
assert( ¢ != ((void *)Q) J;
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= C source code &

= 2= ARIA bitE2z =X
- 128, 192, 256 HIE &
5ol

HinKeyBit == 258) {
forli = 0; ji++) {
i1 <= 18)
assert) *rk[i] !'= 0x00 J;
else |
EISSEI"tI *rk[i] == 0x00 );
break;

else finKeyBit == 192) |
for(i = Q; ;i++) |
i1 <= 14)
assert) *rk[i] = 0x00 3;
else |
azsert[ *rkli]
break;

M -

- l\.l.ﬁl.lu I

it==Jt MJ|=X &2
=X ct2E JI9 HIE &2l 2 Il

else linKeyBit == 128) {
foril = 0; ;1++) {
i1 <= 12)
assert| *rk[i]
else |
assert[ *rk[i]
break;

| — MW
- u.ﬁuu I

—— W "-I
== AL

Mobile Broadband Communication Lab., Konkuk University



25 21
ARIA PERFORMANCE TEST
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State 27V29 file aria.c line 119 function Aria_RotEOR thread @
Aria HotHEOR::1::i=16 <HA016008H>

Violated propeprty:
file aria.c line 165 function Aria_EncHeySetup
assertion

e == NULL

UERIFICATION FAILED

program eXpression: azszignments

TEST DE:I EI- simple slicing removed 3 assignments

Generated 86 UCC<s>, 38 remaining after simplification

SUCCESSFUL Passing problem to propositional reduction

Running propositional reduction

Solving with MiniSAT2 without simplifier

34358 variables, 54882 clauses

SAT checker inconsistent: negated claim iz UNSATISFIABLE. i.e.. holds
Runtime decision procedure: 4.399s

UERIFICATION SUCCESSFUL
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State 7782 file aria.c line 241 function Aria_Crypt thread B8

Aria_Crypt::l1::j=16 <(AAABHNAAAMAOARMHAAARANAAARNAGEA1HAGA

Violated property:
file aria.c line 243 function Aria_Crypt
assertion

&t[B] == HULL

UERIFICATION FAILED

pProgram exXpression: assignments

TEST DE:I EI- zimple slicing removed 3 assignments

Generated 114 UCC<{s>», 38 remaining after simplification

SUCCESSFUL Passing problem to propositional reduction

Running propositional reduction

Solving with MiniSAT2 without simplifier

171558 vardiabhles, 1095182 clauses

SAT checker inconsistent: negated claim is UNSATISFIABLE. i.e.. holds
Runtime decision procedure: ?.68s

UERIFICATION SUCCESSFUL
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Aria_Crypt::1::j=16 (AHAAARAAAARAAAARRAARARAAAAA1AAAA

State 6326 file aria.c line 28? function main thread @

Violated property:
file aria.c line 291 function main
assertion
Cint>»CrkI<int>il1[A]1> ==

UERIFICATION FAILED

program expression - b assignments

TEST DE:I EI- simple slicing removed 3 assignments

Generated 114 UCC<s>, 38 remaining after simplification

SUCCESSFUL Paszing problem to propositional reduction

Running propositional reduction

Solving with MiniSAT2 without simplifier

121558 variablesz,. 1875182 clauses

SAT checker inconsistent: negated claim is UNSATISFIABLE. i.e.. holds
Runtime decision procedure: 7.68s

UERIFICATION SUCCESSFUL
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"6'3_' ARIA Code Source®IM TESTA I ENIE

= ARIA TESTOIAN Pointer CheckAl|Aria_Crypt &
=0lAN FAILEDO| £58%IUS.

btate BAAA file aria.c line 231 function Aria_Crypt thread @

Aria_Crypt::1::j=5 <(H0B00HE0HERHEAROAROAROAEARAGEA1G] »

inlated property:

file aria.c line 231 function Aria_Crypt

dereference failure: ohject upper bound

*(POINTER_OFFSET<p>» + {int>j > 4> 11 *<SAME-OBJECT{(p. &"test"[B1>>

ERIFICATION FAILED

ttHoollWchnc>chme aria.c —function main —pointer—check

= Pointer =& = 2 J|Z2| ARIA Source Code
TestAl 2HIJF LM LUAS
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| msowee 30 amiaSource

Bounds Check SUCCESSFUL SUCCESSFUL
VERIFICATION
Pointer Check SUCCESSFUL FAILED

— Code =& = &

OK

Overflow Check SUCCESSFUL SUCCESSFUL
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=
» ARIA, DES Z 1} Hl
» ARIA 2= Z1l

- Bounds check Z1} 0|4 SI/UA2H, BSKAIZ2t2
0k 30s BT ARE/UAS

Unwinding loop c::imain.5 iteration 13 file aria.c line 289 function main
zize of program expression: 6786 assignments

simple slicing removed 3 assignments

Generated 1216 UCC{s)>, 518 remaining after simplification

Passing problem to propositional reduction

Running propositional reduction

Solving with MiniSAT2 without simplifier

207702 variahles, 1134871 clauses
SAT checker: negated claim is UNMSATISFIABLE. i.e.. holds

Runtime decision procedure: 38s

UERIFICATION SUCCESSFUL

F:ttoolttichne >chme arda.c —function main ——hounds—check
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=|& TEST

=
« ARIA, 3DES Z 1} H|
»3DES 2= Z2 1}

- Bounds check Z1} 1~2A12F 0|4& El= AI2H0] &
2EUSH, FAILED £

State 10083 file 3des.c line 628 function Compress_P_Box thread @
Compress_P_Box::1::temphit=0 <(BBEHRBHEEEHREEHREEHREHREHRBOREOABOAEAE >
State 18884 file 3des.c line 621 function Compress_P_Box thread 8
Comprezs_P_Box::1l::imazk=2147483648 (1000000HHEARPDNAABHNAEARARDNOARAEAAEA
UJiolated property:
file Jdes.c line 623 function Compress_P_Box
array ~PC2' uwpper bound

28 + i { 48

UERIFICATION FAILED

F:¥tool¥chme>chme 3des.c —function main ——hounds—check _
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= ARIAC CBMC Test Z

ARIA.C 0l =712 assert 22 |0l S.
Assert 20| Error £ A| HAXNOZ XES5=X Test 6+ 8.
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3DESC 3= < 2! ?:,*éAI’FOI *EEIS&*EEH, Bounds
Check Al FAILEDO| &&2&

Mobile Broadband Communication Lab., Konkuk University



<

o Sensor Network S—C Ad-Hoc Network01I
AN &2S3tAl AIRA &St A0 UE A= &F
At Test

= IPsec Protocol? (C}&st 2112|S Test
» NS-2 E YEQI ASHOMENNE SUsH 2D H D

Mobile Broadband Communication Lab., Konkuk University



=AEEIEL

Mobile Broadband Communication Lab., Konkuk University



