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L Seenario erwen €

= 192bite L3t

> 128bit =

plaintext : 11 11 11 11 aa aa aa aa 11 11 11 11 bb bb bb bb
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enario (A2 Y

» 192bite &S 3l

Encryption:

1 round : ab
2 round : d2
3 round : 4e
4 round : 88
5 round : bb
6 round : 8b
7 round : 2b
8 round : Ye
9 round : 3a
10 round : 9d
11 round : d6
12 round : 11
13 round : cd
14 round : &d

cc
f1
2b
bb
bf
78
a8
T4
87
2c
ee
Oc
14
14

9b
ab
d9
dc
a7
8b
a8
b2
2e
53
88
2e
70

la
ed
Oe
30
17
de
ab
41
1c
2e
a0
af
Oc
eb

40
73
2e
11
1la
66
Te
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af
656
0d
f8
ac

b7
bb
ae
T4
Ta
33
ez
20
b4
b8
&b
b0
cB
eb

04
04
6b
8b
26
5d
97
ca
44
34
82
07
55
o5b

ae
f8
6f
cB
fi
80
25
ab
b4
64
la
16
46
4b

ea
6f
1f
cl
cd
cd
8b
08
ea
be
41
bd
18
3e

9a
Of
89
b4
06
ba
23
dz2
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fb
fb
29
89
46

29
cO
40
ef
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30
Za
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enario (52 %1

» 192bite 253}

Decryption:
1 round : a6 6b 56 dd 44 d6 50 aa 21 52 66 a0 e0 ab 77 eb

2 round : ad 4c 17 49 90 81 33 02 d6 ee d8 68 ce b6 ca 13
3 round : ff 9f Bd e0 fc 79 a4 cl1 al a8 bl 86 eb 0De 17 47
4 round : 6e bc eb bc fe f6 1c 7f 26 6b Oc 2e bd 3d b9 0Ob
5 round : 39 6d 17 b9 e2 50 03 3c 42 14 37 e3 b2 df 8a 3b
6 round : c0 aa a6 d3 ea 25 be 97 cd Oe 7d 83 ad 84 67 d8
7 round : 7c f1 £3 fe 87 09 8¢ ba 7b d6 7b 90 58 ad c8 2b
8 round : 21 08 4b Ze dl d9 d7 el ab 2f cl e3 Oe 18 al 6&d
9 round : 3a 06 17 fd af d3 b4 a7 be d9 58 3f cb 8a dc 87
10 round : 71 fd 77 18 31 f9 3a ea 8f fd 18 db ea 4e 23 ee
11 round : 3b 6b 5d 2e f1 52 be 3d ee fe 01 df 30 7e 893 5b
12 round : d0 47 7c €66 £f7 7b 81 38 7d 33 13 45 b0 dc Oc 1ic
13 round : 6f 67 c8 c0 42 30 10 a6 ad e2 le 6b 62 42 dc 24

'_L
s

round : 11 11 11 11 aa aa aa aa 11 11 11 11 bb bb bb bb
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ase study (1)
= CBMC Code

» cmbc arial28.c -—-function ARIA_test —program-only

flag@i#t5e == (*Wguard#3S 7?7 Flag@Ei#ic4d - Flag@E1#55>
iE1#IAS == 11

Wguardi3de == ¥ {({int>(pE1#33[111> == @>

flag@Ei#is? ==

guard: Yguardi#ie

flagi#i58 == (tHguard#ds ¥ FlagPi#56 : flag@E1l#57>
iEif#iAe == 12

Wguardi3? == 1 ((int>(pE1#33[121> == @>

flag@Ei#ih? ==

guard: Wguard#3i?

flag@ifted == (*Wguard#3? 7 Flag@Pi#58 - Flag@E1i#H59>
iE#HAY? == 13

WguardH#38 == ¥ {({int>{pRi#33[131> == @>

flagPifteld ==

guard: Wguardi#3ds8

flag@ifie2 == (tWguardid8 ? flag@i#ficd - flagBifcl>
iEif#iag == 14

Wguardi3? == ¥ {((int>(pEi#33[141> == @>

flag@ifie3d ==

guard: Wguardi#3?

flag@ified == (tWguardid? ? flag@ifie2 - flagB@iiicl>
iEi#1Aa?r == 15

Wguardi4d == ¥ ((int>(pE1i#33[15]1> == @>

flag@ifies ==

guard: Wguardit4@

flag@ifiee == (tWguardid4d ? flag@ified - flagB@ii#ieS>
iBi#1168 == 16

Wguarditdl == <flag@iftee == 1>
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ase study (2)
= CBMC Code - ARIA 128bit

» cmbc arial28.c --function ARIA_test

Unwinding loop c::ZARIA_test.5 iteration 6 file arial2B8.c line 524 function
test

Unwinding loop c::ARIA_test.5% iteration ? file arial2B8.c line 524 function
test

Unwinding loop c::ARIA_test.% iteration 8 file arial2B8.c line 524 function
test

Unwinding loop c::ARIA_test.5 iteration 9 file arial28.c line 524 function
test

Unwinding loop c::ARIA_test.5 iteration 18 file arial2B8.c line 524 function
_test

Unwinding loop c::ARIA_test.% iteration 11 file arial2B.c line 524 function
_test

Unwinding loop c::ARIA_test.% iteration 12 file arial2B8.c line 524 function
_test

Unwinding loop c::ARIA_test.5 iteration 13 file arial2B8.c line 524 function
_test

Unwinding loop c::ARIA_test.5 iteration 14 file arial28.c line 524 function
_test

Unwinding loop c::ARIA_test.5 iteration 15 file ardial2B8.c line 524 function
_test

Unwinding loop c::ARIA_test.5 iteration 16 file ardial2B8.c line 524 function
_test

zize of program expreszsion: 4855 aszignments

gimple s=licing removed B assignments

Generated B UCCCs>, B remaining after simplification

UERIFICATION SUCCESSFUL
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ase study (2)
= CBMC Code - ARIA 192bit

» cmbc arial92.c --function ARIA_test

loop c::ARIA_test.5 iteration 6 file arial?2.c line 524 function
loop c::ARIA_test.5 iteration 7 file arial?2.c line 524 function
loop c::ARIA_test.5 iteration B file arial?2.c line 524 function
loop c::ARIA_test.5 diteration ? file arial?2.c line 524 function
loop c::ARIA_test.5 iteration 18 file arial?2.c line 524 function
loop c::ARIA_test.5 iteration 11 file arial?2.c line 524 function
loop c::ARIA_test.5 iteration 12 file arial?2.c line 524 function
loop c::ARIA_test.5 iteration 13 file arial?2.c line 524 function
loop c::ARIA_test.5 iteration 14 file arial?2.c line 524 function
loop c::ARIA_test.5 iteration 15 file arial?2.c line 524 function

loop c::ARIA_test.5 iteration 16 file arial?2.c line 524 function

size of program expression: 4428 assignments
simple slicing removed B assignments
Generated B UCC{s>, B remaining after simplification

UERIFICATION SUCCESSFUL
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ase study (2)

= CBMC Code - ARIA 256bit

» cmbc aria256.c —--function ARIA_test

loop c::ARIA_test.5

loop c::ARIA_test.5

loop c::ARIA_test.5

loop c::ARIA_test.5

loop c::ARIA_test.5

loop c::ARIA_test.5

loop c::ARIA_test.5

loop c::ARIA_test.5

loop c::ARIA_test.5S

loop c::ARIA_test.5

loop c::ARIA_test.5

iteration

iteration

iteration

iteration

iteration

iteration

iteration

iteration

iteration

iteration

iteration

6 file

? file

8 file

2 file

aria2bb.c line

aria2b6.c line

ariazb6.c line

aria2bb.c line

24 function

524 function

524 function

24 function

18 file aria2bb.c line 524 function

11 file

12 file
13 file
14 file
15 file

16 file

zize of program expression: 4881 assignments
simple slicing removed B assignments

Generated @ UCCC{s)>,
VERIFICATION SUCCESSFUL

Mobile Broadband Communication Lab., Konkuk University
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ariaZzbb.c

ariaZzbb.c

ariaZbb.c

ariaZzbb.c

aria2bb.c

B remaining after simplification

line

line

line

line

line

line

524

524

524

524

524

524

function

function

function

function

function

function

ARIA

ARIA

ARIA

ARIA

ARI

ARI

ARI

ARI

ARI
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ase study (3)

= CBMC Code - ARIA 128bit

» cbmc airal28.c —-function ARIA_test —unwind 1

Okay. You were correct.

END testing endianness.

State 3?9 file arialZ28.c line 486 function ARIA_test thread B
ARIA_test::1::i=0 {BEEEEAAAAAAAANNNNAANAABRRRRRREEE »
file ardial28.c line 487 function ARIA_test thread @

ARIA _test::1::mk={ B, B, A, B. A, A, @, A, A, B, 8. A, B, A, 8. A, A, B8, A, @
A. A, B, A, B, A, B, A, A, A, A. A > ({ AEAEAEAE,. APOPOROH. OBOBARAA. ABEBABAA
AAEAEAEA,. FRPRPRORE,. PBABOBARA,. BABEBABH,. AEAEARAE. APOPROROH. OBRBARAA. ABEBABAEA
AAEAEAEA,. FRPRPRORE,. PBABOBARA,. BABEBABH,. AEAEARAE. APOPROROH. OBRBARAA. ABEBABAEA
ABAEBRAA,. APBBOEBEE. BOPBDAEEH,. AREEAEBH. BBABEEEA. PEBRBEREE. BOBBHEAH. BRRBAEBA
AAEAEAEA,. ARPRPOARG,. BABOBARA,. BABEBABA >

State 42 file arial2B.c line 486 function ARIA_test thread B8

ARIA_test::1::i=1 <(BARBHBRAAAEABARABABABARAAABABAGBA]L »

Jiolated property:
file arial28.c line 486 function ARIA_test
unwinding assertion loop @

UERIFICATION FAILED
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ase study (3)
= CBMC Code - ARIA 192bit

» cbmc airal92.c —-function ARIA_test —unwind 1

0kav. You were correct.

END testing endianness.

State 3?9 file arial?2.c line 486 function ARIA_te=st thread A

ARIA_test::l::mk={ B, B, @, A, A, B, B, A, B, A, B. A, 4. @, A, A, B, B8, A, @
. B, 8, A, A. A, A, A, A, A, 8, A > <{ BPOMOPAA,. ARAAORAA. ABABEAEA. BABBEOBA
HBABRERA,. BERARARA,. AABEBAAH. ANADAERH. BPOPMOPOR. ARARARAA. ABABEAAA. BABBEBEA
HBABRERA,. BERARARA,. AABEBAAH. ANADAERH. BPOPMOPOR. ARARARAA. ABABEAAA. BABBEBEA
H0A00HE,. BERREORO,. BOARBEGE,. ADADOEOE. OEOBOBOH. BBOROBOH. OBBBOE0E. BABBEOEA
f80PBRE0,. DEBOBEERE,. BEBOOB0DA. B0OBRBOE >

State 42 file arial?2.c line 486 function ARIA_test thread A

ARIA_test::1::i=1 (ABEBHAAAABABABEBEREOAOBOAEAAEAAERAL »

UJiolated property:
file arial?2._c line 486 function ARIA_test
unwinding assertion loop @

UERIFICATION FAILED
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ase study (3)
= CBMC Code - ARIA 256bit

» cbmc aira256.c —-function ARIA_test —unwind 1

Okay. You were correct.

END testing endianness.

State 3?9 file ariaZ2S56.c line 486 function ARIA_test thread @

ARIA_test::1::i=0 {AEEEAAAAAAAAANNINAAARBRBRREREEE >

file aria2S6.c line 487 function ARIA_test thread @

ARIA_test::l:iomk={ B, B, B, B, A, A, A, A, A, A, B, A, A, B, A, A. B, A, A, A,
A, A, A, A, A, A, A, B, A, A. B, A > <{ AAHIEAAA, VEARAOHH,. BEAROPAE, AABBAEAAA
AARAARRA,. PPAORAPE. APPDRAARHA. ARMARAAR. AABRMARAR,. ARBPPAGA,. PAABPOAA,. ABAABAGA .
AARAARRA,. PPAORAPE. APPDRAARHA. ARMARAAR. AABRMARAR,. ARBPPAGA,. PAABPOAA,. ABAABAGA .
HE0AARRA,. BHEOBEAE. BBUEERRH. ABHNOOARH. AAAROOAH,. OBBPAPOBA,. CEABRUOAA. G0AABAOA
HRAAEEE,. BPPOBEDE,. BBUDAEEHE. ABBAEAAA )

State 42 file aria2S56.c line 486 function ARIA_test thread B

ARIA_test::1::i=1 <(BHEBERERARARABABARAAARARABABAGA] »

Jiolated property:
file ariaZS6.c line 486 function ARIA_test
unwinding assertion loop @

UERIFICATION FAILED
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ase study (4)
= CBMC Code - ARIA 128bit

» cbmc airal28.c --function ARIA_test —- bounds-check

Unwinding loop c::ARIA_test.5 iteration 9 file arial2B.c line 524 function ARIA
test

Unwinding loop c::ARIA_test.5% iteration 18 file arial2B8.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.5 iteration 11 file arial2B.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.5 iteration 12 file arial2B8.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.5% iteration 13 file arial28.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.5% iteration 14 file arial28.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.5% iteration 15 file arial28.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.% iteration 16 file arial2B.c line 524 function ARI
_test

size of program expression: 4775 assignments

simple slicing removed 25%1 assignments

Generated 1624 UCC<s>», 728 remaining after simplification

Passing problem to propositional reduction

Running propositional reduction

Solving with MiniSAT2 without simplifier

687584 variables,. 8559557 clauses

empty clause: negated claim iz UNSATISFIABLE., i.e.. holds

Runtime deciszion procedure: 31.812s

UERIFICATION SUCCESSFUL
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ase study (4)

nuinding
est
nuinding
test
nuinding
test
nuwinding
test
nuinding
test
nuinding
test
nuinding
test
nuwinding
test

loop
loop
loop
loop
loop
loop
loop

loop

c::ARIA_test.5

c::ARIA_test.5

c::ARIA_test.5

c::ARIA_test.5

c::=ARIA_test.5S

c::=ARIA_test.5S

c::ARIA_test.5

c::ARIA_test.5

iteration

iteration

iteration

iteration

iteration

iteration

iteration

iteration

= CBMC Code - ARIA 192bit

» cbmc airal92.c --function ARIA_test —- bounds-check

? file arial?2.c line

18 file arial?2.c line

11

12

13

14

15

16

file

file

file

file

file

file

ize of program expression: 5244 aszszignments
imple slicing removed 251 assignments

enerated 1816 UCC({s>.

Pazzing problem to propositional reduction
unning propozitional reduction

Soluing with MiniSAT2 without simplifier
83232 variables.
empty clause: negated claim is UNMSATISFIABLE.

72718188 clauses

untime decizion procedure: 37 .0%4s
ERIFICATION SUCCESSFUL

Mobile Broadband Communication Lab., Konkuk University

i.e..

arial?2.c

arial?2.c

arial?Z.c

arial?Z.c

arial?Z.c

arial?2.c

816 remaining after simplification

holds

line

line

line

line

line

line

524 function ARIA

524 function ARI

L24

524

524

524

524

524

function

function

function

function

function

function

ARI

ARI

ARI

ARI

ARI

ARI




ase study (4)
= CBMC Code - ARIA 256bit

» cbmc aira256.c --function ARIA_test —- bounds-check

Unwinding loop c::ARIA_test.5 iteration 9 file aria2bb.c line 524 function ARIA
test

Unwinding loop c::ARIA_test.5 iteration 18 file aria2bb.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.5 iteration 11 file aria2bb.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.5 iteration 12 file aria2bb.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.% iteration 13 file aria25%6.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.% iteration 14 file aria25%6.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.5 iteration 15 file aria2bb.c line 524 function ARI
_test

Unwinding loop c::ARIA_test.5 iteration 16 file aria2bb.c line 524 function ARI
_test

zize of program expreszsion: 5713 asszignments

zimple slicing removed 251 assignments

Generated 2008 UCC<=z>,. 712 remaining after simplification

Passing problem to propositional reduction

Running propositional reduction

Solving with MiniSAT2 without simplifier

876618 variable=s,. 18857748 clauzes

empty clause: negated claim iz UNSATISFIABLE., i.e.. holds

Buntime decision procedure: 48.86=

UERIFICATION SUCCESSFUL
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= SCOOT - ARIA 256bit

» Make systemc_sim
» Time ./systemc_sim

317120835 3520251392"'128171993 2718175108
1629968297 '3T793094657 4279455689 "'4069102608
698690949 1435376123 "'1877336613"'600310695
2302384499"'32121244306 " 3970742327 "'972412356
939437411'128216408" 1974887620 2997986107
4048950501 " 2019298435 2340480092 " 2150627655
1964646269 "'837436901"'4107601866" 2639259484
3754769108 "1033410611 " 2550949893 " 3997175353
2548299364 "'3206229221 1522306920 "'86434004
3847006758 1673794966 179411016 1828961123
2867286747 'T3296T782 2269637538 3613767317
1440094938 1597753609 "' 3932275159 341387058
1259938329 '4263009183"510142035" 3521424989
3245106737 '1469437767"422124918"'1215268682
2111411649 "'1856483220"'4057646655"'1491999078
2927974566 "' 2969686177 3188488396 "' 3458955320
1904093749 3276013016"527519892"'3931741312
4040203292 '3192246893 " 2528159517 " 732051385
3988475133"1997402627 " T48365011'604966897
2960373'897299648 ' 164292556 3114964396
2976312705 "'936374495°3676004722"'1543305608
80981009 3274703627 "'297443558"'619326216
30530217290 "'1669619409 " 2118274499 2999726195
3565890413 '3744799529"' 2480456209 "' 2314218360
2792158424 "'4052746088" 2719552856 "' 24087665260
4032053029 "'2424712091"1100638758 "' 2824261593
2711169716"'4021560815" 3810263637 ' 1555545036
2751633354"'3704984090 4140994654 ' 2486421332

real Bm4z2.341s
user Bm38.277s
S¥Ss Bme . 444s
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= S-BOX2 223t Es3 =2| = TEST

» (}2 253} 2¥02|= (AES, DES, SEED)S
S2st 2H= Sot] dluw
> 2t =3 H|D

= Scoot= A= H|W
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