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e |ntroduction
— Safety-Critical Software in Nuclear Power Plants
— Software Development Process (Existing vs. Proposed)

» Software Development Process for NPPs
— Development Process
— Verification Process
— Safety Analysis Process

e Conclusion and Future Work



Introduction

1. Safety-Critical Software in Nuclear Power Plants
2. Software Development Process (Existing vs. Proposed)



e RPS (Reactor Protection System)
e ESF-CCS (Engineering Safety Features Component Control System)

Containment Structure

Pressurizer Steam
Generator

Y

RPS

* |Condenser

DCS

(Distributed Computing System)

ESF-CCS

PLC

(Programmable Logic Controller)
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 For Most NPPs in Korea (e.g. Wolsung NPP)

&‘;gg;z:e Requirements Analysis Design Implementation

Safety Analysis 6 A, FMEA, HAZOD ( FTA, HAZOP )
Process

N —
Devel Natural FBD Executable
evelopment Manual Compliers :
Process Lar?guag'e Development Programs by PLC vendors Machine Code
Specification for PLCs
I~

¥ <

Verification . .
Inspection Inspection
Process
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For KNICS RPS for APR-1400 [1] (http://www.knics.re.kr)

— APR-1400 : Next generation nuclear reactor being developed in Korea

Software

Lifecycle Requirements Analysis Design Implementation

B AUE AT G ault Tree AnalySiD G ault Tree AnalysiD
Process
U FTA Templates* FTA Templates*

:
NuSCR
- | . Executable
orma . .
Development : . Automatic Compiled into )| Machine Code
Process Specification Synthesis Programs for PLCs
. NuSCRtoFBD*
NuSRS 2.0
ll
Automatic | \, ops 5 o* Automatic| Lo, o igier 1.0%
Translation

w

Verification Model Checking Model Checking Equlval?nce
Checking
Process
Cadence SMV Cadence SMV,_ VIS 2.0

VIS Analyzer 1.0%

FBD Verifier 1 0

* : Qur group'’s effort



Software Development Process for NPPs

1. Development Process
2. Verification Process
3. Safety-Analysis Process



Development Process

1. Formal Requirements Specification
2. Automatic Design Synthesis

’_I:
NuSCR | Executable
Development Formal Automatic FBD Compiled into )| Machine Code
Process Specification || _ Synthesis Programs P for PLCs
. NuSCRtoFBD*
NuSRS 2.0
N
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« NUSCR [3]

— Formal requirements specification language

— Customized SCR [2] for nuclear applications
» Listened to opinions offered by domain experts

— 4 constructs
» SDT (Structured Decision Table)
 FSM (Finite State Machine) Sond b and o
« TTS (Timed Transition System) Fr X Trig =0
* FOD (Function Overview Diagram)

/th_X_Trip/= 1

Cond_a \

and not cond_d

Conditions
not cond_a
k= MM <=1 <= k_s W T F and not cond_d
Actions Cond_d
f_=_Mald =10 b /th_X_Trip =0 not Cond_d
f_><_|'-!‘al|d 1= I X /th_X_Trip =

TTS / FSM



NUSRS (ver 2.0)
— CASE tool supporting

NuSCR specification
Self-Checking (on-going)

SMV program translation
(NUSCR > SMV)

SMV verification
(CTL Model Checking)

— Case Study

KNICS-RPS-SRS101,

Rev,00, 2003.
(by NuSRS 1.0)

KNICS-RPS-SVR131-01,

Rev.00, 2005.
(by NuSRS 2.0)

B 2n Jen HUSAS_2.0_?008 _11_1485. 2005 1015. Fina.
File Edit View Window Verification Heip

Aol bl -aam0 8-=aa s e =

= jiierarciny wndow - ) Root () g_BP _' () 0 VAR_OVER_PWR = (7) I_WAR_OVER_PWR_Tiip_SP ' [a

¥ [ Root [ VAR _OVER_PWRL_I i

= S LAY

+ [ 0_L0_S61_LEVEL ’ . b i\ ._-E_a'&R_P.';P_val |0u|
VER_PWiR

Lo VAR.

Call= ]

_Lj\{R,O\-'E R’F'-'R’PWI sP

Descriplion Window

[B
¢ [ 0_VAR_OVER_FWR [=]
¢ [ Deteription o .
D HE AN EQ (RBHISGSR T E - OVER S
¢ [ Tamplatenamaes
N —

[} _vnm_ovER_PWR_PV - boolean

e ———
[} 1_VAR_CVER_PWR_Manu_Test: boolian f_\-' T —

[ FER_FYR_MT_Cuery : boolean —

—_— —
Y _Trig_Stas, i r_unﬁ_m‘ek_n.-m_ﬂv_BF‘-‘_ —-C | OVER_PWR_Tilk— A prp—,
FWR_Pirp_Status : boolean

ol

4 I

1_Moud_Err : bookean -

T_WAR_CWER_PWHR_Chan_Frr : boolean

1_VAR_OVER_IWH_MT_Cuery : boolean

§ VAR OVER OWUD Man Teet D haslasn

YL 1 VAR_OVER_PWR_Op_Byp_InA : hoolean
1 VAR_OVER_PWR_PV: hoolean
1_VAR_OVER_PWR_PV_Err ; boolean

- TVAR_OVER_PWH_Plp Ol : bookean

ER_FYR_Trip_Cut : boolean
[} VAR _OWER_PAWR_Pirp_Out - boalean

n

NUSRS (ver. 2.0)
10
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« NuSCRtoFBD Synthesis Procedure [8]
— Synthesizes FBD programs from NuSCR specification automatically
* More than twice FBD blocks than manually coded and optimized ones
— Unused in the project, because unable to develop CASE tools in advance
— However, can be used as a baseline for FBD programming in design phase

e NUuSCRtoFBD (ver 1.0

— CASE tool supporting

e Automatic FBD synthesis from NuSCR
— Reads NUSCR specification in XML format
— Stores FBD programs in standard XML format (on-going)

» Algorithm is being optimized



3
OXmILnad @Znnmln @Zuumom @CheckC&C GCnmbinadTaxl OTORISequnece ‘Dﬂalnv
. " 2CTable | Combined2CTable | P arFBD | OutoutPanFBD | StateVariableParFBD TotalFED |
HierarchyWindow o =
S Fool £0_800L
"~ 5 9.L0.SG1LEVEL e —| — oonds
1.00_561_LEVEL Val_Out 11-LO-FERFREESFim-Losle
{.LO.SGI.LEVEL.PV_Err
1L0_SGI1_LEVEL Ptrp_Out
1.L0_SG1_LEVEL_Trip_Out @
th_LO_SG1_LEYEL Ptrp_Logic £0.800L
th_LO_SGI_LEVEL Trip_Logic -
= 9-VAR_OVER_PWR fals  —| |- consB
{.WAR_OVER_PWR_Val _Out 1-L0._PZR_PREBE.Op Byo.Int —|
{_VAR_OVER_PWR _Trip _SP
{.VAR_OVER_PWR_Ptrp_SP
{_VAR_OVER_PWR_PV_Err @
{VAR_OVER_PWR_Ptrp_Out
{.MAR_OVER_PWR_Trip_Out EQ_BOOL b
h.VAR_OVER_PWR_Int_5P o e
th_VAR_OVER_PWR_Ptrp_Logic * - oo
th_VAR_OVER_PWA_Trip_Logic -LO-BGLEVEILHod Em
=-9-HI_LOG_POWER
1_HI_LOG_POWER_Val_Qut
{.HILLOG_POWER_PV_Emr (4 Ll (5) az
f.HILOG _POWER _Ptrp_Qut
| HILOG POWER Ti-O0t £0_800L AND_BOOL AND_BOOL 2L
{_HI_LOG_POWER_Op_Byp_Init tue —| —  condD cond-C = {-LO_8G1_LEVEL ValLOut
{_HLLOG_POWER_OB_Err 1_LO_PZR_PRESS_Chan Er —| cond 8 leond_& —|
th_HI_LOG_POWER_Ptrp_Logic LLO_8GT1_LEVEL PV —
th_HI_LOG_POWER_Trip_Logic
@ 9-L0_PZA_PRESS . © " .
- 9.8G1.LO_FLOW s 6) 7 .
- 9-HI.LOCAL_POWER EQ_BOOL AND-BOOL AND_BOOL oEL
#-9-TEST_SEL
- 9-HEART_BEAT LLo_PzA_rREBSA En | - e i Icond — —
1LO.BG1LEVELPT.Val —|
(@) 1) o
AMD_BOOL AND_BOOL BEL
cond_C (]
cond B —| Icond A4 — .L0_861_LEVEL MT_Val —|
LO_8G1_LEVEL AT Vel —|
1)
" GT.800L
& vescrition Window PP e
LO_8G_LEVEL Pim_8st —|
02
LE-BOOL
1.L0_86.LEVEL ValOut —| |- consp
kL0_GLEVEL Pim_8et —|
05) L]
GT.B00L ToF
1.L0_86_LEVEL ValOut —| - condC
kLO_8G_LEVEL Ptp_8st —| kLO_8G_LEVEL Ptp_Dly —|
an 09
ADD_BOOL LE-BOOL
k_LO_BG_LEVEL Firp_Hyst —| 1_LO_8G_LEVEL ValOut —| [~ condD
| kL0_6G_LEVEL Pim_tet —| L [
< »

NuSCRtoFBD (ver. 1.0)

- Synthesized from KNICS RPS BP SRS (KNICS-RPS-SVR131-01, Rev.00, 2005)
12



Verification Process

1. Model Checking Requirements
2. Model Checking Design
3. Equivalence Checking Designs

Development
Process

Verification
Process

NuSCR
Formal Automatic FBD
Specification Synthesis Programs
. NUSCRtoFBD™|
NUSRS 2.0
SRS 207 Venfer 1.0*
ranslation ranslation

Equivalence

Model Checking Model Checking

Checking

Cadence SMV* VIS 2.0
FBD Verifier 1.0 VIS Analyzer 1.0%

Cadence SMV

Compiled into

Executable
Machine Code
for PLCs
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Formal verification for requirements specification
— Target : NUSCR formal specification

— Tool : Cadence SMV [5]

— Technique : CTL model checking

NuUSRS (ver. 2.0)
— Automatic translation

from NUSCR into SMV programs [10]

— Seamless execution of SMV

— Case Study

 KNICS-RPS-SVR131-01, Rev.00, 2005
* Found 157 errors (25 critical)

=] 7) Miss _2.0_2008_03_° sy 7 Pl
sany
- SMV Input for {_VAR_OVER_PWR_Val_Out ﬁ

MODULE m_f_VAR_OVER_PWR_Val_Outf_VAR_OVER_PWR_PV, _VAR_OVER_PWR_Manu_Test, f_V4
VAR

1_YAR_OVER_PWR_Val_Out: 0.100;

- inputs

STATE : {_init_, 50,51},
lASSIGN

Init{STATE) = _init_;
next(STATE) = case
FROM-_init_-TO-s0-taken : s0;
FROM-s0-TO-s0-taken : 50;
FROM-51-TO-s0-taken - s0;
FROM-_init_-TO-s1-taken : s1;
FROM-50-TO-s1-taken : 51;
FROM-51-TO-s1-taken - s1;
1:STATE,

£l il | »

NuSRS 2.0

Save Close

PROPERTY

Execution

-- Write CTL properties here Il

Apply

File Prop Yiew Goto History Abstraction Help
Erowsar] Properties | Resuits | Cone | Using | Groups ‘
Name | Layer I | -
81, ftop levelk
cycle
E-{_Mod_Err
{VAR_OVER_PWR_Chan_Err
_VAR_OVER_PWR_MT_Guery
BH VAR _OVER_PWR Manu_Test -
e —————————————————

Source ‘ Trace | Log |

File Show

—- SNV Input for g VAR OVER PWR

-- SNV Input for £_VAR_OVER_PWR_Val_Out

MODULE m_f_VAR_OVER_PUR_Val _Out(f_VAR_OVER PWR_PV, £ VAR OVER_PWR_Ma
nu_Test, £ _VAR_OVER_PUR_NT Query, cycle, sec)

VAR

£_VAR_OVER_PWR_Val Out : 0..100;

-= inpucs

STATE : {_init_, s0, s1};

ASSIGN

init (STATE) := _init_;

next (STATE) := case
FROM-_init_-TO-sO-taken : s0;
FRON-30-TO-s0-taken : =0
=0
FROM-_init_-TO-sl-taken :
FRON-s0-TO-sl-taken : sl
FRON-s1-TO-sl-taken : s1
1 : STATE:

esac;

s1;

. Cadence SMV

FROM-31-TO-s0-taken : H

init (f VAR OVER PWR Val Outi := O: j
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_Modification
on FBDs

FBDo

# FBD,

FBD Verification using
- SMV model checking & VIS Equivalence checking

SMV
Model Checking

# FBD,

VIS
Equivalence Checking
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* Formal verification for design specification
— Target : FBD program
— Tool : Cadence SMV [5]
— Technique : LTL model checking

 FBD Verifier (ver. 1.0/2.0)
— Automatic translation from FBD programs into Verilog programs [11]

Ceamlecce aveciition of SMV/
Wl VAL T TIN I /N VULV VL IV v

— Case Study
« KNICS-RPS-SDS231, Rev.01, 2006

* Found 60 errors (13 critical)



e
FBD Verifier 1.0 TeLc @ " verilog \ (@
g_] ss Jee\FBD Verifier 1.0 (200611 by jeon)\FBD2Viexample\F BC_RISING EJD&Hssaamh\m Miss JeelFBD Verifier 1.0 (200611 by jeon)F BD 2ViexamplelF [}_RISIT
TN = 2ll{lmodule main (clk, HY3, MAXCNT, PHYS, PV _OUT); |~
ADD ( input clk;
INlL = input {7:0] HYS;
8P, input [7:0] MAXCNT;
INz = input [7:0] PHYS;
va) ) re [7:0]  PTRIP_CNT; =
3 - PTRIP_LOGIC;
i e 2. Translate into {740} Doss:
SEL ( 2 y iny [7:0] BV_OUT;
G = Verllog prog’r Am reg [7:0] TRIP_CNT; |
AND ( reg TRIP_LOGIC;
IN1L := reg [7:0] TEE;
LT |
INL := wire [8:0] PTRIP_CNT_out;
PV _OUT, wire PTRIP_LOGIC_1;
HE = wire [7:0]  PBTSP_1;
PTSEY, wire [8:0] TRIF_CNT out;
INZ = wire TRIP_LOGIC_1;
BTRIP LOGIC), wire [7:0] TEP_1;
IND i - [ | wire TRIP_LOGIC_out;
PTRIP LOGIC, wire [8:0] TSP _out;
i o= L wire PTRIP_LOGIC_out;
1. Read FBD programs 0 wire [8:0]  emsE_sut;
in XML format PTSP 1= ] //constants
SEL ( assign HY8 = 1;
=3 = = assign MAXCNT = 5;

E \'@ | 4. Analyze verification result

SMV ended with code 0

3. Perform SMV model checking

] T
- n ~

e o upsmat- o ean

e L [

Grimal €1 | Feducedioem | T praph | Shcotvars | Warnngs |

_——
[ £ e . LA N
T o . (29 [on il B DALY Coe - - - - - - - - - - "
e Browsar | Proparties | Besutts | Gona | Using | Groups | T T TRIP_LOGIC, ot
T oG
I 3 - -
[ TR I
L BT —_—r & TR L
o L LT T T LOGEE 1 I—
. |
- - - 1S9 1 s
L - Ly g = = = = ) = = = = - -
e O . 159 ol
- - o - L - - - L - L - L " -
e fecdule main folk, PV_OUT, TRIP_LOGIC out, TSF_out, PTRIF_LOGIC owr, FTSP_owt)s 8
L= 0 "":" B OU = TP
J— W
. . “define TS Ll {
Engineering Tools gt Pm o s § |
‘define  TERE o | o g el v ouT 2o 1 =
by PLC vendors . (M - s e D
veg PTRIP_LOGIC
= o .
e Dl e Counterexample viewer
= o) o . .
5 in FBD Verifier 1.0
vire o TSP_L:
=2 (70
vire TRII
wice (701 TER_3:
cpe ol Taes P
[

Cadence SMV
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» Formal verification for design specifications

— Technique : Equivalence checking, Simulation

e
9. —(uiva

II;\IﬂI V'\I If'\

Target : Two FBD programs
Tool : VIS Verification System [4]

* VIS Analyzer (ver. 1.0)

Seamless execution of VIS (vis has no GuI)

Visualization of VIS’s nrocess and verification res
WUGALTIL ATV VI V I J r}l NI U I CATTA Vol lllTviAaAlIVIEL T v

1ilte 1121
AL I--I-LJ

Unused in the project, because unable to develop CASE tools in advance

Case Study
« KNICS-RPS-SDS101, Rev.00, 2005

* No official result

Compared FBD

Original FBD

Trip Logic ELINEE (Num. of Errors) (Num. of Errors)
Fixed Set-Point Rising Trip Syntactic 0 0
without Operating Bypass Logical 0 1
Manual Reset Variable Set-Point Trip Syntactic 0 3
without Operating Bypass Logical 6 2




Engineering Tools
by PLC vendors

FBD Verifier 1.0

.

i e -
(Y S L g —— TR (o) v (@
e e - - l@nmwuﬂmﬂ <m0 1000611 < K
b TR o3 = =| ule main (clk, WYS, MAXCNT, PWYS, BV_OUTI: [~
R S a Invas ik
INL im input [T0) Hy#;
Enpue [T:0)  mAxewr:
— input T:0 3
1. Read two FBD programs e S U . '
ot . reg PTRIP_LOGIC:
- e [T:0) 1
L g in XML format s iosic R
a) TRIF_CNT, b
- - R s 2. T 1 - IR
.- - . Translate into ==
mbe . [
S Verilog programs =5
i 0l PTER_Ls
|_ - e wire [810)  TRIP_CNT _outs
—— wiee TRIP_LOGIC 1
wice [T:0) TR_1;
porlm o I—— s e vire [CICT) mf;ﬁw'm'
— - 3 HL v o wiee o ::ie_“mxe_auc
]
PrEP 1= J/aonstants
L i 1 SEL [ assign vE = 1
4 —f G - - asaign MAXCNT = §; =
- - L ST ﬁ_
e e i
- " |0y ended vt code 0

3. Read two Verilog programs

VIS Analyzer 1.0 (Source)

ilog 2
i5-2 | Verifierith_x_Pretrip_Mechv

typedef enum (80, 81] th_¥_Pretrip_state;
typedef enum (T0, T1, TZ. T3, T4, TS, T4, T7. TA,
T5, Ti0, Ti1, TLZ, T13, Ti4, TIS, TLé. TI7, Ti6,
T13. TE0) timer_state:

‘dmfine k_Preteip_ASscpaine 30
“define k_X_FPrecrip Hys 10
/7 detine k_Trip Dslsy 20

/f th_X_Pretcip module
odule th_X_Prevcipiclk, f_X. th_X_Preteip):

/fintager wire £ 3
/intager £ _%:
wire th_X_Pretrip:

th X _Pretrip_state reg state;
reg th_Prev_X_Pretrip;

initisl th_Prev_X_Pretrip = 1;
inivial wimer = 20

0

|t¥pedot enum (80, 81, 82} th_X_Pretrip_state;
typedef enum (10, T1, T2, T3, T4, T5, T4, T7, TH,
T5, Ti0, Ti1, TLZ, T13, Ti4, TIS, TLé. TI7, Ti6,
T19, TE0) timer_state:

‘dnfine k_Precrip Ssrpaine a0
“define k_X_Fretrip Hys 10
7/ detine k_Trip Delsy 20

/f th_%_Pretrip medule
module th_X_Preveiplclk, £ X, th X_Pretcip):

//integer wire £_%;
Hintager £_¥%;
wire th_X_Pretrip:

th_x_Pretrip_state reg state;
reg th_Prev_X_Pretrip;

= 20;
initisl th_Prev_X_Pretrip = 1;
initial wimer = 20

nalyzer 1.0 (Result)

wisg> via rele
vish vish vis» --Ztate O:
StatefNTRZ: 9L

timer: 70

--Guws tu mtate 1l:

--on inputs
; . 4. Perform VIS e
input olk: input olk; et
inputio:e] € _X: inpueo:6] £_x: . . Ll
ovipie Tz Feeerips ovtput thx_Preteips uivalence checking |50

--Fues to atate J:

timer$NTRZ: T3

timer: T3
assign th_X_Preteip = istate==30 L& £ X <= --On inputs
“k_Pretrip_fetpoint - 'k_X_Pretrip_Mys)7l: |[ize cond_s_ts = <Unchanged>

--Goes to state 41
timer§NTKZ: T4
timer: T4

(O VK200 T\ TeX \home\ VIS \vis-2, D\ exanplos\RFAVFED_Verdfierich_X_Prorrip_Manusl.v
(0 VRC200 T\ TeX \ home \ VIS \ vis-2, 0\ exanples\RESVFBD_Verifierith_X_Pretrip Mech.v
2.0 (compiled Zat Jun 14 12:02:36

2008)

timer:T2
timer_state reg timer; timer_state reg timer; ==Om inputs . . .
. N nchangec- 5. Verification result with

simulation

Faady




O3 Mwtomeatic Vis Equivalence Checker /777777177 e B B (7] Automatic Vis Equivalence Checker

Eile Run Help file Run Help

pekgsonces | o g\ B o sowces s s

Networks are NOT seguentially equivalent.
--Goes to state 1:

state: sl vis> vis release 2.0 (compiled Sat Jun 14 12:02:36 2008)
timer$NTRZ : T1 vis>» vis> wvis> vis> vis> # vis release 2.0 (compiled Sat
timer:T1l Jun 14 1Z2:0Z2:36 Z008)

--0n input: # Network: th X _Pretrip

£_X<0>:0 # Input Vectors File: inputVectorl.txt

f_¥<l>:1 . .

£x<2>:1 Execute VIS equivalence|checking

f_X<3%:1 .inputs £ _X<0> £ _¥<1> f_X<2> f_¥X<3> f_X<4> f_¥x<5> f_x<&>
f_x<d>:l .latches state th Prev X Pretrip timer

£_%<5>:0 .outputs th ¥ Pretrip

£ x<@>:l L X

.initial 81 1 TO

--Goes to state Z:

. .start wvectors
timer$NTRZ: T2 -

t;meriTZ # f_X<0> £_X<1> £ X<2> f X<3> f_X<4» f_X<5> f_X<6> ; state
~~On input: th_Prev X Pretrip timer ; th_X Pretrip
<Unchanged> - - T
0111101211 ; 311T1T0 ; 1
“-Goes to state 3: 0111101; 8117 ;1
z}merszgw-‘ﬂ D111101; si1T12 ;1
Tmers 0111101 ; st173 ;1
<°nhmr-"-‘:; 0111101 ; 811m4 ;1
Unchange 0111101; 81175 ;0
01102100 ; 80075 ;O
“Goes to state 4: 0110100 ; 800T ;1
timer$NTKZ : T4 3
. # Final State : 30 0 TO
timer:T4
--On input: . . .
< vis* vis release 2.0 (compiled Sat Jun 14 1Z:02:36 z2008)
Unchanged> . . . : : : :
vis> vis> vis> vis> wvis> # vis release 2.0 (compiled Sat
Jun 14 1Z:0Z:3a Z008)

--Goes to state 5:
timer$NTRZ : TS
timer: TS

-=-0n input:
<Unchanged>

# Network: th_X_Pretrip
# Input Vectors File: inputVector2.txt

Execute VIS simulation

Jinputs  f_x<0> f_x<1> f_x<2> f_x<3> f_x<4> f_x<5> f_ X<6&>
.latches state th Prev X Pretrip timer

.outputs th_X Pretrip

vinitial S0 1 TO

--Goes to state &:
state$NTKZ: S0

state: 32
th_Prev_X_Pretrip$NTRZ:0
th_Prev X Pretrip:0

--0n input:

<Unchanged>

.start wvectors

# £ X<0> f£_X<1> £ _X<2> £ X<3> f_X<4> £ X<5> £ _X<6> ; state
th Prev_X Pretrip timer ; th_X_Pretrip
--Goes to state 7:

timer$NTKZ : TO 0111101211 ; 31T0 ; 1
timer:T0 01111011; 81171 ;1
-=-On input: 0111101 ; 81172 ; 1
£_X<3>:0 0111101; 81173 ; 1
£_x<a»:0 0111101; 81174 ; 1

011110121 ; 311715 ;0O
Hetworks are NOT seguentially equivalent. 0110100 ; 82075 ;0

0110100 ; 82 0T0 ; O
vis> vis release 2.0 (compiled Sat Jun 14 12:02:34 2008) # Final State : 82 0 TO

wvis> wig> vis> vis> vis> # vis release 2.0 (compiled Sat Jun

Ready [Ready




ff:”.f

- 7

ffql

... @ =z

=

# state input File1Output File20utput File1State File2State
0 Initial Initial Initial 151170 S0170
1 61 1 1 1111 51111
7 61 1 1 S11712 511712
3 61 1 i 51173 511713
| 61 1 1 S1174 51174
5 A1 1 1 511715 11715
B 61 0 0 S007T5 52075
7 52 0 0 S00TO0 52070
] 52 D Nl il

VIS Analyzer (ver. 1.0)

- Visualized and reorganized result - counterexample

21



[ vis Anatyzer 3.0

File Run Help

| Result Charts

Scroll Locﬂ

Verilog 1

2\DSLab Tool-Set[3] VIS_AnalyzerVIS Analyzer 3.0\equiv_exampletth_X_Pretrip_Manualy

may \erilog 2

topIDSLab Tool-Set{3] VIS_AnalyzenViS Analyzer 2.0\equiv_exampletth_X_Pretrip_Mech.y

IN: T_3CE1

OUTPUT: 1

1M B
QUTPUT: A

IN: T E1

OUTPUT: 1

1M _HE1
QUTPUT: A

IN: T E1
QUTPUT: 1

IN: T_3CE1

OUTPUT: O

IN: 3052
OUTPUT: O

im: a2

-

IN: 361
OUTPUT: 1

I K61
QUTPUT: 1

IM: A1
OUTPUT: 1

I KB
QUTPUT: 1

IM: 1
OUTPUT: 1

IN: 361
OUTPUT:

IN: 62
OUTPUT: O

lw: f52 |

NVericifation Ready

VIS Analyzer (ver. 3.0)

- Visualized and reorganized result - counterexample




Safety Analysis Process

1. Fault Tree Analysis for Requirements
2. Fault Tree Analysis for Design

B3 AVEIRATD Gault Tree AnalysiD <Fault Tree Analysis>
Process
U FTA Templates™ FTA Templates™




o Fault Tree Analysis

— Performed manually
— Totally depends on analyst's experience and ability

 We provided FTA templates and CASE tool (NuFTA) for NuUSCR [13]

[ W TA 1.0
View  Holp

Mechanical L
Generation

NuFTA



Failure of output
comming from
AND#: Output value
is undesirable

FAIL_AND#

i

We provided FTA templates and FBD [15]

[
Failure at internal
loperation for an AND
function block

I
If BOOL, check a
fault of inverter
insertion /omission at
output port of AND#

[
Check a fault of
output variable
@ssignment at output
port of ANDZ, if ANY

F_INTO_AND#

CF_INVO_AND#

CF_OVN_AND#

O

O

O

FTA templates for FBDs

[
Check a fault of A value on the A value on the
proper FB selection output port of AND# output port of AND#
for AND# (incorrect, is 0: OUT(AND#)=0, is 1: OUT(AND#)=1,
omission, addition) | Undesirable | Undesirable
CF PFB_AND# | S0_OG_AND# S1_OG_AND#
o _ ()
Fail to 0 at IN1 port Fail to 0 at IN2 port Fail to 1 at IN1 port Fail to 1 at IN2 port
of ANDZ of ANDZ of ANDZ of AND=
FO_INI_AND# | | FO_IN2_AND# | | FIINI_AND# | | F1_IN2 _AND#

o

};

If BOOL, check a
fault of inverter
insertion/omission at

Check further from
IN1 when
IN1(AND#)=0 and
this is undesirable.

If BOOL, check a
fault of inverter
insertion fomission at
IN1 of ANDZ

Check further from
IN1 when
IN1(AND#)=1 and
this is undesirable.

IN1 of AND#

CF_INVINL_AND#

S0_IN1_AND#

CF_INVIN_AND#

S1_IN1_AND#

O

O

L
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Conclusion and Future Work
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 We proposed software development processes using formal methods
— Target: KNICS RPS for APR-1400

— Development process
* NuSCR formal requirements specification
« Automatic FBD design synthesis
— Verification process
» Model checking NuSCR requirements
« Model checking FBD design
» Equivalence checking FBD designs

— Safety analysis process

« FTAtemplates for NUSCR requirements
 FTAtemplates for FBD programs

— Case Study NuSCR

Development Formal

] KNICS'RPS'SVRlSl'Ol, ReVOO, 2005 Process Speciﬁcaliorl
« KNICS-RPS-SDS231, Rev.01, 2006

Executable
Machine Code
for PLCs




Coitrive ~rl,

uUutLltuiI© vvuUili

1. Integrated Tool-set

2. Tool Enhancement
— Self-checking : completeness & consistency (Nusrs)
— Synchronous Verilog issue in model checking FBD programs using SMV (FBD Verifier)
— Optimization of FBD synthesis algorithm (NuscRrtoFBD)
— Add other functions to VIS Analyzer (vis Analyzer)

3. Traceability Analysis
— From requirements to design
— From requirements’ FTA to design’s FTA

4. FBD Testing
— Measures (coverage criteria)
— Testing tool support

5. Application to Other Domains
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