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INTRODUCTION

COMMENTS ON SOFTWARE SAFETY
HAZARD ANALYSIS TECHNIQUES

- Hazard Identification

- The Delphi Techniques
- Joint Application Design(JAD)
- Hazard Analysis
- Fault Tree Analysis
- Event Tree Analysis
- Failure Modes & Effects Analysis(FMEA)
SUMMARY




Requirement Engineering 0fl M 2| “Safety-
Critical Software”
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Safety
Safety
Reliabl

S a System Issue
S Measured as Risk

ity Is Not Safety

Software Need Not Be Perfect

Safe Software Is Secure and Reliable
Software Should Not Replace Hardware
Development Software Is Also Safety-

Critical
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Development Software
Is Also Safety Critical
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Hazard Analysis
Techniques

Hazard Identification
- Delphi Techniques
- Joint Application Design(JAD)

Hazard Analysis

- Fault Tree Analysis

- Event Tree Analysis

- Failure Modes and Effects Analysis(FMEA)
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Basic event

Undeveloped event

And gate

Or gate

Intermediate event




Car

going
too fast

Brakes
weak

Brakes
ineffective

Brake
s fail

Object just
around
corner

Driver
asleep

Car fails
to brake

Car hits
object

Driver
doesn’t
see
object




Fault Tree Analysis 2f CH =&
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Failure Modes &
Effect Analysis(FMEA)

Component

Failure mode

Effect of failure

Cause of failure
Occurrence

Severity

Probability of detection
Risk priority number
Corrective action




Failure Modes &
Effect Analysis(FMEA)

Component
TENMEAE

Failure mode
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Effect of failure
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Cause of failure
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Occurrence
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Failure Modes &
Effect Analysis(FMEA)

Severity

Ao ddHlES 1-1022 89

Probability of detection
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Risk priority number
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Corrective action
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Fault Tree Analysis
Event Tree Anal




THE END
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